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Introduction of the Curriculum on Governance for the SDGs 
 

The Curriculum on Governance for the Sustainable 

Development Goals aims to promote critical 

understanding of sustainable development issues, 

enhance governance capacity, and strengthen public 

servants' awareness of their active role in 

contributing to the achievement of the SDGs. It aims 

at developing the knowledge and capacities required 

to implement the 2030 Agenda for Sustainable 

Development and support concrete outcomes and 

lasting impact. 

 

What is the Curriculum on Governance for the SDGs? 

 

The Curriculum on Governance is a comprehensive set of Training of Trainers Capacity Development 

Toolkits, which contain ready-to-use and customizable training material on key governance 

dimensions needed to advance the implementation of the SDGs. The Curriculum provides 

methodologies and approaches to advance knowledge and assist governments in developing 

capacities at the individual, organizational, and institutional/societal level, to drive the transformational 

change needed to implement the 2030 Agenda. 

 

The Training of Trainers Capacity Development Toolkits are structured around modules that include 

readings, self- assessment situation analysis, application of theories learned to concrete issues and 

challenges, priority setting exercises, cooperative and experiential learning through case studies, action 

planning, and other activities that can assist countries in advancing governance transformation for 

sustainable development. The Curriculum is composed of the following: 

 

• A set of Training of Trainers Capacity Development Toolkits for 5-day or 3-day face to face capacity 

development workshops 

• Online Courses on key governance issues to implement the SDGs 

• Facilitated Online Training and Capacity Development Workshops 

• Customized Online and Offline Capacity Development Workshops upon request of Member States 

• Offering a Certificate of Attendance upon successful completion 

• Global Community of Practice on key governance issues 

• Hosted on UNPAN for networking and online exchange of knowledge 

 

How was the Curriculum Developed? 

 

Based on extensive research on key governance issues, innovative methodologies and approaches, 

and incorporating reference to the findings of the UN inter-governmental work and existing relevant 

publications and analytical work related to governance and public institutions, the Curriculum on 

Governance for the SDGs is composed of Training of Trainers Capacity Development Toolkits. The 

Toolkits have been developed in a holistic way and are complementary. They are designed and 

implemented through the engagement of governments and schools of public administration. The 

Curriculum’s methodology is based on key building blocks: 
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• Promoting systems thinking 

• Leveraging the potential of ICT and digital government 

• Fostering collaboration and co-creation 

• Driving institutional transformational change 

• Focusing on impact 

• Enhancing flexibility 

 

What are the Topics Covered by the Curriculum? 

 

 
 

 

How can the Curriculum's Capacity Development Toolkits be Used? 

 

The Training of Trainers Capacity Development Toolkits are intended to be used in interactive, results-

oriented and engaging training courses. They can be used for a five-day face-to-face training 

workshop or selected modules can be used for shorter training workshops. Modules from various 

toolkits can be combined based on a country's needs. The Training of Trainers Capacity Development 

Toolkits will be continuously updated and expanded based on the feedback received from schools of 

public administration and governments. The Toolkits are to be considered as “living documents”. 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Risk-Informed Governance and 
Innovative Technologies for Disaster 
Risk Reduction and Resilience 

Module 1: Science, Technology, and Innovation in 
Public Governance for DRR and Resilience 

Toolkit Session 1.1 Risk-Informed Governance for Disaster 
Risk Reduction and Resilience 
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1.1 : Risk-Informed Governance for Disaster Risk 
Reduction and Resilience 

 

Natural, technological, and human- 
induced hazards, and the many different 
risks associated with each, are a constant 
presence in every country, in every 
community, and in the life of every person. 
They are an inevitable part of our world 
and will always be with us regardless of 
the actions we take. The existence of 
hazards, and our exposure to them, does 
not automatically equate our vulnerability. 
Nor does it mean disasters are inevitable 
if those hazards materialize as or lead to 
actualized events. This ability to 
influence outcomes is the basis of 
disaster risk reduction (DRR).1 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

21st Century Disaster Deaths. Source: UNDRR, 2019 

But vulnerability is in fact significant and 
widespread, and disasters do occur on a 
regular basis all around the world. In a 
typical year, hundreds of major disasters 
occur, resulting in tens of thousands of 
deaths, hundreds of billions of dollars in 
losses, and millions of lives affected. In 
years when very large disasters (often 
called ‘mega-disasters’) occur, such as 
the 2004 Indian Ocean Earthquake and 
Tsunami, 2008 Cyclone Nargis in 
Myanmar, or the 2010 Haiti Earthquake, 
the number of people killed can reach into 
the hundreds of thousands.2 

 

Disasters are nothing short of a strain on development, and because of climate change, 

 

1 Disaster Risk Reduction (DRR) is defined to be “The concept and practice of reducing disaster risks through 
systematic efforts to analyse and manage the causal factors of disasters, including through reduced exposure to 11 
hazards, lessened vulnerability of people and property, wise management of land and the environment, and improved 
preparedness for adverse events.” 
Disaster Risk Management (DRM) is defined to be, “The systematic process of using administrative directives, 
organizations, and operational skills and capacities to implement strategies, policies and improved coping capacities 
in order to lessen the adverse impacts of hazards and the possibility of disaster.” 
2 UNDRR. 2019. 2018: Extreme Weather Events Affected 60m People. UNDRR Press Release. January 24. 
http://bit.ly/34iHmse 

 
 
 
 
 
 
 
 
 
 
 
 

Aerial view of the damages in Port-au-Prince, 
Haiti. Source: Nikos Niotis, 2013. 

http://bit.ly/34iHmse
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urbanization, conflict, and other factors, the threat is only increasing. In response, 
individuals and societies alike continue to work towards limiting their vulnerability, 
increasing their coping mechanisms, developing the measures required to avoid or 
reduce the possibility of disaster, prepare to address its initial impact, as well as post- 
disaster response and recovery needs to actually build back better. Through the social, 
economic, and other development-driven decisions that are made, the laws that are 
passed, the prevention and mitigation actions that are taken, the information that is 
amassed, and the knowledge and skills that are acquired, the likelihood that hazards will 
lead to emergencies – or worse yet, disasters – is reduced. And in the same vein, actions 
and efforts are also made to ensure that if and when emergencies and disasters 
nonetheless occur, the success we have in preventing or reducing the loss of life, the 
injuries sustained, and the damages incurred, is increased.3 

 

The motivational basis of disaster risk management efforts, namely reducing risk, saving 
lives, and protecting property, is largely the same throughout the world. It is the capacity 
to deliver on this mission that is by no means uniform. Whether due to political, cultural, 
economic, or other reasons, the unfortunate reality is that some countries and some 
regions are more capable than others at addressing the problem. The collaborative efforts 
captured in the Sendai Framework for Disaster Risk Reduction, and by extension the 
2030 Agenda for Sustainable Development, and helping to advance capacity towards the 
ideal state where no country’s development and no person’s life ore livelihood is 
threatened by the presence of hazard risk. 

 
The Sendai Framework emphasizes the need to focus not only on reducing the losses 
caused by disasters, but also their risk. For instance, in Paragraph 16 of the desired 
Outcome, the document calls for:4 

 
“The substantial reduction of disaster risk and losses in lives, livelihoods 
and health and in the economic, physical, social, cultural and environmental 
assets of persons, businesses, communities and countries.” 

 

Also, in Paragraph 17 of the Sendai Framework Goals, the document calls on Member 
Countries to:5 

 
“Prevent new and reduce existing disaster risk through the implementation 
of integrated and inclusive economic, structural, legal, social, health, 
cultural, educational, environmental, technological, political and institutional 
measures that prevent and reduce hazard exposure and vulnerability to 
disaster, increase preparedness for response and recovery, and thus 
strengthen resilience.” 

 
 

3 UNDRR. 2015. The Sendai Framework for Disaster Risk Reduction 2015-2030. http://bit.ly/2PvOLzO. 
4 UNDRR. 2015. The Sendai Framework for Disaster Risk Reduction 2015-2030. http://bit.ly/2PvOLzO. 
5 UNDRR. 2015. The Sendai Framework for Disaster Risk Reduction 2015-2030. http://bit.ly/2PvOLzO. 

http://bit.ly/2PvOLzO
http://bit.ly/2PvOLzO
http://bit.ly/2PvOLzO
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Technology Role in DRM 
 

Just as science, technology, and innovation 
are considered critical elements of 
sustainable development, they are vital to 
the advancement of disaster risk reduction 
and resilience building efforts. DRR is 
possible without the use of technology, but 
the potential to greatly enhance positive 
outcomes through their incorporation is 
undeniable. The technology role is as 
diverse as the technologies themselves, 
existing in all aspects of DRM from hazard 
identification for prevention and mitigation, 
to during response, and throughout long- 
term recovery. DRR and resilience building efforts are part of an expanding list of 
government functions for which the adoption of emerging technologies and their 
innovative use have resulted in many tangible and oftentimes measurable positive results. 

 

There has been a remarkable increase in the scope of technology options available to 
stakeholders engaged in such pursuits, whether the national disaster management 
organization or the individual citizen. This progress is in line with trending increases in 
the importance and attention afforded to DRR and the components of economic and 
social development associated with (or that otherwise contribute to) disaster resilience – 
the result of increasingly higher rankings of these issues on country and global-regional 
public and policy agendas. 

 
Thanks to the persistent impact that disasters are having on people, buildings, and 
societies, and the way they continue to stunt development progress, a continued focus 
on technological discovery and innovation in this area is guaranteed in the coming years 
and decades. 

 

1.1.2 : The Words of Disaster Risk Management 
 

There are several important disaster risk management terms that will be used 
throughout the remainder of this and subsequent sections of this toolkit. 

 
Hazard 

 
A hazard is a process, phenomenon or human activity that may cause loss of life, injury 
or other health impacts, property damage, social and economic disruption or 
environmental degradation. 

 
 
 
 
 
 
 
 
 
 

 
Researchers developing a special camera that 
will be able to help rescuers explore collapsed 
structures. Source: Human Robot Informatics 
Laboratory, 2015. 
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Case Study: Hazard Exposure in Nicaragua 
 

The Pacific Disaster Center (PDC) conducted a baseline assessment of vulnerability, risk, 
and resilience in 2016 and 2017. Working with local, national, and international 
counterparts, the planning team determined that there were six hazards of major concern, 
which were those hazards for which there existed the potential to cause a major disaster 
in the country. These included: 

 

 

The existence of a hazard is in no way a guarantee of some future emergency or 
disasters. It is exposure, vulnerability, and by extension, risk, that determine outcomes. 

 

Hazards are grouped into three areas, including: 
 

• Natural hazards 

• Human-induced (or anthropogenic) hazards 

• Socionatural hazards (or, a combination of natural and human-induced, e.g., 
environmental degradation and climate change) 

 
Exposure 

 
Exposure is the situation of people, infrastructure, housing, production capacities and 
other tangible human assets located in hazard-prone areas. It is a measure of what lies 
within the area that a hazard has the potential to affect. Exposure includes land, buildings, 
infrastructure, resources, agriculture, people, and more. Exposure differs significantly 
between hazards, and for this reason risk assessments cannot usually assume blanket 
(total) exposure across from a hazard across an entire community, country, or region. 
For many hazards, like landslides or coastal flooding, exposure is easy to define because 
topography, hydrology, soil type, and physical properties define and otherwise limit how 
materials (mud, dirt, rocks, water, etc.) can travel. For others, such as cyclonic storms or 
tornadoes, areas are large and estimates that are determined by meteorology, historical 
occurrences, and expert opinion. For some hazards, exposure is limited to sectors or 
domains, such as with cybersecurity which impacts computers, industrial control systems, 
and other electronic devices (including infrastructure). And in some cases, exposure is 
global. 
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Vulnerability 
 

Vulnerability is often defined as a propensity to incur loss. Without exposure, vulnerability 
is not a problem, rather it is the combination of these two factors that threatens to result 
in negative consequences. Consider a landlocked country that has taken no action to 
address tsunami risk. While vulnerability to tsunamis could be considered as being high 
given the lack of protections, a total lack of exposure negates any risk. 

 
Vulnerability is the result of a broad array of factors. These are often grouped into four 
general categories, which include: 

 

• Physical Vulnerability Factors 

• Social Vulnerability Factors 

• Economic Vulnerability Factors 

• Environmental Vulnerability Factors 

 

Each factor can be increased or decreased by different actions that are taken, measured 
by the affect the action has on disaster propensity. For instance, retrofitting a building to 
withstand the shaking effects of an earthquake will lower that building’s vulnerability to 
the hazard, which in turn lowers risk even though exposure remains constant. Populations 
have vulnerabilities as well, which are raised or lowered according to their practices, 
beliefs, and economic status. 

 
Resilience 

 

Resilience is, in many ways, the opposite of vulnerability in that it is a measure of 
propensity to avoid loss. The term has taken on an expanded meaning in that it also 
considers the ability to “bounce back”, or otherwise effectively recover, from the impacts 

• Cyclone 

• Earthquake 

• Tsunami 

• Flood 

• Landslide 

• Volcano 

By mapping hazard 

exposure in the country, 
the planning team was 
able to develop highly 
accurate subnational vulnerability, risk, and resilience calculations which in turn provided 
a valuable informational resource for decisionmakers responsible for disaster risk 
reduction and sustainable development decisions. 
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of shocks and stresses. The High-level Committee on Programmes of the United Nations 
System Chief Executives Board for Coordination, as part of an analytical framework for 
risk and resilience for the United Nations, defined resilience in the context of 
development, stating that resilience is: 

 

“The ability of individuals, households, communities, cities, institutions, 
systems and societies to prevent, resist, absorb, adapt, respond and 
recover positively, efficiently and effectively when faced with a wide range 
of risks, while maintaining an acceptable level of functioning and without 
compromising long-term prospects for sustainable development, peace and 
security, human rights and well-being for all.”6,7 

 
Risk 

 

Risk is simply a measure of the possibility of 
negative outcomes that exist on account of one 
or more hazards. There is no single accepted 
definition of risk, and it is important to note the 
distinctions between the communities of practice. 
In the private sector, where risk is a component 
of Enterprise Risk Management, risk is defined as 
the ‘effect of uncertainty on objectives.’ The 
focus is on the uncertainty surrounding imperfect 
information, and the effects that might or might 
not occur. The focus, in this case, is as much on 
reducing the uncertainty of information as it is on 
reducing the possible impacts. 

 
 
 
 
 
 
 
 
 
 
 

 
US Government hurricane track 
probability chart. Source: US National 
Weather Service, 2012. 

Among disaster management practitioners, risk is often considered to be a calculation of 
hazard event likelihood and consequence. In other words, it considers what bad things 
can happen, and how likely such a scenario is. Knowledge of both factors is necessary 
to understand risk. Likelihood is expressed either as a probability (e.g., 0.15; 50 percent) 
or as a frequency (e.g., 1 in 1,000,000; five times per year), whichever is appropriate for 
the analysis considered. Consequences are a measure of the effect of the hazard on 
people, property, the environment, the economy, or other aspects of a community or 
country. Expanding upon this definition, it can be said that by reducing either the likelihood 
of a hazard or the potential consequences that might result, risk is effectively reduced. 
Likewise, any action that increases the likelihood or consequences of a hazard increases 

 

6 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 
communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 
7 See also: Resilience defined in United Nations General Assembly. 2016. Report of the open-ended 
intergovernmental expert working group on indicators and terminology relating to disaster risk reduction. A/71/644. 
http://bit.ly/2Qijf7K. 

http://bit.ly/2lCq48U
http://bit.ly/2Qijf7K
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risk. A commonly accepted equation for disaster risk is Hazard (times) Exposure (times) 
Vulnerability, sometimes expressed as divided by Capacity – demonstrating that 
increasing capacity reduces vulnerability, and thereby reduces disaster risk. 

 
Disaster 

 
A disaster is a situation where there has been a disruption of society, and the ability of 
the stakeholders tasked with managing the disruption (the combined stakeholder 
community, whether international, governmental, nongovernmental, private sector, or 
otherwise) is overwhelmed in one or more functional areas of response. It is not the 
adverse nature of an event that makes it a disaster, but rather the inability to manage that 
does. 

 

This is an important point: disasters are not the inevitable result of hazards, and there is 
a distinction between an emergency and a disaster in that the realized threat must have 
overwhelmed the country of community’s response capabilities (whether in part or in 
whole). 

 
The United Nations defines a disaster to be, “[a] serious disruption of the functioning of a 
community or a society at any scale due to hazardous events interacting with conditions 
of exposure, vulnerability and capacity, leading to one or more of the following: human, 
material, economic and environmental losses and impacts.”8 

 

Disasters grow in intensity as they overwhelm progressively larger response units. A local 
disaster is not a national disaster, for instance, if a subnational (state or provincial) 
response entity can manage the consequences. If not, only then does the disaster 
become national, requiring the intervention of the national government. In situations in 
which a national government or several national governments are unable to manage the 
consequences of an adverse event, the event becomes an international disaster, 
requiring intervention by a range of international response and relief agencies. 

 
Disasters are most often measured in terms of the lives lost, injuries sustained, property 
damaged or lost, and environmental degradation. They may also be measured in terms 
how the fabric of a community (including community goals, social bonds, culture, and 
even the overarching community vision) are adversely impacted. In this way, 
consequences are manifested through both direct and indirect means, and can be 
tangible or intangible. Understanding each of these measures is of great importance in 
assessing vulnerability, and likewise, resilience. 

 
 
 
 

 

8 United Nations General Assembly. 2016. Report of the open-ended intergovernmental expert working group on 
indicators and terminology relating to disaster risk reduction. A/71/644. http://bit.ly/2Qijf7K. 

http://bit.ly/2Qijf7K
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Disaster Impacts on Poor Countries 
 

Disaster aftermath is marked by an exacerbation in the debilitating causes of poverty, 
especially in developing countries. Each disaster is unique in its consequences, so there 
is no set formula that can be used to characterize precisely how such problems will 
materialize. The following list, however, provides a general overview of the many ways in 
which disasters harm poor countries beyond the initial death, injury, and destruction: 

 

• Development efforts are stunted, erased, or even reversed. 

• Sizable portions of GDP often must be diverted from development projects, social 
programs, or debt repayment to manage the disaster consequences and begin 
recovery efforts. 

• Infrastructure is damaged or destroyed—including roads, bridges, airports, 
seaports, communications systems, power generation and distribution facilities, 
and water and sewage plants—requiring years to rebuild. 

• Schools are damaged or destroyed, leaving students without an adequate source 
of education for months or even years. 

• Hospitals and clinics are damaged or destroyed, resulting in an increase in 
vulnerability to disease of the affected population. 

• Formal and informal businesses are destroyed, resulting in surges in 
unemployment and decreased economic stability and strength. 

• Reconstruction efforts result in shortages of materials and labor, which in turn drive 
up construction costs, inflate salaries, and draw workers away from other sectors 
where they are needed. 

• Residents are forced or impelled to leave the affected zone, often never to return, 
extracting institutional knowledge, cultural and social identity, and economic 
viability from areas that cannot afford to spare such resources. 

• Desperation and poverty lead to a rapid upsurge in crime and insecurity. 

• A general feeling of hopelessness afflicts the affected population, leading to 
increased rates of depression and a lack of motivation to regain independence 
from outside assistance.9 

1.1.3 : Disaster Vulnerability 
 

Two identical manifestations of a hazard may result in a minor issue in one country and 
a major catastrophe in another. The impacted countries’ vulnerabilities are what account 
for the difference. 

 
To succeed at disaster risk reduction, it is critical that stakeholders understand the roots 
of risk, the most prominent of which is often vulnerability. For most hazards, it is not 
possible to reduce the likelihood of an event (e.g., one cannot prevent a tornado, 

 

9 Coppola, Damon. 2016. Introduction to International Disaster Management, 3rd Edition. Butterworth Heinemann. 
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tropical cyclone, precipitation, drought, heat, etc., from occurring). It is therefore 
necessary to attempt to influence the way these oftentimes inevitable conditions affect 
the land, structures, people, and societies that are exposed to them. 

 
Vulnerability, like likelihood and consequence, can be studied, measured, and 
decreased through action or decision. As vulnerability is decreased, resilience is 
increased. There are generally four vulnerabilities categories: physical, social, 
economic, and environmental. Each is determined by a set profile of factors that are 
identifiable and measurable. 

 
Physical Vulnerability 

 
Physical vulnerability is the result of three principal features of a country or community: 
its geography, its infrastructure, and the populations that live there. 

 

The geographic component of the physical profile focuses on the natural makeup of the 
area of study. For instance, it is estimated that almost three billion people, or about half 
of the world’s population, currently reside in what is classified as coastal land. This 
includes all but two of the world’s largest cities. The economic and industrial benefits 
associated with a seaside location were the drivers behind the original siting of coastal 
settlements, but in moving there, the residents increased their exposure to many 
different hazards, including severe windstorms, flooding, and tsunamis. Whether or not 
this physical location represents vulnerability depends on the actions that individuals 
and communities take to reduce their risk. 

 
The following list provides several examples of what geographic factors are important to 
consider in forming a geographic profile: 

 

• Land cover (vegetation) 

• Soil type 

• Topography 

• Slope 

• Aspect (the direction something such as a mountain slope faces) 

• Water resources (lakes, rivers, streams, reservoirs, etc.) 

• Wetlands and watersheds 

• Seismic faults 

• Climate (wind, rainfall, temperature) 

 

The infrastructure component of physical vulnerability is diverse and may be 
generalized for regions or for societal segments. Examples include: 

 

• Housing location/construction 

• Hospitals and clinics 
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• Schools 

• Senior citizen centers 

• Daycare/childcare centers 

• Government and other public facilities 

• Prisons and jail facilities 

• Power generation facilities and transmission 

• Water purification facilities and pipes 

• Wastewater treatment and sewer lines 

• Oil/Gas lines 

• Transportation systems 

• Waterways and port facilities 

• Dams 

• Military installations 

 
Population physical vulnerability is more than simple demographics – it is a study of 
where people are and how they move throughout the day and the year. Disasters that 
occur at different times of the day or the year can have different consequences and 
knowing where people are likely to be at certain times helps to determine vulnerability. 
The 2008 Sichuan Earthquake struck at 2:28 pm local time, which meant that children 
were in schools and workers were in factories. Because so many schools and factories 
had not been constructed to resist seismic forces, this timing of the event translated to 
thousands of children and workers being crushed. Examples of measures that help form 
the physical profile include: 

 

• Population by jurisdiction (i.e., county, city) 

• Population distribution within a county or city 

• Population concentrations 

• Animal populations 

• Locations of schools, major employers, and financial centers 

• Areas of high-density residential and commercial development 

• Recreational areas and facilities 

 

Social Vulnerability 
 

The social makeup of the population found within a planning area has a strong influence 
on disaster vulnerability. Aspects of the social profile are diverse and comprise 
education, culture, government, social interaction, values, laws, and beliefs, among 
others. Within most countries, and even within individual communities, the vulnerability 
of different groups varies because of a range of sociocultural peculiarities that help or 
prevent people from being able to protect themselves from disasters. Certain religious, 
cultural, and traditional practices and beliefs can help or hinder disaster management 
practices. Disaster risk managers need to be able to recognize when social interactions 
are either helping or hindering people in reducing their vulnerability to hazards and must 
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recognize what aspect of that social process is causing the alteration. Recommending 
change without considering the original reasons for the social practices is unlikely to be 
taken seriously in that community. Culture can also influence the way response and 
recovery are conducted, especially when external resources are involved. Responders 
need to understand and respect the culture—even if they don’t understand its basis or it 
conflicts with their own—if they are to avoid compromising the aid operation. Examples 
of factors to consider in scoping a social profile include: 

 

• Religions 

• Age 

• Gender-related issues 

• Literacy 

• Language 

• Health 

• Politics 

• Security 

• Human rights 

• Government and governance (including social services) 

• Social equality and equity 

• Traditional values 

• Culture 

 
Environmental Vulnerability 

 
The natural environment of a country or community plays a critical role in defining its 
hazard vulnerability and helps to define what risk reduction practices and actions are 
possible and most effective. For instance, a mountainous country whose government 
does not or is not able to restrict clear-cutting of timber on unstable slopes is likely to 
have an increased probability of mass-movement disasters, whereas a country that 
does not manage the draining or filling in of wetlands may show an increase in flood 
propensity. And the natural environment itself can be impacted by a disaster, which has 
associated social and economic impacts and can further impact the likelihood that future 
hazards result in disasters. Features of a community’s or country’s natural environment 
include, but are not limited to: 

 

• Waterways 

• Wetlands 

• Forests 

• Coastal dunes 

• Coral reefs 

 
Human practices can affect environmental vulnerability, such as through: 
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• Diking or damming rivers and creeks 

• Filling in wetlands for development 

• Clear-cutting forests 
 

Natural processes also affect the natural environment, such as: 
 

• Precipitation averages and trends (rain, hail, snow) 

• Wind 

• Seasonal trends in severe storms and cyclonic storms 
 

Economic Vulnerability 
 

The financial status of government, the nonprofit sector, businesses, and populations 
deeply affects the capacity of a country or community to protect itself from the 
consequences of disaster. Economic measures that inform vulnerability assessments 
include: 

 

• Gross domestic product 

• Debt 

• Access to credit 

• Insurance coverage 

• Sources of national income 

• Availability of disaster reserve funds 

• Social distribution of wealth 

• Prevalence of business continuity planning 

• Economic diversity (the range of products and resources that drive the economy) 

• Philanthropic giving 

 
Special vulnerability for SIDS, LLDCs, and LDCs 

 
Just as exposure is unique to each country, so is vulnerability for the reasons listed 
above. Each country has a distinct physical, social, economic, and environmental 
profile which are the product of many different factors. However, there are common 
vulnerability and risk factors that exist among sets of countries, and by recognizing 
these common factors, collaboration, sharing of lessons, and other benefits stand to be 
gained. 

 

Aside from regional similarities in risk and vulnerability profiles, there are three 
geopolitical groupings whose members have many commonalities. These include: 

 

• Small Island Developing States (SIDS) 

• Land-locked Developing Countries (LLDCs) 

• Least-Developed Countries (LDCs) 



Page 16  

 
 
 

 

SIDS, LLDCs, and LDCs include 90 of the world's most vulnerable countries. While a 
large number of poor people currently live in middle-income countries, it is estimated 
that around 21 percent of the world's population will live in LDCs, LLDCs and SIDS by 
2050. These countries often bear the brunt of climate change, from the increasing 
intensity, frequency, and variability of extreme weather events, to drought and other 
slow onset disasters, due to their special circumstances. The environmental, social, and 
economic consequences, including significant impacts on health, food security, and 
population displacement, are already being observed.10 Explanation of the unique 
vulnerability and risk considerations follow: 

 
Small Island Developing States (SIDS) 

 
The Barbados Programme of Action (BPOA) adopted in 1994, further complemented by 
The Mauritius Strategy of Implementation (MSI) of 2005, the MSI+5 Outcome 
document, and the SIDS Accelerated Modalities of Action (SAMOA), recognized that 
although they are afflicted by economic difficulties and confronted by development 
imperatives similar to those of developing countries generally, small island developing 
States (SIDS) have their own peculiar vulnerabilities and characteristics. This includes: 

 

• Small size 

• Remote locations 

• Limited resources and investments 

• Limited exports 

• Small/undiversified economies 

• High debt-burden 

• Poor infrastructure 

• Exposure to global environmental challenges and external economic shocks, 
including to a large range of impacts from climate change and potentially more 
frequent and intense natural disasters 

 

SIDS are considered to be among the most exposed countries in the world, with high 
concentrations of risk and limited opportunities to reduce the likelihood component of 
that risk.11 Shultz, Cohen, Hermosilla, Espinel and Mclean (2016) describe the special 
vulnerability and risk characteristics of SIDS as follows:12 

 
 
 
 

10 UNDRR. 2017. A Risk Informed Approach to Sustainable Development and Resilience for Countries in Special 
Situations. 2017 Global Platform for DRR. http://bit.ly/2LYenE0. 
11 UNDRR. 2017. A Risk-Informed Approach to Sustainable Development and Resilience for Countries in Special 
Situations: Issue Brief. http://bit.ly/2LXgDew. 
12 Shultz, James M., Madeline A. Cohen, Sabrina Hermosilla, Zelde Espinel, and Andrew McLean. 2016. Disaster 
Risk Reduction and Sustainable Development for Small Island Developing States. Journal of Disaster Health. V.3, 
No.1. http://bit.ly/2MfWOPZ. 

http://bit.ly/2LYenE0
http://bit.ly/2LXgDew
http://bit.ly/2MfWOPZ
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“For SIDS, the phenomena of natural disaster vulnerability, climate 
change, and rising ocean levels act synergistically to create 
disproportionate risks for island states. Dispersed broadly throughout the 
oceans of the world, the SIDS act inadvertently as an early warning 
network for detecting the initial 
signs of environmental 
variability. The insidious global 
threats of climate change are 
observed first and most acutely 
in the SIDS. Given these 
realities, DRR and disaster risk 
management (DRM) strategies 
must be tailored to the unique 
constellation of disaster 
hazards and vulnerabilities that 
characterize small island 
nations.” 

 
All island states face an increased risk from climate change, due to the affect the 
phenomenon is having on sea levels and other effects related to climatology and ocean 
temperatures. An issue brief prepared for the 2017 Global Platform for Disaster Risk 
Reduction describes these affects as follows: 

 

“Climate change is very likely to magnify disaster risk in SIDS due to rising 
and warming seas as well as storm surges, increasing hurricane intensity, 
floods, coastal erosion, and droughts. Both rapid and slow-onset disasters 
can result in population displacement and concentration in vulnerable and 
poorly planned urban areas, where 59 percent of SIDS’s populations 
already reside. These exacerbate existing social and economic 
challenges, including food security, health, water quality, infrastructure, 
poverty reduction, and sustainable tourism, which burden already limited 
national budgets and present additional hurdles towards the SDGs.”13 

 
There are currently 38 UN Members and 20 non-UN Member/Associate Members of 
Regional commissions that are among the SIDS. These include: 

 

• Atlantic, Indian Ocean, and South China Sea (AIS) 
o Bahrain 
o Guinea-Bissau 
o Sao Tome and Principe 
o Cabo Verde 

o Maldives 

o Seychelles 
o Comoros 
o Mauritius 

o Singapore 

 
 

13 UNISDR, 2017. 
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• Caribbean 
o Antigua and Barbuda 
o Bahamas 
o Barbados 
o Belize 
o Cuba 
o Dominica 
o Dominican Republic 
o Grenada 
o Guyana 

• Pacific 

o Fiji 
o Kiribati 
o Marshall Islands 
o Micronesia 
o Nauru 
o Palau 
o Papua New Guinea 

• Non-UN Member 

o American Samoa 
o Anguilla 
o Aruba 
o Bermuda 
o British Virgin Islands 
o Cayman Islands 
o Commonwealth of 

Northern Marianas 
o Cook Islands 
o Curacao 

o French Polynesia 
 

Land-locked Developing Countries 
(LLDCs) 

 
o Haiti 
o Jamaica 
o Saint Kitts and Nevis 
o Saint Lucia 
o Saint Vincent and the 

Grenadines 
o Suriname 

o Trinidad and Tobago 

 

o Samoa Solomon 
Islands 

o Timor-Leste 
o Tonga 
o Tuvalu 
o Vanuatu 

 

o Guadeloupe 
o Guam 
o Martinique 
o Montserrat 
o New Caledonia 
o Niue 
o Puerto Rico 
o Sint Maarten 
o Turks and Caicos 

o US Virgin Islands 

 

LLDCs are, as their name suggests, 
developing countries that are 
landlocked. This group of countries is 
notable in that they face special trade 
and development challenges, arising 
from their lack of territorial access to 
the sea and geographical remoteness 
from international markets. Exports 
and imports of LLDCs are required to 
transit through at least one neighboring State, and often have to change the mode of 
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transport frequently. This substantially increases the cost of trade for LLDCs and is a 
key factor in preventing their effective integration into the global trading system. The 
geographical challenges of LLDCs are often compounded by weak transit-transport 
infrastructure, inefficient customs operations, and over-dependence on the experts of 
primary commodities. 

 
In recognition of the special development needs of LLDCs, the international community 
adopted the Vienna Programme of Action (VPoA) for these countries for the decade 
2014-2024. The overarching goal of the VPoA is to help the LLDCs achieve sustainable 
and inclusive growth and to eradicate poverty. 

 

While there is more geographic variability between the LLDCs than there is with the 
SIDS (given LLDCs are designated as such because of several reasons, including 
political boundaries, historical events, and geographic positioning away from navigable 
waterways), these countries do have characteristic vulnerability and risk factors. 
Unpredictable rainfall patterns disproportionately expose LLDCs to drought, land 
degradation, and desertification. With an estimated 54 percent of land classified as dry 
land and 70 percent of people dependent on agriculture, impacts on economic, food, 
and health security are significant. Furthermore, vulnerable transit infrastructure and 
transit corridors that provide vital connections to global markets are at risk from seismic 
hazards, landslides, torrential rains, and glacial lake outburst floods. 

 
The implications of being landlocked make recovery much harder. Rapid urbanization in 
many LLDCs, which has nearly doubled since the 1960s also exposes large 
concentrations of people to disaster risk. Due to their dependency on neighboring 
countries for transit, trade, and telecommunication connectivity, LLDCs remain 
vulnerable to the impacts of disasters beyond their borders. Achieving the Sustainable 
Development Goals (SDGs) and overcoming the economic implications of being 
landlocked is contingent on building resilient infrastructure and reducing disaster risk. 

 
At present, 32 countries belong to the Group of landlocked developing countries 
(LLDCs): 16 are located in Africa, 12 in Asia, 2 in Latin America and 2 in Central and 
Eastern Europe.  They include: 

 

1. Afghanistan 
2. Armenia 
3. Azerbaijan 
4. Bhutan 
5. Bolivia (Plurinational State of) 
6. Botswana 
7. Burkina Faso 
8. Burundi 
9. Central African Republic 
10. Chad 

11. Ethiopia 
12. Kazakhstan 
13. Kyrgyzstan 

14. Lao People’s Democratic 
Republic 

15. Lesotho 
16. Macedonia 
17. Malawi 
18. Mali 
19. Mongolia 
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20. Nepal 
21. Niger 
22. Paraguay 
23. Republic of Moldova 
24. Rwanda 
25. South Sudan 

26. Swaziland 
33. 

 

Least Developed Countries (LDCs) 
 

LDCs are defined as low-income 
countries suffering from structural 
impediments to sustainable 
development. LDCs are designated 
using three identification criteria: 

 

• Gross national income (GNI) 
per capita (US$1,025 or less) 

• Human assets index (HAI) 

• Economic vulnerability index 
(EVI) 

27. Tajikistan 
28. Turkmenistan 
29. Uganda 
30. Uzbekistan 
31. Zambia 
32. Zimbabwe 

 
 

 

 

The development prospects of LDCs are greatly hampered by their limited productive 
capacity, high concentration of exports, large external debt, severe infrastructure 
deficits, insufficient scientific and technological capacities and investment in innovation, 
as well as limited opportunities for labor mobility as an additional source of revenue and 
high transaction costs of remittances. Some LDCs also lack adequate governance and 
institutional and human capacities, while others struggle to resolve protracted conflicts 
and associated displacement impacts. LDCs are also vulnerable to a variety of shocks, 
including food, fuel, and financial crises, as well as health pandemics. 

 
Challenges are exacerbated by high exposure and vulnerability to natural and man- 
made hazards; growing in intensity and frequency as the global climate changes. These 
include slow-onset hazards such as drought, and environmental challenges including 
land degradation, desertification, environmental degradation, loss of biodiversity, and 
sea level rise, as well as sudden hazards including extreme weather events, floods, 
hurricanes, and seismic and other geologic disasters such as earthquakes, tsunamis, 
and volcanoes. 

 
In recent years, disasters have taken high human and economic tolls in LDCs. While 
progress has been made in many social and economic indicators across LDCs, it has 
been slow, uneven, and too easily reversed. To build on gains and bolster resilience, 
the Istanbul Programme of Action underscores the need to strengthen the ability of 
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LDCs to overcome the adverse effects of climate change, respond to the needs of the 
people displaced as a result of extreme weather events and build resilience to withstand 
natural hazards. In the Comprehensive High-level Mid-term Review of the Istanbul 
Programme of Action, Member States decided to undertake an in-depth analysis on 
crisis mitigation and resilience-building for LDCs and to take stock of various shocks 
and review existing capacities, for submission to the General Assembly at its seventy- 
second session. Moreover, the Addis Ababa Action Agenda welcomed efforts in support 
of LDCs to build national capacity to respond to shocks, including disasters and public 
health emergencies. 

 
Regional disaster risk reduction mechanisms provide guidance for LDCs to make the 
shift from responding to disasters to managing risk. The Programme of Action for the 
Implementation of the Sendai Framework in Africa provides guidance for the multi- 
hazard reduction and management of disaster risks in development processes at all 
levels and across all sectors, and seeks to integrate disaster risk reduction into policies 
of the African Union, Regional Economic Commissions, and Member States, in line with 
the Sendai Framework. The Asia Regional Plan for Implementation of the Sendai 
Framework identifies regional priorities and activities to support national and local 
actions, promotes exchange of good practice, knowledge and information among 
governments and stakeholders, and aims to strengthening regional cooperation to 
support the implementation of the Sendai Framework in the context of the 2030 
Agenda. 

 

There are currently 47 countries that are among the LDCs. These include: 
 

• Afghanistan 

• Angola 

• Bangladesh 

• Benin 

• Bhutan 

• Burkina Faso 

• Burundi 

• Cambodia 

• Central African 
Republic 

• Chad 

• Comoros 

• Democratic 
Republic of the 
Congo 

• Djibouti 

• Eritrea 

• Ethiopia 

• Gambia 

• Guinea 

• Guinea-Bissau 

• Haiti 

• Kiribati 

• Lao People’s 
Democratic 
Republic 

• Lesotho 

• Liberia 

• Madagascar 

• Malawi 

• Mali 

• Mauritania 

• Mozambique 

• Myanmar 

• Nepal 

• Niger 

• Rwanda 

• São Tomé and 
Príncipe 

• Senegal 

• Sierra Leone 

• Solomon Islands 

• Somalia 

• South Sudan 

• Sudan 

• Timor-Leste 

• Togo 

• Tuvalu 

• Uganda 

• United Republic 
of Tanzania 

• Vanuatu 

• Yemen 

• Zambia 
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National Risk Profiles 
Each country is unique in terms of its risk. The country’s risk profile, which includes its 
hazard exposure, it’s vulnerability, and its coping capacities, is a valuable set of 
information to support decision-making. In fact, understanding disaster risk is outlined 
as a requirement for achieving the Sustainable Development Goals, and linking social 
and economic risk drivers (e.g., poverty and inequality, climate change, lack of peace, 
weak institutions) to disaster risk management further enhances those decision-making 
efforts.14 Internal and external stakeholders need this information to make a broad 
range of investment and programming decisions. Examples of the decisions supported 
by a risk profile include: 

 

• Estimating the hazard risk of a financial investment 

• Siting of infrastructure 

• Land use planning 

• Hazard mitigation planning 

• Emergency operations planning 

• Climate change adaptation planning 

• Disaster recovery planning 

• Official development support programming priorities 

• Fault and event tree analysis of various political, social, and environmental 
events 

• More 
 

Risk profiles are dynamic and change constantly on account of changing conditions in 
the country related to urbanization, development practices, industry, regulations, and 
more. Climate change, which is more global in its genesis, also impacts risk profiles. 
Because of cross-border and global disaster impacts, risk profiles are further influenced 
by neighboring, intra-regional, and other countries’ activities and risk profiles. 

 
Most governments have within their various agencies and offices all the information 
required to generate accurate risk profiles. However, challenges associated with data 
sharing and information management (on account of technical capabilities, regulations, 
user knowledge, culture, and more) oftentimes mean that such profiles are not readily 
available. There are, however, several international organizations that have developed 
such profiles and that maintain them. These can help to guide decision-making in the 
absence of other options.  Sources of these risk profiles include: 

 

• PreventionWeb Collection of Country Risk and DRR Governance Profiles: 
https://www.preventionweb.net/collections/country-profiles 

• Index for Risk Management (INFORM): https://drmkc.jrc.ec.europa.eu/inform- 
index 

 

14 UNDRR. 2017. National Disaster Risk Assessments. Box 1. http://bit.ly/2MaLoNe 

https://www.preventionweb.net/collections/country-profiles
https://drmkc.jrc.ec.europa.eu/inform-index
https://drmkc.jrc.ec.europa.eu/inform-index
http://bit.ly/2MaLoNe
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• Caribbean Catastrophe Risk Insurance Facility Country Risk Profiles: 
https://www.ccrif.org/content/publications/risk_profiles 

• World Bank Country Risk Profiles of ECA Region for Flood and Earthquake: 
https://www.worldbank.org/en/region/eca/publication/europe-and-central-asia- 
country-risk-profiles-for-floods-and-earthquakes 

• World Bank Global Facility for Disaster Reduction and Recovery (GFDRR) 
Country Risk Profiles: https://www.gfdrr.org/en/disaster-risk-country-profiles 

 
 

1.1.4 : Disaster Risk Management 
 

Modern disaster risk management capacities include a relatively standard set of 
functions which are conducted by a stakeholder community that includes governmental, 
non-governmental, and private sector entities. These disaster risk management 
functions address hazards before, during, and after any emergencies or disasters occur. 
UNDRR published DRR terminology defines disaster risk management to be: 

 
“The application of disaster risk reduction policies and strategies to 
prevent new disaster risk, reduce existing disaster risk and manage 
residual risk, contributing to the strengthening of resilience and reduction 
of disaster losses.”15 

 
UNDRR guidance notes that there are three forms of DRM, which include: 

 

• Prospective disaster risk management 
Activities address and seek to avoid the development of new or increased 
disaster risks. They focus on addressing disaster risks that may develop in future 
if disaster risk reduction policies are not put in place. Examples are better land- 
use planning or disaster-resistant water supply systems. 

 

• Corrective disaster risk management 
Activities address and seek to remove or reduce disaster risks which are already 
present and which need to be managed and reduced now. Examples are the 
retrofitting of critical infrastructure or the relocation of exposed populations or 
assets. 

 

• Compensatory disaster risk management 
Activities strengthen the social and economic resilience of individuals and 
societies in the face of residual risk that cannot be effectively reduced. They 
include preparedness, response and recovery activities, but also a mix of 

 

 

15 UNDRR. 2017. Disaster Risk Management. PreventionWeb. Terminology. http://bit.ly/36uZroy. 

https://www.ccrif.org/content/publications/risk_profiles
https://www.worldbank.org/en/region/eca/publication/europe-and-central-asia-country-risk-profiles-for-floods-and-earthquakes
https://www.worldbank.org/en/region/eca/publication/europe-and-central-asia-country-risk-profiles-for-floods-and-earthquakes
https://www.gfdrr.org/en/disaster-risk-country-profiles
http://bit.ly/36uZroy
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different financing instruments, such as national contingency funds, contingent 
credit, insurance and reinsurance and social safety nets. 

 

At the most general level, disaster risk management functions are distinguished by their 
overarching purpose or goal, which include mitigation (and prevention), preparedness, 
response, and recovery. These four functions are sometimes illustrated using a circle 
or ‘cycle’, punctuated by the occurrence of disaster events. However, actions to 
address these distinct functions are commonly taken in tandem rather than in 
succession, with each performed to some degree before, during, and after disasters. 

 
The four DRM functions include: 

 
1. Mitigation/Prevention 
2. Preparedness 
3. Response 
4. Recovery 

 
The motivating factors behind disaster 
risk reduction and resilience building 
(reduction of harm to life, property, the 
economy, society, and the 
environment) are largely uniform 
throughout all countries and world 
regions. It is the capacity that exists to achieve such a mission that varies considerably. 

 
Whether due to political, cultural, economic, or other reasons, the unfortunate reality is 
that some countries and some regions have more capacity than others to address the 
disaster risk problem. For certain, there is no nation so advanced as to be fully immune 
from disasters’ negative effects, and in recognition of this the global community has 
worked to institute coordinated efforts that address the problem in a standard and 
cohesive manner. These efforts are what have resulted in the 2015 release of both the 
Sendai Framework for Disaster Risk Reduction and the 2030 Agenda for Sustainable 
Development. 
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The linkages that exist between the communities engaged in DRR and development are 
the result of a longstanding recognition that there is a strong correlation between the 
presence of poverty and the pervasiveness of disasters. There is a well-documented 
trend wherein developing countries repeatedly subject to disasters are found to 
experience stagnant or even negative development over time, and this is unsurprising 
given the profound impacts disasters often have on nations’ social and economic drivers. 

 

 

Mitigation and Prevention 
 

Mitigation and Prevention involve reducing or eliminating the likelihood or the 
consequences of a hazard, or both. Mitigation seeks to “treat” the hazard such that it 
impacts society to a lesser degree. 

 
Mitigation is conducted to reduce hazard risk, either by reducing likelihood or 
consequence. Prevention seeks to reduce vulnerability and exposure in a way that 
removes the risk of disaster. Mitigation and prevention actions are diverse and may 
include structural measures which employ engineering or non-structural measures that 
generally influence actions or behaviors. While not without exception, structural 
measures are generally those that seek to counteract hazard forces (e.g., building a 
home in a manner that it can mitigation or withstand flood waters or strong winds, or 
building a dam that eliminates flood risks), and non-structural measures seek ways to 
live with (or adapt to) the presence of hazards (e.g., land use planning regulations that 
mitigate risk or prohibit building in high-risk zones to prevent risk). 

 

Although mitigation and prevention are most effective when conducted prior to the onset 
of a disaster, it is most often conducted in the aftermath of a disaster in order to prevent 
or reduce the likelihood of a similar future event. New information about risk is gained 
from the occurrence of the disaster and this is applied to planning. Because there is 
often significant funding available in recovery, the resources that are required for 
mitigation and prevention may be available. There is often an increase in political will 
for and public acceptance of mitigation measures that may have some associated non- 
monetary costs (e.g., aesthetic impacts, loss of function). Indeed, in order to ensure 
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risk-informed sustainable development that leaves no one behind, prioritizing DRR and 
integrated disaster risk governance systems are essential.16 

 

Skills and tools associated with mitigation and prevention are generally very different 
from those required for operational, first-responder activities. The stakeholders involved 
in mitigation and prevention are likewise very different from those engaged in response, 
and include the construction industry, elected officials, community leaders, the 
insurance industry, and many others. (See the Sendai Framework section V. Role of 
stakeholders). 

 
Common structural mitigation and prevention tools include:17 

 

• Resistant construction 

• Building codes and regulatory measures 

• Relocation 

• Structural modification 

• Construction of community shelters 

• Construction of barrier, deflection, and retention systems 

• Detection systems 

• Physical modification 

• Treatment systems 

• Redundancy in life safety infrastructure 

 

Common nonstructural mitigation and prevention tools include: 
 

• Risk modeling and measurement 

• Strategies to enhance the scientific, social and political cooperation needed for 
systemic risk governance. 

• Regulatory measures 

• Community awareness and education programs 

• Nonstructural physical modifications 

• Environmental control 

• Behavioral modification 

 

Technological solutions support structural mitigation more often than nonstructural 
mitigation, though certainly not without exception. For example, open data platforms can 
contribute to enhanced awareness and participation in data collection for risk modeling 
and measurement. 

 
 
 
 

16 UNDRR. 2019. Global Risk Assessment on Disaster Risk Reduction – GAR19. https://gar.undrr.org/ 
17 Coppola, Damon P. 2014. Introduction to International Disaster Management. Elsevier Press. Burlington. 

https://gar.undrr.org/


Page 27  

 

 

Preparedness 
 

Preparedness involves equipping people who may be impacted by a disaster or who 
may be able to help those impacted with the tools to increase their chance of survival 
and to minimize their financial and other losses. 

 
Preparedness in the field of DRM can best be defined as a state of readiness to 
respond to a disaster, crisis, or any other type of emergency. The capacity to respond 
to and recover from emergency and disaster events is developed through planning, 
training, equipping, and exercising. As awareness of the value of including all sectors of 
society DRM has grown, preparedness activities have gradually expanded to include 
the private sector, NGOs, individuals, and others. Today it is generally recognized that 
all organizations, whether private, nongovernmental, or governmental, are susceptible 
to the consequences of disasters, and must therefore ensure their preparedness. We 
also know that preparedness must focus not only on the protection of citizens, property, 
and essential government services in the aftermath of a disaster event but also on 
ensuring that the viability of the community—including its businesses and markets, 
social services, and character—can be sustained despite the hazard risks that exist. 

 

Despite their unique definitions and both being distinct emergency management 
functions, confusion remains over what constitutes mitigation and preparedness (and to 
what extent these two functions overlap). Overlapping government responsibilities are 
often indicative of the misunderstandings that exist. The major distinction is best 
characterized by the differences in their goals. Mitigation seeks to eliminate hazard risk 
by reducing either its likelihood or its consequences of the risk associated with the 
hazard. Associated activities, acquisitions, or implementations seek to prevent a hazard 
from ever manifesting into a disaster in the first place. Preparedness, on the other 
hand, seeks to improve the abilities of agencies and individuals to respond to the 
consequences of a disaster event once the disaster event has occurred. Preparedness 
thus assumes the occurrence of an event, whereas mitigation attempts to prevent the 
event altogether. 

 
Components of preparedness include 

 

• Planning (emergency operations, evacuation, communications, shelter, etc.) 

• Equipment and supply acquisitions 

• Training, education, and exercises 

• Public education 

• Pre-positioning 

• Partnership building (including with the private sector and the media including 
social media) 

• Monitoring 
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Response 
 

Response involves the taking of action to reduce or eliminate the impact of disasters 
that are imminent, that are currently occurring, or that have recently occurred, in order 
to prevent further suffering, financial loss, environmental damages, economic impacts, 
or other negative consequences. Relief, a term commonly used in international disaster 
management that refers to immediate life-saving and sustaining activities, is just one 
component of response. 

 

Official response resources include the emergency services, which are the fire service, 
law enforcement, emergency medical services, and emergency management (civil 
protection). Depending on how a government is organized (centralized, decentralized, 
other), there may be emergency services at each level of government or they may be 
organized and directed from the national level. 

 
In addition to the governmental emergency services, many other government agencies 
become involved in disaster response according to their mission and capacity. For 
instance, the environmental agency may lead oil spill response, the health ministry may 
lead response to an epidemic, and the military may lead disaster logistics. It is the 
country’s legislative and planning frameworks that determine what responsibility and 
resources are assigned to each organization. 

 
To an increasing degree, nongovernmental organizations are becoming involved in 
response in a significant capacity. Nonprofit and volunteer organizations have grown in 
number and resources and provide response services to impacted individuals and 
households, to impacted governments, to businesses, the environment, and more. And 
businesses have become involved, both in a philanthropic capacity as a provider of 
cash and in-kind assistance and also as contracted service providers. Citizens, both 
trained and untrained, are the final piece of the puzzle, representing one of the most 
significant sources of human resources (including for search and rescue). 

 

A vast array of international disaster management resources provide support to disaster 
impacted countries. The United Nations provides coordination for disasters through 
UNOCHA, and many individual agencies provide operational assistance (e.g., World 
Food Program, World Health Organization, UNICEF, UNHCR, IOM, and others). The 
regional organizations have developed similar capacities, with some supported by 
regional emergency operations centers and legally binding mutual aid agreements. 
Bilateral assistance is very common. 

 
Earlier in this session, it was explained that emergency events become disasters only 
when the requirements of the event are so great as to exceed the capabilities of the 
combined responder cadre, and when the costs of the damage inflicted exceeds the 
capacity of the government to absorb it. Although there is no standard set of response 
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functions, the following are drawn from national emergency operations plans and 
include many that are commonly encountered: 

 

• Notification and Warning 

• Disaster Assessment 

• Emergency Communications 

• Command, Control, and Coordination 

• Transportation 

• Public Works and Engineering 

• Firefighting 

• Mass Care 

• Shelter 

• Psychosocial Services 

• Logistics 

• Public Health and Medical Services 

• Search and Rescue 

• Hazardous Materials Response 

• Agriculture and Natural Resources 

• Energy 

• Public Safety and Security 

• Long-Term Recovery 

 
The United Nations system supports coordination by organizing the activities (and 
associated stakeholders and resources) into set of defined groupings called “clusters”. 
Each cluster has a lead agency, and organizations from various sectors participate in the 
cluster in order to better organizer response. The UN Clusters are: 

 

• Logistics 

• Nutrition 

• Emergency Shelter 

• Camp Management and 
Coordination 

• Health 

• Protection 

• Food Security 

• Emergency Telecommunication 

• Early Warning 

• Education 

• Water, Sanitation, and Hygiene 
(WASH) 

• Early Recovery 
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Recovery 
 

Recovery involves returning disaster-impacted communities and the people affected by 
disasters to a functional state (ideally back on a positive development trajectory). 
Components of recovery begin as soon as the direst aspects of relief and response 
have concluded, and can persist for months, years, and in the most extreme cases, 
decades thereafter. 

 

The “Recovery Continuum” from the US National Disaster Recovery Framework. Source: US Federal 
Emergency Management Agency, 2011. 

 

While recovery operations do commence after a disaster has happened, there are 
planning efforts that can take place in the absence of any actual disaster. Pre-disaster 
recovery planning, relationship building, and other actions all help to increase the 
efficiency and effectiveness of recovery when it is needed. Unlike response, where 
almost all efforts pursue a finite and easily definable foci (namely limiting the various 
immediate impacts of the disaster), the recovery function or process is characterized by 
a complex set of issues and decisions that must include much wider representation from 
within and often outside the greater DRM stakeholder community. Recovery decisions 
and actions relate to the rebuilding of homes, replacement of lost property, resumption 
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of employment and livelihoods, restoration of businesses and other economic drivers, 
and permanent repair and rebuilding of infrastructure. 

 

The recovery process requires a balance between the more immediate need of the 
community to return to normalcy with the longer-term goal of reducing future 
vulnerability. An effective recovery process can present for impacted individuals and the 
communities where they live many new opportunities to become economically secure 
and to enjoy improved safety and quality of life. 

 
Within recovery, actions are taken to help individuals, communities, and the country 
return to a functioning state. There are two subcategories of recovery activities that 
differ by the scope of their mission. They are termed Short-term and Long-term 
Recovery. 

 

• Short-term recovery 
Begins when the disaster strikes, and overlaps with response; includes actions 
such as providing essential public health and safety services, restoring 
interrupted utility and other essential services, reestablishing transportation 
routes, and enabling temporary yet stable (non-emergency) means for nutrition 
and shelter for those displaced by the incident. Although called “short-term,” 
some of these activities may last for weeks. Assessment of recovery needs and 
the planning for long-term recovery is often included in short-term recovery 
activities. 

 

• Long-term recovery 
Permanent solutions that return impacted organizations, businesses, 
households, and communities to a normal, functioning state. May continue for a 
number of months or years, depending on the severity and extent of the damage 
sustained. Examples include the complete redevelopment of damaged areas, 
environmental restoration, rebuilding of permanent housing solutions, community 
relocation, financial assistance to businesses, processing of disaster debris, and 
others. 

 
 

1.1.5 : Disaster Risk Management Data Requirements 
 

Robust and accurate data for decision-making is important and will be detailed in 
Section 1.2. Disaster risk management decision-making, as is true with all risk 
management endeavors, most often relies on imperfect and incomplete data. As new 
information is obtained or produced, the uncertainty associated with those decisions is 
reduced. The more accurate and relevant information that exists, the more effective 
that decision-making can be. 
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Like all types of information, information to support 
DRM, DRR, and resilience-building efforts starts with 
raw data. Data that is relevant to the DRM context 
often comes from a blend of both pre-existing and 
newly acquired sources. Examples include: 

 

• Pre-existing Data Sources (lower 
variability) 

o Population and social demographics 
o Land use patterns and surveys 
o Infrastructure master plans, 

blueprints, and inventories 
o Geologic and hydrologic surveys 
o Local, national, and regional maps 

 

 

Computer monitors and display 
screens in the Florida, US, EOC in 
advance of Hurricane Irma. 
Source: Gina Jordan, 2017. 

(e.g., topographic, political, physical, climate, etc.) 

o Historical hazard impact maps and consequence data 
o Emergency management resource inventories (e.g., responders, 

equipment, vehicles, supplies, commodities, facilities) 
 

• Newly acquired, requested, or time-specific (higher-variability) 
o Seismic event shake maps 
o Flood gauge readings 
o Meteorological data 
o Damage reports 
o Casualty counts 

o Commodities 
 

Data requirements, and the methods and options for collecting data, differ by what 
action or function is being conducted. Examples of functions for which different data 
sources exist include: 

 

• Disaster Risk Prevention and Mitigation, Capacity Development, and Disaster 
Response and Recovery Planning 

• Hazard Monitoring and Warning 

• Disaster Response 

• Long-Term Recovery 

 
When faced with dedicating limited resources towards disaster risk reduction needs, it is 
the hazard risk assessment that represents the most decision-making tool for disaster 
risk managers. Through the risk assessment process, hazards are identified, relative 
risks are calculated or otherwise assessed, and risks are prioritized according to risk 
ranking factors. Hazard risk assessments are the product of extensive data collection 
processes that utilize a variety of sources depending on the hazards being assessed. 
To determine the severity and subsequently the priority ranking of a hazard, information 
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Risk assessment data from a hazard mitigation planning effort. Source: Lac du Flambeau Tribe, 
2019. 

 

 

is needed on: 
 

• Hazard exposure 

• Hazard likelihood 

• Anticipated consequences (based on vulnerability and coping capacity) 
 

Hazard Monitoring and Warning Data 
 

Hazard monitoring is a vital component of resilience and disaster risk management 
capacity. Monitoring provides early warning and situational awareness, both of which 
enable a more effective response. Data sources for monitoring include: 

 

• Sensors (e.g., stream gauges, seismometers, weather stations, satellite) 

• Imagery 

• First-hand reporting 

 
For notification and warning, the data requirements expand further. While informed by 
the data and information generated in monitoring efforts, warning efforts must be 
informed further by who and what is currently exposed to the potential (or actual) threat, 
and how do they receive their information. Those tasked with crafting warning 
messages need to process data into useable information and transmit that information 
to those who need it in a manner that they can use to take action. Notification and 
warning information can range from raw data to highly-processed information, 
depending on the recipient and the intended use. Targeted warning methods are 
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integrated with demographic information systems, and may consider warning issuance 
by address, such as with reverse 9/11 systems that call landlines – or use geolocation 
data from cell phone carriers which enable warning for people who are in the area but 
do not live there. 

 

Response and Recovery Data Requirements 
 

Response requires even more detailed information than is required for notification and 
warning. In the lead-up to and the aftermath of an emergency or disaster, new data 
sets are generated using assessments. Stakeholders tasked with incident management 
and/or coordination must know with relative confidence at any given time (and with 
regular updates) what is happening, where it is happening, what is needed, what is 
required to address those needs, and what resources are available. The difficulty and 
complexity of providing such information increase with the size and scope of the 
disaster. 

 
Disaster assessment efforts can be grouped into two general categories, defined by the 
type of data they seek18: 

 
1. Situation assessments (also called damage assessments, loss assessments, 

or damage and loss assessments (DaLAs), seek to determine what has 
happened as a result of the hazard-initiated event. Situation assessments can 
help determine geographic scope and describe how people and structures are 
affected. Collected data might include: 

 
a. Geographic area affected (location and size—can be plotted onto a base 

map or described in words) 
b. Number of people affected 
c. Number of injured (morbidity) and killed (mortality) 
d. Types of injuries and illnesses 
e. Description of the characteristics and condition of the affected 

f. Description of the medical, health, nutritional, water, and sanitation 
situation 

g. Ongoing or emerging hazards and hazard effects 
h. Damage to infrastructure and critical facilities 
i. Damage to residences and commercial structures 
j. Damage to the agricultural and food distribution systems 
k. Damage to the economic and social status of the affected area 
l. Vulnerability of the affected population to ongoing disaster effects or to 

expected related or unrelated hazards 
m. Current response effort in progress 

 

 

18 Coppola, Damon P. 2011. Introduction to International Disaster Management. Butterworth Heinemann. Burlington. 
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2. Needs assessments (also called Post Disaster Needs Assessments, or 
PDNAs), which involve gathering data on the services, resources, and other 
assistance that will be required to address the disaster and save and sustain 
lives. Stakeholders may use a range of methods to conduct this assessment, 
which could include: 

 
a. Gathering of internal information (entails gathering and reporting all 

information known by staff or affiliates) 
b. Visual inspection (involves using various methods of observation, 

including satellite imagery, aerial flyovers, and drive or walkthrough 
surveying) 

c. Sample surveys (information gathered by interviewing representative 
segments of the affected population) 

d. Sentinel surveillance (certain disaster characteristics or “early warning 
signs,” which tend to be indicative of larger problems, are monitored and 
reported when found) 

e. Detailed critical sector assessments by specialist (experts in various 
sectors, such as transportation, energy, health, or water supply, make 
targeted surveys of the infrastructure component for which they are 
specially trained) 

f. Ongoing interviews (people are designated to gather information on an 
ongoing basis to support updating the assessments) 

g. Interviewing of informants (members of the affected population who are 
identified as being able to provide useful information regarding the 
situation and needs are contacted on a regular basis to report any 
findings they may have) 

h. Partnerships (information sharing partnerships are established between 
the various organizations, nongovernmental or otherwise, operating 
throughout the impacted area) 

 
The reliability, relevance, and timeliness of assessment data is of paramount 
importance. It is said that “while good assessment [data] does not guarantee a good 
response, poor assessment [data] almost certainly guarantees a bad one.”19 
Assessment data is drawn from a great many different stakeholders, each with a unique 
operational bias, assumptions, area of concern, capabilities, and limitations. 

 
Disaster assessments may be initiated by and organized at any jurisdictional level (local 
to national) and may be coordinated with nongovernmental and private sector partners 
as well as with the general public to an increasing degree. The basic requirements of 
an effective disaster assessment include (but are not limited to): 

 

• Dedicated financial resources 
 

19 UNOCHA. 2006. Disaster Assessment. UN Disaster Assessment and Coordination (UNDAC). http://bit.ly/1g5HpvO 

http://bit.ly/1g5HpvO
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• Ample trained staff 

• Coordination and communication mechanisms 

• Appropriate equipment and supplies (e.g., imagery and monitoring devices, 
communication equipment, data storage and management hardware, etc.) 

• Data standards, collection protocols and tools (e.g., checklists), and assessment 
objectives (e.g., Search and Rescue, Shelter, Health and Medical, Water and 
Sanitation, Food and Nutrition, Economics and Livelihoods, Displacement, 
Logistics, Transportation, Power and Energy, Agriculture, Commodities, and 
Capabilities) 

• Validation methods 
 

Assessment is most effective when coordination exists between coordinating authorities 
and other nongovernmental stakeholders operating in the disaster area. This often 
includes Participants that are not typically associated with response but nonetheless 
have a unique connection with or view into the affected population (e.g., religious 
organizations, social services organizations, or business associations). It is very 
important that vulnerable groups, who don’t typically have a strong voice, are able to 
engage effectively. Collaborative efforts help to establish a more complete inventory of 
available capabilities, resources, and assets. When compared to response and 
recovery requirements, the comprehensive inventory gives a much more accurate 
impression of outstanding gaps than when governmental resources are considered in 
isolation. 

 

Information Sharing Systems 
 

Modern disaster risk management is exemplified by the existence of procedures, 
mechanisms, structures, and systems that enable or enhance inter- and intra- 
organizational information exchange. Information collected, processed, and distributed 
begets knowledge, which subsequently enables deeper data analysis and breeds the 
creation of new information. Ahmad Dahlan, Dahan, and Saman (2013) state that, 
“inter-organizational information and knowledge sharing or government information 
sharing is important, because no single organization can have all the resources to run 
its activities without the inputs from other organizations.”20 

 
Information sharing occurs at multiple levels, each characterized by a distinct set of 
opportunities and challenges.  These levels include: 

 

• Sharing at the individual level: Individuals have traditionally served as 
information recipients in the information sharing relationship with disaster 
management stakeholders. At the individual level they do share freely within 

 

20 Ahmad Dahlan, Abdul Rahman, Hayati Mohd Dahan, and Md Yazid Mohd Saman. 2013. The Government 
Information Sharing (GIS) in Natural Disaster Management and Risk Reduction. 5th International Conference on 
Information and Communication Technology for the Muslim World. 
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their own social networks which has a collective effect across populations even if 
limited for the individual. The rise of social media has significantly changed the 
nature of this relationship, with significant amounts of data and information now 
being broadcast and otherwise shared by individuals. Individuals, however, are 
limited in their ability to process or validate the information they are receiving, 
and often propagate incorrect or inaccurate information. 

 

• Sharing at the organizational level (also called “intra-organizational 
sharing”): Governmental and nongovernmental organizations acquire, process, 
utilize, and share information within their internal networks. For governments this 
typically involves the sharing of information between different agencies at the 
same level (e.g., local to local sharing) and between different levels (e.g., 
national and local government agencies). Sharing can be upward (from staff to 
leadership), horizontal (peer-to-peer), or downward (from leadership to staff).21 
Difficulties can arise in organizational information sharing during extreme events 
when there are differences in cultures and organizational structures. 

 

• Sharing at the inter-organizational level (including group-level information 
sharing): Whether at the community, country, or international level, DRR and 
resilience efforts require that a coordinated exchange of information occur 
between each of the different stakeholders, especially during response and 
recovery. Each organization involved both utilizes and contributes to the greater 
body of information on a hazard or framing an event. The existence of a central 
coordinating body through which inter-organizational information sharing flows is 
assumed in large-scale disasters. However, less-visible secondary inter- 
organizational dependencies can contribute to response failures such as 
occurred during the 9/11 attacks in New York City when warnings of imminent 
building collapse were unable to reach disparate response agencies.22 

 

Information centers and knowledge platforms have been established at the national, 
regional, and global levels to facilitate information sharing.23 Relevance in the disaster 
response and recovery contexts is difficult because these are highly-dynamic situations, 
but many governments, NGOs, and other stakeholders have succeeded in establishing 
information hubs that serve a range of stakeholder types. 

 
Information sharing centers and platforms differ significantly in their mandate and 
operations. For instance, several focus on a specific hazard or on a unique technology, 
and mainly provide pre-event warnings and analysis of disaster impact zones. 

 

21 McLean, Andrew. J. 2014. Intra-Organizational Risk Communication Issues (With Focus on Small Island 
Developing States). University of North Dakota School of Medicine and Health Sciences. 
22 Kean, T. H., & L. H. Hamilton. 2004. The 9/11 Report. New York: St. Martin’s Press. 
23 Bharosa, Nitesh, Jaco Appelman, Bart van Zalen, and Arre Zuurmond. 2009. Identifying and Confirming 
Information and System Quality Requirements for Multi-Agency Disaster Management. Proceedings of the 6th 
International ISCRAM Conference. Gothenburg, Sweden. J. Landgren and S. Jul, eds. 
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Case Study: Euro-Mediterranean Seismology Centre (EMSC) 
 

The EMSC is an international, non-governmental, and non-profit association that 
collects real time data provided by 70 seismological networks in the Euro-Med region. 
Data are provided either by email or via PDL (Product Distribution Layer). The collected 
data are automatically archived in a database, made available via an automatic email 
system (called a data request manager, or AutoDRM), and displayed on the EMSC web 
site. 

 

Data are automatically merged to produce 
automatic locations which are sent to 
several seismological institutes in order to 
perform more in-depth analysis about the 
event (e.g., displacement information). For 
potentially destructive earthquakes, the 
EMSC operates an Earthquake Notification 
Service in which email, Short Message 
Service (SMS), and fax notifications are 
disseminated to registered end-users 
within approximately 20 to 30 minutes of 
the earthquake. Real time information 
services are purely automatic and deal with 
all events reported by the data contributors, 

 
 
 
 
 
 
 
 
 
 
 

 
Screenshot of the EMSC Website, December 
17, 2019. 

while the Earthquake Notification Service is manual. There are currently more than 
130,000 registered. 

 

EMSC administers a mobile phone earthquake warning app called ‘LASTQUAKE’. The 
app is a highly-specialized warning system with utilizes multiple information and 
communications technologies to increase both citizen and responder awareness about 
earthquake events. Information from official seismic stations and agencies is drawn into 
the app and communicated to users depending on their location. Only those people 
who need to know the information are informed, thereby limiting the number of warnings 
that are received. Users of the app can provide information on seismic events that they 
felt, thereby providing an additional source of monitoring data. Citizen data also helps 
to establish event intensity (Modified Mercalli Intensity), which unlike the Richter 
magnitude (absolute energy released) provides insight into how the event may have 
manifest in terms of damages and other impacts. 

 
Risk-Informed Governance 

 
All of life is affected by risk, and risk represents uncertainty. And all decisions include 
some component of uncertainty. The more that is known about what could go wrong, or 
how those issues might be addressed, the less uncertainty that exists when the decision 
is made. Any such action or decision that is performed with a high-degree of 
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awareness or intelligence is known as being risk-informed or risk-aware. 
 

Investments and interventions are too often made using very limited information about 
current and future threats. This is true not only in the public and private sectors but also 
among individuals or households. Whether the siting and building of a hospital or a 
school, the construction of a road, the damming of a river, the issuance of a land-use 
policy – all of these actions and decisions are made with imperfect information, and the 
assumption is that planners have come to their conclusions only when they have 
attained a level of comfort with the likelihood that their decision will result in a positive 
outcome. 

 

Yet disasters still occur. Hospitals and schools collapse in earthquakes, are inundated 
by floods or tsunamis, or are burned in wildfires. And policies oftentimes promote 
increased vulnerability, putting people in the line of danger from future disaster events. 
So there can be no expectation of perfect information. 

 
But by increasing the amount of risk-related information we have, the lower the 
likelihood that investment or governance decisions result in a loss of some kind. This 
kind of decision-making is known as risk-informed decision-making, because it is 
decision-making that occurs with the benefit of risk-related information. 

 

Many of the technologies in this toolkit create the type of information that increases 
understanding of risk, including exposure and vulnerability. But this information is of 
little value if it is not incorporated into the decision-making process. Such capabilities 
are not technology dependent by any means, and technologies cannot be seen as 
being the impetus behind institutionalization of decision-making processes and 
capabilities that enable the incorporation of risk information. Such capabilities, rather, 
are a prerequisite for the effective use of the technologies, and not the other way 
around. 

 
Good coordination, as described above, is a driver of risk-informed decision-making, as 
it is through coordination that information is shared and disseminated to those who are 
tasked with driving the decision-making process. 

 
The UNDP describes risk-informed development as follows:24 

 
“Risk-informed development is a risk-based decision process that enables 
understanding of multiple concurrent threats and complex risks to and 
arising from development decisions and acting on that knowledge. Risk- 
informed development allows for development to become a vehicle to 
reduce risk, avoid creating risks and build resilience. Risk-informed 

 

24 Opitz-Stapleton, Sarah, Rebecca Nadin, Jan Kellett, Margherita Calderone, Adriana Quevedo, Katie Peters, and 
Leigh Mayhew. 2019. Risk-Informed Development: From Crisis to Resilience. UNDP. http://bit.ly/3alYeC7 

http://bit.ly/3alYeC7
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development (RID) should therefore be seen as a risk-based decision 
process that enables development to become more sustainable and 
resilient. 

 
“Being risk-informed is essential for national policy and decision-makers 
responsible for crafting development objectives and delivering global 
frameworks, including Agenda 2030, the Paris Agreement, the Addis 
Ababa Action Agenda, the Sendai Framework. Actions around the SDGs 
need to be informed by the other global frameworks, such as the Sendai 
Framework, which calls for development to be risk-informed in relation to 
multiple threats in order to be resilient. 

 
“Risk-informed development will also require investing in data, tools and 
methods for assessing risk, determining what sources of risk can be 
addressed, and what is possible or relevant given available resources and 
capacities. Risk-informed development needs to be tailored to the 
context, based on resource constraints, capacities and realities on the 
ground. The more stable and prosperous a country is, the more likely it is 
that NGOs and international donors will be able to support good 
governance, tackle complex risks across sectors and account for trade- 
offs in major investments.” 

 
If Agenda 2030, the Paris Agreement, the Sendai Framework and the New Deal are to 
be successfully implemented, a more risk-informed approach to development is required. 
Risk-informed development must be a risk-based decision process that integrates 
knowledge of and actions to address complex risks, opportunities and tradeoffs into 
development plans, policies, programmes and actions in order to ensure they are 
sustainable and resilient. 

 

The Sendai Framework is a call for risk-informed development in order to support 
achievement of the SDGs and other frameworks and ensure they are resilient, and its 
supporting Science and Technology Roadmap (STR) highlights priority risk management 
needs. Risk-informed development cannot happen unless the development community 
strengthens its own capacity and expertise in order to more effectively work with 
governments, and governments in turn have the capacities to become risk-informed and 
act on such knowledge when devising policies, plans and programs. 

 
Monitoring and evaluation (M&E) are critical components of risk-informed development, 
and are addressed in detail in Section 3.3. M&E systems should be established early in 
the risk-based development decision process to understand what metrics of vulnerability, 
exposure, capacity, threat and risk need to be measured. Taking a risk-informed 
development approach allows for sustainable development to truly become a vehicle to 
reduce risk, avoid creating risks and build resilience. 
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Risk-Informed Decision-making for SDGs 
 

The need to incorporate disaster risks and climate impacts into development processes 
at all levels is affirmed in the 2030 Agenda for Sustainable Development. The 
development processes at national, sub-national, sectoral and community levels needs 
to be risk-informed in order to achieve the objectives of development sustainability, 
resilience building, poverty eradication and leaving no one behind. It entails: 

 

• providing an empirical basis for disaster risk reduction and climate adaptation 
interventions, 

• strengthening national capacities, 

• facilitating communication and application of risk information and support risk- 
informed development decision-making. 

 
Investment in risk information and its dissemination accompanied by the design of 
appropriate accountability mechanisms as part of strengthened disaster/climate risk 
governance help advance the objectives of sustainable development and resilience 
building at all levels and across all socio-economic development sectors. 

 
 

1.1.6 : Enhancing DRM and Resilience with STI 
 

Science, technology, and innovation enhance disaster risk management capacity and 
contribute to community and national resilience in many ways. A UNESCO report on 
The Role of Science, Technology, and Innovation in Building Disaster Resilient 
Communities describes the benefits as follows: 

 

“Science, technology and innovation play a critical role in building 
community resilience. Diverse fields of science generate new knowledge 
that improve understanding of the mechanisms and drivers of community 
resilience. New market-ready technologies create innovative opportunities 
for increasing economic, social and environmental resilience, and new 
approaches to innovation can bring together non-traditional innovation 
actors to unite their efforts and pool their resources towards community 
resilience.”25 

 
Video: UNDESA Frontier Technologies for a Sustainable Future 

 

• Video length: 1:48 
 
 

25 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 
communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 

http://bit.ly/2lCq48U
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• Video URL: https://youtu.be/NzFTbhmiMyk 

• Report featured in the video: http://bit.ly/2mtbtNB 
 

Because resilience is derived from a variety of actions, efforts, mechanisms, and other 
sources, these enhancements are not always directly attributable to disaster risk 
management. If they bring about a reduction in the likelihood of a future disaster or 
result in a reduction in the severity of consequences if an event does occur, they are 
nonetheless resilience-enhancing. 

 
For instance, a technology or innovation may:26 

 

• Empower and give a voice to people of diverse backgrounds and classes 

• Increase inclusion of otherwise marginalized groups 

• Extend access to education and healthcare 

• Increase government accountability and transparency 

• Connect disparate social groups and community stakeholders 

• Expand economic diversification 

• Strengthen infrastructure networks and nodes 

• Reduce environmental degradation 

• Improve compliance with regulations (e.g., land use) 
 

Technologies and innovations do, however, enhance disaster risk reduction and 
resilience in many ways that are much more closely linked with pre- and post-disaster 
risk management functions. 

 
For instance, a technology or innovation may: 

 

• Make possible the monitoring of otherwise poorly understood environmental risks 

• Accurately map geographic areas associated with high risk from distinct hazards 

• Elevate risk and hazard awareness among exposed and other populations (with 
forecasting, detection, and sensing) 

• Elevate operational awareness before and during actualized events (situational 
awareness / common operating picture) 

• Increase or improve capabilities and capacities to conduct damage and needs 
assessments 

• Reduce the health and life safety risk of exposed individuals and responders 

• Reduce personal and property vulnerability to hazard forces like heat, wind, 
water, and seismicity 

• Increase the speed, range, and access of warning information 
 
 

26 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 
communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 

https://youtu.be/NzFTbhmiMyk
http://bit.ly/2mtbtNB
http://bit.ly/2lCq48U
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• Enable citizen participation in hazard mitigation and post-disaster response and 
recovery data and information generation 

 
Technology and innovation can promote resilience in the face of many hazard risks, 
including those which are intensive, extensive, or emerging. Immediate life safety and 
property integrity are impacted in all three risk categories, and so are longer-term social 
and economic development trajectories. As such, management of all three types of risk 
needs to be outlined in any DRR strategy. 

 
The following excerpt provides greater 
clarification into each of these three risk 
forms: 

 

“Disaster risk managers are most 
often focused on addressing those 
hazards for which the likelihood of 
occurrence is highest and the 
consequences are greatest. The risk 
for such hazards is considered 
Intensive. At the opposite end of the 
spectrum are those hazards for which 
frequency is high or very high, yet the 
consequences are generally much 
less severe – perhaps isolated to an 
individual or a neighborhood. Risk 
for hazards falling in this category are 
considered Extensive. And while 
intensive risk is most often associated 
with events that impact a large area, 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Maps of intensive and extensive risk in 
Indonesia, 1900-2013. Source: UNDRR, 
2015. 

this does not mean that extensive risk impacts only highly-localized areas 
(though that is often the case.) 

 
“Events resulting from extensive risk are rarely if ever noteworthy or news- 
worthy, and oftentimes are not tracked by centralized disaster information 
systems. Likewise, the required response may require nothing beyond 
what is typical for the local emergency services to perform on any given 
day. It is the collective sum of extensive risk that is significant, in that it 
can – and often does – exceed that of the major disaster events incurred 
in any given year with regards to consequences. Extensive risk is thus 
important to the disaster risk manager not in terms of preparing for 
response, but rather because it is oftentimes true that the same 
mechanisms by which intensive risk is reduced holds true for extensive 
risk. 
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“The United Nations Office for Disaster Risk Reduction (UNDRR) reports 
that 97% of extensive risk is weather-related. It is interesting to note that 
extensive and intensive risks are relative terms – such that two events of 
equal consequence in two separate locations might be considered 
extensive – or routine - in a large city yet intensive in a small village. And 
because of these distinctions between localities or countries, differences 
between extensive and intensive risk should be thought of as a matter of 
capacity. 

 

“The third special category, termed emerging risk, refers to hazards with 
traditionally-low frequencies of occurrence but which are nonetheless 
increasing due to new patterns of exposure, increasing frequencies, and 
changes in population vulnerability. Space weather is an example of an 
emerging risk. In this instance, there is not an increase in the incidence of 
solar flares, but the impact they have on modern technological systems, 
and the reverberations that has on contemporary social and economic 
systems, are significant. The expansion of tropical diseases into areas 
farther and farther from the equator are presenting another form of 
emerging risk. The chikungunya virus, which like Dengue Fever in the 
1980s is moving quickly through the Caribbean, threatens many countries 
previously unaffected due to wetter and warmer conditions that enable 
breeding of the mosquitos that carry the disease.” 27 

 
Methods of Support 

 
The science and technology communities support community and national resilience 
through the process from research to innovation. This might include:28 

 

• Conducting or informing original research and investigation that improves the 
accuracy and understanding of hazard risk, and which forms the basis of 
technology development and technological innovation to support disaster risk 
reduction efforts 

• Conducting or informing hazard assessment and analysis 

• Conducting or informing consequences analyses, including forecasting and 
assessment of cascading risks 

• Developing, validating, and utilizing applied tools and standards to support the 
risk reduction mission 

• Designing, developing, and utilizing technologies that support pre- and post- 
disaster risk reduction activities 

 
 

27 Coppola, Damon. 2014. Introduction to International Disaster Management, 3rd Edition. Butterworth-Heinemann. 
London. 
28 UNISDR. 2016. UNISDR Science and Technology Conference on the Implementation of the SFDRR. January. 
http://bit.ly/2lHlZ38. 

http://bit.ly/2lHlZ38
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• Using new methods and technologies to conducting risk reduction education and 
communication 

 
A report by the UN Economic and Social Commission for Asia and the Pacific 
(UNESCAP) titled Building e-Resilience: Enhancing the Role of ICTs for DRM explains 
how new technologies (in this case, ICTs), have a great potential to support resilience 
efforts. Technology use in the case of ICTs hits at the most human basic instincts to 
improve operations and outcomes. The report states that: 

 
“In its simplest form, ICTs are useful in all stages of the disaster lifecycle. 
Humans have an inherent need to be connected. In situations of 
emergency, ICTs provide the necessary platform to keep communication 
channels open, given the underlying infrastructure is available. ICTs have 
also proven to be a useful tool in more non-conventional forms of 
communication (e.g., Facebook status, Twitter etc.) to identify areas of 
pressing need.”29 

 
Although communications and information technologies form the framework of utility 
and application for most emerging, disruptive, and frontier technologies, their purpose 
and their reach may address drastically different needs or utilize wholly-distinct 
mechanisms of operation. Nonetheless, communications and information sharing are at 
the heart of most functional needs that are addressed. Consider the following table 
adapted from, “Science and Technology Opportunities for National Preparedness” 
developed by the United States Subcommittee on Disaster Reduction: 30 

 
Mission Area Description Core Capabilities 

Preparedness The capabilities 
necessary to secure 
the country against 
acts of terrorism and 
manmade or natural 
disasters 

• Planning 

• Public Information and Warning 

• Operational Coordination 

• Cybersecurity 

• Intelligence and Information Sharing 

• Physical Protective Measures 

• Risk Management for Protection Programs and 
Activities 

• Supply Chain Integrity and Security 

Mitigation and 
Prevention 

The capabilities 
necessary to reduce 
risk and loss of life 

• Planning 

• Public Information and Warning 

• Integrated Risk Governance 

 
 

29 UNESCAP. 2015. Building e-Resilience: Enhancing the Role of ICTs for DRM. http://bit.ly/2lH9gNW. 
30 White House. 2016. Identifying Science and Technology Opportunities for National Preparedness. 
Subcommittee on Disaster Reduction of the Committee on Environment, Natural Resources, and 
Sustainability of the National Science and Technology Council. December. http://bit.ly/2kLfsnY. 

http://bit.ly/2lH9gNW
http://bit.ly/2kLfsnY
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 and property by 
lessening the impact 
of disasters. 

• Operational Coordination 

• Community Resilience 

• Long-term Vulnerability Reduction 

• Risk and Disaster Resilience Assessment 
• Threats and Hazards Identification 

Response The capabilities 
necessary to save 
lives, protect property 
and the environment, 
and meet basic 
human needs after an 
incident has occurred 

• Environmental Response/Health and Safety 

• Fatality Management Services 

• Fire Management and Suppression 

• Infrastructure Systems 

• Logistics and Supply Chain Management 

• Mass Care Services 

• Mass Search and Rescue Operations 

• On-scene Security, Protection, and Law 
Enforcement 

• Operational Communications 

• Public Health, Healthcare, and Emergency 
Medical Services 

• Situational Assessment 

Recovery The capabilities 
necessary to assist 
communities affected 
by an incident to 
recover effectively 

• Planning 

• Public Information and Warning 

• Operational Coordination 

• Economic Recovery 

• Health and Social Services 

• Housing 

• Infrastructure Systems 
• Natural and Cultural Resources 

 

Technology use is by no means new to the disaster risk reduction community of 
stakeholders. It is nature of how technologies are being used to support pre- and post- 
disaster operations - namely their influence on both the process and the outcome - that 
is changing. Consider the following description of how one subset of emerging 
technologies, Artificial Intelligence (AI), is supporting emergency management and other 
development-related sectors: 

 

“The growing ability of AI systems to solve complex problems 
autonomously could fundamentally reshape our economy and society, for 
example, through development of new forms of transportation or a 
revolution in health care. Whereas the steam engine was deployed in 
tasks that required muscle power, AI is being applied to tasks that require 
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brainpower.” 31 
 

In other words, new technologies are not only allowing societies to perform their tasks 
more efficiently and effectively, they also allow them to perform them in a manner that is 
‘smarter’. 

 
If we consider that advancements in AI have enabled machines to defeat the human 
world champions at games of strategy (e.g., Chess), there is value in applying these 
capabilities to the strategic decisions that disaster risk reduction efforts require. 

 
And it’s not just brain power – machines can see, hear, and sense movement farther 
and better than humans. They can be given physical capabilities such as strength or 
agility that allows them to move into tight spaces or perform extreme tasks. And they 
are immune to many of the forces and threats produced by natural and technological 
hazards that could easily injure or kill a person (e.g., heat, cold, altitude, depth, 
presence of explosives or projectiles, oxygen-poor environment, radiation), allowing 
them better access to data collection sources or operational work areas. 

 
Technologies do not necessarily have to enhance capabilities to be effective – they can 
simply take over (or automate) human activities to have a significant positive impact. 
Although automation is a pursuit that has long-existed, and in fact many drivers of the first 
industrial revolution are automation-based, there are still many places in the world where 
humans perform critical yet mundane risk reduction tasks such as checking stream 
gauges. Where these can be automated, many of the process risks that are related to 
human error or omission may be instantly reduced or eliminated (e.g., missing a reading 
time, misreading a sensor, entering data incorrectly). The same is true with interpretation 
of data, such as that which is generated by weather-sensors or radar. Computers can 
automate such processes and even provide analysis that is based on data sets far greater 
in scope than any one person can know or recall. 

 
It is interesting to note that the UN Commission on Science and Technology for 
Development identified a critical component of community resilience building to be that 
community stakeholders are “fully engaged in interventions, projects and strategies from 
the beginning” and that “engagement and participation must be promoted if communities 
are to be empowered to act quickly and to find solutions to their own problems.”32 Multi- 
stakeholder engagement has been central to disaster risk management across all 
functions, from preparedness to recovery, and it therefore stands to reason that 
stakeholder engagement will always be central to selecting, implementing, and utilizing 
the emerging technologies described in this toolkit. 

 

31 UN DESA. 2018. Frontier Technologies for Sustainable Development: World Economic and Social Survey 2018. 
http://bit.ly/2k7z3yA. 
32 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 
communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 

http://bit.ly/2k7z3yA
http://bit.ly/2lCq48U
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These technologies, after all, ultimately seek to empower some manner of enhanced 
action, thinking, or decision-making of a broader community of stakeholders – not just 
responders, or government leaders, for instance. The Commission highlighted this fact 
by noting that stakeholder engagement is a critically important part of the process of 
adoption when it comes to new use of technology, including with e-Government solutions 
that are key to the adoption of most of the technologies described in this course. E- 
government successes are generally indicative of the capacity for and motivation to carry 
out application of innovative technologies for DRR and resilience. It is self-evident that 
Governments that have shown success in implementing e-Government, and that have 
shown a high-degree of adoption of ICT, will be better able to identify, adopt, and benefit 
from innovative technologies that support DRR and resilience building efforts. 

 
New technologies and innovations are being introduced all the time and are 
occasionally disruptive in their effect or their support. Because there are so many 
cross-dependencies between these new technologies, they oftentimes address more 
than one risk reduction function (e.g., support disaster mitigation and disaster 
response), and different technologies may provide similar benefits, it can be helpful to 
group them according to their distinguishing characteristics. Examples of technologies 
that have been identified as having been applied (or proposed as having potential 
relevance) include: 

 

• GIS / Spatial Analytics 

• Remote Sensing 

• Drones 

• Social Networking 

• New Building Materials 

• Crowdsourcing and Citizen Science 

• Artificial Intelligence and Machine Learning 

• Internet of Things (IoT) 

• Blockchain 

• 5G Mobile Technology 

• SMS 

• Hazard Modeling 

• Big Data 

• Robotics 

• Augmented Reality / Virtual Reality 
 

There is no single action, enhancement, or benefit that fully captures the many ways 
that these new and innovative technologies are supporting disaster risk reduction and 
helping to build community and country resilience. That said, characterizations have 
been made to help explain the broad nature of the changes that are happening on 
account of these different benefits and enhancements. One such characterization was 
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made by Tai Yoo, Senior Vice President of Corporate Affairs and Corporate Social 
Responsibility of Cisco, in an article drafted for the 2018 World Economic Forum. In this 
article, Ms. Yoo stated that emerging technology promises to support DRR in the 
following four ways:33 

 

1. Technology can go where people cannot and where rescue efforts puts the lives 
of responders at risk 

2. Technology breaks down barriers to enable connectivity where we need it most 

3. Mobile solutions, social media, and digital communities provide a new way for 
organizations and their beneficiaries to communicate 

4. Big data analytics creates a new era of intelligence for disaster response 

In this toolkit, technologies and innovations are grouped as follows: 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

33 Yoo, Tae. 2018. 4 Ways Technology Can Help Us Respond To Disasters. World Economic Forum. January 8. 
http://bit.ly/371Q0gP 

http://bit.ly/371Q0gP
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1.2 : Science, Technology, and Innovation 
 

Advancements in scientific research and technological discovery rank among the most 
influential drivers behind the ongoing progress towards global social and economic 
development. The pursuit of science and technology is by no means new, but rather an 
ever-present effort that has existed and evolved throughout the course of the human 
historical record. Punctuated by prehistoric ages (stone, bronze, and iron ages) and 
multiple iterations of scientific and industrial breakthroughs (agricultural and industrial 

revolutions), scientific and 
technological discoveries have grown 
in aggregate, building on previous 
discoveries at an ever-increasing 
pace and reach. 

 

Mankind’s ability to improve life 
quality, achieve social harmony and 
justice, and pursue economic 
prosperity – together representing the 
very core of development - has been 
deeply influenced if not entirely 
captured within its capacity to 
innovate. It is within this context that 
the advancement of science and 
technology has been prioritized by 
both the sustainable development and 

 
 
 
 
 
 
 
 

 
Islamic Science and Technology. Museum of the 
History of Science and Technology in Islam. Istanbul. 
Image credit: Nikos Niotis, 2013. 

the disaster risk reduction (DRR) agendas as detailed in the global action frameworks of 
each.1 And it is this pursuit that is the focus of this course. 

 
Donald P. Hearth, a former director of the US National Aeronautics and Space 
Administration (NASA) Langley Research Center, characterized almost 35 years ago 
the importance of pursuing scientific and technological innovation in his foreword to the 
publication, The Impact of Science on Society. Hearth stated that: 

 
“Science and technology have had a major impact on society, and their impact is 
growing. By drastically changing our means of communication, the way we work, 
our housing, clothes, and food, our methods of transportation, and, indeed, even 
the length and quality of life itself, science has generated changes in the moral 
values and basic philosophies of mankind. Beginning with the plow, science has 
changed how we live and what we believe. By making life easier, science has 

 

 

1 The Sendai Framework for Disaster Risk Reduction 2015-2030 (SFDRR), and the 2030 Agenda for Sustainable 

Development, were both adopted in 2015. The role of science and technology in each of these instruments is 
detailed in Module 3. 
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given man the chance to pursue societal concerns such as ethics, aesthetics, 
education, and justice; to create cultures; and to improve human conditions.”2, 3

 

 
There is no question that development efforts stand to benefit when scientific research 
and technological innovation are supported, and as such these related efforts have 
become key policy directives in most countries. Lee-Roy Chetty of the Institute for 
Ethics and Emerging Technologies captured the importance of national pursuit of 
scientific and technological progress in stating in his 2012 article that: 

 
“Science and technology are key drivers to development, because technological 
and scientific revolutions underpin economic advances, improvements in health 
systems, education and infrastructure.”4

 

 

Cities, nations, regions, and the greater global 
community, each stand to benefit in all areas of 
development, resilience-related or otherwise, where 
science and technology are appropriately and 
ethically integrated. As a central component of a 
nation’s development efforts, progress towards the 
reduction of disaster risk (and by extension, the 
achievement of resilience) has been bolstered 
considerably by scientific and technological 
advancement in a broad range of pre- and post- 
disaster functions and areas. That said, there exists 
much room for expansion and improvement both in 
terms of the scope of innovations made and the reach 
of their services or benefits throughout the global 
community. In recognition of these unrealized gains, 
the United Nations Commission on Science and 
Technology in Development5 selected at its twenty- 
first session (held in Geneva in May of 2018) ‘The 
Role of Science, Technology and Innovation in 
Building Resilient Communities, Including Through the 
Contribution of Citizen Science’ as one of its two 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Title page of The Impact of 
Science on Society. Image credit: 
Burke, Bergman, and Asimov, 
1985. 

 
 
 

 
 

2 Burke, James, Jules Bergman, and Isaac Asimov. 1985. The Impact of Science on Society. NASA Langley 
Research Center. Washington, DC. http://bit.ly/2kDnKOG. 
3 Interestingly, Hearth noted the risks associated with science and technology by ending with the statement, “But it 
has also placed us in the unique position of being able to destroy ourselves.” 
4 Chetty, Lee-Roy. 2012. The Role of Science and Technology in the Developing World in the 21st Century. Institute 
for Ethics and Emerging Technologies. October 3. http://bit.ly/2lN7WsT. 
5 CSTD is a subsidiary body of the UN Economic and Social Council (ECOSOC). The Commission provides the 
General Assembly and ECOSOC with high-level advice on relevant science and technology issues. 

http://bit.ly/2kDnKOG
http://bit.ly/2lN7WsT
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priority themes for the 2018–2019 intersessional panel.”6
 

 
Highlighting the roots of risk and the impact that disasters have on the development 
process, the ECOSEC report that resulted from that panel on the importance of Science 
and Technology described the current global need for advancement and innovation as 
follows: 

 
“People around the world are affected by shocks all the time: from economic 
crises to health emergencies, from social conflicts and wars to disasters caused 
by natural hazards. For example: 

 

• Outbreaks of diseases such as cholera, Ebola, SARS, and in 2019, the novel 
Coronavirus (COVID-19) have affected thousands of people. 

• In 2016, 180,000 people died as a result of conflicts. 

• In 2017, natural disasters affected more than 95 million people, causing over 
US$337 billion-worth of loss and damage. 

• Conflicts and disasters displaced 30.6 million people across 143 countries 
and territories. 

• Two recent broad-based economic shocks, in the form of the 2010–2012 
European sovereign debt crisis and the 2014–2016 global commodity price 
realignments, resulted in economic slowdown, affecting jobs and the capacity 
of many Governments to provide better access to public services, including 
health and education. 

 

“Moreover, global economic interdependence has created increasingly complex 
and unpredictable threats. Disasters caused by natural hazards lead to supply 
chain disruptions, often resulting in widespread damage and economic losses 
that could spread through industries and economies. Another complex threat is 
the risk of natural hazard-triggered technological disaster events, such as the 
Fukushima Daiichi nuclear power plant disaster, primarily initiated by the tsunami 
following the Tōhoku earthquake on 11 March 2011. 

 
“Such shocks have a severe impact on progress towards sustainable 
development. Building the resilience of people, communities and countries is, 
therefore, critical for the implementation of the 2030 Agenda for Sustainable 
Development and the achievement of the Sustainable Development Goals.”7

 

 
 

 

6 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 
communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 
7 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 
communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 

http://bit.ly/2lCq48U
http://bit.ly/2lCq48U
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In this session, you will explore the contextual basis of science and technology in 
society and the purpose of its pursuit. You will look at how science and technology 
have benefitted and have likewise been fostered by societies and governments. 
Special attention will be given to the most significant advancement of governance 
capacity in the modern age –Digital Government and the advent of ‘Smart Cities’. You 
will consider what it means for a technology or advancement to be ‘emerging’ or 
‘disruptive’, and what these emerging and disruptive technologies stand to offer 
communities and countries vis-à-vis disaster risk reduction and resilience. And finally, 
you will explore the state of technology in disaster risk reduction and resilience efforts, 
and the associated challenges that surround their application and use, as a contextual 
primer for the remainder of the course. 

 

 

1.2.1 : Science, Technology, and Innovation Defined 
 

Science, technology, and innovation are central themes in this toolkit. These terms are 
often used interchangeably, but the distinctions between them must be made because 
each is uniquely important to the pursuit of disaster risk reduction and resilience. 
Consider the following 

 
Science 

 

Science, technology, and 
innovation are central themes in 
this course. These terms are 
often used interchangeably, but 
the distinctions between them 
must be made because each is 
uniquely important to the pursuit 
of disaster risk reduction and 
resilience. The instructional 
team can present each to 
participants as follows: 

 
 
 
 
 
 
 
 
 
 

Scientific research facility. Image credit: Michael Pereckas, 
2008. 

 

• The term is derived from the Latin word scientia, which means ‘knowledge’. 

• In its contemporary usage, ‘science’ is defined by the London-based Science 
Council to be, “the pursuit and application of knowledge and understanding of the 
natural and social world following a systematic methodology based on evidence.” 

• Scientific study includes the asking and answering of questions in order to gain 
an expanded understanding of the world. 
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• Modern science often grouped into distinct branches of study, which are not 
standardized in terms of their nomenclature. While certainly not the only 
example, one of the more common branching of scientific study includes: 

o Natural Sciences 
Concerned with the description, prediction, and understanding of natural 
phenomena, based on empirical evidence, from observation and 
experimentation, and includes biology, physics, chemistry, astronomy, 
earth science, and more. Natural science may be subdivided into life 
science, earth science, and physical science. 

o Social Sciences 
Concerned with society and the relationships between individuals in the 
society, and includes anthropology, archeology, economics, 
communications studies, history, human geography, political science, 
psychology, public health, and more. 

o Formal Sciences 

Concerned with the study of formal systems, relying entirely on deductive 
reasoning, and includes mathematics, systems theory, and theoretical 
computer science. 

 
Technology 

 

• The term is derived from the 
Latin word techne, which means 
‘art’ or ‘skill’ and logia, which 
signifies a defined branch of 
learning. Together, these roots 
signify a ‘systematic treatment of 
an art, craft, or technique.’ 

• Technologies are related to 
sciences in that scientific 
knowledge is the basis of 
practical problem solving, and for 
the development of new 
products or processes. 

 
 
 
 
 
 
 
 
 
 

 
Example of an application of technology in the 
construction sector. Image credit: Olle Svensson, 
2009. 

• With technological development, there is an emphasis on finding practical ways 
to apply scientific knowledge to do things more effectively and/or efficiently. 

• With almost every technology or technological solution, there are gains or 
benefits that must be balanced with risks or disadvantages that are likewise 
produced 
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Innovation Case Study: What3Words Global Address System 

 
 

Societies have developed address location systems to allow for the location of 
buildings, farms, facilities, parks, land parcels, or other features. They have been used 
by postal systems, census bureaus, and other government and private sector agencies, 

 

 

The relationship between science 
and technology 

 
Science and technology support each 
other, and as such it is not a one-way 
relationship. While it is scientific discovery 
that spurs the creation of technological 
solutions, new technologies often allow 
scientists to expand the scope of their 
discovery. 

 
That said, every technology is based on at 
least one scientific law or principle. It is 
often necessary to possess a background 
understanding of those scientific laws or 
principles in order to most effectively apply 
the technologies to the problems or 
requirements presented. 

 
Innovation 

 
• The term is derived from the Latin word innovare, which means ‘to renew’ or ‘to 

restore’. 

• In its contemporary application, innovation generally means “to bring in new 
things” or “to alter established practices”. 

• Innovation is the pursuit of finding ways to do things better or more effectively, 
whether through more effective processes, products, services, technologies, or 
models. 

• It is related to the term “invention,” but is distinct in that innovation seeks practical 
implementation of an invention to make a meaningful impact on society.8 

• OECD Observatory of Public Sector Innovation defines innovation to be, “doing 
something different(ly) and/or doing different things, to create added value.” 

 

 

8 Morgan, Jacob. 2015. What is the Difference Between Invention and Innovation? Forbes. September 10. 
http://bit.ly/2k9KyW7. 

 
 
 
 
 
 
 
 
 
 
 

 
Example: Doppler 
Radar for Weather 
Prediction 
 
Above: Radar- 
generated imagery of 
a tornado-producing 
storm 
 

Right: Doppler 
Radar. Source: US 
Storm Prediction 
Center, n.d. 

http://bit.ly/2k9KyW7
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as well as individuals, for centuries. It’s the reason that streets have names, and that 
buildings have numbers. They are the reason we use postal codes, and they allow us 
to send a package or letter from almost any building on the planet to any other. 

 

However, not all buildings have addresses, and not all lifestyles and cultures, such as 
nomadic communities, are amenable to systems of fixed address. And for larger 
buildings, or campuses, a single address may give insufficient information to find what is 
needed. For areas out in the open, such as within a forest, for instance, addresses 
serve almost no purpose at all. 

 

Using satellite technology, global positioning systems allowed for the identification of 
almost any location on the surface of the planet. GPS enabled devices could provide or 
find any location using a string of coordinates. This is a useful application of the 
scientific principle of triangulation to enable a device (the technological solution) to find 
or broadcast a location. 

 

NASA describes GPS technology as follows: 
 

“GPS is a system of 30+ navigation satellites circling Earth. We know where they are 
because they constantly send out signals. A GPS receiver in your phone listens for 
these signals. Once the receiver calculates its distance from four or more GPS 
satellites, it can figure out where you are.”9 

 

As precise as GPS technology is, it is not yet used by the general public as a standard 
method of locating addresses, or for most other purposes outside of navigation 
guidance, because the GPS coordinates are generally too difficult to remember or are 
too prone to mistakes in transcription. For example, the GPS coordinates for Iguasu 
Falls on the border of Brazil and Argentina can be written either as 25°41'43.0"S, 
54°26'23.7"W, or as 25.695274, -54.439914. 

 

Obviously, it is impractical to use these coordinates for any informal purpose, and for 
many formal ones as well. But coordinates are necessary to locate specific places that 
do not have a standardized street address. For a disaster, this might be a tent in a 
displaced persons camp, or a specific warehouse, or a point along a river. 

 

To help relieve the technical difficulties associated with using geographic coordinates 
for geo-location, a startup company called What3Words developed a system of 
coordinates that divides the entire surface of the planet into 3 X 3 meter squares, and 
assigns each a three-word phrases. Using only 40,000 English words, every location 
throughout the world can be located. 

 

Recognizing the value of such as system to assign addresses where traditional 
 

9 NASA. 2019. How Does GPS Work? NASA Science. September 4. http://bit.ly/2lMWmhK. 

http://bit.ly/2lMWmhK
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Activity: Using the what3words address system 
 

• Access the what3words website at http://www.what3words.com. 

• Navigate the website and locate your home, workplace, or other landmark in your 
city or country. 

• Identify a ‘what3words address’ for this location. 

• Considerations: 

o Why did you choose the particular 3-by-3 meter map block that you chose? 
o Was it for precision or because the words in that block were more 

memorable? 
o What is the benefit of one over the other? 
o Is What3Words a technology, an innovation, or both? Explain. 
o How can a system like What3Words improve disaster risk reduction before, 

during, and after a disaster? 
o What are the current limitations of such a system? 
o If you had not been using it already, do you believe you will you start using 

the What3Words system based on this exercise? Why or why not? 

 
1.2.2 : Science, Technology, and Innovation in Society and 

Governance 
 

Societies, and by extension the governments that exist to serve them, are both 
significant beneficiaries of advancements made through scientific discovery, 
technological breakthroughs, and innovation, and the sources of them. And in fact, the 
science agenda tracks and responds to the needs of society and of government.10 The 
United Nations Educational, Scientific, and Cultural Organization (UNESCO) describes 
the relationship between science and society as follows: 

 

 

10 University of California Berkeley. n/d. Understanding Science: Meeting Society’s Needs. UC Berkeley Website. 
http://bit.ly/2lHQqGB. 

numbered street addresses are impractical given the nomadic and ultra-rural 
populations, Mongolia has since adopted it as the official postal system. Throughout 
the United Kingdom and South Africa, police and fire departments have begun to use 
the system because it offers response when individuals do not know or are not close to 
a standardized address (or when they are in a large facility that has a single address 
covering a large area). Humanitarian organizations, including those affiliated with the 
United Nations and the Red Cross, have used the system to better target populations in 
need when homes, buildings, and landmarks have been destroyed. A particularly 
interesting use of What3Words is that of the Saudi Red Crescent Authority, which 
accepts the use of the three-word addresses when emergencies occur during the Hajj. 

http://www.what3words.com/
http://bit.ly/2lHQqGB
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“Science must respond to 
societal needs and global 
challenges. Public 
understanding and 
engagement with science, 
and citizen participation 
including through the 
popularization of science 
are essential to equip 
citizens to make informed 
personal and professional 
choices. Governments need 
to make decisions based on 
quality scientific information 
on issues such as health 

 

 
The relationship between science, technology, and 
society. Image source: Okafor and Okonkwo, 2015. 

and agriculture, and parliaments need to legislate on societal issues which 
necessitate the latest scientific knowledge. National governments need to 
understand the science behind major global challenges such as climate change, 
ocean health, biodiversity loss and freshwater security. 

 
“To face sustainable development challenges, governments and citizens alike 
must understand the language of science and must become scientifically literate. 

On the other hand, scientists must 
understand the problems policy-makers 
face and endeavor to make the results of 
their research relevant and 
comprehensible to society. Challenges 
today cut across the traditional 
boundaries of disciplines and stretch 
across the lifecycle of innovation -- from 
research to knowledge development and 
its application. Science, technology and 
innovation must drive our pursuit of more 
equitable and sustainable 
development.”11

 

 

 
 
 

 
Global Competitiveness Index (GC() Ratings 
2018. Image source: World Economic Forum, 
2019. 

Government innovation is a concept that 
has many definitions, and continues to 
evolve dynamically. Broadly speaking, it 
is the process by which new policies and 
approaches are implemented in order to 
addressing government challenges and 

 
 

11 UNESCO. 2019. 
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improve public services (to better serve citizens). It can also be defined by the different 
stages or ‘pillars’ encountered during the process of public sector innovation. 

 
Video: UNDESA – Science Technology, and Innovation for Sustainable 
Development 

 

• Video Length: 2:16 

• Video URL: http://bit.ly/2YAUXIN 

 

Global Competitiveness 

 
How a society meets its challenges through the application of technology and 
technological innovation plays a large role in how progress towards development gains 
advances. Another standardized measure of success that is closely related to the 
Sustainable Development Goals is the World Economic Forum’s (WEF’s) Global 
Competitiveness Index (GCI) 4.0. The GCI “measures the set of institutions, policies, 
and factors that set the sustainable current and medium-term levels of economic 
prosperity.”12 In the 2018 Global Competitiveness Report, author Klaus Schwab writes 
that” 

 

“Competitiveness is an important starting point because it contributes to higher 
living standards and generates the resources needed for wider societal goals. 
There are, inevitably, tensions—social, economic, and environmental—between 
the various dimensions of economic progress. However, there are no inherent 
trade-offs among them. We believe that a competitiveness agenda is not just 
compatible but integral to the pursuit of other developmental goals.”13

 

 

The GCI 4.0 framework is organized into 
12 main drivers of productivity, or ‘pillars’. 
The third among these is calls out 
Information and Communications 
Technology (ICT) Adoption, recognizing 
that the adoption of this subset of all 
technologies is often a “proxy for a 
country’s general level of technological 

 
 

 
Global Competitiveness Index “Pillars”. Image 
source: World Economic Forum, 2019. 

 

12 Schwab, Klaus. 2018. The Global Competitiveness Report 2018. World Economic Forum. http://bit.ly/2KQGIvG 
13 Schwab, Klaus. 2018. The Global Competitiveness Report 2018. World Economic Forum. http://bit.ly/2KQGIvG 

http://bit.ly/2YAUXIN
http://bit.ly/2KQGIvG
http://bit.ly/2KQGIvG
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adoption.”14 It is therefore indicative of a country’s ability to innovate and to adopt new 
technologies to solve important development challenges, including that of disaster risk 
reduction and the building of community and country resilience. 

 

The 12 Pillars of Competitiveness include: 
 

1. Institutions 
2. Infrastructure 
3. ICT Adoption 
4. Macroeconomic Stability 
5. Health 
6. Skills 
7. Product Market 
8. Labour Market 
9. Financial System 
10. Market Size 
11. Business Dynamism 
12. Innovation Capability 

 
That ICT adoption is just one of many pillars is illustrative of the fact that science, 
technology, and innovation must be applied holistically within the greater context of 
development, and that technology and technological innovations must be integrated into 
systems and structures that are equipped to receive them – including social constructs 
and cultural frameworks. The blend of these conditions and capacities are what make a 
technological solution ‘appropriate’. In the Field Guide to Appropriate Technology 
(2003), Francis Vanek writes that: 

 
“Appropriate technology is defined as any object, process, ideas, or practice that 
enhances human fulfillment through satisfaction of human needs. A technology is 
deemed to be appropriate when it is compatible with local, cultural, and economic 
conditions (i.e., the human, material and cultural resources of the economy), and 
utilizes locally available materials and energy resources, with tools and 
processes maintained and operationally controlled by the local population. 
Technology is considered thus “appropriate” to the extent that it is consistent with 
the cultural, social, economic, and political institutions of the society in which it is 
used. [Appropriate technology] should be self-sustaining, cause little cultural 
disruption, and should ensure the relevance of technology to the welfare of the 
local population. Appropriate technology represents the social and cultural 
diversions of innovation. The essence of appropriate technology is that the 

 
 
 
 

14 Schwab, Klaus. 2018. The Global Competitiveness Report 2018. World Economic Forum. P.7. 
http://bit.ly/2KQGIvG 

http://bit.ly/2KQGIvG
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usefulness or value of a technology must be consolidated by the social, cultural, 
economic, and political milieu in which it is to be used.”15

 

 
A report by the Canada Council on the Role of Science and Technology in Society and 
Governance expands upon this idea, stating that the very pursuit of science and the 
technological solutions it produces must exist within the greater context of a national 
vision, goals, and objectives.  The language of the report states that: 

 
“In the past, our scientific methods and institutions have tended to emphasize the 
study of individual natural processes rather than systems, analysis more than 
synthesis, and understanding nature more than predicting its behavior. And in 
many instances, science has focused on short-term, small-scale problems, often 
in monodisciplinary mode, rather than on long-term, large-scale or integrate 
problems. 

 
“While these approaches and perspectives have built up a considerable base of 
knowledge and led to a vast portfolio of useful technologies, especially in the 
20th century, many of the problems now facing humankind can be solved only if 
we approach science more holistically. Greater effort is needed to understand 
integrated natural systems on multiple time and space scales.”16

 

 

This is all to say that while technological 
advancements are driven by the needs 
of society, simply having been needed 
and thus created does not mean a 
technology or innovation will or even 
should end up in use. The 
aforementioned requirements for 
acceptability may be represented as a 
series of ‘filters’ through which 

 
 
 
 
 
 

Technology Filters. Image Source: Patrick, n/d. 
 

 

15 Vanek, Frances. 2003. Field Guide to Appropriate Technology. Edited by Barrett Hazeltine and Christopher Bull. 
Elsevier. 
16 Canada Council. 1999. The Role of Science and Technology in Society and Governance: Toward a New Contract 
Between Science and Society. Science for the 21st Century, A New Commitment. World Conference on Science. 
http://bit.ly/2YFORe4. 

http://bit.ly/2YFORe4
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acceptability is assessed.  These filters include:17
 

 
1. Economics Filter: The technology must be cost effective or otherwise 

economically feasible. 
2. Ethics Filter: The technology and its effects on individuals’ health, lives, 

livelihoods, civil and human rights, and other factors, must conform to prevailing 
ethical standards. 

3. Regulatory / Policy Filter: The technology must conform to safety standards, 
legal regulations, and policies that pertain to both their application and their 
intended and secondary impacts. 

4. Market Forces Filter: There must be a recognized and actionable need for the 
technology that end users respond to by purchasing or otherwise utilizing it. 

 

Information and Communications Technology (ICT) 
 

The full set of technologies and technological innovations that exists to support disaster 
risk reduction and resilience, and public sector governance in general, is much larger 
than that which is captured in the subset of Information and Communications 
Technologies (ICT) – and this course will cover many of them. Why, then, does the GCI 
single out this one subset in its measure, and why should governments consider 
progress towards adoption of ICT to be a barometer for the broader adoption of 
technological solutions? To answer that question, one must consider what it means for 
a government to have truly integrated ICTs into systems and processes, and how this 
serves as a foundation for wider utilization of technologies whether for DRR and 
resilience objectives or otherwise. 

 
There exists no single standardized or universally accepted definition of ICT, which 
includes a broad array of systems and solutions that serve virtually all sectors of 
society. Stated most simply, ICT is the area of technology represented by the 
convergence of audio and visual telecommunications systems (cellular, internet, radio, 
landline, and others) and computers. The UN Digital Government Implementation 
Toolkit for Sustainable Development (DiGIT4SD) defines ICT to be “digital channels of 
computer-mediated communication which include internet websites, government 
portals, bulletin boards, online discussion forums, cellular communications (texting), 
social media sites and e-mail.”18

 

 
 
 
 
 
 
 
 

17 Patrick, Rodney. n/d. Science, Technology, and Society: Chapter 1. The Relationship Between Science and 

Technology. http://bit.ly/2mbOsP1. 
18 UNDESA. 2019. Module 2.1 “Sustainable Development Goals. DiGIT4SD course. 

http://bit.ly/2mbOsP1


Page 64  

 
 
 

 

It is important that ICT not be equated to 
Information Technology (IT), or simply 
considered the sum of information 
management and communications 
provisions. By combining communications 
and information technologies, the realm of 
possible solutions is in fact much greater 
than the sum of its parts. ICT includes 
(among others): 

 

• Network-based control and 
monitoring systems 

• Broadcast media 

 
 
 
 
 
 
 
 
 
 
 
 

Information and Communications 
Technology. Image credit: ITU, 2012. 

• Intelligent building management systems 

• Audiovisual processing and transmission systems 

 

While certainly not the only type of technology to provide much-needed support in 
disasters, the profound data and information management and communications needs 
that characterize disaster planning, mitigation, response, and recovery mean that ICT 
solutions are notably beneficial. A UNESCO online guide captures the full scope of 
ICTs as follows: 

 
“[ICT is] a diverse set of technological tools and resources used to transmit, 
store, create, share or exchange information. These technological tools and 
resources include computers, the Internet (websites, blogs and emails), live 
broadcasting technologies (radio, television and webcasting), recorded 
broadcasting technologies (podcasting, audio and video players and storage 
devices) and telephony (fixed or mobile, satellite, video-conferencing, etc.)” 19 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

19 UNESCO. 2019. Information and Communications Technology. UNESCO Institute for Statistics. 
http://bit.ly/2lJ80Kk. 

http://bit.ly/2lJ80Kk
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e-G overnment and e-Governance 
 

The clearest and most 
transformative manifestation of ICT 
in the public sector is that of e- 
Government and e-Governance. 
The University of Manchester’s 
eGovernment for Development 
Information Exchange defines e- 
Government to be, “the use of 
information and communication 
technologies (ICTs) to improve the 
activities of public sector 

 

 

Government of India óe-Visaô page, 2019. Image credit: 
Government of India, 2019. 

organizations.”20 e-Governance is a component of e-Government in that it refers to the 
use of ICT for the provision of government services, information dissemination, and 
communications with the general public. Other components of e-Government include e- 
Administration (using ICT for government processes), e-Government Services (hosting 
functions of government in an online setting), and e-Democracy (improving government 
transparency and democratic decision-making through the use of ICT). 

 

e-Government is often depicted as having 4 ‘pillars’: 21
 

 

• People 

• Process 

• Technology 

• Resources 

 

e-Government and the Sustainable Development 
Goals (SDGs) 

 
 
 
 
 
 
 
 
 
 
 
 

20 University of Manchester. 2019. What is eGovernment? eGovernment for Development Information Exchange. 

http://bit.ly/2m4rs4i. 
21 Battacharya, Sumanta, and Joyita Goswami. 2011. Study of e-Goverance: The Attractive Way to Reach the 
Citizens. International Journal of Computer Applications. http://bit.ly/2kE2AQP. 

http://bit.ly/2m4rs4i
http://bit.ly/2kE2AQP
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Together, e-Government and e- 
Governance have emerged as powerful 
tools and methods to achieve many of 
the sustainable development goals.22

 

In this manner, e-Government 
represents an innovative use of 
technology (ICT) to solve a 
longstanding problem (public sector 
reach, transparency, efficiency, cost, 
etc.). In a report for the Government of 
India Second Administrative Reforms 
Commission, Dr. P. K. Mohanty of the 
Hyderabad Centre for Good 
Governance explains the impact that e- 

 

 

e-G overnment Development Index. Image credit: UN e- 

Government knowledgebase, 2018 

Government and e-Governance have had on development gains: 
 

“ICT has been instrumental in changing the way in which the government 
operates through horizontal and vertical interactions and information flows. It has 
provided unique opportunities to governments in terms of new ways of doing 
business through e-Government and e-Governance applications. e-Government 
is about leading the transformation of government to provide efficient, convenient 
and transparent services to citizens and businesses through the use of 
Information and Communication Technologies (ICT). e-Government is not about 
‘e’ but about ‘government’; it is not about computers and websites, but about 
services to citizens and business. e-Government is also not about translating 
processes; it is about transforming them. e-Government concerns with the 
transformation of government, modernization of government processes and 
functions and better public service delivery mechanisms through technology. 
Citizens are the recipients in e- Government. 

 
“e-Governance, on the other hand, comprises decisional processes and the use 
of ICT for wider participation of citizens in public affairs. Citizens are participants 
in e-governance. The purpose of implementing e-Governance is to improve 
governance processes and outcomes with a view to improving the delivery of 
public services to citizens.”23

 

 

This report makes an important point that is true for all technologies that are utilized in 
government and governance, including for the reduction of disaster risk and the 
achievement of more resilient communities. The author highlights the fact that 
technologies are most often tools rather than solutions in and of themselves, and that 

 

22 United Nations. 2016. New Global Survey Shows e-Government Emerging as Powerful Tool for Achieving the 
Sustainable Development Goals. UN Department of Public Information. August 1. http://bit.ly/2lJZGtQ. 
23 Mohanty, P.K. 2016. ICT, Good Governance, and Development. Second Administrative Reforms Commission 
Report. http://bit.ly/2kbFQan. 

http://bit.ly/2lJZGtQ
http://bit.ly/2kbFQan
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effective programs in processes must be in place in order for technologies to provide a 
tangible or meaningful benefit. Dr. Mohanty states that: 

 
“Good governance is fundamental and e-governance is instrumental. e- 
Governance is a tool. No e-Governance tool can be successful without 
focusing attention to process reforms for good governance. Good 
governance dictates the design and shape of s e-tools for improving 
governance outcomes and processes. e-Governance can be an effective 
and efficient tool for good governance if and only if the process reforms 
have been carried out. Automating complicated government processes will 
create more problems than it can solve. In e-Governance, the letter ‘e’ is 
small and the letter ‘G’ is big.” 

 
The DiGIT4SD Toolkit identifies seven considerations that must be made when 
implementing an e-Government solution. These include:24

 

 

• Political Conditions: Introduction 
of e-government in society require 
strong political will. This applies to 
government’s internal operations 
as well as its interaction with civil 
society. 

• Organizational Conditions: 
Empirical evidence across 
multiple countries show that the 
introduction of e-government 
initiatives demands a profound 
and evolutionary change to 
existing institutional arrangements. To guide this transformation process, 
appropriate management and coordination mechanisms are needed. 

• Cultural Context & Human Capital: The third area to be considered is the 
cultural context and availability and capacity of human capital within the 
organization. Positive attitudes, knowledge and skills need to be in place – 
especially within the public sector – to initiate, implement, and sustain e- 
government initiatives. Cultural factors may trigger resistance to change and 
information-sharing, while underdeveloped human capacities may lead to lack of 
customer-orientation and overall commitment. 

• Financial Conditions: The next area to be looked upon is the financial condition 
of the government. The initial costs related to implementing e-government 
programs can be substantial and governments may have limited capacity to 
bridge the period between initial investments and returns. Proper resource 

 

24 UN Department of Economic and Social Affairs. 2019. Module 2.2 – E-government Fundamentals. DiGIT for 
Sustainable Development. 
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planning and access to innovative financing mechanisms are critical for e- 
government sustainability. 

• Communication Environment: In today ‘s world, communicating with citizens is 
a duty as well as a necessity for governments. E-government needs to be 
accepted and understood by all stakeholders to ensure that its benefits flow 
throughout society. 

• Technological Infrastructure: Lack of technology is a major impediment for 
countries aiming to implement and maintain e-government initiatives. 
Demographic and geographic differences accompanied by the distribution of 
economic activities may also lead to a strong bias in the rollout of ICT 
infrastructure if left to the market alone. 

• Data & Information Systems: Management systems, records and work 
processes must be in place to provide the necessary data to support the 
transition to e-government practices. Demographic and geographic conditions 
alongside the distribution of economic activities are key factors that need to be 
considered while determining which e-government activities to implement. 

 

ICTs must be mainstreamed in national development plans as a component of e- 
Government planning. e-Government, coupled with ICT, can have a tremendous 
impact on economic and social development. For instance:25

 

 

• Both ICT and e-Government promote economic growth, and improve the well- 
being of the citizens served by the systems and technologies 

• e-Government fosters a more ‘inclusive’ state26
 

• ICT used in conjunction with e-Government can become a driving force to 
enhance national competitiveness 

• Implementation and adoption of ICTs increases opportunities to utilize and adopt 
emerging, disruptive, and frontier technologies 

 

 Video: e-Government in Estonia 

• Video length: 5:58 

• Video URL: http://bit.ly/30goY20 
 

25 UNDESA. 2019. Developing ICT & E-Government Master Plan for National Sustainable Development Strategy. 
Study Visit on Advancing E-Government for the Implementation of the 2030 Agenda for Sustainable Development. 
http://bit.ly/2MnGAF7 
26 An inclusive state is defined as having a government that directs policies for addressing the needs of all, and which 
respects the rights of citizens to exercise their voice and to influence which services are provided and how they are 
delivered. Inclusive states “should have an interest in strengthening the social contract with their citizens. The 
opposite of this, structural inequality, is a condition arising from unequal status attributed to a category of people in 
relation to others, a relationship perpetuated and reinforced by unequal relations in roles, functions, decision rights 
and opportunities.” Source: Dani, Anis A. 2008. Inclusive States: Social Policy and Structural Inequalities. World 
Bank. Washington, DC. 

http://bit.ly/30goY20
http://bit.ly/2MnGAF7
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Smart Cities 

 
Related to the concept of e-government, a Smart City is an urban area that uses 
different types of internet-connected devices and systems (often referred to as the 
‘internet of things’ or IoT) to collect data and manage assets and resources. Smart 
cities rely on a range of ICTs which enable the transmission of data from the internet- 
enabled devices. Through these systems and networks, public administrators are more 
aware of real-time conditions and are likewise better able to directly interact with and 
address problems with community infrastructure. Such systems are oftentimes much 
more cost-effective over time. 

Digital Government Case Study: Digital Mauritius 

 
 

Mauritius has emerged as a leader in Africa for ICT. The country’s digital government 
vision is for “a highly inter-connected society with access to the knowledge required for 
an Innovation-driven culture.” 
 
The government of Mauritius recognized that Digital Government “provides a unique 
opportunity for reengineering administrative processes, joining-up fragmented services 
and addressing the needs of business and citizens alike.” In response, a digital 
government plan titled The roadmap to the Mauritius of tomorrow - One that Shall 
Enable our Population to Live in a Modern, Technology-Driven Society was drafted. 
This plan may be found at: http://bit.ly/2YgKKps 
 
Digital Mauritius is dependent on a related effort, Open Data Mauritius. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Digital Mauritius Strategic Plan Framework. Image credit: Government of 

http://bit.ly/2YgKKps
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Like with e-Government, there is a need for significant investment in infrastructure, 
training, and maintenance to enable an effective Smart City. The implemented systems 
and solutions must also be economically, culturally, socially, and geographically 
appropriate for the area served. 

 
In their publication, “From Intelligent to Smart Cities”, Mark Deakin and Hussam Al Waer 
describe four factors commonly present in a Smart City:27

 

 
1. The application of a wide range 

of electronic and digital 
technologies within the city 

2. The use of ICT to transform life 
and working environments within 
the region 

3. The embedding of ICTs in 
government systems 

4. The territorialization of practices 
that brings ICTs and people 
together to enhance the 
innovation and knowledge that 
they offer 

 
Liu, Huang, and Wosinski write in 
“Smart Learning in Smart Cities” that: 

 
“Smart City developed from 
Digital City, which is a 
comprehensive, web-based 
representation of several 
aspects or functions of a specific 
real city that includes the dimensions of social, cultural, political, 
ideological, and also theoretical. Digital City utilized the remote sensing 
technology, geographic information systems, and global positioning 
system to provide support for urban planning, intelligent transport, grid 
management and services, and location-based services, urban safety and 
emergency response. With the utilization of technologies, such as the 
Internet of Things, Cloud Computing, and technologies for Digital City, 
Smart City should be able to provide more support for citizen living, urban 

planning, smart transport, and other dimensions.”28
 

 
 
 

27 Deakin, Mark, and Husam Al Waer. 2011. From intelligent to smart cities. Intelligent Buildings International. V.3; 

No.3. Pp. 140-152. 
28 Liu, Deijian, Ronghuai, and Marek Wosinski. 2017. Smart Learning in Smart Cities. Springer. Singapore. 

Fundamental components of a Smart City. Image 
credit: Taewoo and Pardo, 2011. 
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Nam and Pardo define the framework required in a Digital City, which has many 
fundamental components which fall into three distinct “factors” and which are all 
necessary. These include:29

 

 
1. Technology Factors 

a. Digital: The community is connected through a combination of 
broadband communications infrastructure; a flexible, service-oriented 
computing infrastructure based on open industry standards; and, 
innovative services to meet the needs of governments and their 
employees, citizens and businesses. 

b. Intelligent: The community has all the infrastructure of information 
technology, the latest technology in telecommunications, electronic 
and mechanical technology, coupled with data analytics including 
artificial intelligence and machine learning. 

c. Ubiquitous: A built environment where any citizen can get any services 
anywhere and anytime through any devices. 

d. Wired: The physical components of IT systems are in place in order to 
support the IoT and wireless technologies central to more 
interconnected living. 

e. Hybrid: A shared physical and virtual reality to enable real inhabitants 
to interact with virtual counterparts (entities and people). 

f. Information: Digital environments are collecting information from local 
communities and delivering it to the public via web portals. 

2. Human Factors 
a. Creative: There exist Smart City visions among the core human 

infrastructure behind the development of the Smarty City framework. 
b. Learning: Active involvement among residents to build capacity to 

support and otherwise utilize the Smart City infrastructure and 
services. 

c. Humane: The Smart City does not benefit some over others, thereby 
ensuring that the human potential is maximized. 

d. Knowledge: Recognizing that being clever, smart, skillful, creative, 
networked, connected, and competitive are key ingredients of a 
knowledge-based urban development. 

3. Institutional Factors 
a. Smart Community: The existence of a common or shared interest 

wherein community members, organizations and governing institutions 
are working in partnership to use IT to transform their circumstances in 
significant ways. 

 
 
 

29 Nam, Taewoo, and Theresa A. Pardo. 2011. Conceptualizing Smart City with Dimensions of Technology, People, 
and Institutions. 12th Annual International Conference on Digital Government Research. Proceedings. 
http://bit.ly/2kjtoFA. 

http://bit.ly/2kjtoFA
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Case Study: Songdo, Korea 

 
 

Songdo is a planned Smart City in Incheon, Republic of Korea. Construction began in 
2008 and continues through today. The city concept utilizes a blend of ICTs including 
RFID, CCTV, and internet to connect systems and devices that range from e-bikes to 
hazard detection monitors. The vision of the city is to rank first in city competitiveness 
by 2020. Songdo offers a range of public and private services, which include: 
 

• Transportation and Urban Mobility (illegal parking control, traffic signal control) 

• Safety and Security (crime prevention monitoring, sound monitoring) 

• Emergency and Response (citizen data collection/analysis, hazard data 
collection/analysis, alert and warning) 

• Environment (weather and atmospheric conditions monitoring, road surface 
detection) 

• Energy (consumption monitoring, smart home lighting and heat) 

• Citizen Interaction (enhanced communication through mobile/other devices) 

• Integrated Facility Management (facility self monitoring / alert) 

• Private Services (education, home, shopping, money, health, etc.) 

 

 

b. Smart Growth: Strong government- and community-driven efforts to 
grow in such a way as to prevent traffic congestion, school 
overcrowding, air pollution, loss of open space, effacement of valued 
historic places, and skyrocketing public facilities cost. 

 
While Smart Cities are considered to be complete systems and not necessarily 
individual component systems, examples of the individual public administration 
functions that have been enhanced through the Smart City concept include: 

 
• Traffic systems 

• Mass transportation systems 

• Power generation and transmission 

• Water supply 

• Waste management 

• Public safety / crime 

• Schools 

• Libraries 

• Hospitals 
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Services provided by Songdo Smart City (U-City). Image credit: IDB-KRIHS, 2018. 
 

Emergency and Response Services provided by Songdo Smart City are described as 
follows: 

 

“Songdo collects information in real-time on emergencies such as disasters by 
connecting and integrating with external agencies such as Incheon Fire Department, 
National Emergency Management, and Incheon LNG production base. Information is 
also collected from the emergency rooms of public & private buildings and from Songdo 
U-City's U-Crime Prevention system. Information on natural disasters such as 
earthquake, tsunami, typhoon etc. are collected from the Incheon Fire Department and 
National Emergency Management. Information collected from Incheon LNG production 
base consist of information on emergencies within the base, explosions or fires. The U- 
Disaster Prevention service system collects real-time information on the level of floods, 
subsidence etc. 

 

“The center gathers all the information to monitor for disaster situations. At times of 
emergencies, the situation is broadcasted to citizens through VMSs installed on site or 
through web and mobile applications. At places such as parks, plazas or waterside 
areas, evacuation announcements are made through crime prevention speakers.”30

 

 
 
 
 
 

30 Sang Keon Lee, Heeseo Rain Kwon, HeeAh Cho, Jongbok Kim, and Donju Lee. 2016. International Case studies 
of Smart Cities: Songdo, Republic of Korea. Inter-American Development Bank and Korea Research Institute for 
Human Settlements. http://bit.ly/2kno5VF. 

http://bit.ly/2kno5VF


Page 74  

 
 
 

 
 
 

1.2.3 : New Technologies: When Technology Systems and 
Tools are Considered Emerging, Disruptive, or Frontier 

 

Society has seen four distinct periods of major 
transformation in terms of the nature and scope of 
the impacts science and technology are having or 
have had on society, the economy, and 
governance. Each of these periods has been 
given the distinction of being an “industrial 
revolution,” and each is defined by a core set of 
key factors characteristic of the change. In no 
case is there any one technology, but rather it is a 
blend of solutions, systems, tools, and discoveries 
that interact to create the resulting changes. With 
the advent of increased data gathering and 
sharing, the emergence of ICT, and many other 
related technological advances including artificial 
intelligence, data analytics, 3-D printing, and 
others, the world is entering what has been 
coined the “4th Industrial Revolution” or “4IR”. 

 

The Four “Industrial Revolutions” include: 

 
 
 
 
 
 
 
 
 
 
 

Richard Arkwrightôs water frame, designed 
to more efficiently spin thread, was 
developed in 1769 at the start of the 
Industrial Revolution. Innovations made to 
existing technologies in order to increase 
capacity many-fold revolutionized the 
textile industry. 
Image credit: Jason Miller, n/d. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Diagram of emergency response services provided by Songdo Smart City system. Image credit: 
IDB-KRIS, 2016. 
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• The first industrial revolution, commonly called “the Industrial Revolution”, was 
focused on manufacturing processes, and primarily in the United States and 
Europe. It caused the growth of industries, such as textiles, coal, iron, and rail, 
and lasted from about 1760 until 1840 (a period of almost 80 years). Machines 
came into more widespread use to replace the simple or repetitive tasks that 
humans had previously assumed. Perhaps the most significant impacts of this 
era was that incomes rose considerably and populations rapidly expanded. 

• The second industrial revolution, also called the “technological revolution,” lasted 
from the late 19th through the early 20th centuries (often cited as 1870-1914). 
This phase is marked by a replacement of old technologies with new ones – iron 
with steel, steam with internal combustion, and of course electricity and 
petroleum. 

• The third industrial revolution, which began in 1969, is marked by two concurrent 
milestones – the development of nuclear energy, and a concurrent rise in the use 
of electronics (fed by advances in transistor and microprocessor technologies). 
This era is one of computing, automation, and biotechnology. 

• The fourth (and current) industrial revolution builds on the information and 
computing discoveries of the third era listed above, but also represents a shift in 
the role of technology in that it is altering how we live, socialize, govern, work, 
communicate, and much more. Klaus Schwab writes that, “Previous industrial 
revolutions liberated humankind from animal power, made mass production 
possible and brought digital capabilities to billions of people. This Fourth 
Industrial Revolution is, however, fundamentally different. It is characterized by a 
range of new technologies that are fusing the physical, digital and biological 
worlds, impacting all disciplines, economies and industries, and even challenging 
ideas about what it means to be human.”31

 

 Video: The Fourth Industrial Revolution 

• Video length: 1:41 

• Video URL: http://bit.ly/2YIWlsW 

 

Emerging and Disruptive Technologies 

 
This latest period of technological advancement is marked by the prevalence of 
emerging technologies. Emerging technologies are defined by the Business Dictionary 
to be, “New technologies that are currently developing or will be developed over the 
next five to ten years, and which will substantially alter the business and social 

environment.”32 Emerging technologies are recognized as having the potential to 
 

31 Schwab, Klaus. 2017. The Fourth Industrial Revolution. World Economic Forum. New York. 
32 Business Dictionary. 2019. Emerging Technologies. Definitions. Business Dictionary Website. Accessed 
18/9/2019. www.businessdictionary.com. 

http://bit.ly/2YIWlsW
http://www.businessdictionary.com/
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change the way things are currently done, whether as an improvement in efficiency or 
effectiveness, or to completely disrupt the status quo. 

 
Emerging technologies are also called Disruptive Technologies when they change how 
things are done. Disruptive technologies have or are expected to render current 
technologies obsolete, and in 
the process have or are 
expected to take their place. 
This could be represented in 
any technological system, 
whether hardware, software, 
networks, systems, or other. 
The very presence of 
disruptive technologies often 
forces the entities that utilize 
or benefit from them to change 
their core practices or policies 
to keep up with the changes. 

 

For instance, when additive 
manufacturing, commonly 
called “3-D Printing” became a 
readily accessible technology, 
it became possible to 
manufacture products in the 
home that were highly 
regulated in the industrial 
setting. When plans to 
manufacture firearms using 
such printers were distributed 

 
 
 
 
 
 
 
 
 
 

Table of frontier technologies as identified by different 
organizations and institutions. Image credit: UNESCAP, 2018. 

on the internet, existing laws were unable to prevent them from being downloaded and 
used to create unregulated firearms. Governments scrambled in the aftermath of this 
newly distributed capability to contain the impacts by passing protective legislation as 
needed. 

 
Disruptive technologies often have obvious winners and losers as determined by the 
adaptability of manufacturers and end users, and the complexity of dependence that 
both have on the existing technology. For instance, video streaming was a disruptive 
technology in the movie home-rental business, which very quickly replaced VHS and 
other formats of physical cassette tapes. While some businesses were able to adapt 
their operations to accommodate the direction and pace of change, others were not and 
went out of business as a result. 
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At the same time, disruptive technologies can enable those who were losers when 
previous technologies dominated to leapfrog that technology and quickly catch up with 
those from other social or economic groups. Mobile phone technology, for instance, 
helped to connect many people who had never previously owned a phone because 
landline infrastructure was never constructed in their community, because their home 
was constructed in an informal settlement, or because of many other reasons. 

 
Another term that is often used to describe technologies in this domain is Frontier 
Technologies. There are faint yet important differences between frontier technologies 
and those that are emerging and/or disruptive, and the UNESCAP report “Frontier 
Technologies for Sustainable Development in Asia and the Pacific” helps to make that 
distinction as follows: 

 
“There is no universally agreed definition of frontier technology. However, 
there is a recurring common feature across the different technological 
advances in that they all ‘have the potential to disrupt the status quo, alter 
the way people live and work, rearrange value pools, and lead to entirely 
new products and services’. 

 
“Many frontier technologies can be classified as general-purpose 
technologies (GPT). While technological progress is often an incremental 
innovation in a specific sector or area, a GPT has the potential to re-shape 
the economy and boost productivity across all sectors and industries. 
Steam, electricity, internal combustion, and information technology (IT) are 
other examples of GPTs. More generally, it has been argued that a GPT 
has the following three characteristics: 

 
1. Pervasiveness (the GPT should spread to most sectors) 
2. Improvement (the GPT should become more efficient and effective 

over time and keep lowering costs for users), and 
3. Innovation spawning (the GPT should enable the invention and 

development of new products or processes.) 
 

“What is deemed to be ‘frontier’ depends on context. Although some 
frontier technologies are ‘new’, in other cases they may be a different 
application or bundling of more established technologies. For these 
reasons, a multitude of different technologies have been identified as 

frontier.”33
 

 Video: Technology Disruption 

 
 

33 UNESCAP. 2018. Frontier Technologies for Sustainable Development in Asia and the Pacific. UN. 
http://bit.ly/2kr9yZh. 

http://bit.ly/2kr9yZh
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• Video length: 12:07 

• Video URL: http://bit.ly/2T652MJ 
 

Many emerging, disruptive, and frontier technologies are at least partially dependent on 
existing or other new and emerging technology, even though they are innovative or 
otherwise unique. For 
instance, “big data34 is an 
essential component of 
many other technologies 
such as blockchains and 
the Internet of Things, 
while the development of 
blockchains and Internet of 
Things would further 
strengthen big data.”35 

Building on this is the fact 
that combinations of 
different emerging 
technologies are often 
identified that together are 
better able to solve major 
world problems in a way 
that any could not be 
possible even in part for 
any one component acting 
independently. For 
instance, frontier 
technologies such as 
advanced sensors, 

Ways that emerging technologies are helping to protect the ocean 
environment. Image credit: WEF, 2016. 

Internet of Things, AI, drones, blockchain, biotechnologies, autonomous vehicles, and 
robots can all be utilized as part of a greater strategy that is formulated to address the 
growing problem of ocean sustainability.36

 

 

1.2.4 : Data and Information and their Role in Decision-Making 
 

 

34 Big Data is defined as a field of practice that deals with data sets to large or complex to be managed using 
traditional data processing software or systems (Snijders, Chris, Uwe Matzat, and Ulf-Deitrich Reips. 2012. “Big 
Data”: Big Gaps of Knowledge in the Field of Internet Science. International Journal of Internet Science. V.7, No.1. 
http://bit.ly/31V3998. 
35 UNESCAP. 2018. Frontier Technologies for Sustainable Development in Asia and the Pacific. UN. 
http://bit.ly/2kr9yZh. 
36 UNESCAP. 2018. Frontier Technologies for Sustainable Development in Asia and the Pacific. UN. 
http://bit.ly/2kr9yZh. 

http://bit.ly/2T652MJ
http://bit.ly/31V3998
http://bit.ly/2kr9yZh
http://bit.ly/2kr9yZh
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Emerging, disruptive, and 
frontier technologies all 
utilize, transmit, or create 
data and/or information in 
some form or fashion. 
Collection and management 
of data, and generation of 
information, are foundational 
in a modern society. Almost 
all functions of government 
and society have some data 
collection or generation 
component – and much of it 
lives within the digital domain 
(manipulated within computer 
memory, as opposed to 
analog which involves 
waveforms such as radio, or 

 

 

Kiosk for bike rental transactions in Toronto, Ontario. Image 
credit: Kevin Zolkiewicz, 2012. 

the physical, such as handwritten or observed). Without an understanding of data and a 
capacity to manage it, adoption of new technologies will be challenging. 

 
The UNDESA report Frontier Technologies for Sustainable Development explains the 
pervasiveness of data in modern society as follows: 

 
“Data are generated every time, for example, we click on a digital device, 
make a phone call, swipe a credit or electromagnetic card, or use a vending 
machine. We leave digital footprints everywhere, often without realizing that 
the footprint contains a valuable piece of information. In this digital era, firms 
have increasingly recognized the value of data, pursuing new ways to 
capture the information generated by activities and contained in places and 
things. Digital data are now collected from, e.g., Global Positioning System 
(GPS) trackers in vehicles and phones, social media, commercial 
transactions, and medical information. The value of these data is enormous. 
Data generate additional data through analysis, enable network effects and 
platforms, and are the key input for building algorithms, improving machine 
learning and creating AI which already competes with human intelligence. 
As factor inputs for analytics and AI, data constitute valuable capital.” 37

 

 
 
 
 
 

 

37 UN DESA. 2018. Frontier Technologies for Sustainable Development: World Economic and Social Survey 2018. 
http://bit.ly/2k7z3yA. 

http://bit.ly/2k7z3yA
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Room filled with data servers. Image 

credit: Philip Schatz, 2006. 

 

Information was defined by Shannon and Weaver 
(1948) to be “the reduction of uncertainty.” 38 It’s 
generation or transmission is a major goal of most 
(though not all) emerging technologies adopted 
for DRR and resilience purposes. Without 
question, information plays a central role in the 
establishment of e-government or in the creation 
of a Smart City. Every time individuals, 
organizations, or entities interact, information is 
shared. The fact that sharing occurs, however, 
should not suggest it is intrinsically effective or 
even helpful. Research has shown that in most 
cases where information exchange occurs, 
especially during times of crisis, emergency, or 
disaster, there is an absence of any systematic 
protocols, robust data collection or validation 
systems, accessible and relevant institutional 
knowledge, or established information 
management systems. Historically, information 
sharing in the disaster response and recovery 

contexts has been extremely inefficient and, to a degree, only marginally helpful, while 
in the pre-disaster setting there remains much room for growth and improvement. 

 

There is no single accepted definition for the term Information, though among 
information scientists (those who study the acquisition, supply, and distribution of 
information within organizations) it is considered to be “a representation of a message 
that is processed into something of value in order to be applied in practice”.39

 

 
There is a clear distinction between information and the data upon which information is 
drawn. The two terms are often used interchangeably, even though they should not be. 
Data is distinct in that it is unprocessed – whether numbers, figures, facts, or images. 
As such, data is rarely able to provide any tangible benefit on its own. 

 
When created by or stored on an electronic device, data is digital. Digital data is 
defined as being “a reinterpretable representation of information in a formalized manner, 
suitable for communication, interpretation or processing”, which is authored by people 
or generated by machines/sensors, often as a by-product.”40

 

 

38 Shannon, C. and W. Weaver. 1948. The mathematical theory of communication. Chicago: University of Illinois 
Press. 
39 Pipes, Tisha Slagle. 2006. Information Disasters and Disaster Information: Where Information Science Meets 
Emergency Management. University of North Texas. Denton. 
40 United Nations. 2018. E-Government Survey 2018: Gearing E-Government to Support Transformation Towards 
Sustainable and Resilient Societies. Department of Economic and Social Affairs. New York. http://bit.ly/2SsKvl4 

http://bit.ly/2SsKvl4
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It is through the application of knowledge that data is analyzed and processed into 
useful information capable of supporting the decision-making process.41 Groups, 
organizations, and systems amass institutional knowledge in their staff or members 
through a mix of capacity building, first-hand experience, and knowledge transfer. The 
knowledge of institutions or individuals falls into three distinct categories, which 
include:42

 

 

• Tacit Knowledge – Gained through personal experience and therefore lost with 
the loss of the person who possesses it; it is intuitive, cannot be written down, 
and is difficult to communicate. 

• Explicit Knowledge – Can be generated through logical deduction and is easily 
transmitted to others by articulating, codifying, and storing it into various media; 
can be written down and is accessible. 

• Implicit Knowledge - Is not written down yet is not dependant on personal 
experience or individual context; is more procedural and can simply be implied. 
Implicit knowledge helps facilitate the performance of new tasks. 

 

Information and knowledge are both managed by organizations, whether such 
management is deliberate or not. In the context of disaster risk reduction and resilience 
building, efforts are both supported and limited by the information and knowledge 
managed in and by its practitioners. The quality and effectiveness of DRR and 
resilience building efforts are determined in large part by the involved stakeholders’ 
abilities to acquire, utilize, and distribute or redistribute relevant and accurate 
information. This is by no means a simple task. Disaster information falls among the 
disaster management practitioners most valuable assets, yet its acquisition remains one 
of the most difficult and resource intensive tasks.43

 

 

With the right information in hand, warning, coordination (intra- and interagency), 
targeted response planning, short- and long-term recovery planning, and even post- 

event disaster risk reduction all become possible.44 Conversely, a lack of information or 
worse, inaccurate information, only complicates the emergency management effort and 
hinders the decision making process (Puras and Iglesias, 2009). Information failures 
have even been singled out as the root cause of governmental emergency response 
failure (Sobel and Leeson, 2007). 

 

41 Johnson, Matthew. 2014. The Many Differences Between Data and Information. Udemy. February 13. 
http://bit.ly/OFlnow 
42 Polanyi, Michael. 1966. The Tacit Dimension. University of Chicago Press. Chicago.; Polanyi, Michael. 1958. 
Personal Knowledge: Towards a Post-Critical Philosophy. University of Chicago Press. Chicago.; Dienes, Zoltan and 
Josef Perner. 1999. A Theory of Implicit and Explicit Knowledge. Behavioral and Brain Sciences. V.22. Pp. 735-808. 
http://bit.ly/1rJMWwV. 
43 Paul, M., Thomas, N. & Adam, S. 2006. After the Tsunami: Lessons from Reconstruction. McKinsey Quarterly, (1), 
94-105. 
44 Oloruntoba, R. 2005. A Wave of Destruction and the Waves of Relief: Issues, Challenges and Strategies. Disaster 
Prevention and Management, 14(4), pp. 506-521. 

http://bit.ly/OFlnow
http://bit.ly/1rJMWwV
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Data and Open Data 

 
Data and information can either be static (unchanging, such as the location of buildings) 
or dynamic (constantly changing, such as atmospheric conditions, or the number of 
people requiring shelter). Data and information relevant to the response and recovery 
context becomes outdated or “stale” after a brief period, thereby requiring regular 
updates to ensure a continued high degree of accuracy. While not as quick to expire, 
risk-reduction data and information is also oftentimes dynamic. Governments may 
assign line agencies with responsibility for tracking and reporting on information relevant 
to their mission and scope to ensure that data and information resources remain 
current. 

 
Data, information, and knowledge transfer occurs in both formal (performed according 
to a defined schedule or procedure) and informal (performed outside of an established 
system or structure) transactions. Transactions range in complexity from very simple 
(e.g., two individuals speaking to each other in person) to highly complex (through an 
integrated web-based system that supports the operations of multiple stakeholder types 
in multiple countries on multiple response and/or recovery topics). 

 
Data has immense value, but only 
insofar as it can be used by those 
who require it. An ongoing 
movement to increase the utility 
and value of data, called the “Open 
Data Movement” seeks to increase 
the extent to which data may be 
“freely used, re-used and 
redistributed by anyone”.45 

 

Open data in the public domain is 
also called open government data 
or OGD. It is defined as “data 
produced or commissioned by 

 
 
 

Screenshot of PacGeo open data mapping platform. 
Image credit: PacGeo, 2019. 

public bodies or government-controlled entities, which is then made accessible, and can 
be used freely, reused and redistributed by anyone.”46 Data democratization is a similar-
sounding term that differs in that it pertains to the ability of all users’ access to data 
regardless of their technical abilities. Both terms are, however, predicated on the idea 
that access is universal. 

 
 

45 Open Data Handbook. 2019. What is Open Data? Open Knowledge Foundation. http://bit.ly/2VedGtq. 
46 Yannoukakou, Aikaterini, and Iliana Araka. 2014. Access to Government Information: Right to Information and 
Open Government Data Synergy. Procedia – Social and Behavioral Sciences. No 147. http://bit.ly/339Rofn. 

http://bit.ly/2VedGtq
http://bit.ly/339Rofn
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An open data working group convened in 2007 in Sebastopol, California, to begin to 
identify the requirements of a true open data movement. This meeting resulting in the 
stating of eight Principles of Open Data, also known as the ‘Sebastopol Principles’. 
These include:47

 

 
1. Complete 

All public data is made available. Public data is data that is not subject to valid 
privacy, security or privilege limitations. While non-electronic information 
resources, such as physical artifacts, are not subject to the Open Government 
Data principles, it is always encouraged that such resources be made available 
electronically to the extent feasible. 

 
2. Primary 

Data is as collected at the source, with the highest possible level of granularity, 
not in aggregate or modified forms. If an entity chooses to transform data by 
aggregation or transcoding for use on an Internet site built for end users, it still 
has an obligation to make the full-resolution information available in bulk for 
others to build their own sites with and to preserve the data for posterity. 

 
3. Timely 

Data is made available as quickly as necessary to preserve the value of the data. 
 

4. Accessible 
Data is available to the widest range of users for the widest range of purposes. 
Data must be made available on the Internet so as to accommodate the widest 
practical range of users and uses. This means considering how choices in data 
preparation and publication affect access to the disabled and how it may impact 
users of a variety of software and hardware platforms. Data must be published 
with current industry standard protocols and formats, as well as alternative 
protocols and formats when industry standards impose burdens on wide reuse of 
the data. 

 
5. Machine Processable 

Data is reasonably structured to allow automated processing. The ability for data 
to be widely used requires that the data be properly encoded. Free-form text is 
not a substitute for tabular and normalized records. Images of text are not a 
substitute for the text itself. Sufficient documentation on the data format and 
meanings of normalized data items must be available to users of the data. 

 
6. Non-Discriminatory 

Data is available to anyone, with no requirement of registration. Anonymous 
 

47 Tauberer, Joshua. 2019. The 8 Principles of Open Government Data. OpenGovData. http://bit.ly/2nmlcGg. 

http://bit.ly/2nmlcGg
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access to the data must be allowed for public data, including access through 
anonymous proxies. Data should not be hidden behind “walled gardens.” 

 
7. Non-Proprietary 

Data is available in a format over which no entity has exclusive control. 
Proprietary formats add unnecessary restrictions over who can use the data, how 
it can be used and shared, and whether the data will be usable in the future. 
While some proprietary formats are nearly ubiquitous, it is nevertheless not 
acceptable to use only proprietary formats. Likewise, the relevant non-proprietary 
formats may not reach a wide audience. In these cases, it may be necessary to 
make the data available in multiple formats. 

 
8. License-Free 

Data is not subject to any copyright, patent, trademark or trade secret regulation. 
Reasonable privacy, security and privilege restrictions may be allowed. Because 
government information is a mix of public records, personal information, 
copyrighted work, and other non-open data, it is important to be clear about what 
data is available and what licensing, terms of service, and legal restrictions apply. 
Data for which no restrictions apply should be marked clearly as being in the 
public domain. 

 
 
 
 
 
 
 
 

 
Creative Commons licensing matrix. Image credit: 
Creative Commons, 2019. 

 

To be considered open, data must be both legally and technically open:48
 

 

• Legally open: explicitly licensed in a way that permits commercial and 
non-commercial use and re-use without restrictions. 

 

• Technically open: available in a machine-readable standard format, which 
means it can be retrieved and meaningfully processed by a computer 
application 

 

48 Shueh, Jason. 2014. Open Data: What Is It and Why Should You Care? Government Technology. March 17. 
http://bit.ly/2OkgiEF. 

http://bit.ly/2OkgiEF
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Regardless of its source, data can only be considered open if it can be accessed, 
reused, and redistributed by anyone, for any purposes, including commercial reuse, free 
of charge and without any restrictions. 

 
The openness of data is seen as a requirement of sustainable development and is in 
fact explicitly cited in the SDGs in Goal 16, Target 10. The language of this target is as 
follows: 

 
“Ensure public access to information and protect fundamental freedoms, in 
accordance with national legislation and international agreements.” 

 
It is also articulated among the Guiding Principles of the Sendai Framework for Disaster 
Risk Reduction: 

 
“(g) Disaster risk reduction requires a multi-hazard approach and inclusive 
risk-informed decision-making based on the open exchange and 
dissemination of disaggregated data, including by sex, age and disability, 
as well as on easily accessible, up-to-date, comprehensible, science- 
based, non-sensitive risk information, complemented by traditional 
knowledge;” 

 
A large part of this movement towards open government data is shifting policies to 
enable data access and availability. This includes shifting the approach to government 
data such tat data is open by default (as opposed to policies that classifies data unless 
otherwise determined to be unclassified.) 

 
Big Data 

 
The amount of data that is collected and stored by organizations in all sectors, including 
the public sector, is constantly expanding. Consider the following description of data 
expansion:49

 

 
“The volume of data in the world is increasing exponentially. By some 
estimates, 90% of the data in the world has been created in the last two 
years, and it is projected to increase by 40% annually. A large share of 
this output is “data exhaust,” or passively collected data deriving from 
everyday interactions with digital products or services, including mobile 
phones, credit cards, and social media. This deluge of digital data is 
known as big data. Data is growing because it is increasingly being 

gathered by inexpensive and numerous informationȤsensing, mobile 
 

49 United Nations. 2019. Big Data for Sustainable Development. UN Website. Accessed October 2019. 
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devices and because the world’s capacity for storing information has 
roughly doubled every 40 months since the 1980s.” 

 
Big Data is a term that pertains more to data scope than its access. It is generally used 
to describe a field of practice or study that focuses on the analysis and/or use of data 
sets that are too large to be processed using standard data management systems or 
software. The idea behind big data is that from the larger amount of data, information 
may be gleaned that could not otherwise exist looking only at smaller data sets in 
isolation of each other. For instance, by looking at weather data from across the globe, 
patterns of climate change begin to emerge even though many locales may see no 
discernable changes in a given year. 

 

Big Data and the SDGs. Image credit: United Nations, 2019. 
 

Data is said to be ‘Big Data’ due to three characteristics which are known as the ‘three 
Vs.” These include:50

 

 
1. Volume 

The amount of data matters. With big data, you’ll have to process high volumes 
of low-density, unstructured data. This can be data of unknown value, such as 

 

50 Oracle. 2019. The Definition of Big Data. Oracle Website. Accessed October 2019. http://bit.ly/2VjrrHt. 

http://bit.ly/2VjrrHt
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Twitter data feeds, clickstreams on a webpage or a mobile app, or sensor- 
enabled equipment. 

 

2. Velocity 
Velocity is the fast rate at which data is received and (perhaps) acted on. 
Normally, the highest velocity of data streams directly into memory versus being 
written to disk. Some internet-enabled smart products operate in real time or near 
real time and will require real-time evaluation and action. 

 

3. Variety 
Variety refers to the many types of data that are available. Traditional data types 
were structured and fit neatly in a relational database. With the rise of big data, 
data comes in new unstructured data types. Unstructured and semi-structured 
data types, such as text, audio, and video, require additional preprocessing to 
derive meaning and support metadata.” 

 
Sendai Framework Priority 1 (Understanding Disaster Risk) addresses Big Data as 
follows: 

 

“23. Policies and practices for disaster risk management should be based 
on an understanding of disaster risk in all its dimensions of vulnerability, 
capacity, exposure of persons and assets, hazard characteristics and the 
environment. Such knowledge can be leveraged for the purpose of pre- 
disaster risk assessment, for prevention and mitigation and for the 
development and implementation of appropriate preparedness and 
effective response to disasters. 

 
“At global and regional levels, it is important (among other areas): 

 
“(c) To promote and enhance, through international cooperation, including 
technology transfer, access to and the sharing and use of non-sensitive 
data and information, as appropriate, communications and geospatial and 
space-based technologies and related services; maintain and strengthen 
in situ and remotely-sensed earth and climate observations; and 
strengthen the utilization of media, including social media, traditional 
media, big data and mobile phone networks, to support national measures 
for successful disaster risk communication, as appropriate and in 
accordance with national laws;”51 

 
“Big Data for Development” is a concept that refers to the identification of 
sources of Big Data relevant to policy and planning of development programmes. 
It differs from both “traditional” development data and what the private sector and 

 

51 UNDRR. 2015. The Sendai Framework for Disaster Risk Reduction 2015-2030. http://bit.ly/2PvOLzO. 

http://bit.ly/2PvOLzO
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mainstream media call Big Data. If properly mined and analyzed, Big Data can 
improve the understanding of human behavior and offer policymaking support for 
global development in three main ways:52

 

 
1. Early Warning 

Early detection of anomalies can enable faster responses to populations in 
times of crisis. 

 
2. Real-Time Awareness 

Fine-grained representation of reality through Big Data can inform the 
design and targeting of programs and policies. 

 
3. Real-Time Feedback 

Adjustments can be made possible by real-time monitoring the impact of 
policies and programs. 

 
As complexity increases, so do the requirements of the interaction. Information sharing 
requirements include: 

 

• Existence of the information: Data collection mechanisms and a 
knowledgebase to translate that data into information both must exist. The 
development of academic, national, and regional research institutes and 
institutions drives this capability. 

• Quality of the information: The value of information is determined as much by 
its breadth as it is by its quality. Information must be correct, up to date, and 
consistent or the quality of humanitarian operations will suffer and/or the safety 
and security of relief workers and victims will be at stake.53 There are several 
that may be used to assess information quality, including: accuracy; amount 
(appropriateness of quantity); believability; completeness; consistency; 
interoperability (format); objectivity; relevancy; security; timeliness; and 
understandability.54

 

• Awareness of the source: For the supply and demand of information to exist, 
generators and requesters/consumers of information must be aware of each 
other’s’ capabilities and requirements. Information and the data upon which it is 
generated is drawn from many traditional and nontraditional sources, as 
determined by the information sought. 

• Relationships between stakeholders: Stakeholder organizations and 
institutions must be closely linked together in order to enhance the information 

 

52 United Nations Global Pulse. 2013. Big Data for Development: A Primer. http://bit.ly/2OsvmQB. 
53 Bharosa, Nitesh, Jaco Appelman, Bart van Zalen, and Arre Zuurmond. 2009. Identifying and Confirming 
Information and System Quality Requirements for Multi-Agency Disaster Management. Proceedings of the 6th 
International ISCRAM Conference. Gothenburg, Sweden. J. Landgren and S. Jul, eds. 
54 Lee, Yang W., Diane M. Strong, Beverly K. Kahn, and Richard Y. Wang. 2002. AIMQ: A Methodology for 
Information Quality Assessment. Elsevier Science. Information & Management. V40. Pp. 133-146. 

http://bit.ly/2OsvmQB
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sharing and management of the knowledge the generate. A network of such 
institutions creates a common platform and enables its stakeholders and people 
to capture, organise, share and reuse the knowledge generated. 

• Trust and commitment between stakeholders: The importance of trust in 
information sharing relationships cannot be understated. Information sharing 
networks and collaborations “can only be successful if these wide ranges of 
participants display the same commitment to share their information, knowledge, 

and expertise.”55 Turf issues, distrust between public and NGO sectors, 
proprietary inclinations, and fear that information will be used for other-than- 
humanitarian uses all weaken the effectiveness of the working relationship. 

• Information coordination and sharing protocols and methodologies: Data 
and information reporting and sharing mechanisms are quickly overwhelmed if 
coordination and sharing protocols and methodologies are not established and 
followed. Information should meet verification (quality) standards and be 
submitted according to accepted terms. For instance, situation reporting 
protocols might stipulate that the report include the date and time the report was 
issued, the geographic area the report pertains to, specific categories of damage, 
need, or activity, contact information, among others. 

• Information Sharing System Quality: Bharosa, Appelman, van Zalen, and 
Zuurmond (2009) describe factors that contribute to information sharing and/or 
management System Quality (SQ). These factors, which address both the 
human and technical components of the system, include: accessibility, reliability, 
availability, flexibility, interoperability, ease of use, efficiency, and response time. 
This includes the ability of the system to accommodate information requests, to 
host information, and to distribute it. There are hardware and software 
requirements, operational requirements including electricity and user training, as 
well as a common language between users. 

• Institutional capacity to manage information sharing relationships and 
networks, and to verify and update information as required: Institutions have 
to provide staff training to enhance capacity, including for the dissemination of 
knowledge on disaster risk reduction and resilience building initiatives. For 
example, the pre-construction phase is considered one of the most critical 
phases for integrating disaster risk reduction information into construction and 
development plans, and as such designers, civil engineers, structural engineers, 
specialist contractors, engineering consultants and developers should all be 
actively informed and involved. In this phase stakeholders have to consider what 
materials to use, where to build and what to build, and the information to inform 
these questions will come from a variety of different sources. 

• Legal, statutory, and regulatory frameworks to permit and/or foster 
information sharing: Information management (collection, processing, and 

 

55 Ahmad Dahlan, Abdul Rahman, Hayati Mohd Dahan, and Md Yazid Mohd Saman. 2013. The Government 

Information Sharing (GIS) in Natural Disaster Management and Risk Reduction. 5th International Conference on 
Information and Communication Technology for the Muslim World. 
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sharing) needs must be adequately addressed in agreements, plans 
(contingency, response, recovery, Disaster Risk Reduction (DRR), etc), laws, 
and policies. 

 
Data-Driven Decision-making 

 
“Data is the lifeblood of decision-making and the raw material for 
accountability.”56

 

 
Public sector employees make decisions every day that impact their constituents’ lives 
and have long-term ramifications for communities. Whether responding to crises or 
planning the next commercial development center, these decisions need to be well- 
informed in order to maximize the likelihood of a good outcome. Public sector 
organizations are turning to expanding pools of available data, much of which is 
collected for completely unrelated purposes and perhaps by other agencies or even in 
other sectors, to ensure that their employee’s policy-related decisions and actions are 
sound. 

 
The 2030 Agenda for Sustainable Development introduced the concept of a data-driven 
governance, highlighting the challenge to “increase significantly the availability of high- 
quality, timely, and reliable data” by 2020.57 Dedicating a section of the 2030 agenda to 
data reflects a growing recognition in the development and DRR communities that 
sustainable development requires that planners and the communities they serve 
understand how hazards will impact their decisions – whether related to land use, 
construction techniques, urban planning, or other functions. 

 

Public sector development-related decisions should be, inclusive, equitable, and 
transparent, and as much as possible they need to be defensible based on the 
application of scientifically-sound research. Open data arrangements enable 
decisionmakers to draw from a much wider range of data sets when solving public 
sector problems and enable transparency for a public interested in learning about how 
those decisions were made. 

 
Data-Driven Decision-Making has applicability across each of the Sustainable 
Development Goals, and in fact should be a principle applied across all government 
functions. The key is to shift the approach to data use in the organization. Consider the 
following excerpt on data-driven government from DXC Technology:58

 

 
 
 

 

56 United Nations. 2019. Big Data for Sustainable Development. UN Website. Accessed October 2019. 
57 United Nations. 2015. 2030 Agenda for Sustainable Development. Paragraph 17.18. http://bit.ly/2VpMDLG. 
58 DXC Technology. n/d. Empowering a Data-Driven Government: Industry Perspective. http://bit.ly/2pW62se. 

http://bit.ly/2VpMDLG
http://bit.ly/2pW62se
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“Today’s technological landscape is shifting from an environment where 
data needs to not just be stored and shared, but fully utilized to make 
informed business decisions. This shift is especially noticeable in the 
public sector. No longer are agencies merely service providers – they are 
expected to create value for constituents by offering new services rapidly 
and efficiently. 

 
“The role of data in government has been elevated from simply a 
collection of information (now in digital form, instead of ponderous paper 
files) to an arena where an agency can predict and shape future needs 
and respond to the real-time requests of citizens and employees. The 
importance of using data in government is evident with the rise of the 
Chief Data Officer, a steward of all digital information charged with 
governance, strategy and value creation. 

 
“Consequently, agencies need to consider what it means to actually be a 
data-driven organization. According to [Diana Zavala, DXC Director of 
Analytics and Data Management], data-driven means fully capitalizing on 
all of the data available to your organization to make informed, data- 
backed decisions. “Being data-driven means fully leveraging one hundred 
percent of your relevant information - machine, business, and human - to 
create actionable insights which directly impact the business and mission 
of your agency,” she said. Public organizations must aim in this direction.” 

 
Government agencies need to consider what it actually means to be a data-driven 
organization, and then take action towards making that happen. 

 
Risk-Informed Decision-making 

 
The purpose of data, and the information that is supports, is more informed and thus 
effective decision-making. In the case of sustainable development and disaster risk 
reduction, the goal is to have decision-making that is risk-informed. Such pursuits have 
been a major driver for the integration of development and DRR efforts at the global 
level, namely the 2030 Agenda for Sustainable Development and the Sendai 
Framework for Disaster Risk Reduction. 

 
The prevalence of risk-informed decision-making represents a departure from the 
traditional way of making development and other related decisions. In the past, 
decisions were often made without respect to risk, or if they were, they were based on 
either past occurrences of disaster-related events, or for reasons that did not 
adequately account for the expected outcomes given prevailing risk (for example, 
allowing development in an area because the immediate economic gains for the region 
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were high, without accounting for potential long-term losses related to hazard or other 
risk). 

 
Risk-informed decision-making is also distinct from traditional decision-making 
processes in that risk is a contributing factor of the decision, not the basis of it. This 
differentiates such decisions from those that are made using ‘risk-based decision- 
making’ (RBDM), wherein “a narrow set of model-based risk metrics” that are devoid of 
cost, feasibility and stakeholder concerns, drive the decision. Such decisions are 
typically made by technical experts, without public consultation or stakeholder 
involvement. On the other hand, risk-informed decision-making (RIDM) is the product of 
deliberation, using a variety of considerations of which risk data is but one factor. RIDM 
recognizes and incorporates subjective reasoning, ensuring that the technical aspects 
of a decision are balanced with the human ones (e.g., values, goals). 

 
In the UNDP Guide Risk-Informed Development: From Crisis to Resilience, a persistent 
lack of RIDM in development is described as follows:59

 

 
“Despite increasing understanding of some complex risks among risk reduction 
practitioners, global commitments to deliver the Sustainable Development Goals 
(SDGs) and previously the Millennium Development Goals, development 
planning and programming still do not adequately consider or act upon these 
risks. Current approaches to global threat and risk management within 
development often look only at one threat at a time (usually a natural hazard), 
rather than acknowledging multiple, concurrent threats or emerging global 
threats. This does not constitute risk management, fails to understand emerging 
complex risks and ignores the role of development decisions and pathways in 
risk creation. It also fails to harness the potential benefits of sharing experience 
between different communities of policy and practice, and misses opportunities 
for coordinated implementation of development objectives that could deliver 
resilience to a wider range of threats and risks.” 

 
The 2019 Global Assessment Report (GAR) places special emphasis on the importance 
of risk-informed action and decision-making in the sustainable development and 
disaster risk reduction processes. Data is the basis of any informed decision-making 
process, and in this case it is data that pertains to hazards, exposure, vulnerability, 
capacity, and, by extension, risk. The GAR describes this role as follows:60

 

 

“Turning the aspirations of risk-informed sustainable development into 
reality requires robust data and statistics that are timely, accurate, 
disaggregated, people-centred and accessible, and which enable us to 

 

59 Opitz-Stapleton, Sarah, Rebecca Nadin, Jan Kellett, Margherita Calderone, Adriana Quevedo, Katie Peters, and 
Leigh Mayhew. 2019. Risk-Informed Development: From Crisis to Resilience. ODI, UNDP, and Swiss Agency for 
Development and Cooperation. http://bit.ly/30UJjJQ. 
60 UNDRR. 2019. Global Assessment Report on Disaster Risk Reduction, 2019. http://bit.ly/2uDOIe9. 

http://bit.ly/30UJjJQ
http://bit.ly/2uDOIe9
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capture progress and direct investments accordingly. 
 

“Data availability and quality is steadily improving, and the realm of 
statistical capacity-building is opening up to accommodate collaboration 
and synergies across increasingly complex data systems. Coordinated, 
integrated global and national efforts strengthening data generation, 
taxonomy, interoperability, statistical capacity and reporting must continue. 
Leveraging related efforts that are ongoing across different global 
frameworks is important – this includes supporting and drawing from the 
data revolution for sustainable development that was recommended by 
the United Nations Secretary-General’s Independent Expert Advisory 
Group (IEAG). Increased international attention and targeted funding 
across different goals is slowly starting to yield results. It is critical that 
momentum is not lost. 

 
“Data collection is however often fragmented, nonuniversal, 
incommensurable and biased, and the disconnect among “knowing” 
something, making it “available and accessible” and “applying” what is 
known, often remains. Many countries are unable to report adequately on 
progress in implementing the Sendai Framework and risk-related SDGs. 
Others lack the capacity to analyse and use data, even if they have the 
means to collect it. Development actors, the private sector, and the 
academic and research community may have the capacity, but the true 
dividends of interoperable, convergent data and analytics often remain 
elusive. This will not change without a sense of urgency translated into 
political leadership, sustained funding and commitment for risk-informed 
policies supported by accurate, timely, relevant, interoperable, accessible 
and context-specific data. 

 
“Investment in physical infrastructure, especially in the information 
technology sector, is required to ensure better online reporting and loss 
accounting at all administrative levels while also building capacities in 
cartography and geospatial data. 

 
“Data innovations, including citizen-generated data, must be 
mainstreamed. Partnerships with other stakeholders and expert 
organizations – including from the private sector – must be built on a 
foundation of global public benefit to enable strong data-sharing networks 
and comprehensive reporting, including those addressing the data 
challenges of the 2030 Agenda. Such partnerships should explore multiple 
uses of data, to stimulate demand and intrinsic incentivization for data 
collection and sharing – including in the context of aligned regional targets 
and indicators (for example of countries with similar geopolitical and 
hazard profiles) that allow spatial comparisons. Developments in open 
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data and analysis, shared and interoperable software, computing power 
and other technologies are the technical enablers of improved data 
science, risk assessment, risk modelling, reporting and ultimately 
evidence-based policies. For their success, they rely on investment and 
the willingness of people to work with other disciplines, across cultural, 
language and political boundaries, and to create the right regulatory 
environment for new and urgent work to proceed. These are time-critical 
actions for the achievement of the goals of the Sendai Framework and the 
2030 Agenda by the end of the next decade. With improved access to 
good data, Member States can monitor and report on progress, prioritize 
where to invest resources and determine requirements for course 
correction.” 

 
A central goal to advancing the use of new technologies and innovations is supporting 
more risk-informed decision-making in development and disaster risk reduction efforts. 
Many of these new technologies are only as good as they are able to support decision- 
making, which is why the decision-making processes themselves must both in place 
and be capable of incorporating the generated data as required. These and other 
requirements for implementation of new technologies and innovations are addressed in 
greater detail in Module 3. 

 
 

1.2.5 : Inherent Limitations, Challenges, and Risks of 
Technology and Innovation Adoption and Use 

 

There is no technological or 
innovative ‘silver bullet’ that will 
solve a country or community’s 
DRR and resilience problems. In 
many cases, a technological 
solution or innovation is just one 
of several possible choices to 
address a problem or a need (and 
depending on the unique 
conditions that exist, it might not 
be the best among them). 
Consider the following excerpt 
from the report “4 Wasys 
Technology Can Help Us 
Respond to Disasters” by Tae 
Yoo (2019): 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Thousands of unused bike share bicycles; Xiamen, Fujian, 
China. Image credit: Reuters, 2018. 
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“In many cases, technology is the easiest part. The challenge is to create 
a long-term, digital foundation for humanitarian organizations that enables 
them to invest in, test and scale technology solutions prior to disasters so 
they are prepared when they need it the most. For example, Cisco is 
entering a five-year, $10 million dollar partnership with MercyCorps that 
will reach 11 million people and fill critical gaps, transforming how the 
already tech-savvy organization applies digital solutions to humanitarian 
aid. 

 
“While technology cannot replace the vital resources people need in 
disaster – food, water, shelter, or comfort from loved ones - it is 
transforming disaster relief efforts and paving the way for an evolving 
approach to international aid: one that can reach more people, faster, and 
help communities to develop resilience for when the next disaster strikes.” 
61 

 
 

Selecting and implementing technology solutions therefore requires the study of not 
only the extent of benefits to be gained by their use, but also the suitability of the 
technology and the financial and other costs to be incurred as a result of them. 
Understanding, adapting to, and working within the confines of these limitations and 
challenges is vital to the implementation process. Planners and implementers must be 
prepared to identify or become informed about new hazards created through new 
technologies use (and the associated risks). These limitations, challenges, and risks 
are the subject of a full session in Module 3 but are presented in brief below to ensure 
participants consider each of the technologies included in Module 2 in the appropriate 
context. 

 
Limitations 

 
Machines and other technologies are by no means unlimited in their capabilities, or 
infallible in their programming, actions and capabilities. Consider that: 

 

• Technology, namely computers and machines, do not have the capacity to 
reason. They must always rely on their programming to process the problems 
they are presented with, and in the manner that programmers have instructed 
them to. Even in the case of machine learning, computers and machines have 
been instructed on how and what to learn by a human. 

• Computers and machines lack genuine human emotion. While there are some 
benefits to this, a lack of emotion takes the ‘humanity’ out of the decision-making 
process. 

 

 

61 Yoo, Tae. 2019. 4 Ways Technology Can Help Us Respond to Disasters. World Economic Forum. 2018 Annual 
Meeting. 
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• Computers and machines lack any real or innate sense of morality. Morality 
helps humans to make the best choice when presented with two very difficult 
decisions when presented with such a challenge. Machines can only process 
moral problems as they have been instructed. 

• Machines lack the real-world experience that practitioners gain through their 
years or decades of first-hand work. Such experience helps people understand 
why, for instance, one population might be thrilled in the aftermath of a disaster 
to be provided with a particular form of recovery housing while another will 
outright reject it. 

 

Planners cannot set out to fully replace humans but rather to augment and improve their 
work where possible, and in a manner that is in keeping with national or community 
values and vision. Where technology takes efforts in a direction away from those goals, 
a better option must be sought. 

 
Challenges and Obstacles 

 

Implementation of a new technology 
or innovation is not just a matter or 
purchasing new equipment or 
installing a new software package. In 
most instances, acquisition is closer 
to the beginning of the 
implementation process than the end 
of it. The road to full and effective 
utilization of a technology or 
innovation requires many additional 
obstacles to be addressed. 
Examples of challenges that might be 
encountered include: 

 
1. Financial Costs 

There may be significant pre- 

 
 
 
 
 
 
 
 
 
 
 

 
Damage to seaports and waterways in Port-au-Prince 
was extensive following the 2010 Haiti Earthquake. Air 
and seaport damage can make the movement of some 
technologies difficult in the earliest hours and days of a 
disaster. Image credit: US Coast Guard Press, 2010. 

and post-implementation costs incurred with the adoption of a new technology, 
including the cost of the technology itself, the cost of the systems and devices on 
which the technology depends, the cost of maintaining the technology, the cost of 
salaries related to those tasked with managing or operating the technologies, the 
cost of training related to technology use, and the cost of outreach and public 
education, among others. 

 
2. Infrastructure dependencies 

New technologies and innovations often depend on one or more infrastructure 
networks or nodes. Network dependencies can represent limiting factors, such 
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as the capacity for high-speed internet or the range of a wireless network. 
 

3. Data 
As previously described, complete and accurate data is critical to almost all 
emerging technologies. ‘Open’ approaches to data by governments and 
societies promotes data availability, but accuracy and completeness will depend 
on many other factors. In the absence of good data, many technological 
solutions will not be possible or at best may not perform to potential. 

 
4. Reach 

The accessibility of technological solutions often differs between populations, 
even within communities. Among those who use it, and those who stand to 
benefit from its use, variance in factors including economic status, class 
structure, legal status, age, education, and others will influence implementation 
feasibility. Those who do not have access to the new technologies, or who do 
not have the technical or technological prerequisites to adequately use or benefit 
from them, will face increasingly greater risk relative to those who can. Key 
determinants of development – whether education, economics, health, human 
rights, and others – will form the bounds of such access unless dedicated efforts 
are made to account for them. 

 
5. Fit 

There is no ‘one-size-fits-all’ when it comes to technology. Its implementation 
can alter the way things are done, or how people live, in profound ways. Any 
changes that result must be acceptable to those who use, benefit from, or are 
otherwise impacted by implementation if the technology is to be judged as 
successful. The technology must also fit the problem that exists. Adding a 
technology to programs or processes simply because it is available is rarely the 
best course of action. 

 
6. Human capacity 

Opportunities to provide the training required of operators or end users of 
technologies, or to support the wraparound requirements of a new capacity (e.g., 
policy changes, attitudes), are not uniform from country to country or community 
to community. The human component of any technology or innovation 
implementation must be factored. 

 
7. Confidence and trust 

Resistance to a new technology can result from many different factors. A lack of 
confidence or trust in the technology itself or in the implementing agencies, can 
have a devastating effect. Past experiences and interactions, superstitions, a 
lack of knowledge and/or understanding can all influence the process. 
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8. Bureaucratic climate / restrictive policies 
The disruptive nature of technology often means that legal and regulatory limits 
are stressed. Governments and society must be open to change and to the 
actions and access that are required of the technology and its operators. 

 
9. Last-mile delivery 

Oftentimes it is the final step of implementation, when the technology is launched 
into operation, that the greatest obstacles are encountered. Last mile delivery is 
related to several of the challenges listed above but considers the complexities 
that exist as a result of their interaction. 

 
Where appropriate accommodations are made, science, technology, and innovation can 
greatly benefit the resilience-building efforts of otherwise marginalized groups. 
UNESCO describes such opportunities as follows: 

 
“Pro-poor and inclusive innovation can increase community resilience by 
extending the benefits of innovation to previously excluded groups; either 
as consumers of new products and services or as participants in the 
innovation process. The focus is on developing low-cost products and 
services to serve untapped markets, such as low-cost medical products 
and mobile telemedicine in remote rural areas, and innovations that offer 
opportunities for people living in poverty to engage in small-scale trade to 
help increase their incomes.” 62

 

 

In other words, in some cases, enhanced access is the innovation that is sought. And 
in best case scenarios, marginalized groups are integrated into the innovation process 
through community engagement, allowing for dual-use solutions, more cost-effective 
options, and greater sustainability by means of the sense of ownership and inclusion 
that is instilled. 

 
RIsks 

 
And finally, the implementation and use of a new technology or innovative practice has 
the potential to exacerbate existing risks or create new risks that did not previously 
exist. In some extreme cases, the severity of or threat from the risks created may even 
exceed those caused by the hazards alleviated. In most cases however, any increase 
in risk can be accepted or otherwise managed, with the key being that planners are 
aware of and active in managing them in the planning process itself. 

 
 
 

 

62 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 

communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 

http://bit.ly/2lCq48U
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Examples of risks common in the application of new technologies and innovative 
practices include: 

 
1. Safety or security 

Safety and security risks that result from new technologies use may be the result 
of physical forces (accidents, structural weaknesses, design flaws, human error), 
cybersecurity vulnerabilities (data loss, sabotage, cybercrime), social disorder 
(protests), and many other problems. As with all engineered risk reduction 
solutions, there is a risk that the technology results in placing more people at risk 
than might have otherwise occurred, such as occurs in the case of development 
spurred behind levees and tsunami walls. 

2. Social impacts 
Innovative technologies, 
especially those that are 
disruptive in their impacts and 
effects, can have unintended 
consequences. For instance, 
automation can result in a loss of 
jobs for some people or may shift 
power or resources from one 
group to another. 

3. Increased complexity / risk of 
total failure 
Increased dependence on 
technologies or innovative 
solutions can create weak links 
and systems vulnerabilities that 
did not otherwise exist. This is 
especially true where 

Hermes 450 surveillance and communications 
drone after a crash. Image credit: Think Defence, 
2018. 

redundancies, duplications, or other process risk reduction mechanisms are not 
possible. Increased risk of failure often grows when complexity increases due to 
the fact that risk identification and analysis becomes more difficult. 

4. Brain drain 
Introduction of new technologies can result in increased technical knowledge 
among key staff. Such training and skills acquisition make them more attractive 
to employers. The promise of increased financial compensation may cause 
trained staff to leave when they otherwise would not have without such training. 
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Session 1.3: Global, Regional, and National Efforts to 
Advance Innovative Technologies Use in DRR and Resilience 
Efforts to define and pursue disaster risk reduction (DRR) targets and to build and 
sustain national and community resilience have for decades remained a central focus of 
the United Nations, both among its member countries and the individual UN agencies 
themselves (e.g., UNDESA, UNDRR, UNDP, World Bank, and many others). 

 
With the launch of the International Decade for Natural Disaster Reduction (IDNDR) in 
1989, and establishment of ’sustainable development’ as a possible solution for 
environmental degradation at the UN Conference on Environment and Development in 
1992, there emerged a common understanding that disaster risk of almost all forms will 
have the negative effect of 
undermining the sustainability and 
reach of national, regional, and global 
development efforts. 

 

Despite the concerted action to 
address what was needed towards 
both broad policy goals (DRR and SD), 
the work conducted was initially much 
more stove piped in its organizational 
division of labor and structure than it is 
today. This is also true with regards to 
the guiding concepts and the 
communities of practitioners that 
define each policy goal. Another 

 
 
 
 
 
 
 

Image: Painting by a primary school child in Sri 
Lanka after the 2005 Boxing Day tsunami 
Image source: UNESCO, 2019. 

major shift is that the initial geographic focus of each was much more global than it is 
today. 

 

Over time, as the IDNDR progressed through the Yokohama Strategy for a Safer World, 
the Hyogo Framework for Action, and finally the Sendai Framework for Disaster Risk 
Reduction 2015-2030, and as the Millennium Development Goals (MDGs) transitioned 
into the Sustainable Development Goals (SDGs), these two stakeholder communities 
sought greater collaboration and more alignment in their goals and directives. At the 
same time, representatives from each of the regional organizations took it upon 
themselves to tailor such efforts to the unique needs of their regions and parallel efforts 
emerged. 

 

Through these globally organized yet nationally and locally focused sustainable 
development and disaster risk reduction efforts, progress towards an improvement of 
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the human condition continues. And with each, science, technology, and innovation 
continue to play a central and increasing role. Many of the individual UN member 
countries are taking similar concerted approaches on the national scale, whether in 
keeping with global (and regional) efforts or in a unique or otherwise independent 
manner. And more and more, such efforts are becoming commonplace at the 
community level. The obvious and in many cases groundbreaking benefits that may be 
gained through the incorporation of science, technology, and innovation into these 
efforts have not gone unnoticed. 

 

Like any ambitious efforts to bring about systemic transformation, a wide representative 
sample of stakeholders from across all of government must become informed about 
what scientific discoveries, technological breakthroughs, and innovations have 
occurred, and what each offers in terms of benefits. Only with such knowledge and an 
equal measure of appreciation can domestic policy be developed in the manner 
required for sustainable implementation. 

 
Global and regional organizations alike address science, technology, and innovation in 
support of DRR and resilience efforts with a focus on collaborative problem solving, an 
increase in synergy and cooperation across borders, a sharing of lessons, and provision 
of support for the countries that require it. Excepting the rarest circumstances, disaster 
risk reduction and resilience development are common pursuits of every nation - and as 
such there is generally a great willingness among all stakeholders to share and to learn 
from each other. 

 
This section examines the Sendai Framework for Disaster Risk Reduction and the 2030 
Agenda for Sustainable Development to better understand the role that technology 
plays in these efforts. What these frameworks call upon member states to achieve is 
considered. Material includes case study examples of national efforts to incorporate 
science, technology, and innovation into the pursuit of national resilience. 

 

1.3.1 : Governance and Science, Technology, and Innovation 
 

Governance Defined 
 

Governance refers broadly to the way that public sector organizations and other 
stakeholders develop solutions and create opportunities to address societal challenges. 
The term governance has often been used in the past to qualify efforts that seek an 
increase in efficiency. This has often included efforts to shrink government or to 
increase reliance on the private sector. Some of the definitions of governance that have 
been used in the past include: 
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• Being efficient and accountable (this was an early focus of the World Bank1) 

• Governing without government (transitioning government tasks into the private 
and civil sectors) 

 
These narrow definitions of governance risk excluding many of the most valuable tools 
and solutions that exist in the public sector, and through partnership arrangements, 
which may be needed in a specific (national) context. Narrow definitions are usually 
based on a specific ideology on the role of government (e.g., ‘government should be 
small,’ or ‘government should protect people.’) 

 
Movement away from traditional ‘government’ in this manner is not necessarily the 
mainstream thinking anymore. Recognition that effectiveness needs to be as or 
perhaps more important than efficiency have advanced thinking. The model for success 
that is emerging is one of government, the private sector, and civil society organizations 
working together to manage challenges and address the needs of society (including 
vulnerable groups). 

 

It is important to recognize that governments have a very special, critical role that only 
government organizations can assume in safeguarding the public interest. 
Governments, in this manner, will always be the cornerstone of public governance. 

 

Public governance refers to the formal and informal arrangements that determine how 
public decisions are made and how public actions are carried out, from the perspective 
of maintaining a country’s constitutional values when facing changing problems and 
environments. The principal elements of good governance refer to accountability, 
transparency, efficiency, effectiveness, responsiveness and rule of law. 

 
Public governance concepts indicate significant departure from the top-down 
governmental control of governing by bringing into the decision-making realms other 
non-governmental institutions and by putting stronger emphasis on the accountability, 
adherence to values and the rule of law. 

 
Complexity of the sustainable development agenda call for integrated level of 
coordination by different stakeholders and among the stakeholder groups. It is applied 
to governmental institutions where need to move away from silo-based operations 
towards more holistic and engaging actions, both, vertically and horizontally. This 
primarily implies closer collaboration among national and local governments that are 
expected to be better placed to understand and deliver on the goals of Agenda 2030. 

 
 
 

 

1 The World Bank defines governance to be, ñthe manner in which management power is 

exercised in the management of a countryôs economic and social resources for development.ò 
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Call for more integrated governance for SDGs follows a broader call for a more 
integrated approach for delivering public services to the people and addressing 
increasingly complex problems. It is being brought forward by multiple forces and under 
different names, e.g. as ‘multi-level governance’ or ‘whole-of-government approach’ – 
and in DRR as ‘integrated risk governance’ – requiring collaborative identification of 
opportunities for development, planning and assessment with those who use public 
services. 

 
Innovative Governance 

 
Innovative governance is governance that focuses on new approaches to achieving the 
governance mission. Effectiveness (in terms of leveraging the achievement of the 
SDGs) is the objective. Innovation is rather a means to better achieving this objective 
than the objective itself. 

 

The Global Sustainable Development Report 2019 lists governance as the first of four 
levers to enable and steer transformation and innovation. Government innovation for 
DRR and Resilience must build on what is functioning and effective in existing 
government and governance, in order to promote such needs and to increase the social 
inclusion of vulnerable groups. Ultimately, governance must be viewed in the context to 
which it is applied, including such things as culture and history. 

 
The United Nations Development Programme (UNDP) states that “Innovation for 
development is about identifying new and more effective solutions that add value for the 
people affected by development challenges.”2 Not all government innovation is focused 
on sustainable development, such as is outlined in the SDGs. In fact, most government 
reforms are focused on efficiency activities like saving money, and this is occasionally at 
the detriment of effectiveness. 

 

Analyzing Governance: The Three Basic Styles 
 

There are three basic styles of governance: 
 

• Hierarchical 

• Network governance (partnerships, collaboration), and 

• Market governance (financial incentives, fines, taxes, contracts), 

 

Hierarchical Governance 
 

Hierarchical governance is top-down, centralized, and legalistic. In this form of 
governance, every entity is subordinate to a single other entity. Within an organization, 

 
 

2 UNDP. 2020. Innovation. UNDP Partnerships. UNDP Innovation Facility. http://bit.ly/2HV2Nah. 

http://bit.ly/2HV2Nah
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there is typically a singular power at the top, with subsequent levels of power that fall 
from this level in succession. This is the most common form of governance within 
organizations, including government and private sector organizations. 

 
Network governance 

 
Networked governance focuses on partnerships and collaboration. It is more of a social 
system of governance and is thus organically formed (and informally). Public-Private 
Partnerships are generally formed within a network governance structure. Each of the 
‘nodes’ in this structure are autonomous, although there is a defined structure that 
exists. Outcomes are the result of interactions between the various members or 
entities, and contracts or agreements define responsibilities and behaviors. Decision- 
making occurs through negotiation as opposed to mandate, and compliance is a matter 
of trust or obligation. 

 

Market governance 
 

Market governance focuses on financial interventions and incentives. It contains formal 
and informal rules, each of which is designed to guide behavior of the participants. 
Legal agreements between different organizations, for instance, define market 
governance relationships. The nature of relationships is generally adaptable, with 
actions driven by the incentives of compliance. Regulatory mechanisms may exist to 
ensure the viability of a market governance mechanism. 

 

Classification of Types of Innovation for Governance 
 

Within these three classes of governance, there are likewise four classifications of 
innovation types.  These include: 

 

• Institutional innovations 
Focus on the renewal of established institutions and the establishment of new 
institutions 

 

• Organizational innovation 
Including the introduction of new working procedures or management techniques 
in public administration 

 

• Process innovation 
Focuses on the improvement of the quality of public service delivery 
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• Conceptual innovation 
Focuses on the introduction of new forms of governance (e.g., interactive 
policymaking, people’s budget reforms, horizontal networks)3 

 
Requirements of governance innovation 

 
In order to support governance innovation, there are a number of general requirements 
that public services delivery groups should adhere to. In addition to being inclusive and 
citizen-centered, participatory, and easily accessible, they should also provide better- 
targeted services. To be truly sustainable, all groups including those that are vulnerable 
must be empowered to become agents of their own development. For this reason, 
governments and other development stakeholders must not overlook the importance of 
mainstreaming and raising awareness about the SDGs in governance, especially as it 
pertains to DRR and resilience. Without this foundational understanding of the SDGs, 
needs cannot be adequately met. As such, governance must be framed in terms of the 
2030 Agenda, especially regarding the precept that no one be left behind. 

 
Specific concepts that support these ideas include: 

 

• Contextualization 
In order to address the needs of people and countries, including those that are 
particularly vulnerable groups, definitions of DRR and Resilience must be 
localized such that they are specific and relevant. 

 

• Diversity 
Government officials and other stakeholders must be sensitive to the fact that 
vulnerable groups are not homogeneous. Working across silos can be difficult 
because that carries the risk of failure or of stepping outside the organization’s 
sphere of activity. It is, however, the only way to address complex challenges 
associated with inclusion. Pilots of cross-government projects often demonstrate 
the added value and the means to addressing diversity. 

 

• People-centered approaches 
Approaches that are centered on the governed population (or population of 
concern) represent an important shift in public governance. In people-centered 
governance, public service delivery is designed around the needs and 
preferences of people rather than organizational structure of government. The 
emphasis is on understanding recipients’ needs and striving for satisfaction. By 
bringing people to the center, governance moves from governing for people to 
governing with people. The focus on co-creation and joint processes in service 

 

3 Alberti, Adriana and Jonas Rabinovitch. 2018. Innovation in Public Service Delivery for the Sustainable 
Development Goals. Capacity Development Unit (UN Department of Economic and Social Affairs, Division for Public 
Institutions and Digital Government). June. 
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delivery require greater access to public data, availability of analytical tools, and 
mechanisms to jointly monitor the outcomes of policy implementation. In these 
models, people become partners, collaborators, and co-creators of public 
services. They are involved in service design and development. This often 
means continuous dialogue and engagement, and finding the right balance 
between internal focus on efficiency and effectiveness, and external focus on 
creating value with stakeholders. 

 
There are three pillars behind people-centered public service reform. Through these 
three pillars, public services may be transformed to better contribute to achieving SDGs, 
including making public services more effective, inclusive, and accountable. 

 
 

 

Pillar 1: Building effective public services 
This means: 

• Better meeting peoples’ needs 

• Increasing the quality of public services for the people 

• Integrating public services around the needs of (vulnerable) people 

• Cooperating across administrative sectors and levels 

• Using evidence-based decision-making 

• Using digital government tools 

 
Pillar 2: Building inclusive public services 
This means: 

• Increasing accessibility 

• Considering the needs of those furthest behind 
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• Establishing mechanisms to engage people, in particular the poorest and most 
vulnerable 

• Involving people in public service reform and enabling them to co-create the 
service design 

• Working in partnership with nongovernmental organizations and local 
communities 

 

Pillar 3: Building accountable public services 
This means: 

• Providing transparency, access to information and open government 

• Informing about citizens’ rights to public services and providing effective 
procedures for legal review 

• Staff are skilled, and work with integrity and professionalism 
 

Eleven Principles of Effective Governance for SDG Implementation. 
 

Full realization of the SDGs requires a common understanding of basic sustainable 
development governance principles. UN Economic and Social Committee has endorsed 
a set of 11 such principles which help to clarify governance agendas while taking into 
account different governance structures, national realities, capacities, and levels of 
development, and respecting national policies and priorities. They apply to all public 
institutions, and include:4 

 
Principles of Effectiveness: 

 
1. Competence 

To perform their functions effectively, institutions are to have sufficient expertise, 
resources and tools to deal adequately with the mandates under their authority. 
Commonly used strategies include promotion of a professional public sector 
workforce, strategic human resources management, leadership development and 
training of civil servants, performance management, results-based management, 
financial management and control, efficient and fair revenue administration, and 
investment in e-government. 

 
2. Sound policymaking 

To achieve their intended results, public policies are to be coherent with one 
another and founded on true or well-established grounds, in full accordance with 
fact, reason and good sense. This regards strategic planning and foresight, 
regulatory impact analysis, promotion of coherent policymaking, strengthening 

 
 

4 Bouckaert, Geert, Upma Chawdhry, Geraldine Fraser-Moleketi, Louis Meuleman, and Moni 

Pizani. 2018. Effective Governance for Sustainable Development: 11 Principles to Put in 

Practice. August 7. http://bit.ly/2PscwsQ. 

http://bit.ly/2PscwsQ
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national statistical systems, monitoring and evaluation systems, science-policy 
interface, risk management frameworks, and data sharing. 

 

3. Collaboration 
To address problems of common interest, institutions at all levels of government 
and in all sectors should work together and jointly with non-State actors towards 
the same end, purpose and effect. This includes centre of government 
coordination under the Head of State or Government, and collaboration, 
coordination, integration and dialogue across levels of government and functional 
areas. 

 
Principles of accountability: 

 
4. Integrity 

To serve in the public interest, civil servants are to discharge their official duties 
honestly, fairly and in a manner consistent with soundness of moral principle. 
This is about promotion of anti-corruption policies, practices and bodies, codes of 
conduct for public officials, competitive public procurement, elimination of bribery 
and trading in influence, conflict of interest policies, whistle-blower protection, 
and provision of adequate remuneration and equitable pay scales for public 
servants 

 
5. Transparency 

To ensure accountability and enable public scrutiny, institutions are to be open 
and candid in the execution of their functions and promote access to information, 
subject only to the specific and limited exceptions as are provided by law. 
Examples are proactive disclosure of information, budget transparency, open 
government data, registries of beneficial ownership, and lobby registries. 

 
6. Independent oversight 

To retain trust in government, oversight agencies are to act according to strictly 
professional considerations and apart from and unaffected by others. This covers 
promotion of the independence of regulatory agencies, arrangements for review 
of administrative decisions by courts or other bodies, independent audit, and 
respect for legality. 

 
Principles of inclusiveness: 

 
7. Leaving no one behind 

To ensure that all human beings can fulfil their potential in dignity and equality, 
public policies are to take into account the needs and aspirations of all segments 
of society, including the poorest and most vulnerable and those subject to 
discrimination. This includes promotion of equitable fiscal and monetary policy, 
promotion of social equity, data disaggregation, and systematic follow-up and 
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review. 
 

8. Non-discrimination 
To respect, protect and promote human rights and fundamental freedoms for all, 
access to public service is to be provided on general terms of equality, without 
distinction of any kind as to race, colour, sex, language, religion, political or other 
opinion, national or social origin, property, birth, disability or other status. 
Strategies include promotion of public sector workforce diversity, prohibition of 
discrimination in public service delivery, multilingual service delivery, accessibility 
standards, cultural audit of institutions, universal birth registration, and gender- 
responsive budgeting. 

 
9. Participation 

To have an effective State, all significant political groups should be actively 
involved in matters that directly affect them and have a chance to influence 
policy. Examples are free and fair election, regulatory process of public 
consultation, multi-stakeholder forums, participatory budgeting, and community- 
driven development. 

 

10. Subsidiarity 
To promote government that is responsive to the needs and aspirations of all 
people, central authorities should perform only those tasks which cannot be 
performed effectively at a more intermediate or local level. Examples include 
fiscal federalism, strengthening urban governance, strengthening municipal 
finance and local finance systems, enhancement of local capacity for prevention, 
adaptation and mitigation of external shocks, and multilevel governance. 

 

11. Intergenerational equity 
To promote prosperity and quality of life for all, institutions should construct 
administrative acts that balance the short-term needs of today’s generation with 
the longer-term needs of future generations. This includes sustainable 
development impact assessment, long-term public debt management, long-term 
territorial planning and spatial development, and ecosystem management. 

 
The coordination of SDGs through, for example, the whole-of-government or multilevel 
governance approaches, is an ongoing (and continuously improving) practice in many 
regions of the world. However, they work primarily at the horizontal interagency or inter- 
ministerial level and to a lesser extent at the vertical level to bring coherence to the 
different levels of government (e.g., towards localization of the SDGs.) There are 
multiple reasons for this limitation. Several relate to the complexity of decentralization 
reforms. 

 
Innovations in Government and DRR 
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Recent government efforts have focused on making government more transparent to 
the public, a process that fosters trust and fuels innovation. Visibility is also important 
from the perspective of government, but the insights and perspectives of citizens and 
residents are often invisible to government. Governments are innovating to make these 
invisible factors visible. 

 
In 2018, the world faced a seemingly unending cycle of disasters: heatwaves, droughts, 
floods, typhoons, earthquakes, tsunami, volcanic eruptions. This increased frequency 
and intensity of extreme events requires us to accelerate our disaster risk reduction 
(DRR) efforts and create innovative solutions to minimize the damage and wide-ranging 
secondary impacts of future events. 

 
The need for increased application of innovation and technology for DRR in order to 
foster new development and implementation of more effective evidence-based 
approaches has never been greater. Despite tremendous DRR efforts ongoing for the 
past several years, further improvements and new methods beyond the conventional 
and traditional initiatives are urgently required (especially those relating to underlying 
causes like climate change, poverty, urbanization, population density, and 
environmental degradation.) 

 
The Sendai Framework encourages better access and support for innovation and 
technology as well as increased investment in DRR to develop new innovations that are 
cost-effective and beneficial in all disaster management phases. Strong collaboration 
between various stakeholders such as government, academia, NGOs, and the private 
sector is crucial to the application of technology and innovations. 

 

 

1.3.2 Science, Technology, and Innovation in the Sendai 
Framework for Disaster Risk Reduction 

 

In March of 2015 the global community of disaster risk management stakeholders met 
at the Third UN World Conference on Disaster Risk Reduction in Sendai City, which is 
in Japan’s Miyagi Prefecture. The event planning committee chose the city, which was 
still recovering from the March 11, 2011 earthquake and tsunami, to highlight the scope 
and urgency of efforts required to address global disaster risk. It was hoped that the 
gathering would result in the identification of novel and perhaps more implementation- 
based pathways for global disaster risk reduction efforts. And while significant 
experience and knowledge had been gained vis-à-vis the Hyogo Framework for Action 
that had covered the 10 years preceding this event, participating organizations and 
member states hoped to address persistent capacity gaps that remained. 

 

Release of the Sendai Framework marked the culmination of an extensive consultative 
process that began in December of 2011. Coincidentally, efforts had begun in 
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preparation of the culmination of the Millennium Development Goals (MDGs). 
Recognizing the growing synergies between the two efforts, the UN General Assembly 
created and adopted Resolution 66/199 (“International Strategy for Disaster Reduction”, 
United Nations General Assembly, 2012) that warned in no uncertain terms that 
achievement of global sustainable development goals would be limited by increasing 
disaster frequency and severity. The resolution thus called on the secretariat of the 
International Strategy for Disaster Reduction to “facilitate the development of a post- 
2015 framework for disaster risk reduction,” thereby commencing a high-intensity 30- 
month period within which time hundreds of preparatory sessions were held in all 
regions of the world (and covering a broad expanse of risk-reduction topics that far 
exceeded those of previous efforts). Scores of reports capturing progress to-date and 
defining outstanding needs were issued, aimed at ensuring global conference 
Participants would be adequately informed. The goal of all of this work, like the efforts 
that came before, was to create a safer world through disaster risk reduction. 

 

With a greater appreciation of the links that exist not only between disaster risk 
reduction and sustainable development, but also between both of those goals and those 
associated with climate resilience adaptation, a new era of international cooperation had 
officially begun. The near synchronized release of the Sendai Framework (March of 
2015), the Sustainable Development Goals (SDGs – September 2015), and the Paris 
Agreement on climate change (December 2015) ensured that the drafting of each was 
done so with a great deal of recognition of the interdependencies that exist between 
them. 

 
The new Sendai Framework was adopted on March 18 of 2015. And while each of its 
predecessor frameworks was allotted a 10-year timeframe, the crafters of the new 
agreement elected to include a 15-year period of performance that was perhaps more 
realistic given its ambitious goals. Seven global targets were outlined, which taken 
together provide a more tangible (even if nonspecific) reference of success for the 
global disaster risk management community. These seven targets include: 

 

1. Substantially reducing global disaster mortality by 2030, aiming to lower average 
per 100,000 global mortality rate in the decade 2020-2030 compared to the 
period 2005-2015. 

2. Substantially reducing the number of disaster-affected people globally by 2030, 
aiming to lower average global figure per 100,000 in the decade 2020 -2030 
compared to the period 2005-2015. 

3. Reducing direct disaster economic loss in relation to global gross domestic 
product (GDP) by 2030. 

4. Substantially reducing disaster damage to critical infrastructure and disruption of 
basic services, among them health and educational facilities, including through 
developing their resilience by 2030. 

5. Substantially increasing the number of countries with national and local disaster 
risk reduction strategies by 2020. 
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6. Substantially enhancing international cooperation to developing countries 
through adequate and sustainable support to complement their national actions 
for implementation of this Framework by 2030. 

7. Substantially increasing the availability of and access to multi-hazard early 
warning systems and disaster risk information and assessments to the people by 
2030. 

 

And like the Hyogo Framework, the Sendai Framework introduced a set of “Priorities for 
Action” that characterize in general terms the recommended DRR action areas required 
to achieve the framework’s stated targets. The four priorities and explanations of each, 
include: 

 

• Priority 1 - Understanding disaster risk 
Disaster risk management should be based on an understanding of disaster risk 
in all its dimensions of vulnerability, capacity, exposure of persons and assets, 
hazard characteristics and the environment. Such knowledge can be used for 
risk assessment, prevention, mitigation, preparedness and response. 

 

• Priority 2 - Strengthening disaster risk governance to manage disaster risk 
Disaster risk governance at the national, regional and global levels is very 
important for prevention, mitigation, preparedness, response, recovery, and 
rehabilitation. It fosters collaboration and partnership. 

 

• Priority 3 - Investing in disaster risk reduction for resilience 
Public and private investment in disaster risk prevention and reduction through 
structural and non-structural measures are essential to enhance the economic, 
social, health and cultural resilience of persons, communities, countries and their 
assets, as well as the environment. 

 

• Priority 4. Enhancing disaster preparedness for effective response and to “Build 
Back Better” in recovery, rehabilitation and reconstruction 
The growth of disaster risk means there is a need to strengthen disaster 
preparedness for response, take action in anticipation of events, and ensure 
capacities are in place for effective response and recovery at all levels. The 
recovery, rehabilitation and reconstruction phase is a critical opportunity to build 
back better, including through integrating disaster risk reduction into development 
measures. 

 

Sendai Framework Implementation Guidance 
 

Recognizing that the pursuit of these targets, and the incorporation of these priorities 
into all of society as prescribed in the framework, represents a monumental effort for 
even the most developed nations, the UN Office for Disaster Risk Reduction (UNDRR) 
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created several programs and published a number of guides to foster success. 
Examples include: 

 

• The “Words Into Action” series that provide practical guidance to support 
implementation efforts: https://bit.ly/2DURik9. 

• The Strategic Approach to Capacity Development for Implementation of the 
Sendai Framework guide, which explains to governments, NGOs, businesses, 
and other stakeholders how they can go about ensuring they have the 
capabilities and resources required to conduct the actions prescribed: 
https://bit.ly/3fNwuJq. 

• Sendai Framework Monitor, which allowed countries to report against the seven 
global targets and set national custom targets and indicators and define 
measures of success that were relevant to their own experience, capacity, and 
needs: http://bit.ly/2DyJSll. 

 

STI and Global DRR Efforts 
 

Advocacy for STI did not begin with the Sendai Framework, although it does in many 
respects culminate in what the document represents. The disaster risk reduction 
community had been advocating for the development and utilization of science and 
technology to address short and long term DRR goals since the International Decade 
for Natural Disaster Reduction (1990-1999) goals were being identified. During this 
early period, the IDNDR Scientific and Technical Committee (STC) was established 
(authorized through UN General Assembly resolution A/RES/44/236 “to advise the UN 
Secretary-General and the greater DRR community on matters related to disaster 
reduction”). The STC, as designed, was a group of 25 international experts, primarily 
research scientists. It conducted two weeklong meetings per year and established 
several ad-hoc groups to address specific topics and oversee a number of 
‘demonstration projects’. 

 

At the end of the IDNDR, a review found that: 
 

“The STC undeniably added credibility to the activities of the IDNDR. 
Moreover, the STC members played an important role in propagating the 
‘culture of prevention’, in particular in their own countries and fields of 
competence, where they were often very influential.”5 

 

In 2001, at the third meeting of the Inter-Agency Task Force on DRR in Geneva, a 
Scientific and Technical Advisory Group (STAG) for the International Strategy for 
Disaster Reduction (ISDR) was established, and then in 2008 the UNISDR Scientific 

 
 

5 UNDRR. 2001. Establishment of an Advisory Scientific and Technical Group for the ISDR. 

Document TF3/3. Interagency Task Force on Disaster Reduction. http://bit.ly/2oILfrD. 

https://bit.ly/2DURik9
https://bit.ly/3fNwuJq
http://bit.ly/2DyJSll
http://bit.ly/2oILfrD
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and Technical Committee (STC) was created. These two groups looked at several 
topics of notable policy concern including climate change, early warnings, the public 
health and medical impacts of disasters, and improving disaster resilience through 
social and economic understanding. In the years that followed, science and technology 
rose on the policy agenda progressively. For instance: 

 

• 2009 
At the Global Platform for Disaster Risk Reduction, it was stressed that, “more 
effective integration of science and technical information into policy and practice” 
needs to occur. 

 

• 2011 
At the third session of the Global Platform for Disaster Risk Reduction, 
recommendation 7.8 encouraged member states to “actively engage and support 
scientific and technical communities to inform decision-making. 

 

• 2013 
A report of the Scientific and Technical Advisory Group found that: 

 
“The need to achieve more effective interplay of science, policy and 
practice in support of disaster risk reduction provides a great 
opportunity for collaborative learning and action. Opportunities for 
the science community to learn to find better and faster ways to 
interact with and to communicate findings to policy makers should 
be developed. Support for the development and implementation of 
solutions for emerging problems should be strengthened. Already 
applied research, such as in the health and engineering sciences, 
provides a sound grounding in translating findings into practical 
solutions for prevention, preparedness, response and recovery. 
Lessons identified here should be shared with other science 
disciplines. 

 

“In summary a holistic, all-hazard, risk-based and problem-solving 
approach should be used to address the multifactorial and 
interdependent nature of the disaster risk chain and to achieve 
improved disaster risk reduction. This requires the collaboration of 
all stakeholders, including suitable representatives of governmental 
institutions, scientific and technical specialists and members of the 
communities at risk. By working in partnership to share the outputs 
of scientific research, and by building translational science – 
motivated by the need for practical applications that help people, 
communities, schools, hospitals and all partners – disaster risk 
reduction decision-making will be more easily informed.” 
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The question, though, is what does this mean in terms of translating STI into actual 
DRR and resilience building? Insight into a possible answer to that question can be 
found in the recommendations of the 2013 STAG report, which include: 

 
1. Encouraging [the scientific community] to demonstrate that it can inform policy 

and practice 
 

2. Using a problem-solving approach to research that integrates all hazards and 
disciplines 

 

3. Promoting knowledge into action 
 

4. [Ensuring that] science is key to the [Sendai Framework for DRR]6 
 

The Sendai Framework for DRR and STI 
 

The Sendai Framework, as previously mentioned, includes language that captures (or 
that is the culmination of) many decades of work focused on elevating the important role 
of STI in the pursuit of DRR and resilience. Namely, it calls on nations to prioritize the 
development and dissemination of: 

 

• Science-based risk knowledge 

• Scientific methodologies and tools 

• The products of research and development produced by intersectoral networks 
and research institutions 

 
It also calls for a strengthening of the interface between science and policy in order to 
support the four Sendai Framework priority areas that were listed previously in this 
session. 

 
The Scientific and Technical Advisory Group (STAG) that was established in 2001 
maintains a lead on STI issues under the Sendai Framework. To strengthen ensure 
that there is a global-level coordination of STI advancement, the STAG created in 
January of 2016 the ‘Science and Technology Roadmap to Support the Implementation 
of the Sendai Framework for Disaster Risk Reduction 2015-2030.’ This new strategic 
plan provided for each of the four Sendai Framework several expected outcomes, 
actions, and deliverables that pertain specifically to science and technology. Affirmation 
of a need for such guidance was made at the 2017 Global Platform for Disaster Risk 
Reduction (May 2017, in Cancun, Mexico), where it was stated that there remains a 
need to “bridge the gap between science and technology and policy-making to ensure 

 
 

6 UNISDR. 2013. Using Science for Disaster Risk Reduction. Report of the UNISDR STAG. 

http://bit.ly/2mqVQXi. 

http://bit.ly/2mqVQXi
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that the [Sendai Framework] strategies required by 2020 are sound, including that they 
anticipate emerging risk patterns.”7 

 

The expected outcome of the Sendai Framework is to achieve by 2030 a substantial 
reduction in disaster risk and losses in lives, livelihoods and health in the economic, 
physical, social, cultural and environmental aspects of persons, private sector, 
communities and countries. A differentiator between the Sendai Framework and its 
predecessor (the Hyogo Framework for Action) is a shift in focus from managing 
disasters to managing risk. STI is undoubtedly central to any such shift given DRR is 
most effective when truly risk-informed, and it is STI that is helping us to close the many 
knowledge gaps that remain. 

 
The Sendai Framework makes some direct references to increasing support for, and 
gaining the support of, the STI communities. For instance: 

 

• Paragraph 36(b) requests: “Academia, scientific and research entities and networks 
[must] focus on the disaster risk factors and scenarios, including emerging disaster 
risks, in the medium and long term; increase research for regional, national and local 
application; support action by local communities and authorities; and support the 
interface between policy and science for decision-making”. 

• Paragraph 25(g) states: "Enhance the scientific and technical work on disaster risk 
reduction and its mobilization through the coordination of existing networks and 
scientific research institutions at all levels and all regions with the support of the 
UNISDR Scientific and Technical Advisory Group in order to: strengthen the 
evidence-base in support of the implementation of this framework; promote scientific 
research of disaster risk patterns, causes and effects; disseminate risk information 
with the best use of geospatial information technology; provide guidance on 
methodologies and standards for risk assessments, disaster risk modelling and the 
use of data; identify research and technology gaps and set recommendations for 
research priority areas in disaster risk reduction; promote and support the availability 
and application of science and technology to decision-making; contribute to the 
update of the 2009 UNISDR Terminology on Disaster Risk Reduction; use post- 
disaster reviews as opportunities to enhance learning and public policy; and 
disseminate studies". 

 
Science and Technology Roadmap 

 
Given the call in the Sendai Framework for science and technology-based DRR, in 
addition to a number of commitments made by the scientific and technology community 

 
 

7 UNISDR. 2018. Science-Policy Dialogue for Implementation of the Sendai Framework. 2nd 

Asian Science and Technology Conference for DRR. 

https://www.preventionweb.net/files/58809_conceptnotescienceforumrevunisdrweb.pdf . 

https://www.preventionweb.net/files/58809_conceptnotescienceforumrevunisdrweb.pdf
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at the Third UN World Conference on Disaster Risk Reduction, there is an ongoing 
need for stronger partnerships, a clearer direction, and a defined implementation 
strategy. 

 
Representatives from the United Nations, UN member states, and in particular, 
representatives from the science and technology community itself, came together at the 
UN Office for Disaster Risk Reduction (UNDRR, formerly known as UNISDR) Science 
and Technology Conference held in Geneva in January 2016. This meeting resulting in 
drafting of the Science and Technology Roadmap to Support the Implementation of the 
Sendai Framework for Disaster Risk Reduction 2015-2030. 

 

The roadmap helps to guide the member states by providing expected outcomes, 
actions, and specific deliverables tied to each of the four Sendai Framework priority 
actions.8 A summary of the expected outcomes of the Science and Technology Road 
Map are included in Slide 1.3.13, and include: 9 

 

Sendai Framework 
Priority for Action 

S&T Expected Outcomes 

1. Understanding 
Disaster Risk 

1.1 Assess and update the current state of 
data, scientific and local and indigenous 
knowledge and technical expertise 
availability on disaster risks reduction and 
fill the gaps with new knowledge. 

1.2 Synthesize, produce and disseminate 
scientific evidence in a timely and 
accessible manner that responds to the 
knowledge needs of policymakers and 
practitioners. 

1.3 Ensure that scientific data and information 
support are used in monitoring and 
reviewing progress towards disaster risk 
reduction and resilience building. 

1.4 Build capacity to ensure that all sectors 
and countries have access to, understand 
and can use scientific information for 
better informed decision-making 

 
 
 
 

8 UNISDR. 2016. The Science and Technology Roadmap to Support Implementation of the 
Sendai Framework for DRR 2015-2030. 29 February. http://preventionweb.net/go/65131. 
9 ibid 

http://preventionweb.net/go/65131
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2. Strengthening 
Disaster Risk 
Governance to 
Manage Disaster 
Risk 

2.1 Support a stronger involvement and use of 
science to inform policy-and decision- 
making within and across all sectors at all 
levels 

3. Investing in 
Disaster Risk 
Reduction for 
Resilience 

3.1 Provide scientific evidence to enable 
decision-making of policy options for 
investment and development planning 

4. Enhancing 
Disaster 
Preparedness for 
Effective 
Response, and to 
“Build Back 
Better” in 
Recovery, 
Rehabilitation and 
Reconstruction 

4.1 Identify and respond to the needs of policy- 
and decision-makers at all levels for 
scientific data and information to 
strengthen preparedness, response and to 
“Build Back Better” in Recovery, 
Rehabilitation and Reconstruction to 
reduce losses and impact on the most 
vulnerable communities and locations. 

 

 

1.3.3 : Science, Technology, and Innovation in the 2030 
Agenda for Sustainable Development 

 

Development is a term that refers to change, growth, or improvement in human welfare, 
quality of life, and social well-being over time. Often it refers to the process of societal 
changes ensuring improvements that allow people to reach their highest potential. 
Sustainable development is the kind of development that meets the needs of the 
present without compromising the ability of future generations to meet their own needs. 

 

Global sustainable development efforts are guided by the 2030 Agenda for Sustainable 
Development, which was developed and adopted in September of 2015 at the 
Sustainable Development Summit in New York. This document established for the 
global community a “blueprint for peace and prosperity for people and the planet, now 
and into the future.”10 The Agenda outlines 17 distinct areas of action under which all 
countries are urged to pursue development internally and to assist other countries in 

 
 

 

10 United Nations. 2019. Sustainable Development Goals. Sustainable Development Goals 

Knowledge Platform. www.sustainabledevelopment.un.org/sdgs. 

http://www.sustainabledevelopment.un.org/sdgs
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doing so to the extent they are able. The Goals are a way to break down the roots of 
poverty into defined areas of need. 

 

The 2030 Agenda for Sustainable Development consists of 4 sections: 
 

1. A political Declaration 
2. A set of 17 sustainable Development Goals and 169 targets 
3. Means of Implementation 

4. A framework for follow up and review 
 

A key feature of the 2030 Agenda is that the SDGs are global in nature but universally 
applicable in that they consider national realities, capacities, and levels of development 
and specific challenges. The Sustainable Development Goals are: 

 
1. No Poverty 
2. Zero Hunger 
3. Good Health and Well-being 
4. Quality Education 
5. Gender Equality 
6. Clean Water and Sanitation 
7. Affordable and Clean Energy 
8. Decent Work and Economic 

Growth 
9. Industry, Innovation, and 

Infrastructure 
10. Reducing Inequality 
11. Sustainable Cities and 

Communities 
12. Responsible Consumption and 

Production 
13. Climate Action 
14. Life Below Water 
15. Life On Land 
16. Peace, Justice, and Strong Institutions 
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17. Partnerships for the Goals 
 

Each of the 17 sustainable development goals 
has a list of targets which are measured with 
indicators. In total, there are 169 targets and 
232 indicators. 

 

5 Core Principles 
 

The 2030 Agenda identifies 5 core principles 
that must be followed when pursuing 
sustainable development, and these are directly 
relevant to the advancement of science, 
technology, and innovation. The core principles 
are:11 

 

• Universality 
The 2030 Agenda is universal in scope and commits all countries, irrespective of 
their income levels and development status, to contribute towards a 
comprehensive effort towards sustainable development. The Agenda is 
applicable in all countries, in all contexts, and at all times. 

 

• Inclusiveness 
The 2030 Agenda calls for the participation of all segments of society— 
irrespective of their race, gender, ethnicity, and identity—to contribute to its 
implementation. 

 

• Multi-Stakeholder Partnerships 
The 2030 Agenda calls for establishing multistakeholder partnerships for 
mobilising and sharing knowledge, expertise, technology and financial resources, 
to support the achievement of SDGs in all countries. 

 

• Interconnectedness and Indivisibility 
The 2030 Agenda rests on the interconnected and indivisible nature of its 17 
SDGs. It is crucial that all entities responsible for the implementation of SDGs 
treat them in their entirety instead of approaching them as a menu list of 
individual goals from which they pick and choose. 

 

• Leaving No One Behind 
The 2030 Agenda seeks to benefit all people and commits to leave no one 

 
 

11 United Nations System Staff College. 2017. The 2030 Agenda for Sustainable Development. 

http://bit.ly/38h4omJ. 

http://bit.ly/38h4omJ
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behind by reaching out to all people in need and deprivation, wherever they are, 
in a manner which targets their specific challenges and vulnerabilities. This 
generates an unprecedented demand for local and disaggregated data to 
analyze outcomes and track progress. 

 

SDG Evolution 
 

Like the Sendai Framework for Disaster Risk Reduction, the 2030 Agenda for 
Sustainable Development is the product of a decades-long evolutionary and 
collaborative process. Major landmarks in the path to adoption of the document include: 

 

• June 1992: The Agenda 21, a comprehensive plan of action signed by 178 
countries to build a global partnership for sustainable development, adopted at 
the Earth Summit in Rio de Janeiro, Brazil. 

• September 2000: UN Member States adopt the Millennium Declaration at 
the Millennium Summit held at UN Headquarters in New York. The Summit 
ultimately led to the elaboration of eight Millennium Development Goals 
(MDGs) to reduce extreme poverty by 2015. 

• 2002: The Johannesburg Declaration on Sustainable Development and the Plan 
of Implementation is adopted at the World Summit on Sustainable 
Development held in Johannesburg, South Africa. This meeting and its product 
document built on the Agenda 21 and Millennium Declaration by including more 
emphasis on multilateral partnerships. 

• June 2012: UN Member States adopt the document “The Future We Want” at 
the United Nations Conference on Sustainable Development (Rio+20) in Rio de 
Janeiro, Brazil. Through this document, it is affirmed that Member States wish to 
launch a process to develop a set of sustainable development goals to build 
upon the MDGs, and to establish the UN High-level Political Forum on 
Sustainable Development (a subsidiary body of both the UN General 12Assembly 
and the UN Economic and Social Council responsible for the UN’s policy on 
sustainable development). 

• 2013: The UN General Assembly established a 30-member Open Working 
Group to develop a proposal on the SDGs. 

• January 2015: The UN General Assembly began the negotiation process on what 
was then termed the “post-2015 development agenda”. The process culminated 

 

 
 

12 The role of government in achieving goals of the Agenda 2030 has been reaffirmed by the Rio+20 outcome document. The 
document acknowledged the progress towards sustainable development that has already been achieved at the sub-national and 
local levels. It recognizes all levels of authorities ς at the local, national and regional levels in developing conducive frameworks, 
including through appropriate policies and strategies, for all partners in the society to plan and implement SDGs. It also 
highlighted critical role governments play in the engagement of stakeholders. They are seen as critical partners in achieving 
progress in several thematic and cross-sectoral sustainability issues. For the successful implementation of Agenda 2030, there is 
a need for integrated approach that brings together inclusive and transparent political processes and effective institutions. 

http://sustainabledevelopment.un.org/futurewewant.html
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in the subsequent adoption of the 2030 Agenda for Sustainable Development at 
the UN Sustainable Development Summit previously described. 

 

STI is featured throughout the 2030 Agenda and in fact there are 35 references to 
technology throughout the agreement. Technology is sought, first and foremost, as a 
means to address all of the 17 SDGs, just as it is a means for achieving the Sendai 
Framework goals. As a fundamental component of development, transfer and access 
itself (of/to science, technology, and innovation) is considered a foundational means to 
many different ends including gender equality, education, poverty reduction, energy, 
oceans, and other areas of development. In Goal 17 (Partnerships for the Goals), the 
Agenda identifies Technology as one of four key issues, and calls on Member States to 
take the following actions:13 

 

• Enhance North-South, South-South and triangular regional and international 
cooperation on and access to science, technology and innovation and enhance 
knowledge sharing on mutually agreed terms, including through improved 
coordination among existing mechanisms, in particular at the United Nations 
level, and through a global technology facilitation mechanism 

 

• Promote the development, transfer, dissemination and diffusion of 
environmentally sound technologies to developing countries on favorable terms, 
including on concessional and preferential terms, as mutually agreed 

 

• Fully operationalize the technology bank and science, technology and innovation 
capacity-building mechanism for least developed countries by 2017 and enhance 
the use of enabling technology, in particular information and communications 
technology 

 
Today, the Division for Sustainable Development Goals (DSDG) in the United 
Nations Department of Economic and Social Affairs (UNDESA) provides substantive 
support and capacity-building for the SDGs and their related thematic issues. 

 
Science, technology, and innovation are pillars of 2030 Agenda’s ‘Means of 
Implementation’. Because the SDGs are focused on all means of development, many 
of these technologies do not specifically target traditional ‘hazards’. That said, 
development and disasters are intimately linked, and any development-related gain is a 
resilience gain, whether indirectly or directly. 

 
Video: Geospatial Technology and the Sustainable Development Goals 

 
 
 

13 United Nations. 2015. 2030 Agenda for Sustainable Development. 

https://sustainabledevelopment.un.org/post2015/transformingourworld 

https://sustainabledevelopment.un.org/post2015/transformingourworld
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• Video Length: 3:23 

• Video URL: http://bit.ly/2E0NDy3 
 

In order to meet the goals established by the 2030 Agenda, affordable technological 
solutions need to be developed and widely disseminated. In 2012, the UN Conference 
on Sustainable Development (“Rio+20”) called for identifying a “Technology Facilitation 
Mechanism”. In 2015, just prior to the adoption of the 2030 Agenda, a meeting was 
held in Ethiopia to address development financing, and that led to the Addis Ababa 
Action Agenda (AAAA). The AAAA provided explicit guidance on what this would entail 
and explained that its establishment would be a critical and integrated component of the 
2030 Agenda once it was adopted (note that this meeting occurred just a few months 
prior.) 

 
The Technology Facilitation Mechanism was envisioned as a multi-stakeholder 
collaboration between Member States, civil society, the private sector, the scientific 
community, UN entities and other stakeholders. The TFM is therefore an Inter-Agency 
Task Team (IATT) on science, technology, and innovation for the SDGs, and an online 
platform that supports its work. The IATT works with 10 representatives from civil 
society, the private sector, and the scientific community appointed by the Secretary 
General for periods of two years (and referred to as the TFM 10-Member Group). The 
online platform serves as a gateway for information on existing science, technology, and 
innovation initiatives, mechanisms and programs. 

 
Video: Technology Facilitation Mechanism 

 

• Video Length: 3:55 

• Video URL: http://bit.ly/2RABFTT 

 

Each year, the Technology Facilitation Mechanism facilitates a multi-stakeholder forum 
on science, technology, and innovation for the SDGs called the STI Forum. The first of 
these was held in 2016 and it has been held every year since. 

 
The United Nations Department of Economic and Social Affairs (DESA), the United 
Nations Conference on Trade and Development (UNCTAD) and United Nations 
Economic and Social Commission for Asia and the Pacific (ESCAP) organized a three- 
day Workshop on Science, Technology and Innovation (STI) for the Sustainable 
Development Goals (SDGs). 

 
A central part of these efforts is the development of guidance and strategies for Member 
States to develop plans of action to increase the use of STI, most notably in pursuit of 
the SDGs. That said, increasing the use of STI for DRR and resilience is a component 
of these efforts, and as such the output of the TFM directly supports the mission being 
addressed in this toolkit. 

http://bit.ly/2E0NDy3
http://bit.ly/2RABFTT
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One such document, entitled “A Guidebook for the Preparation of STI for SDGs 
Roadmaps”, provides step by step instructions for STI stakeholders, including policy 
makers. It is described in the document as being, “addressed to interested national and 
local governments, agencies and institutions that wish to use roadmaps as a policy tool 
to harness STI as means to achieve SDGs.”14 

 

The Guidebook for the Preparation of STI for SDGs Roadmaps notes that most 
countries already have or are developing their research, development, and innovation 
infrastructures and capabilities – but that there has not been enough international 
dialogue to promote or support these efforts. Three specific types of national policy 
frameworks that have the potential to support STI are mentioned, including: 

 
1. The country’s National 

Development Plan (which most 
countries have developed to 
guide growth and change, 
sometimes called a ‘general 
plan’) 

2. National Science, Technology, 
and Innovation (STI) Plan 
(which can vary widely in their 
scope and the degree to which 
they directly relate to the 
National Development Plan) 

3. National SDGs plan (which 
have been produced in many 
countries as a result of the 2030 
Agenda for Sustainable 
Development, and also which 
may or may not be linked to the 
National Development Plan.) 

 
The Guidebook notes that these three 
distinct types of plans may or may not overlap and therefore encourages countries to 
make greater use of STI by better coordinating the plans. The basic proposition is that 
STI can accelerate the achievement of SDGs if it is properly integrated into plans to 
reach the SDGs. 

 

Stakeholder Engagement for STI Planning 
 
 

 

14 UN Interagency Task Team on STI for the SDGs. 2019. A Guidebook for the Preparation of 

STI for SDGs Roadmaps: Draft for Consultation. http://bit.ly/38no2NO. 

http://bit.ly/38no2NO


Page 126  

 

 

 

 

National STI plans may be developed by a central agency or ministry that is tasked with 
development; by the Ministry of Science and Technology; by line ministries; or even a 
specialized agency or taskforce with the specific mandate to develop such a plan. In the 
figure shown in the slide, 
examples of a stakeholder 
arrangement are shown, but this 
will be unique in each country. 
The purpose is to show the 
diversity of stakeholders that need 
to be engaged when 
comprehensive planning for STIs 
is conducted, mainly because 
there are in fact so many direct 
linkages to each of these 
stakeholders. 

 

Ideally, the broader process is coordinated at the highest level by the President’s Office 
or the Ministries of Planning or Finance or some other specialized high-level agency 
tasked with this responsibility. It can also be led by the Ministry of Science and 
Technology (or its equivalent) if the chief executive gives his or her explicit support. But 
wherever the effort is driven from, the planning process requires interaction across a 
broad range of stakeholders from different parts of government, academia, industries, 
entrepreneurs, civil society, development partners, and other places.15 

 

6- Step STI Planning Process 
 

The Guidebook provides a six-step process through which STI planning may be 
conducted – noting that there is no requirement to conduct these steps in succession. It 
was noted that there are very strong linkages between the steps, and this will influence 
when and how much time is required to conduct each 
step. 

 
1. Define objectives and scope 
2. Assess current situation 
3. Develop vision, goals, and targets 
4. Asses alternative pathways 

5. Develop detailed STI for SDG roadmaps for 
implementation 

6. Monitor evaluate and update plan 
 
 

 

15 UN Interagency Task Team on STI for the SDGs, 2019. 
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1.3.4 : Related Global Efforts (to Promote STI for DRR) 

  Video: CSTD as a Forum for Information Sharing 

• Video Length: 2:14 

• Video URL: http://bit.ly/2roTDyc 

• This video provides insight into how CSTD brings together practitioners from all 
regions of the world to share ideas on development – in this case as it relates to 
the indigenous knowledge in the Pacific countries, including how it relates to 
resilience. 

 
The United Nations Commission on Science and Technology for Development (CSTD) 
is the focal point for science and technology information and advancement. CSTD 
tracks what is happening, and where the trends point, and provides analysis of how 
these impact (positively and negatively) development and sustainability. 

 

CSTD provides a forum to frame the critical issues influencing STI, including the 
technology and life interface and the governance of frontier technology use and 
development. The Commission has been in place in one form or another since 1979 
when the UN Conference on Science and Technology for Development was held in 
Vienna, and the Intergovernmental Committee on Science and Technology for 
Development was created. In 1992 the General Assembly established the Committee 
as a functional commission of the Economic and Social Council (ECOSOC) and set up 
the CSTD. 

 
Today, CSTD provides a forum where countries can raise critical challenges and 
explore opportunities presented by rapid technological development (including to ensure 
developing countries and people do not get left behind). This is a key starting point for 
the transfer of knowledge, skills and solutions in the science and technology fields, 
which can have a profound and lasting impact on the development trajectories of 
nations and peoples. Through the CSTD, countries can debate and discuss how to 
practically, ethically, expeditiously, and to the benefit of all, develop STI capabilities. 

 
In March of 2019, CSTD released a report entitled The Role of Science, Technology, 
and Innovation in Building Resilient Communities, Including Through the Contribution of 
Citizen Science. This issue has been selected the previous year as one of two priority 
areas for its 2018/2019 intersessional panel. 

 

Characteristics of Tech for DRR 

http://bit.ly/2roTDyc
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One of the most informative features of this report is a section on the characteristics of 
technological solutions. The CSTD members noted that in order to best implement or 
adopt a new technology, it must be describable as follows: 

 

• Multipurpose 
Solutions are relevant and useful 
before, during and after 
emergencies, as well as in daily life. 
Examples in this regard include 
mobile telephones and smartphones, 
which are employed in a range of 
solutions, from disaster risk 
assessment and monitoring to 
emergency response and early 
warning systems 

 
• Easy to learn and use 

For example, there is no need for 
formal training in the use of social 

Image: Meeting of the Commission on Science 
and Technology for Development 

media, making them useful for emergency response. Similarly, the operation and 
data formats of drones used for remote sensing have been simplified, enabling 
non-scientists to conduct aerial surveys 

 

• Scalable 
They should grow to accommodate demand. Social media for emergency 
response provide scale and enable anyone to reach a large audience 

 

• Accessible and affordable 
With regard to emergency response, low-cost mobile telephones have become 
more available. Drones have low operation costs, allowing for frequent missions, 
offer increased spatial coverage, do not require installation points and can be 
deployed rapidly.16 

 
CSTD Recommendations 

 
The Commission concluded their report with a set of 12 recommendations for Member 
States as they pursue STI implementation for DRR, which include: 

 
1. Promoting and implementing participatory research methods and interdisciplinary 

and transdisciplinary scientific collaboration for increasing understanding of 
 
 

16 UNECOSOC. 2019. The Role of Science, Technology, and Innovation in Building Resilient 

Communities, Including Through the Contribution of Citizen Science. http://bit.ly/2P7Vf8e. 

http://bit.ly/2P7Vf8e
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community resilience, taking into consideration integrated disaster reduction and 
sustainable transformations; 

2. Taking into account and systematically using traditional, local and indigenous 
knowledge as a part of scientific research focusing on community resilience; 

3. Developing an analytical framework for factoring natural hazard-triggered 
technological disaster event risks into strategies for building resilient 
communities; 

4. Leveraging private sector participation in the innovation cycle for the creation of 
new products and services for community resilience; 

5. Using mechanisms such as incubators, accelerators, innovation labs, 
marketplaces and inclusive, grass-roots and social innovations to promote the 
creation of new products and services for community resilience; 

6. Promoting an open dialogue on resilience between the scientific and technology 
sectors and policymakers, facilitating networking between them and creating and 
implementing a systematic framework under which resilience-related issues are 
taken into consideration as a part of planning and development based on 
scientific evidence; 

7. Promoting citizen science initiatives and building the capacity of communities and 
citizens to collect, use and analyze data through budget allocation, program and 
project planning and execution, and the dissemination of citizen science 
outcomes in global forums; 

8. Embedding citizen science in the standard modalities to support the policymaking 
process through the application of science; 

9. Promoting the use of data acquired as part of citizen science initiatives in ways 
that respect citizen’s rights, particularly privacy rights; 

10. Promoting the establishment of platforms for the coordination and compilation of 
data collected in citizen science projects to made be available for use in other 
development-related initiatives; 

11. Establishing linkages, programs and projects between citizen science and the 
Sustainable Development Goals, including those relating to building resilience, in 
line with the priorities of vulnerable communities; 

12. Ensuring that science, technology and innovation for resilience and citizen 
science projects are documented and that their results are available in the public 
domain to facilitate community learning in other settings.”17 

 

UN e-Government Survey 
 

The UN Department of Economic and Social Affairs has since 2001 published reports 
on global progress in the implementation of one particular subset of technology – e- 
Government. The e-Government survey was published in its 10th edition in 2018. A 
major component of this report was an investigation of ‘E-resilience’, including the role 
that ICT plays in disaster risk management. 

 

17 UN Economic and Social Council, 2019 
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The 2018 e-Government report reaffirms the link between disaster risk reduction and 
achievement of the 2030 Agenda SDGs. The report notes some important aspects of 
STIs and disaster management in that it recognizes that the technologies themselves 
are critical infrastructure to be protected from disasters, just as they are a means to 
decrease disaster risk and increase resilience. As such, both forms of resilience are 
outlined (and included in Slide 1.3.26). 

 

The survey captured an outstanding need in that Member States are requesting more 
support in building and strengthening their e-resilience. This includes as it pertains to 
the design and implementation of ICT applications and services and the embedding of 
them in e-government initiatives (as part of their overall DRM systems and strategies). 
The report states that, “Addressed holistically, e-resilience has the potential to reduce 
disaster risks and improve disaster management, and it can be instrumental in reducing 
economic loss and preventing human casualties.”18 

 
More information on e-resilience can be found in the Annex to this section. 

 
 
 
 
 

18 UNDESA. 2018. United Nations E-Government Survey 2018. 

https://publicadministration.un.org/egovkb/en-us/Reports/UN-E-Government-Survey-2018 . 

https://publicadministration.un.org/egovkb/en-us/Reports/UN-E-Government-Survey-2018
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2018 Survey Recommendations 
 

Three specific recommendations for policymakers and practitioners tasked with 
incorporating technology into disaster risk management efforts (or with increasing the 
resilience of the e-Government systems themselves) emerged from this effort. They 
include:19 

 

1. Systematic and sustained efforts towards e-resilience 
Knowing the specific disaster risks, and degrees and types of vulnerabilities is 
critical to designing and implementing appropriate e-resilience initiatives. If a 
country is on the path of seasonal cyclones or on a seismic zone, for instance, 
preparedness as well as measures for risk prevention and reduction will be 
different. Risk and vulnerability assessment is expected to identify infrastructure, 
data, applications, facilities and communities at risk, which will help design and 
improve e-resilience initiatives. Coherent and integrated ICT and disaster risk 
management policies should clearly map out organizational roles and 
responsibilities, including between central and local administrations. They should 
include budget allocations and division of tasks related to follow-up, monitoring 
and evaluation. They should harness and hone the instrumental role of emerging 
technologies for sustainable development. Systematic and sustained efforts will 
help mainstream disaster risk management for the implementation of both the 
Sendai Framework of Action and the 2030 Agenda for Sustainable Development. 

 

2. Awareness raising, participation, and capacity development 
There are already capacity-building programs, which assist government officials 
and partners in e-resilience, but awareness of disaster risks and e-resilience 
could be raised among ICT and disaster management authorities. Awareness- 
raising on emerging technologies, such as IoT, big data and cloud computing, 
deserves systematic support from international and regional partners, including 
the private sector, civil society and academia. There is also a need to go beyond 
tried-and-tested approaches and to include all citizens, in addition to technical 
experts, in a polycentric manner. Seeking and obtaining community buy-in early 
on, an approach which some have likened to “citizen science”, is pivotal to the 
provision of extensive and real-time information for risk management (Paul and 
others, 2018). Such concerted efforts can prompt increased investment in e- 
resilience initiatives, including resilient infrastructure development and early 
warning systems. They can also ramp up ownership by linking knowledge 
management with resilience. 

 

3. Sharing of good practices and lessons learned across the globe 
Some disasters, such as floods, cyclones/typhoons and droughts are 

 

19 UNDESA. 2018. United Nations E-Government Survey 2018. 

https://publicadministration.un.org/egovkb/en-us/Reports/UN-E-Government-Survey-2018. 

https://publicadministration.un.org/egovkb/en-us/Reports/UN-E-Government-Survey-2018
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transboundary in nature. Glacial lake outbursts or monsoon rains upstream will 
have devastating impact in downstream areas and countries. Information and 
data sharing, coordination and cooperation in e-resilience among concerned 
countries are of utmost importance. Smaller economies might not have sufficient 
budgets or government manpower to take charge of all the phases of disaster 
risk management for all hazards. Resources such as remote sensing data 
collection and analysis could be supported through partnerships and global and 
regional cooperation. 

 

While these programs listed above are among the most prominent that promote the use 
of STI in disaster risk reduction and community resilience, there are many other 
examples. For instance: 

 

• The Regional Commissions 
The Regional Commissions have promoted cooperation on science, technology 
and innovation for resilience. The Economic and Social Commission for Asia and 
the Pacific has a program on information and communications technology and 
disaster risk reduction covering resilience building, drought monitoring from 
space, regional cooperation on space applications and space and geographic 
information systems for disaster management. One good example of cooperation 
is the Regional Cooperative Mechanism for Drought Monitoring and Early 
Warning, through which participating countries are provided with timely and free 
access to space-based data, products and services and training and capacity- 
building support. The Economic and Social Commission for Western Asia has 
promoted resilience building by assisting in the development of national digital 
transformation strategies, including by addressing the links between information 
and communications technology and governance and conflict prevention. 

 

• UN Country Teams 
At the community level, United Nations country team members have used 
market-ready new technologies to implement early-warning and preparedness 
systems and develop national capacities to manage disaster risk, while providing 
expertise in fields such as vulnerability analysis and mapping and support for 
social protection systems. 

 

• The United Nations Office for Disaster Risk Reduction (UNDRR) 
UNDRR is the United Nations system focal point for disaster reduction 
coordination and, as such, it: ensures synergies between disaster reduction 
activities and work in socioeconomic and humanitarian fields; and brings together 
representatives from science and academia with other stakeholders, including 
civil society and community-based actors, through the organization of regional 
and global disaster risk reduction platforms. The body also maintains the 
PreventionWeb, an online disaster risk reduction knowledge platform, and 
develops products such as the Global Assessment Report on Disaster Risk 
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Reduction through partnerships with the scientific community, civil society and 
the private sector. It was the 2016 UNDRR Science and Technology Conference 
that resulted in the Science and Technology Roadmap (to Support the 
Implementation of the Sendai Framework for Disaster Risk Reduction 2015– 
2030). 

 
 

1.3.5 : Regional Promotion and Support of STI 
 

Development, disaster risk reduction, community resilience, and other related efforts 
(e.g., climate change adaptation) are leading policy concerns of most regional 
organizations. For that matter, the regional organizations have played an important role 
in advancing STI advancement not only in the regions they represent but also at the 
global level. For the member countries of the regional organizations, the regionally 
focused efforts provide several benefits in addition to the global efforts including 
localized context, cross-border collaboration, optimization of investments and 
advancements, and more. 

 
The Canada Council noted the benefit of bilateral and multilateral coordination on these 
issues in 1999, a full two decades ago. The members of this body also recognized that 
there are different capacities to harness the benefit of such technologies between 
countries and between regions, and that a dedicated effort to address those differences 
is required. In the Canada Council report The Role of Science and Technology in 
Society and Governance, the following statements are made: 

 

“Another major trend shaping science is globalization. The end of the Cold 
War, growing technology demand from emerging economies, world 
recognition of the interconnectedness of the planet’s biophysical systems 
and improved communications, especially via the Internet -- all these 
forces are boosting cross-border scientific cooperation and information 
exchange between individual= researchers, institutions and governments. 
However, much of the expansion is occurring in just a handful of 
scientifically advanced countries. For science to be truly global, more 
effort is needed to ensure all countries, rich and poor, and a wide range of 
world cultures are included in collaborative research and technology 
transfer.”20 

 
 
 
 

20 Canada Council. 1999. The Role of Science and Technology in Society and Governance: 

Toward a New Contract Between Science and Society. Science for the 21st Century, A New 

Commitment. World Conference on Science. 

http://www.unesco.org/science/wcs/meetings/eur_alberta_98_e.htm 

http://www.unesco.org/science/wcs/meetings/eur_alberta_98_e.htm
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Case Study: ASTAAG 
 
In the Asia Pacific Region, significant efforts have been made by regional organizations 
to support or guide ICT development and adoption. The UNDRR Asia Pacific Office 
formed the Asia Science Technology and Academia Advisory Group (ASTAAG) in May 
2015 for this purpose. 

 

 

UNDRR is promoting regional STI efforts through its regional science and technology 
advisory groups (STAGs), and broader science and technology partnerships. Regional 
STAGs (R-STAGs) are in various stages of development in all world regions. The 
Science and Technology Roadmap discussed previously in this toolkit is the action plan 
used for these UNDRR regional efforts. These regional groups mirror the work and 
structure of a global Science and Technology Group (Global STAG) coordinated 
through UNDRR HQ with the same objectives. They serve to mobilize the scientific, 
academic and technical expertise to build scientific evidence to disaster risk reduction 
through the collection, analysis and management of reliable scientific and technical 
disaster information and data to support and influence DRR decision-making and 
investment. The R-STAGs each have membership on the Global STAG, which helps to 
align regional efforts with those happening in other regions and at the global level. 
Technology is becoming more prominent in the deliberations of the R-STAGs, including 
through a new workstream on Natural Hazard Triggering Technological Disasters 
agreed at the annual meeting of the STAG in December 2017. Technology partners will 
be invited to join the STAGs, including through close collaboration will be established 
through the UNDRR Private Sector Alliance for Disaster Resilient Societies (ARISE).21 

 
Regional STAGs include: 

 

• European Science and Technology Advisory Group (E-STAG) 

o Established in 2018 
o Includes 55 member countries 

• Arab Science and Technology Advisory Group 

• Asia Science Technology Academia Advisory Group (ASTAAG) 

o Established 2015 

• Latin America and Caribbean STAG 
o Still in the development phase, but is one organization, REDULAC 

(Latin America and Caribbean Network of Universities for Disaster Risk 
Reduction), has been considered for leadership of the group 

• Africa STAG (Af-STAG) 

o Led by Periperi U, a partnership of 12 African universities 

• Pacific STAG (PSTAG) 
 

 
 

21 UNDESA. 2019. UNISDR. UN System SDGs Action Database. http://bit.ly/35cHRW3 

http://bit.ly/35cHRW3
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ASTAAG is comprised of disaster experts from 
countries throughout Asia. At the present time, 
experts draw from Australia, Bangladesh, China, 
India, Indonesia, Iran, Japan, Malaysia and 
Philippines. The Group advises governments 
and other stakeholders on policy related to new 
technologies and its application in decision 
making. Several issues are addressed by the 
group, including risk governance; community- 
based DRM; urban risk management; 
earthquake risk mitigation; private sector 
involvement; CCA; disaster and environmental 
education; and disaster resistant building 
design. The group also provides advice on 
higher education curriculum development 
related to DRR. Major activities of the group 
include:22 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Image: Hazard exposure in Malaysia 
Source: ASTAAG, 2018. 

 

• Conducting periodic assessments of the science and technology for DRR regional 
and national efforts 

• Providing specific advice to national and local governments on science-based 
decision making 

• Assisting governments in reviewing the progress of SFDRR implementation 

• Recognizing networks of universities/centers of excellence and engaging them in 
knowledge and experience sharing 

 

In 2018, ASTAGG released a report that provided guidance on STI implementation and 
advancement to member countries and highlighted the sharing of best practices from 
the ASTAAG member countries (linked to the Sendai Framework priorities for action).23 
The 2018 report can be found at: http://bit.ly/2EjZCqV 

 

In the Asia/Pacific region, there are regional IGOs that are taking on science and 
technology as well. For instance, the Asian Ministerial Conference for Disaster Risk 
Reduction focused on STI at the 6th AMCDRR meeting in Bangkok, Thailand. One of 
several outcomes of this conference was the issuance of a statement on “Voluntary 
Commitments of [the] Asia Science, Technology, and Academia Stakeholder Group.” 
The commitments are indicative of the importance AMCDRR members place on STI 

 
 
 
 

22 ASTAAG. 2019. UNISDR Asia Science, Technology, and Academia Advisory Group. Fact Sheet. 
http://bit.ly/36thziN. 
23 ASTAAG. 2018. Science & Technology Into Action: Disaster Risk Reduction Perspectives from Asia. 
http://bit.ly/2EjZCqV 

http://bit.ly/2EjZCqV
http://bit.ly/36thziN
http://bit.ly/2EjZCqV
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advancement, and include such things as: 24 
 

• Engaging and supporting scientific and technical communities to inform decision 
making and ensuring that policy is informed by science. 

• Encouraging open data 

• Raising awareness among policymakers about how to apply input from the 
science, technology, and academic communities 

• Promoting investment in the capacities that STI for DRR support (e.g., 
monitoring, assessment, warning, etc.) 

• Establishing masters-level DRR university programs 

• Increasing the number of science ministries, national science foundations, and 
national academies of sciences that are involved in DRR research and 
application 

 

Case Study: CARICOM STI for Sustainable Development Plan 
 

The Caribbean Council for Science and Technology (CCST) is an inter-governmental 
organization whose aim is to promote co-operation in science and technology with the 
long-term goal of furthering the social and economic development of its member 
countries. CCST was established in 1980 in Kingston, Jamaica. The organization is 
funded by contributions from member governments, t he UN, and through funding of 
projects sponsored or launched by the council (which qualify for assistance within the 
framework of activities of organizations of the UN system, ODA, or other mechanism). 

 

The objectives of CCST are to: 
 

• Design and execute appropriate joint STI projects and to advice member countries 
on STI issues requiring attention. 

• Identify institutions that could participate in STI projects, and establish a mechanism 
for cooperation 

• Propose measures for project implementation 

• Devise procedures for dissemination of Caribbean research and development 
projects 

• Promote establishment and strengthening of appropriate national and Caribbean 
mechanisms for STI. 

 

In 2007, the CCST released a regional STI capacity development strategy for the 
Caribbean region. The purpose of the strategy was to create a policy framework for the 

 
 
 

24 AMCDRR. 2014. Statement of Voluntary Commitments of Asia Science, Technology, and 

Academia Stakeholder Group for the 6th Asian Ministerial Conference for Disaster Risk 

Reduction. http://bit.ly/2rBSVgO 

http://bit.ly/2rBSVgO
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Case Study: STI Strategy for Africa 2024 
 
The African Union member countries have long recognized the challenge to 
development that hazard risk poses for the region. Flood, drought, epidemics, and 
more have caused significant development delays and setbacks. In 2001, at the African 
Union Summit in Lusaka, the organization established the Department of Human 
Resources Science and Technology as one of eight technical departments of the 
African Union Commission. This department was given the mandate to advance 
education, science, and technology, and human capital development in line with these 
other issues, on the African continent. In addition to this group, the African Union 
Commission established a Conference of Ministers in charge of Science and 
Technology (AMCOST), in order to provide a platform for deliberation and advancement 
of STI issues. In 2003, AMCOST produced the Consolidated Plan of Action (CPA) 

 

 

national and regional promotion, application, and ‘attainment of excellence’ in STI, for 
the meeting of social and economic goals. 

 

Section 3.8 of this plan is entitled Disaster Preparedness. The document states that:25 
 

“Governments will utilize Science, Technology and Innovation in the 
development of general strategies and action plans to enhance predictive 
capabilities and preparedness for meeting emergencies arising from 
floods, cyclones, earthquakes, and landslides, inter alia, and to address 
the problems of mitigation and management of the impacts of natural 
hazards. Further, Governments will promote research on natural 
phenomena that lead to disasters, and human activities that aggravate 
them, with the ultimate goal of developing practical technological solutions 
for pre-disaster preparedness, and mitigation and management of post- 
disaster situations.” 

 

Although this plan is now over a decade old, it is notable in both its early recognition of 
the importance of a coordinated regional approach, and the fact that it promoted the 
roots of the technologies that are emerging today. This includes greater utilization of 
ICTs, including GIS, emergency information systems, hazard modelling, and hazard 
monitoring. It also establishes research priorities, including those that promote new 
materials development (e.g., the use of bamboo fibers in high-strength concrete) and 
promotes advancement of university degrees that support STI development and use. 

 

The plan can be found here: http://bit.ly/2YzOUWm 
 

 

 
 

25 CCST. 2007. Science, Technology, and Innovation for Sustainable Development: Caribbean 

Regional Policy Framework for Action. CARICOM. http://bit.ly/2YzOUWm. 

http://bit.ly/2YzOUWm
http://bit.ly/2YzOUWm
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which was presented as an ‘instrument for the implementation of the decision of the 
African Union Assembly of Heads of State and Government on STI. 
 

In 2014, as part of an effort to develop a long-term STI progress for Africa, the African 
Union member countries initiated development of an STI-focused Strategy. This effort 
produced the STI Strategy for Africa 2024 (STISA-2024), which placed STI at the center 
of Africa’s socioeconomic development. 
 
The STISA-2024 is a comprehensive plan that works to coordinate efforts of the African 
Union member countries. It begins by identifying priority areas for action that the STI 
efforts will address. These include: 
 
1. Eradication of hunger and achieving food security 
2. Prevention and control of diseases 
3. Communication 

4. Protection of our space (earth observation, risk assessment, conservation, and 
more) 

5. Live together – build the society (governance) 

6. Wealth creation 
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The strategy establishes 4 pillars for STI development, which it considers prerequisites 
to success. These include: 

 

1. Infrastructure Development 
2. Technical Competencies 
3. Innovation and Entrepreneurship 

4. Enabling Environment 
 

Governance mechanisms are established to outline implementation decision-making. 
This includes identification of the decision-making institutions, institutions focused on 
implementation, implementation mechanisms, and international cooperation. 

 

And finally, funding mechanisms, communications and publicity mechanisms, and 
monitoring and evaluation mechanisms are presented. 

 

The guide provides a ‘how-to’ for African countries, and more importantly it aligns the 
efforts of countries with each other so that more collaboration can occur. In STI, this is 
critical given the need for increased South-South cooperation and a focus on 
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1.3.6 : National Promotion and Support of STI 
 

It is the governments of the different nations of the world that are ultimately tasked with 
implementing science and technology policy, with developing and utilizing technological 
innovations, and with providing for the benefit of their citizens the DRR and resilience 
benefits that STI offers. Governments at the national, subnational, and local levels each 
have different roles to play in the development, adoption, and use of new technologies 
and innovations, and these roles must be clear for there to be progress. A significant 
amount of direction has been developed by the global and regional organizations, in 
terms of national government efforts to develop capabilities and capacities to acquire 
and utilize new technologies, but that is only the beginning. 

 
DRR and resilience are a component of development, as previously stated in this 
course. As such, efforts to increase STI in the pursuit of the SDGs by national and 
subnational governments are, but extension, laying the groundwork for the 
advancement of STIs in DRR and resilience. For some countries, this is where the 
process starts. 

 
In May of 2019, the United Nations released the Guidebook for the Preparation of STI 
for SDGs Roadmaps. Because the 2030 Agenda positioned STI as key means of SDG 
implementation, guidance was developed to assist national governments as they 
worked to create their own strategies to better incorporate STIs into their SDG efforts. 
The Technology Facilitation Mechanism (TFM) led these efforts. In the Addis Ababa 
Action Agenda (AAAA), Member States had committed to adopting science, technology 
and innovation strategies as integral elements of their national sustainable development 
strategies, and subsequently agreed that STI roadmaps and action plans were needed 
at the subnational, national and global levels. The Guidebook was developed for 
member countries as they formulated their national and subnational plans and 
strategies. 

regionalization of issues and solutions. 
 
The African Open Science Platform (AOSP) was launched in 2016 in support of STISA- 
2024. It established an Africa-wide initiative to exploit the potential and promote the 
value of Open Data for Open Science, which are key to STI advancement. By sharing 
news on Open Science and Open Data-related events, as well as knowledge on the 
development and coordination of Data Policies, Data Training and Data Infrastructure, 
AOSP boosts that one aspect of the ICT implementation effort. 
 

STISA-2024 can be found at: http://bit.ly/2LWVFg3 

http://bit.ly/2LWVFg3
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Case Study: Kenya STI for SDGs Roadmap 
 

Under a pilot program associated with the development of the UN Guidebook for the 
Preparation of STI for SDGs Roadmaps, Kenya became an early adopter of the 
methodology provided. This effort was aligned with the country’s overall SDG strategy. 
As a component of the country’s overall development strategy, which culminated in the 
June 2017 release of the document “Implementation of the Agenda 2030 for 
Sustainable Development in Kenya”. 

 

Several characteristics of Kenya’s approach include: 

• Institutional arrangement that integrate the roots of both resources and demand for 
the STIs focused on SDGs. 
The program is jointly managed by the National Treasury’s Department for Planning, 
the State Department of ICT, the State Department of University Education, Science 
and Technology, and the Ministry of Foreign Affairs. It is implemented through the 
National Commission for Science, Technology and Innovation (NACOSTI). The 
interagency committee also invites contributions by line ministries, such as Ministry 
of Agriculture, Ministry of Health and Ministry of Industry. 

• Coordination with Existing Policy frameworks 

The STI for SDGs Roadmap builds directly on Kenya’s SDG Roadmap (which the 
National Treasury oversees), and the National STI Policy (which is ongoing 
finalization under the Ministry of Education). It is likewise aligned with Africa’s 
Continental Strategy on Digital Transformation (under the African Union). 

• International input and partnerships 

The STI for SDGs roadmap has been supported by various UN agency through their 
capacity building programs. This includes the World Bank (supporting effectiveness 
and efficiency of government STI policies, programs and budget as well as incoming 
development cooperation as related to STI) and UNESCO (assessment of STI 
system functioning in the context of the National Treasury and county governments’ 
SDGs gap analysis at national and subnational levels, and gender inclusive STI 
policy implementation. These diagnostics are envisaged to stimulate dialogues 
among policymakers, academia, private sector and civil society towards collective 
visioning and planning to orient policy actions to improve STI system’s contributions 
to fill the critical gaps in achieving the targeted SDGs. 

 

The first phase of Kenya’s roadmap program has focused on technology innovations to 
enhance agricultural productivity for Food Security, and Manufacturing (in the context of 
agro-processing), and delivery of Universal Health Care services, including increased 
health coverage, disease diagnosis and treatment. The aim of this first phase is to 
launch implementable action plans that will be supported by the African Center of 
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The Department of Economic and Social Affairs developed a set of recommendations 
for all governments as they increase their support for and utilization of emerging 
technologies for sustainable development, including as it relates to disaster risk 
reduction and resilience. These recommendations include: 

 

1. Fully support the development of STI solutions for building resilience, including 
by advancing the implementation of the Sendai Framework for Disaster Risk 
Reduction 2015–2030 and the 2030 Agenda for Sustainable Development and 
the achievement of the Sustainable Development Goals; 

2. Design and implement STI policies that contribute to building resilient 
communities, including through the creation of an enabling environment for a 
mission-driven innovation system for resilience; 

3. Align STI policies with public health, disaster management and other relevant 
policies to make them responsive to building resilient communities; 

4. Adopt inclusiveness in formulating STI for resilience strategies. STI solutions for 
building community resilience should be inclusive and should engage the 
participation of the poorest and most vulnerable. It is crucial to support the 
participation of local communities as co-creators of related innovations, including 
social innovations; 

5. Establish or strengthen existing national platforms to ensure the more effective 
use of STI for resilience; 

6. Strengthen research programs concerning root causes, mechanisms, and drivers 
affecting the use of STI for building the resilience of communities, in order to 
better guide effective science, technology and innovation-enabled interventions; 

7. Promote the use of scientific tools to provide and share risk information at 
different scales before, during and after shocks, in order to increase resilience 
through improved preparedness and strengthened capacity to cope; 

8. Invest in enabling technology infrastructure, such as ICTs and electricity, with a 
specific emphasis on ensuring affordable access and overcoming geographical, 
gender, generational and income digital divides.”27 

 

Key National Planning Principles 
 

Representatives from 12 countries in Asia and the Pacific met in 2016 to understand the 
key issues and challenges involved in designing, developing, and implementing science 
and technology national plans (including how STI might be used to advance efforts in 
pursuit of the Sendai goals and objectives. The various countries’ representatives 

 
 

26 UN Interagency Task Team on STI for the SDGs, 2019. 
27 UN Economic and Social Council, 2019 

Technology Studies (ACTS) which will codify and disseminate lessons to other African 
countries.26 
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explored the purpose of, principles for, and components of national science and 
technology DRR plans. Six key principles emerged from these efforts, which help to 
guide any country’s efforts towards formulating such a plan. These include: 

 

• Multi stakeholder partnership 
A science and technology plan should not be a ‘scientist’s plan’, but rather a 
framework that speaks to a multi-stakeholder audience (including the science 
community, government, civil society, private sector, media, etc.) 

• Focused approach 

The plan should be focused on science, technology, and innovation, and 
therefore does not need to include detailed information on the country’s hazards, 
risk, vulnerability, etc., which is already covered in the national DRR plan; the 
emphasis should rather be on how STI can support the four Sendai Framework 
priority areas. 

• Inclusive approach 
Plan development should include a balanced mix of different professions, 
stakeholders, age, and gender. It is critical that the planning process make direct 
linkages to different professional and academic societies and institutions. 

• Cultural calibration 

Science and its influences on society and governance are unique to each 
country, and as such the STI planners should be cognizant of the local cultural 
issues. 

• Dynamic evolution 

DRR is a constantly evolving endeavor, and the scientific landscape that exists to 
address it is likewise constantly changing. Any plan developed should allow for 
the flexibility and dynamism of the subject and stakeholders. 

• Youth voices 
Disaster risk reduction is something that will impact generations to come, and the 
youth of today will depend on its success as the looming future threats become 
reality. It is therefore very important that youth, including young scientists, young 
professionals and young practitioners become engaged in the process in order to 
ensure that it takes a future-oriented stance.28 

 
An important aspect of a country’s ability to support science and technology for disaster 
risk reduction lies in its policies and practices towards supporting research and 
development. DRR STI is just one component of larger R&D efforts, which also support 
every other aspect of sustainable development (healthcare, manufacturing, 
transportation, communications, commerce, etc.). But as a subset, it is important that 
such efforts remain aligned, and that planning efforts remain cognizant of programs and 
practices for R&D. 

 
 

28 Shaw R., Lu L., Lian F. 2017. Science Technology Plan for Disaster Risk Reduction: Asian and 
Pacific Perspectives. ICSU and IRDR. Beijing, China. http://bit.ly/2kcYgYw. 

http://bit.ly/2kcYgYw
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Case Study: Government of Chile Research and Development 
 

Chile leads the OECD countries in terms of the percentage of DGP spent on disaster 
losses each year (approximately 1.2%). Motivated by this high level of risk, the 
government of Chile convened a group of experts to prepare a national Research, 
Development, and Innovation (R&D+I) strategy for Disaster Resilience in 2015. The 
group was called by the acronym CREDEN (Commission for Natural Disaster 
Resilience), and included more than 80 experts from academia, the public and private 
sectors, NGOs, and the armed forces. 

 

In December of 2016, CREDEN released the R&D+I Roadmap, which included five 
enabling conditions and 14 tasks. The roadmap identified a cost of implementation that 
totaled US$914 million over a period of 20 years, but this is expected to save 
approximately US$106 million in losses which gives the plan an expected cost-benefit 
ratio of 2.32. 

 

Included in the roadmap is the creation of a National Institute of R&D+I for Disaster 
Resilience (ITReND), which will oversee implementation of the strategy. 

 

Development of the CREDEN strategy required alignment with two sets of Chilean 
policy instruments. 

 

1. The first is the National Policy for Disaster Risk Management, which is linked with 
the Sendai Framework. This recognizes the DRR role of the State, but affirms the 
responsibilities of local governments, the private sector, and academia, among other 
relevant stakeholders in this endeavor. The Sendai Framework highlights the role of 
STI for DRR and resilience and this was incorporated in the Chilean National Plan in 
the form of a specific objective (to further develop the scientific capacities of the 
country). 

2. The second is the Strategy for Science, Technology, and Innovation. The National 
Council of Innovation for Development (CNID) is the state institution charged with 
this strategy’s drafting, and its objective is to define a roadmap for STI development. 
This plan aligned the DRR efforts at that early stage by defining one of the priority 
areas that guide STI efforts to be disaster resilience. 

 

The CREDEN strategy therefore has a two-fold general objective: To use STI to achieve 
a higher standard in physical and social community natural hazard resilience, and to 
make the Chilean expertise in dealing with disasters a differentiating innovative and 
sustainable advantage for the country. 

 

The Commission planning process lasted a full year, from January through December 
2016. Four goals were addressed through the strategy development process: 
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Case Study: US Subcommittee on Disaster Reduction of the Committee on 
Environment, Natural Resources, and Sustainability, of the National Science 
and Technology Council 

The US National Science and Technology Council (NSTC) is the principal means by 
which the US Government coordinates inter-agency (cross-government) science and 
technology policy. Among its many objectives, the NSTC is tasked with establishing 
clear national goals for Federal science and technology investments. To carry out its 
policy work, the Council is organized into five committees: 
 
1. Environment, Natural Resources, and Sustainability 
2. Homeland and National Security 
3. Science, Technology, Engineering, and Mathematics (STEM) Education 
4. Science 

5. Technology 
 
Each of these committees oversees subcommittees and working groups focused on 
different aspects of science and technology. 

 
 
 

 
 

As with all planning instruments, strategies, and frameworks, endorsement by high-level 
government officials is a requirement for success. Because STI for DRR is a cross- 
cutting policy goal that spans almost all ministries or departments, there is much to be 
gained by linking efforts to the highest office in government. The national strategy is an 
easy way to achieve that link. 

 

 
 
 

29 De La Llera, Juan Carlos, Felipe Rivera, Magdalena Gil, and Ursula Schwarzhaupt. 2018. Mitigating 
Risk Through R&D+Innovation: Chile’s National Strategy for Disaster Resilience. 16th European 
Conference on Earthquake Engineering. http://bit.ly/337jk4f 

1. To improve the physical and social disaster resilience of the country; 

2. To develop cost-effective tools to assess the response, risk, and resilience of 
physical and social systems; 

3. To deepen the understanding of the physical processes associated with natural 
hazards as well as physical and social exposure; and 

4. To transform the reduction of natural disasters into a sustainable innovative 
advantage of national development. 

 

The R&D+I Strategy for Disaster Resilience was presented to the President of Chile on 
December 20th, 2016. The final document, Toward a Disaster Resilient Chile: An 
Opportunity (CREDEN 2016), contains the roadmap to increase resilience to natural 
disasters through STI. It was structured around fourteen tasks describing the medium- 
and long-term guidelines for science, technology, and innovation on disaster resilience 
in the country.29 

http://bit.ly/337jk4f
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Within the President’s Office (the White House) is the Office of Science and Technology 
Policy (OSTP). This office advises the President on policy formulation and budget 
development for STI-related issues, and then articulates the President’s STI policy and 
programs. The connection with NSTC is that the Director of OSTP manages the NSTC. 

 

Within the NSTC Committee on Environment, Natural Resources, and Sustainability is 
the Subcommittee on Disaster Reduction (SDR). SDR was chartered in 1988, to 
provide a unique national-level forum for information sharing, development of 
collaborative opportunities, formulation of science- and technology-based guidance for 
policy makers, and dialogue with the national policy community to advance DRR 
strategies. The SDR advises the White House Office of Science and Technology Policy 
(OSTP) and others about DRR resources. 

 

The National Preparedness Science and Technology (NPST) Task Force was chartered 
under SDR in November of 2014 to integrate STI into all facets of national 
preparedness. The Task Force was charged with assessing national STI opportunities 
and to design a structured process to identify and prioritize efforts for STI program 
planning between the STI communities and the DRR communities. This represents a 
new approach to joint planning that is done to increase the likelihood that STI outcomes 
are relevant to the needs of the DRM stakeholders. It is felt that joint planning between 
these two communities adds value toward meeting the respective missions of each, 
which could not otherwise be achieved through independent planning efforts. 

 

In 2005, SDR published a set of Grand Challenges for Disaster Reduction based 
primarily on input from scientists who work on disaster-related topics. The National 
Preparedness Science and Technology Task Force built on the Grand Challenges effort 
by engaging the national preparedness community as well. Six teams of subject matter 
experts were assembled to assess STI opportunities to better prepare for hazards and 
disasters. Six cross cutting STI development areas were identified by the Task Force. 
These include: 

 

1. Improve Public Communication of Warnings and Advisories 
STI capabilities in this category aid the development of new approaches, tools, and 
platforms to communicate accurate and timely information to the public. This 
category includes research into social science, risk communication, communications 
technology, and education and outreach. 

 

2. Enhance Fundamental Understanding of Hazards 
This category includes research exploring the underlying principles and processes 
that generate hazards. Federal S&T efforts advance research that support and 
advance an understanding of how physical, chemical, biological, natural, or social 
processes occur. 



Page 147  

 

 

3. Improve Event Characterization and Risk Assessment 
These applied research activities help emergency managers and decision makers 
understand risks associated with potential hazards (e.g., by mapping where hazards 
are most likely to occur and predicting their magnitude) and provide tools to 
characterize an event as new information and data become available. 

 

4. Enhance Observations, Modeling, and Data Management 
The National government maintains a wide range of hazard-focused Earth 
observations. These observations and associated technology increase the ability of 
scientists and managers to detect changes in the environment, develop models to 
advance predictive capabilities, and deploy capabilities to manage data and 
information resources to make them more useful to emergency managers and 
decision makers. 

 

5. Develop Technology for Safer, Effective, and Timely Response and Recovery 
Advances in response and recovery technology provide emergency managers and 
responders with the tools needed to safely and quickly make decisions and operate 
in a potentially dangerous situation. STI research activities include new technology 
development, such as improving protective equipment, as well as protocols and 
guidelines to ensure that emergency managers and responders take actions 
necessary to protect themselves and others. 

 

6. Integrate Science into Preparedness Decisions 

The focus of this category is ensuring that decision makers, including emergency 
managers, have the most accurate, relevant, and timely information necessary to 
make decisions and that it is communicated in highly useful ways. Improvements in 
products or educational tools that ensure decision makers have access to the best- 
available scientific information across all five mission areas is an important 
contribution from the science and technology community. “30 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

30 Executive Office of the President of the United States. 2016. Identifying Science and Technology Opportunities for National 
Preparedness. Subcommittee on Disaster Reduction of the Committee on Environment, Natural Resources, and Sustainability 
of the National Science and Technology Council. December. http://bit.ly/2k3pzUS. 

http://bit.ly/2k3pzUS
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ANNEX: E-Resilience 
 

E-resilience initiatives across the globe are designed to support the various phases of 
disaster risk management and response. Given that some disasters such as floods, 
cyclones and typhoons, and droughts are transboundary in nature, inter-regional and 
global data sharing and coordination among concerned countries and regions are crucial. 

 

E-resilience and its linkages to ICT and E-government 
 

Resilience is “ability of a system, community or society exposed to hazards to resist, 
absorb, accommodate to and recover from the effects of a hazard in a timely and efficient 
manner, including through the preservation and restoration of its essential basic 
structures and functions”. 

 
E-resilience is ICT contributions to resilience, particularly at the community level. In other 
words, e-resilience is the use of ICTs during all phases of disaster risk management — 
prevention, reduction, preparedness, response and recovery — towards reducing risk and 
impact and maintaining the gains made towards sustainable development, including 
through e-government. Social media and its various uses are also critical for e-resilience. 

 
E-resilience guiding principles 

 

 
Mainstreaming e-resilience within e-government framework 

 
o From a development perspective, mainstreaming e-resilience in all phases of 

disaster management requires concerted efforts by various actors in myriad 

sectors, as well as coherent policy and a sound budget. 

o From a public administration perspective, internal mechanics of governments and 

State capacity are important in mainstreaming e-resilience into e-government 

frameworks. Mediating factors between formal and information institutions, such 

as management practices, task structures and standard operating procedures as 
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well as the organizational, institutional and technological change across various 

layers of government, play a critical role. 

o Also significant is the degree of embeddedness of public and disaster policies in 

e-government initiatives and the extent to which they can benefit the public sector. 

Finally, central government leadership in promoting and implementing e-resilience 

initiatives is paramount. 

o To ensure that no one is left behind, Member States, the private sector, civil society 

organizations and various other partners should ensure that e-resilience initiatives 

reach the vulnerable groups, including those in remote and rural areas. 

o E-resilience and sustainable development are highly interrelated. E-resilience and 

the use of ICTs in disaster risk management are part of key e-government 

initiatives and, used together, can support both the Sendai Framework and the 

2030 Agenda for Sustainable Development. Artificial Intelligence, its associated 

digital technologies, space technology applications and geo-spatial technologies 

can buttress e-resilience initiatives contributing to all phases of disaster risk 

management. 

Three key recommendations for policymakers and practitioners working at the 
intersection of e-resilience and disaster risk management are the following: 

 

1. Systematic and sustained efforts towards e-resilience 
a. Knowing the specific disaster risks, and degrees and types of 

vulnerabilities is critical to designing and implementing appropriate e- 
resilience initiatives. If a country is on the path of seasonal cyclones or 
on a seismic zone, for instance, preparedness as well as measures for 
risk prevention and reduction will be different. 

b. Risk and vulnerability assessment is expected to identify infrastructure, 
data, applications, facilities and communities at risk, which will help 
design and improve e-resilience initiatives. 

c. Coherent and integrated ICT and disaster risk management policies 
should clearly map out organizational roles and responsibilities, 
including between central and local administrations. 

d. They should include budget allocations and division of tasks related to 
follow-up, monitoring and evaluation. 

e. They should harness and hone the instrumental role of emerging 
technologies for sustainable development. Systematic and sustained 
efforts will help mainstream disaster risk management for the 
implementation of both the Sendai Framework of Action and the 2030 
Agenda for Sustainable Development. 

 

2. Awareness raising, participation and capacity development 
a. There are capacity-building programmes, which assist government 

officials and partners in e-resilience, but awareness of disaster risks 



Page 150  

 

 

and e-resilience could be raised among ICT and disaster 
management authorities. 

b. Awareness-raising on emerging technologies, such as IoT, big data 
and cloud computing, deserves systematic support from international 
and regional partners, including the private sector, civil society and 
academia. 

c. There is also a need to go beyond tried-and-tested approaches and to 
include all citizens, in addition to technical experts, in a polycentric 
manner. Seeking and obtaining community buy-in early on, an 
approach which some have likened to “citizen science”, is pivotal to 
the provision of extensive and real-time information for risk 
management (Paul and others, 2018). 

d. Such concerted efforts can prompt increased investment in e- 
resilience initiatives, including resilient infrastructure development 
and early warning systems. They can also ramp up ownership by 
linking knowledge management with resilience. 

 

3. Sharing of good practices and lessons learned across the globe 
a. Some disasters, such as floods, cyclones/typhoons and droughts are 

transboundary in nature. Glacial lake outbursts or monsoon rains 
upstream will have devastating impact in downstream areas and 
countries. 

b. Information and data sharing, coordination and cooperation in e- 
resilience among concerned countries are of utmost importance. 

c. Smaller economies might not have sufficient budgets or government 
manpower to take charge of all the phases of disaster risk 
management for all hazards. 

d. Resources such as remote sensing data collection and analysis could 
be supported through partnerships and global and regional 
cooperation. 

 

Governance approaches to resilience building 
 

Arabella Fraser and Amy Kirbyshire (2017). Supporting governance for climate resilience 
Working with political institutions. Working Paper 517, Overseas Development Institute 
https://www.undp.org/content/undp/en/home/librarypage/sustainable-development- 
goals/institutional-and-coordination-mechanisms---guidance-note.html 

 

Multi-stakeholder governance 
The involvement of diverse stakeholders across sectors, scales and stakeholder groups 
in decision-making is a central tenet of governance for resilience, and this can take 
different forms. Multi-stakeholder governance refers to a governance structure that brings 
together different partners across scales and/or sectors in dialogue, decision-making and 
implementation of solutions in a coordinated and integrated manner (Djalante et al., 

https://www.undp.org/content/undp/en/home/librarypage/sustainable-development-goals/institutional-and-coordination-mechanisms---guidance-note.html
https://www.undp.org/content/undp/en/home/librarypage/sustainable-development-goals/institutional-and-coordination-mechanisms---guidance-note.html
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2011). It typically includes a mix of both state and non-state actors, and often includes 
greater participation by groups affected by decisions. It should help to ensure that 
decisions are responsive to local concerns and to changing circumstances, which is 
important for addressing unpredictable, evolving and locally experienced shocks and 
stresses. 

 
Djalante, R., Holley, C. and Thomalla, F. (2011) Adaptive governance and managing 
resilience to natural hazards, International Journal of Disaster Risk Science, 2 (4): 1–14. 
doi:10.1007/s13753-011-0015-6. 

 
Participatory governance 

 
Participatory governance is a people-centered approach to governance that includes 
citizens, or representatives of a particular group of citizens, in decision-making which 
affects them, enabling decisions to take into account the specifics of a given context 
(Collins, 2009). Through participatory processes, such as discussion groups and 
workshops, people collaborate in determining the objectives and processes by which 
resilience policy will be delivered in their local area (Forsyth, 2013). 

 

Collins, A.E. (2009) Disaster and development. Abingdon: Routledge. 
Forsyth, T. (2013) Community-based adaptation: a review of past and future challenges, 
Climate Change, 4 (5): 439–446. 

 
Community-based governance 

 
Empowering communities to participate in the governance of their own risk reduction has 
become a mainstay of DRR efforts, reflecting the trend toward participatory and 
community-based approaches in development (Jones et al., 2013). Community-based 
governance is a form of participatory governance that often focuses on building resilience 
for the most vulnerable and lowest-income groups in society, in recognition of the fact 
that they are disproportionately affected by disaster and climate change. It has gained 
traction as it has become increasingly clear that top-down institutional approaches to 
resilience building have fallen short, particularly in failing to adequately take into account 
the specifics of local contexts (Collins, 2009). 

 
Jones, S., Aryal, K. and Collins, A. (2013) Local-Level Governance of Risk and 
Resilience in Nepal, Disasters, 37 (3): 442– 467. doi:10.1111/disa.12006. 
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2.1 : Extending Our Reach, Expanding Our Capabilities 
 

In this first section of Part 2, 
materials explore a range of 
machines, devices, and other 
technological advancements 
and innovations that have 
allowed humans to extend their 
physical reach and operational 
capabilities. Public sector 
organizations are party to an 
expanding catalog of such 
options as they advance efforts 
to prepare for, mitigate and 
prevent, respond to, and 
recover from a wide range of 
disasters. The nature of this 
capacity-enhancing assistance is highly-varied, and includes the ability to physically 
enter places too dangerous, inaccessible, or constraining for a human body; traveling to 
areas cut off from standard transportation options; lifting, carrying, and otherwise 
transporting goods of large volume or mass; and hearing, seeing, or otherwise sensing 
any manner of conditions from distance, depth, height, or obstruction. 

 

There are three categories of emerging technology and innovation that are addressed in 
this section, including: 

 

• Unmanned Vehicles 

• Robots 

• Remote and In-Situ Sensing Systems 

 

2.1.1 : Unmanned Vehicles 
 

An unmanned vehicle is one that, whether powered or unpowered, is capable of 
traveling by one or more modes of transport but has no human operator physically on 
board. Unmanned vehicles are often called drones, the result of first coming into 
widespread use as military targets in the early 20th century. While most often 
associated with a capability of flight, unmanned vehicles may be air-, land-, water-, and 
even space-based. 

 
A great many unmanned vehicles are sold on the recreational market, but their 
commercial and public sector use is increasing exponentially as new ways to exploit 
their remote sensing, payload delivery, and other capabilities are discovered, including 
in the DRR context.  In a technical sense, many unmanned vehicles use the same 
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physics principles as manned vehicles use to achieve movement, but other than in rare 
exceptions (typically where non-piloting humans are transported by the vehicle, such as 
a driverless car) they do not possess 
many similarities in appearance. 

 
The lack of any on-board pilot, 
achieved using remote, semi- 
autonomous (computer assisted), or 
fully autonomous operation, is what 
gives these vehicles their unique 
utility and value. In terms of their 
relevance to the disaster risk 
reduction context, the range of 
identified opportunities to use 
unmanned vehicles has experienced 
explosive growth in recent years. 

 
In the American Red Cross 
guidebook Drones for Disaster 
Response and Relief Operations, five ‘compelling humanitarian, safety, and economic 
reasons to use drones before and after disasters’ are cited, including:1 

 

• Drone technology can reduce disaster worker, claims adjuster, and risk engineer 
exposure to unnecessary danger 

• Drones enhance the effectiveness of responders 

• Drones provide unique viewing angles not possible from manned aircraft 

• Drone technology is highly deployable 

• Drone technology is cost-efficient 

 

These benefits can largely extend to disaster risk reduction before and after disaster as 
well. 

 
Unmanned Vehicle Sales and Use Trends 

 
Unmanned vehicle sales and use continue to skyrocket as capabilities like operational 
range, endurance (flight time), carrying capacity, maneuverability and ease of use, and 
others improve in conjunction with falling prices. At the present time, an amateur 
camera drone can be purchased for under US$1000. A small professional camera 
drone costs between $3000 and US$10,000, and the cost of a professional camera 
drone capable of holding a large camera ranges from $10,000 and up. 

 
 

 

1 American Red Cross. 2015. Drones for Disaster Response and Relief Operations. April. http://bit.ly/2ov4ntf. 

http://bit.ly/2ov4ntf
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Through the efforts of both public and private research and development efforts, 
discovery and/or development of new applications for unmanned vehicles is occurring in 
almost every sector. From conservation to construction, and from defense to disaster 
relief, unmanned vehicles are solidifying their place. The result has been a tremendous 
increase in global market value for the technology, which has in turn generated even 
more capital for research and development to support yet more applications. 

 

Figure 1Commercial drone hardware unit shipments and revenue, actual and projected, worldwide 

2016-2025. Source: Tractica. 2019. Drones for Commercial Applications. http://bit.ly/2VqubCI. 

 
Whereas military autonomous vehicles have advanced to the point of having all of the 
capacities of tactical military aircraft and land and sea vehicles, with the associated 
costs, the capacity advancement for civilian autonomous vehicles is more modest. 
Civilian autonomous vehicles are generally smaller, have a shorter range, and a shorter 
operational (flight) time. At the same time, they don’t need the same highly-specialized 
electronics (e.g., to avoid detection). The result is that the civilian market has benefitted 
from many of the technological advancements without requiring the same purchase 
cost. This combination of versatility and low acquisition and operating costs has 
allowed governments of all sizes to acquire them and integrate them into their 
operations where enhancement is possible. 

 

The Unmanned Vehicle System 
 

Knowledge of how ab unmanned vehicle functions is helpful in the process of 

http://bit.ly/2VqubCI
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determining how they may best be used to support DRR and resilience-building efforts. 
 

The vehicle itself is just one part of a comprehensive system, and every component in 
this system is equally vital to its operation. In fact, unmanned vehicles are increasingly 
being referred to by names or acronyms that recognize the importance of the larger 
systems dependencies. For example, aerial drones are often called Unmanned Aerial 
Systems (UASs) or Remotely Piloted Aircraft Systems (RPASs). 

 
The standard components of an unmanned vehicle system include: 

 
1. The Unmanned Vehicle 

a. Frame 
b. Propulsion 
c. Power supply 

(sometimes called the 
‘platform’) 

d. Computing system 
(sometimes called 
‘intelligence’) 

e. Sensors 
f. Communications 

2. The Operator (sometimes 
called the ‘pilot’) 

3. The Control Center 
(operational control (e.g., joystick), health, status (e.g., location, heading, 
speed), navigation 

4. The Control Link (antennae, transmitters, receivers, repeaters, power 
sources) 

5. The Payload (sensors, delivery systems, communications equipment, 
operational equipment) 

 

Each of these five components is detailed. 
 

1. The Unmanned Vehicle 
 

Unmanned vehicles come in many different shapes and sizes 
which are influenced first and foremost by their domain and 
then by their purpose. The most common domains in which 
they operate include: 

 

• Air (Unmanned Aerial Vehicle (UAV)) 

Unmanned aerial vehicles, or UAVs, have been developed using a variety of 
airframes. While the most common is a box-shaped or hexagonal multi-rotor 
helicopter (e.g., a quad-copter that has four upward or downward facing 
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rotors), there are many other shapes and some even resemble common 
manned aerial vehicles. The most common airframes include: 

 
o Rotary-winged (copter) 
o Jet 
o Forward or rear-facing rotor, fixed wing (Airplane) 
o Glider 
o Lighter-than-air airframe (balloon, blimp, dirigible) 
o Rocket 

o Flapping 
 

• Ground (Unmanned Ground Vehicle (UGV)) 

Unmanned vehicle that is primarily land-based. UGVs may use tires, treads, 
rails, legs, and other methods of movement to get around, but generally 
remain in contact with the ground. 

 

• Water (surface) (Unmanned Surface Vehicle (USV)) 

Unmanned vehicle that travels primarily on the surface of the water, like a 
boat. May use a propeller (above or below water), jet propulsion, a sail, or a 
hull that exploits wave energy. 

 

• Water (submerged) (Unmanned Underwater Vehicle (UUV) or (Remotely 
Operated Vehicle (ROV)) 
Unmanned vehicle that travels primarily below the water surface, typically 
using a reverse-facing propeller like a torpedo or submarine or jet propulsion. 
Some UUVs use ballast to support up or down movements. 

 

• Space 
Space-based drones remain in the experimental phase of development. 

 
Unmanned vehicles in these categories come in a range of body sizes, which range 
from very small to very large. While there is no standard of measure, one 
categorization of body sizes includes: 

 

• Micro: having a mass of less than 1 gram 

• Nano: up to 50cm 

• Small: From 50cm to 200cm; can be handled by one person 

• Medium: Smaller than light air, land, or sea vehicles, but typically need to be 
transported and lifted by two people 

• Large: Too large to be carried 
 

Frame construction varies based on anticipated operational requirements, weight 
limitations, environmental conditions, and other factors. Very lightweight aerial vehicles 
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may be constructed from balsa wood, for example, while underwater unmanned 
vehicles that need the capability to dive to extreme, high-pressure ocean depths, will be 
constructed of a strong metal. 

 
Drive mechanisms differ considerably. Depending on the type of propulsion utilized, 
steering may be achieved using the propulsion system itself or employ a distinct 
directional system. For instance, a rotary-winged vehicle (e.g., quadcopter) will 
distribute power to the various rotors to move in different directions (up, down, rotate, 
forward, backwards, side to side), while a fixed-wing aircraft may use a rotor to provide 
forward propulsion and servo-driven wing flaps to change the direction of movement. 
Some UUVs use three or more systems to move, including rotor propulsion to move 
forward, servos to operate steering fins, and ballast to control up and down movement. 
In most cases, movement systems mimic those that exist in similar piloted vehicles. 

 
Actuators are what control propulsion, steering, sensors, and any other payloads. For 
instance, a digital electronic speed controller is an actuator that will control the rotation 
speed (revolutions per minute or RPM) of a rotor. Actuators will also control arms or 
clamps that pick up and release packages or change the position and direction of 
cameras. 

 
Unmanned Vehicle Power Source 

 
There are multiple options for powering an unmanned vehicle. Several factors go into 
determining the type of power supply employed, with the goal being to maximize 
attributes that best serve the unique needs of the vehicle. Options for power supply, 
and examples of benefits and weaknesses, include: 

 

• Energy Accumulator (battery - typically lithium polymer-based (Li-Po)) 

o Benefits: smaller engine and power source size; little to no engine 
noise; reduced maintenance requirements. 

o Weaknesses: shorter flight time; dependence on access to energy 
source for charging; not appropriate for larger vehicles. 

 

• Photovoltaic Solar Cells 

o Benefits: power supply limited only by the availability of sunlight; 
decreased operational costs; potential for increased operational 
endurance; often lighter-weight than other energy sources; fewer 
supply-chain dependencies. 

o Weaknesses: Typically, a low power output given power generation 
limitations; does not work at night or in overcast conditions without 
power storage (batteries), may influence frame shame given the need 
for surface space on the vehicle. 

 

• Internal Combustion Engine 



Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 159 

 

 

 

 
o Benefits: can operate in almost any condition where oxygen is present; 

produce a significant amount of energy; flight time limited only by the 
amount of gasoline that can be carried. 

o Weaknesses: May be extremely loud; are generally less energy 
efficient than other options, and are less stable so often unsuitable for 
applications that require precision throttle changes. 

 

• Wind 

o Benefits: Cost-effective; reduced vehicle weight requirements; 
endurance limited only by availability of wind. 

o Weaknesses: Unpredictable and unreliable availability of energy; can 
only be used on select vehicle types. 

 

• Lighter-than-air Gases (heated air, helium, hydrogen) 
o Benefits: Most simple energy design element; may be coupled with 

other energy sources that power propulsion or steering mechanisms 
(e.g., dirigible). 

o Weaknesses: require large yet lightweight body designs; appropriate 
only for aerial vehicles; only provide lift; are not easily controlled. 

 

• Dry fuel (rocket) 
o Benefits: Enable propulsion in low- or no-oxygen environments 

including space; provide very high thrust; generally stable energy 
source. 

o Weaknesses: Technology not widely available outside of military 
applications; more difficult to control (cannot be throttled); may require 
destruction of the vehicle. 

 
• Liquid Hydrogen (and other liquid rocket fuels) 

o Benefits: Allows for throttling; may be designed to enable long 
operational time; allow for refueling; stable energy source. 

o Weaknesses: Technology not widely available outside of military 
applications; vehicles more difficult to control. 

 
Unmanned vehicles will often use a combination of energy sources to address varied 
functions or to increase efficiency. For instance, battery power may be used for 
directional maneuvering systems (steering) while gasoline is used for propulsion 
(thrust). In some instances, one power source is used to support another, such as 
when gasoline engines are used to charge batteries to power battery-driven rotors. 

 
Computing 

 
Onboard computers control the vehicle’s movement. Computers may respond directly 
to commands from an operator, may use onboard sensors to control flight, or employ a 
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combination of the two. For fully autonomous vehicles, the computer is referred to as 
the vehicle’s ‘intelligence’ due to the artificial intelligence program that is typically 
employed. In small UAVs, the onboard computer is called the Flight Controller, and 
specifically when in autonomous mode, the Flight Controller Board (FCB) or autopilot. 

 
Obstacle Avoidance Systems (OASs) are a common component of on-board computing 
systems in mid- to high-end unmanned vehicle systems. These permit the vehicle to 
prevent collisions or allisions even when an operator is giving the vehicle instructions 
that will lead to the crash. A related system typically used in aerial vehicles is a Fly- 
Away Protection System, which protects the vehicle from leaving a set of established 
flight parameters. If it extends beyond the range of communications or if it loses the 
signal for any other reason, it will return to its point of departure or immediately land 
when this type of system installed. Other examples of operational control programs that 
may be included in an unmanned vehicle include: 

 

• Self-level: attitude stabilization on the pitch and roll axes. 

• Altitude hold: The aircraft maintains its altitude using barometric or ground 
sensors. 

• Hover/position hold: Keep level pitch and roll, stable yaw heading and altitude 
while maintaining position. 

• Headless mode: Pitch control relative to the position of the pilot rather than 
relative to the vehicle's axes. 

• Auto-takeoff and auto-landing (using a variety of aircraft or ground-based 
sensors and systems) 

• Failsafe: automatic landing or return-to-home upon loss of control signal 

• Return-to-home: Fly back to the point of takeoff (often gaining altitude first to 
avoid possible intervening obstructions such as trees or buildings). 

• Follow-me: Maintain relative position to a moving pilot or other object. 

• GPS waypoint navigation: Navigating to an intermediate location on a travel path. 

• Orbit around an object: Similar to Follow-me but continuously circle a target. 
 

Software systems, or the ‘flight stack’ as it is often called on a UAV, is the computer 
code that operates the computing systems and hardware. Software may be 
commercial-off-the-shelf and pre-programmed into the vehicle, or custom-designed for 
more unique operational purposes. 

 
Sensors 

 
Onboard sensors serve multiple purposes. First and foremost, they collect information 
about the vehicle’s operational conditions, which might include position (location, 
distance from other objects, elevation, hill grade, depth), movement (speed, direction, 
acceleration), or environment (air pressure, wind, current, precipitation, air/water 
temperature, light). Sensors will also measure the health and status of the vehicle itself, 
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most important being that of the power source(s) but also signal strength and distance 
from the operator. Onboard sensors that provide this information regarding movement 
are referred to as ‘Degrees of Freedom’ (DOF), and the number of sensor data points 
corresponds to the number of degrees of freedom possessed by the vehicle. Higher 
DOFs typically indicate a more technologically advanced device or vehicle. 

 
Sensors are also used by payload components, as described in the following 
paragraphs. These are attached to the vehicle to measure external conditions which 
generally have little to no bearing on the vehicle operation. Their purpose is to collect 
data that is recorded or transmitted, and which is the purpose of the vehicle’s mission. 
Transport of these sensors is often the purpose of the unmanned vehicle. Examples 
include photography, infrared, LiDAR, and SONAR, among others. 

 
Communications 

 
The onboard communications system is what enables commands to be received by the 
vehicle, and data and information from sensors to be transmitted from it. The range of 
this system generally dictates the range of the vehicle (though environmental conditions 
and power source will also play a large role). Onboard communications systems are a 
component of the ‘Control Link’, and consist of a transmitter, a receiver, antennae, and 
a power source. 

 
2. The Operator 

 
The operator is the second major component of an 
unmanned vehicle system. The role of the operator can 
vary considerably depending on the type of vehicle, the 
type of mission, and the type of operation. 

 

There are multiple categories of operation, which differ 
according to the role of the operator and differ in terms of 
how direct the control of the vehicle is. These include: 

 

• Piloted operation 

The operator tells the vehicle how to operate and the vehicle responds. Crash 
avoidance systems and other programs may intervene, but generally the vehicle 
will do exactly what the operator instructors without incorporating feedback from 
sensor data.  This is often called an ‘open-loop control architecture’ 

 

• Direct automation 

The vehicle will take commands from the operator and use its own onboard 
sensors and other information to act on that information. For instance, the 
vehicle may reduce speed to account for slope or tailwind. This is often called a 
closed-loop control architecture. 



Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 162 

 

 

 
 
 

• Flight path 

The operator will give the vehicle a destination or a path of travel, and the vehicle 
will use its own sensors and computing system to travel. 

 

• Autonomous operation 

The vehicle will use onboard computing to make all movements and actions as 
dictated by onboard computing systems or using a set of general objectives and 
rules provided by the operator. 

 
Training is the main limiting factor for operator availability. Each vehicle system has its 
own software, hardware, maintenance, and piloting requirements. Poor or nonexistent 
training in any of these areas can result in damage to or loss of the unmanned vehicle, 
damage to property, failed missions, or even injuries or fatalities. Operators must also 
be aware of laws and regulations that restrict unmanned vehicle use, and which often 
vary by municipality. 

 
3. The Control Center 

 
The control center is the device or the facility used by 
operators to guide or instruct the unmanned vehicle or 
vehicles.2 The control center likewise informs the operators 
of conditions captured and reported by the unmanned 
vehicles sensors. Oftentimes an on-screen display will allow 
the operator to see from the vehicles ‘point-of-view’. 

 

The nature of the control center is determined by the vehicle and the mission. Many 
small and medium-sized commercially-available unmanned vehicles incorporate 
existing technologies for piloting control, such as a smart phone or a tablet device, while 
others include imaging devices including visual headsets that provide a virtual reality 
first-person point-of-view capability. 

 
Control is considered either within the visual line of sight, or Beyond Visual Line of Sight 
(BVLOS) (as dictated by whether the operator can observe the vehicle directly). 
Regulations restricting the use of BVLOS vehicles exist in most countries and are 
limited to specific operator classifications or licenses. 

 
4. The Control Link 

 
The control link is the part of the system that enables communication between the 
control center and the onboard computer. The nature of the control link will often be 
dictated by the range requirements of the vehicle or the mission (how far the vehicle 

 

2 In the case of UAVs, the control center is called the Ground Control Station (GCS). 
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must travel from the operator or the today distance traveled from the point of departure). 
The control link is sometimes called the ‘command and control’, or C2. 

 
In cases where drones must fly great distances, repeater 
systems that allow the signal to travel long distances may be 
used. Satellite systems or cellular networks may be used as 
well. For many years, most unmanned vehicles used simple 
narrow-band radio transmission, which resulted in the 
acronym “RC- Vehicles” meaning ‘radio-controlled’. 
However, the amount of data, which often includes video 
feeds, mandated that systems with increased capacity be 
used. As such, broadband radio links capable of 
transmitting large quantities of data in multiple directions, and which can be encrypted 
and transmitted over the internet, are used. 

 
In coming years, the use of Fifth-Generation Cellular (5G) is expected in expand the 
capability of many devices, including unmanned vehicles. Ongoing limitations with the 
range of 5G transmission, as described in Section 2.3, currently limit its applicability. 

 
Transmission may be made from any of the following: 

 

• Ground control (a human operating a radio transmitter / radio receiver, or a 
smartphone, tablet, or laptop capable of transmitting) 

• Remote network system (satellite, cellular, mesh networks and others) 

• Relay (often another aircraft, typically manned, that is serving as a relay or 
mobile control station 

 

5. The Payload 
 

A payload is anything that is attached to or transported by the 
vehicle for a purpose. Examples of payloads include: 

 

• Sensing equipment 
The sensing equipment on board will dictate the data 
that can be collected. Examples of sensors commonly used on an unmanned 
vehicle include: cameras; electro-optical (EO) sensors that detect light into a 
digital signal; Infrared (IR) sensors, which detect heat; LiDAR (also called 
LADAR) which uses lasers to calculate distance for the purposes of making 
highly-detailed 3-D maps; electromagnetic sensors for assessing structural 
stability and damage; synthetic aperture radar (SAR) which can provide detailed 
imagery in the day or at night, and through clouds or smoke; dosimeters for 
measuring radiation and other ‘sniffers’; weather-specific sensors; and others. 

 

• Material to deliver 
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Materials delivery might include relief supplies to impacted populations, 
prevention and prophylactic supplies like vaccines and water treatment devices, 
or post-disaster response equipment such as automatic electronic defibrillators. 
Some of the larger UAVs, even those that are aerial, can be the same size or 
even larger than standard vehicles, and may be adapted to carry people or very 
large cargoes. 

 

• Communications equipment 

An unmanned aerial vehicle can be used to either communicate directly, using 
speakers, lights, wireless signals, or other methods of relaying a spoken or 
written message, or to support communications by supplementing or supplanting 
communication infrastructure by acting as a repeater (UHF or VHF radio 
communications, FM radio transmission, wireless internet, and cellular.) 

 

• Operational equipment 

Unmanned vehicles can help responders to perform tasks that are otherwise too 
dangerous or difficult for humans to perform. For instance, they can be used to 
fight fires in high-rise buildings that regular ladder trucks cannot reach, using 
high-pressure hoses for water or flame-retardant chemicals. They can also carry 
large buckets (called ‘Bambi buckets’) to drop water or other chemicals on 
wildfires. (e.g., firefighting equipment, lifting equipment, payload release or 
delivery system) 

 

A vehicle’s payload capacity is a measure that is used to communicate the size and 
weight of equipment or other materials that it can carry. This is most relevant with aerial 
vehicles which require significant lift capability to carry even small items like cameras. 

 
Using Unmanned Vehicles to Support DRR and Resilience 

 

Unmanned vehicles can support almost every aspect of disaster risk reduction in some 
form or fashion given the variety of operational capabilities they possess. It is the ability 
to use these vehicles to perform work that is otherwise tedious, inaccessible, or 
dangerous – categories that a great many aspects of disaster risk reduction fall into - 
that enables them to be such a strong supporting technology. Support may be 
categorized as follows: 

 

• Hazard Mapping, Monitoring, and Detection 

• Situational Awareness, Decision Support, and Damage Assessment 

• Communication Infrastructure Support 

• Operational Functions 

o Delivery of Supplies, Equipment, and People 
o Firefighting 

o Search and Rescue 
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Hazard Mapping, Monitoring, and Detection 
 

Hazard mapping, monitoring, and detection are three functions that have historically 
required the dedication of a huge amount of funds and manpower. For this reason, 
many countries, developing and developed alike, do not have uniform coverage for 
hazard mapping or monitoring, and detection capabilities are perhaps a fraction of what 
is possible. In many countries, even those with advanced emergency management 
capacities, hazard maps are still hand drawn due to a lack GIS data or satellite imagery. 
The growing access to unmanned vehicles is helping to change these trends because 
this technology – especially in the aerial domain – is particularly well-suited for 
supporting the mapping, monitoring, and detection missions. Coupled with concurrent 
advancement in assessment technologies and innovations, the influence on risk 
reduction and resilience is remarkable. 

 
Exposure information is vital to the risk assessment process. Using the variety of 
sensors available, as previously described, stakeholders are deploying unmanned 
vehicles to study the exposure and determine the risk associated with a growing 
number of hazards, which includes: 

 

• Wildfires 

• Landslides 

• Floods 

• Coastal Erosion 

• Drought 

• Heatwaves 

• Earthquake fault zones 

• Volcanoes 

• Avalanches 

• Land subsidence 

 

Unmanned vehicles are similarly used to assess vulnerability to people, agriculture, and 
infrastructure. Homes, building stock, and key assets like power plants and dams can 
be assessed using 3-D visualizations on a much grander scale that has been previously 
possible. Measures of the condition and composition of individual infrastructure 
components (e.g., a bridge) are much easier and cheaper to obtain. By combining 
these different data sets together and even adding existing data sets from other sources 
(e.g., street map, weather map), vulnerability assessments become much more 
meaningful in the planning process. 

 
In the same manner, unmanned vehicles are being deployed to help detect when an 
event caused by each of these assessed hazards is imminent. Daily flyovers during 
wildfire season, assessments of changing river stages, thermal analysis of volcanoes, 
moisture analysis of crops – all of this is possible with relatively inexpensive unmanned 
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vehicle technology, and helps to support enhanced levels of readiness when disasters 
do occur. 

 

Case Study: Drones for Resilience in the 
Maldives 

 

Hazard risk in the Maldives is as significant as it is 
geographically dispersed. In fact, the world’s 
lowest-lying country is spread across 90,000 square 
kilometers of the Indian Ocean. That said, the 
population is somewhat concentrated and more than 
50% of citizens live on just two islands toward the 
southern edge (the capital Male and its artificial 
counterpart, Hulhumale). 

 

To address risk, primarily from storm surge and 
sea level rise, a partnership to support disaster 
risk mapping in the Maldives was between 
telecommunications company Dhiraagu, the 
United Nations Development Programme 
(UNDP), and the National Disaster Management 
Center. The project, “Drones for Resilience,” is 
centered on incorporating the use of drones as 
an effort to “Scale up the National Capacity for 
Disaster Risk Reduction and Management in 
Maldives”. 

 
 
 
 
 
 

Residents of Faafu Atoll participate 
in UAV Training, April 2018. Source: 
NDMA Maldives, 2018. 

 

Using UAVs, detailed hazard maps for four of the Maldives islands will be 
produced. The pilot program has begun in Faafu Atoll. The purpose of these 
maps will be to improve the extent to which disaster preparedness and disaster 
risk management decisions are risk informed. Once produced, the maps may be 
used by planners at the local and the national levels to support land use planning 
decisions, to identify and designate zones of high risk. The central basis of these 
efforts was to support the Government of Maldives in enacting and 
operationalizing Disaster Risk Management (DRM) legislation, strengthening early 
warning operating procedures, increasing public awareness and knowledge on 
disaster risk reduction and climate change adaptation and building community 
capacity for disaster preparedness.3 

 
 
 
 
 

3 UNDP. 2019. Dhiraagu and UNDP Maldives Partner for Two Key PRojecs: Drones for Resilience and Film for 
Climate Change Education. May 2. http://bit.ly/2VMZZSx. 
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underwater vehicles (UUVs) in the Atlantic and Pacific Oceans and the Caribbean Sea 
to improve hurricane prediction capabilities. The vehicles, which look like torpedoes, 

Case Study: Ocean Gliders Improve Hurricane 
Forecasts 

 
The US National Oceanic and Atmospheric Administration 
(NOAA) has since 2014 deployed a fleet of unmanned 

 

 

Case Study: Mapping for DRR in Fiji 
 
 

The Fijian settlement Muanivatu, a 10-minute drive 
from the capital Suva, is regularly affected by king 
tides and riverine flooding. It’s 54 households, small 
school, and two small grocery stores are highly 
vulnerable on account of these environmental 
conditions, economic depression, and weak building 
materials. In order to better understand the hazards 
faced by the community so that mitigation efforts and 
land-use decisions may be better informed, a 
partnership was formed to provide UAV-supported 
hazard mapping. 

 

Pacific Flying Lab and the University of the South 
Pacific Geospatial Science division joined efforts to 
support community hazard mapping in Maunivatu 
and several others like it. The purpose of the project 
was not only to collect baseline hazard data using 
UAVs, but also to highlight the value of this 
technology so that it may also be used for 
humanitarian work in other contexts. 

 
 
 
 

 
Map of Maunivatu Settlement, in 
Suva Fiji. Source: We Robotics, 
2018. 

 

Using commercially available Phantom 4 UAVs, Muanivatu, Naviyago, Naboutini 
villages were mapped. Drone piloting and mapping efforts were conducted by university 
students (undergraduate) and other youths in the community, with the support of team 
leaders to guide them. The produced maps were used in a first of its kind training in 
which high school students in the surrounding communities, including Suva, learned 
about hazard risk as well as using unmanned vehicles for DRR (e.g., making flight 
plans, conducting safety checks, and analyzing maps to extract useful information). 
Students in the practical training analyzed UAV-generated maps from the perspective of 
different DRR stakeholders, considering the information provided to solve different risk- 
related problems.4 

 

 

4 Lal, Amrita. 2018. Aerial Mapping for Disaster Risk Reduction in Fiji. We Robotics. May 2nd. http://bit.ly/2Vu7vBN. 

http://bit.ly/2Vu7vBN
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gliders have been added to the program through a collaboration with the US Navy, 
which is expanding the program coverage and the amount of time that data is collected. 
Assessments of the program showed that wind intensity forecasts were much more 
accurate where glider data was incorporated.5 

times each day) come up to sea level to 
gather information at a range of depths. 
They are deployed from just about any 
sea vessel, are semi-autonomously 
piloted and powered using batteries, and 
are in relatively constant communication 
with researchers using satellites 
associated with the US National 
Weather Service during their 90-day 
missions. Because of their rugged 
design, they can navigate within 
hurricanes with little physical risk. 
 

In addition to integrating the data into 
weather service computer models, the 
program makes all data collected open 
to the public through the Integrated 
Ocean Observing System (IOOS - 
https://gliders.ioos.us/data/). Additional 

Case Study: SailDrone Monitors Ocean Conditions 
 
SailDrone is a private enterprise that has developed an unmanned surface vehicle 
(USV) powered by wind and photovoltaic solar energy. Operating for periods up to 12- 
months with almost no pilot intervention, SailDrones can collect ocean data using a 
range of sensor options for a variety of scientific and other purposes, including 
bathymetry. The primary goal of the product is to lower the cost of in-situ ocean data 
collection, which enables real-time monitoring of much larger areas. In addition to other 

 

 

 
 

 

Pathway and data report from ocean glider 
operating in the Caribbean, October 2019. Image 
Source: Integrated Ocean Observing System, 
2019. 

 
 
 
 
 
 
 

 

5 NOAA. 2018. The New Storm Chasers? Unmanned Ocean Gliders Go Deep to Help Improve Hurricane Forecasts. 
July. http://bit.ly/2q4NpT7. 

are designed to extract data such as ocean temperature, salinity, density, and 
conductivity from throughout large areas of water as they navigate through their pre-set 
navigational parameters. This data, when combined with data from other ocean 
observing systems, provide indicators that a hurricane is likely to form, and if it does, 
how strong it will likely be. 
 
The USVs can collect data at both the water’s surface and into the deeper layers below, 
which gives much more useful information to weather scientists. They typically travel at 
a depth of approximately 1 kilometer below the water’s surface but regularly (several 

https://gliders.ioos.us/data/
http://bit.ly/2q4NpT7
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areas of study, the program seeks to improve the understanding of global weather, fish 
stocks, and ocean acidification. 

 

Saildrones are tri-maran vehicles – they have a 7-meter-long central hull that is narrow 
in shape and has an outrigger on each side for stabilization. Below the main hull is a 
heavy keel that keeps the vehicle in an upright position, and a 5-meter sail that operates 
more like an airplane wing in terms of its propulsion. A rudder operated by the vehicle’s 
onboard computer controls direction, which uses GPS to navigate along pre-set routes. 
It uses autonomous piloting to address wind and wave conditions, and to stay a safe 
distance from other ships and vehicles. The operators monitor the vehicles from a 
control center in California, USA, and adjust course as necessary. 

 

Saildrones can be outfitted with an array of sensors that measure both atmospheric and 
oceanographic conditions.  They have been deployed on data collection missions in 
the Arctic, Atlantic, North Sea, Tropical Pacific, South Pacific, Southern Ocean, Gulf of 
Mexico, and along the North American West Coast to track fish and mammals, measure 
ocean acidification, detect and track oil seeps and spills, and chart underwater 
bathymetry for safe navigation. They also have several cameras. Unlike ocean buoys 
which are more expensive and more difficult to deploy and maintain, Saildrones fit in a 
shipping container, can be deployed from any oceanside dock, and will return to the 
same dock without requiring a ship. They have several safety features that allow for 
safe navigation including an Automated Identification System (AIS) transceiver which 
allows it to see and be seen by surrounding commercial traffic. 6 

 

Video: Saildrones 
 

• http://bit.ly/31WDdZY 

• Duration: 4:29 

 

Situational Awareness, Decision Support, and Damage Assessment 
 

Situational awareness is key to effective disaster response and recovery. Knowing the 
number of people killed and injured, the level of damage at the disaster site, the 
condition of homes and community infrastructure, and current response efforts provide 
decision makers with the knowledge necessary to identify needs and appropriately 
apply available resources. The collection of data and its crafting into useable 
information form the basis of effective planning efforts. 

 
Like all types of information, information pertinent to the response and recovery phases 
of a disaster must be structured using reliable data. Pre-existing data sets, such as 
population and social demographics, land use patterns, and street maps, do help to 
inform many of the actions performed and decisions that are made during response and 

 

6 SailDrone. 2016. What Is a SailDrone and How Does It Work? http://bit.ly/2omeOiU. 

http://bit.ly/31WDdZY
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recovery, but there is an acute need to quickly acquire more recent and directly relevant 
data. Any delays can quickly translate to more lives lost, more damage to 
infrastructure, and other avoidable consequences. 

 
 

 

Drone hovering over a prescribed forest burn in the 
United States. Source: Desert Research Institute, 
2019. 

How situational awareness and 
damage assessment data is collected 
is often driven by the nature of the 
data that is desired. For much of it, 
the attributes and capabilities of 
unmanned vehicles (namely UAVs) 
are perfectly matched to the technical, 
budgetary, and human resource 
requirements of the data collection 
task. The unfortunate fact is that it is 
prohibitively expensive and sometimes 
logistically unfeasible to acquire 
situational assessment data using 
manned aircraft. And just as satellite 
images are often of too low resolution 
or the satellites themselves are not 

conveniently positioned or are obstructed by clouds during non-disaster times, this 
resource is likewise not always the best option during and in the immediate aftermath of 
disasters. There is also a matter of the personal and hardware dangers associated with 
gathering information on hazards in progress. Studying a cyclone’s forces from within is 
possible using manned flight, but UAVs designed for this mission, like the 3.5 kilogram 
“Coyote” developed by the US NOAA that transmits up-to-the-minute information about 
wind speed and storm structure, greatly reduce human risk and potential financial loss. 

 

Those tasked with managing an ongoing event need quality data without delay, without 
technical challenges, and within budget. Response and recovery resources are finite, 
and therefore must be prioritizes in the most accurate way possible. Having this new 
imagery and new maps, which they can compare with pre-disaster information to better 
understand what has happened, gives them confidence in their decision-making during 
what is an otherwise difficult and time-constrained environment. The combination of 
speed, safety, and economy of unmanned vehicles have served to push them to the 
forefront of assessment efforts. Agoston Restas writes in Drone Applications for 
Supporting Disaster Management that, “[a rapid mapping of the affected area is very 
important not just for assessing the damages but even more to optimize [resources].”7 

 
There are several advantages that may be gained using unmanned vehicles for 

 
 

 

7 Restas, Agoston. 2015. Drone Applications for Supporting Disaster Management. World Journal of Engineering and 
Technology. January. http://bit.ly/32aDw4s. 
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Case Study: UAV Assessments After Typhoon Haiyan in the Philippines 
 
Typhoon Haiyan passed over the Philippines in November of 2013. The storm reached 
‘super typhoon’ status inclusive of 230km/h sustained winds. It remains the most 
powerful storm that has ever affected the country. By the time it dissipated, 6,300 
people were dead and over 14 million more were affected. Tacloban city in Leyte 
province, with a population of about 250,000 people, was among the most severely 
impacted. Storm impacts made the city difficult to access due to surge induced 
flooding, wind-related damage, and significant obstruction to the transportation 
infrastructure. 
 

To help support ongoing response efforts, a private UAV development firm (Danoffice 
IT) donated the use of one UAV and the services of a UAV expert to the response effort. 
The company partnered with several national and international NGOs that were already 
engaged in response (e.g., Team Rubicon, DPRK Search & Rescue, Canadian Red 
Cross), and spent 2.5 weeks conducting data collection flights. Within 3 days of 
landfall, the UAV technician was in the impacted area working with stakeholders to 
identify imagery and other data needs. 

 

 

gathering situational awareness data (including disaster damage assessments). 
 

The assessment capacity of drones is also valuable in the planning of reconstruction 
activities. Reconstruction planning requires significant updating of maps, including 
development that has occurred since previous mapping efforts, changing in the nature 
of the environment, and a situational understanding of development drivers (e.g., 
population density, location of schools and medical facilities, economic centers). After 
the Philippines was affected by Typhoon Haiyan (Yolanda) in 2013, the community of 
private sector, governmental, and nongovernmental responders discovered that maps 
of the impacted zones were highly inaccurate. 

 
Hand-drawn maps were being used to drive recovery planning until a private UAV 
enterprise donated equipment and expertise that resulted in a suite of timely mapping 
products.8 Unmanned vehicle technology also address human and technical resource 
shortfalls when infrastructure safety inspections cause backlogs in the aftermath of even 
moderate events. Development of sensing systems that can detect even small cracks 
and other damages to infrastructure is promising to alleviate these shortfalls. A 
government-funded, university-based research team in the United States is developing 
such a system that can provide rapid inspection data in the aftermath of hurricanes, 
earthquakes, and floods.9 

 

 
 

8 American Red Cross. 2015. Drones for Disaster Response and Relief Operations. April. http://bit.ly/2ov4ntf. 
9 Carr, Steve. 2015. Researchers Take to the Skies to Assess Infrastructure Damage. Phys.Org. March 5. 
http://bit.ly/2MCrf3n. 

http://bit.ly/2ov4ntf
http://bit.ly/2MCrf3n
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Case Study: Structural Assessments After the 2011 Christchurch 
Earthquake 

 

Christchurch, New Zealand was struck by a moderate (6.3 magnitude) earthquake in 
February of 2011. In addition to the 185 people who were killed and several thousand 
who were injured in this event, many buildings were damaged, including several cultural 
and historic landmarks.  The iconic Christchurch Cathedral suffered a partial collapse. 
Assessing damaged structures that may be in danger of further collapse or that may 
suffer damage by the surveying efforts themselves, especially those with cultural 
significance or that are in difficult to reach locations (e.g., a bridge), presents unique 
risks to the assessors. In the ongoing reconstruction of this cathedral, UAVs have been 
used extensively with very positive results. 
 

To rebuild the cathedral, there is a need to inspect the remaining structure very 
carefully. There is also a need to rebuild the structure as soon as possible, because its 
presence poses a danger to the surrounding areas which are vital to the city’s economy 

 

 

The UAV provided was a Huginn 
X1 quadcopter, which was 
equipped with two sensors: a high 
definition color camera and a 
thermal sensor. Both provided 
live, on-screen observation of 
captured imagery to responders 
on the ground. The UAV had a 
range of 2 kilometers and a 
maximum flight time of 25 minutes. 
It was used for missions in and 
around Tacloban and provided 

 
 
 
 
 
 
 
 
 
 
 

Carigara District Hospital as captured by the Huginn X1 
UAV. Source: Danoffice IT, 2013. 

aerial imagery of transportation infrastructure, damaged buildings, and other requested 
features. The thermal camera was used to search for survivors in forested areas and 
under debris, and to find bodies and debris floating in flood and ocean water. 

 

One facility singled out for assessment using the UAV was the Carigara District 
Hospital. The hospital was inaccessible to responders in the immediate aftermath of the 
disaster because of safety and security hazards, but there were reports of damage that 
needed to be investigated. Using the UAV, damages were assessed remotely, and 
planning commenced prior to deployment to the area. Those engaged in the effort felt 
that the contribution of the UAV team greatly reduced the time required to conduct 
assessments, increased the coverage area, and helped to maintain data relevance and 
timeliness.10 

 

 

10 Alschner, Friederike, Jessica DuPlessis, and Denise Soesilo. 2016. Using Drone Imagery for Real-Time 
Information After Typhoon Haiyan in the Philippines. Swiss Foundation for Mine Action. http://bit.ly/2VKvP2f. 

http://bit.ly/2VKvP2f
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Case Study: UAVs Used to Conduct Assessments of Ongoing Flood 
Conditions and of Infrastructure Impacts Following Hurricane Florence in 
the United States 

 

As Hurricane Florence approached the 
Atlantic coast of the United States, state 
government officials in North Carolina 
activated 15 teams trained and equipped in 
UAV operations. Over the course of the 
event and in the days that followed, these 
teams conducted over 200 individual UAV 
flights, and capturing over 8,000 photographs 
and videos that were used to support 
decision-making by national, state, and local 
officials. 

 
 
 
 
 
 
 
 
 

Drone footage of flooding in North Carolina 
after Hurricane Florence. Image Source: NC 
Department of Transportation, 2019. 

 

In order to allow wider access to the drone data output, all photos and videos were 
posted to a cloud site (SharePoint). To give context and location information, each 
photo and video was geotagged with its coordinates and uploaded onto a mapping 
program that allowed users to easily find imagery in the locations that interested them. 
The imagery offered extensive information about the cities, counties, and 
neighborhoods that were impacted. Much of the information was collected and posted 
in almost real time as dangerous conditions persisted, so local officials were able to use 
it to both dedicate their own rescue and response resources and also to communicate 
with the public and other stakeholders about staying away from dangerous conditions 
(such as flooded streets and neighborhoods. One public official described the value of 
this immediately available information as follows: 

 

11 Pix4D. 2019. Rebuild Ready: 3D Mapping a Quake Damaged Cathedral. Press Release. June 5. 
http://bit.ly/32t90mn 

and recovery. As is often the case with historic structures, the goal is to preserve as 
much of the original structure as possible. However, the fragility of what remains poses 
a hazard to anyone is near it until actions are taken to provide stability. To facilitate the 
rebuilding process, the Christchurch City Council began using UAVs to map the 
impacted area and to assess the cathedral itself. The unmanned vehicles were able to 
fly inside the restricted area without any risk to the operator and caused almost no 
disruption to the ongoing commercial and other activity in the area. 
 
Four total fights were conducted, providing a variety of viewing angles. The accuracy of 
measurements taken by drones was so great as to have a ground sample distance 
(distance between pixel centers in an aerial photo) of only 1.38cm. This level of detail 
allowed the team to create detailed design maps that guide reconstruction, and to 
develop economic development plans for the surrounding area.11 

http://bit.ly/32t90mn
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UAV-informed damage assessment 
map of Vanuatu following 
Hurricane Pam. In this map, red 
structures are heavily damaged, 
blue structures moderately 
damaged, and yellow structures 
undamaged. Source: Matt Irwin, 
Mapping Cyclone Pam’s 
destruction with drones. 

 

A collaborative program to arrange for and conduct 
UAV flights was initiated in the immediate aftermath of 
the disaster in order to understand the nature of the 
damages sustained. The World Bank contracted drone 
teams from Australia and New Zealand that provided 
the hardware and piloted flights as they were 
requested. Coordination of UAV efforts and data 
collection was managed by the Humanitarian UAV 
Network (UAViators). The Vanuatu Civil Aviation 
Authority assisted by reviewing drone use compliance 
given national regulations and assisting as required to 
ensure safe and legal operations. 
 

Approximately 200 UAV missions were flown. The 
resulting data and imagery were used to support relief 

Case Study: UAVs Assess Disaster Damage in Vanuatu After Cyclone Pam 
 
Cyclone Pam crossed the Vanuatu archipelago in March of 2015, causing significant 
damages. The resulting disaster ranked among the worst in the country’s history, 
causing the destruction of thousands of buildings and resulting in at least 75,000 people 
losing their homes. Gathering situational information about the disaster was critical 
given the broad geographic scope and distribution of the impacted areas and ongoing 
cloud coverage that prevented the use of satellite imagery. 

 

 

 
 

 

12 McKay, Jim. 2019. How Drones Played a Key Role in N.C. Response to Hurricane Florence. Emergency 
Management Magazine. May 16. http://bit.ly/2p9hPmv. 
13 North Carolina Department of Transportation. 2019. NCDOT’s Use of Drones After Hurricane Florence Wins 
Award. August 20. http://bit.ly/2VUtphC 

 
“The public information aspect of it was a revelation. We are able to explain to people, 
‘This is why there are new road closures days into the storm.’ I could take the pictures 
and immediately have them on social media and they would get picked up by the media. 
People understood that we weren’t just closing roads because we felt like it; there was 
real danger.” 
 
UAVs also limited the amount of time that responders needed to travel in a helicopter or 
drive in unsafe conditions, both of which had been standard procedures in past events. 
This reduced equipment and staff risk considerably. 
 

To implement the program effectively in an actual incident, the state requested the help 
of officials from a city (Houston, TX) that had utilized UAVs successfully in a past 
hurricane event. They state credits efforts to establish UAV teams prior to the event 
with the teams’ success in providing the requested data once the storm struck.12,13 

http://bit.ly/2p9hPmv
http://bit.ly/2VUtphC
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workers in their efforts to fully assess the repairability of homes and other structures, 
and to prioritize the dedication of resources. In this manner, the UAV generated 
imagery helped to guide both shorter-term response and longer-term recovery planning. 

 

Responders felt that the UAV-supported products were more desirable than airplane or 
satellite imagery because they contained more granular data and thus more detailed 
imagery. The UAV data also provide a greater range of viewing perspectives that 
provided more value than the direct overhead viewpoint provided by other data sources. 
Using the mult-perspective images, responders were able to determine with greater 
accuracy and specificity the extent and nature of needed repairs. A report describing 
this program explained the advantage UAV data has over that of other sources in 
stating that: “The higher resolution of damages available with drone photography 
provides a more accurate figure of the cost of rebuilding compared with traditional 
methods. The drones also identify the most seriously affected communities so that 
assistance can be prioritized.” 14 

 

Data was used to address non-housing related issues as well. Assessment crop 
impacts allowed those engaged in feeding operations to better anticipate the affected 
population’s emergency nutrition needs. Assessments of drinking and other wells 
helped responders to understand water-related needs and to prioritize repairs in this 
functional area. 

 

All imagery collected using UAVs under this program remained in the control and 
maintenance of the Government of Vanuatu. The national government shared the data 
and information with the public by publishing it on Mapbox (an open source mapping 
platform shared with the Humanitarian OpenStreetMap Team and Micromappers). 
Coupled with base map data that included roads and buildings, end users could use this 
data to evaluate damages to individual neighborhoods and even to structures. 
Volunteers further supported these efforts by uploading and geo-tagging images 
collected from social media which were overlaid onto the base map.15,16 

 

Post-Disaster Environmental Assessment 
 

Environmental assessment and monitoring in the aftermath of a major disaster is an 
important and often under-resourced function. Environmental hazards are not only the 
result of disasters, but occur because of accidents, sabotage, and terrorism as well. 

 
 

14 Minges, Michael. 2019. Disruptive Technologies and Their Use in Disaster Risk Reduction and Management. 
ITUGET 2019 Background Document. http://bit.ly/2MoyqKU. 
15 Minges, Michael. 2019. Disruptive Technologies and Their Use in Disaster Risk Reduction and Management. 
ITUGET 2019 Background Document. http://bit.ly/2MoyqKU. 

16 Restas, Agoston. 2015. Drone Applications for Supporting Disaster Management. World Journal of Engineering 
and Technology. January. http://bit.ly/32aDw4s. 

http://bit.ly/2MoyqKU
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Case Study: UAV Monitoring of Radiation Following the 2011 Great East 
Japan Earthquake 

 
Significant quantities of radioactive material were released into the atmosphere 
following the March 2011 earthquake in Japan. Core meltdowns in several of the 
plant’s reactors caused by on-site flooding, the result of a major tsunami, resulted in 
toxic conditions in the local area and contamination throughout the region and even the 
global environment to a measurable extent. Many people were displaced from their 
homes, and the local and national economy were both severely impacted. Since the 
onset of the emergency, there has existed a need to prevent further environmental 
damage and remediate that which has already occurred so that some if not all the 
impacted areas may again be deemed habitable. 

 

 

Conditions hazardous to humans, animals, and environmental health can result from the 
damaging forces of hazards and these other instigating events on hazardous materials 
manufacturing, transport, storage, and use facilities.  Responders need to know the 

nature and extent of environmental hazards, 
and likewise must be able to track changes 
and make predictions in order to plan 
response actions (e.g., evacuations, search 
and rescue, environmental remediation). 

 

 
 
 
 
 

Flight plan of UAV used to monitor radiation 
following the Fukushima Daiichi Reactor 
Meltdown. Source: Tatsuo Torii, 2015. 

Unmanned vehicles increase personnel 
safety by allowing responders and 
inspectors to remain farther from the hazard 
source than might otherwise be possible. 
Sometimes, it is necessary for responders to 
enter potentially hazardous or contaminated 
areas, and such monitoring can reduce the 
potential risk that exists.  Rescue workers 

often encounter buildings or other locations (e.g., tunnels) that are in danger of fire or 
explosion due to chemical or gas leaks. Monitoring sensors called ‘sniffers’ that can 
detect specific explosive gases such as methane cannot only detect the danger but 
identify its source. They also enable testing directly inside known chemical plumes, 
which might be away from other stationary sensors or at elevations dangerous for 
manned aircraft. They also allow for more rapid deployment of assessment and 
monitoring resources than is possible using manned aircraft or vehicles, and most can 
be deployed from unimproved locations, ensuring that even if airfields or other launch 
requirements are not present or are unusable, the vehicles can still be deployed to the 
area.17 

 

 

17 American Red Cross. 2015. Drones for Disaster Response and Relief Operations. April. http://bit.ly/2ov4ntf. 
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Those tasked with response to the event and remediation of the ongoing environmental 
disaster have significant situational awareness needs relative to the hazardous 
conditions that present in and around the reactor site. Environmental health concerns 
of workers and residents from the radioactive cesium (and other contaminants) that 
were released mandate that knowledge of air quality problems is accurate and always 
up to date. Accurate quantification and representation of any residual radiological 
contamination has been the goal of ongoing monitoring efforts. In order to maximize 
effectiveness for this task, the Government of Japan and the private enterprise that 
owns the plant (TEPCO Fukushima) employed the use of UAVs equipped with laser 
rangefinder units to generate a three dimensional point-cloud of the area onto which a 
radiation contamination map could be rendered. 
 

In the earliest days of the event, an 8kg gasoline-powered UAV that uses radio to 
transmit video images taken from a high-powered camera was deployed to investigate 
the immediate vicinity of the power plant where humans could not safety travel at that 
time. The ease of deploying this technology to solve what would have been an 
extremely difficult task prior to the availability of unmanned vehicles is described by 

journalist Alexis Madrigal as follows: 
 
“The operations center was simple. 
Honeywell's Brad Welch set up a folding 
table for his equipment. Then, he unfolded a 
metal chair for himself and sat down with the 
Panasonic Toughbook that controlled the T- 
Hawk. He pulled out the stylus he used to 
manipulate the touchscreen, and was ready 
to go. 
 

“Outside, his partners Lindsey Ballard and 
Jeffrey Lumpkin were starting up the UAV. 
The machine was mounted on a stand and 
one of them pulled its starter cord. Once the 
engine was running, they set it down on its 
thin landing legs. 
 
“Welch could hear the T-Hawk start up, 
whining like a weed wacker, and started 
ticking through his preflight checklist. 
Meanwhile, the machine itself went through 
its own self-test, checking its fuel and 

 

 

Upper: Still photo from a March 15 mission 
over the damaged reactor; Source: Alexis 
Madrigal, 2011; Lower: the AUH; Source: 
Tatsuo Torii, 2015. 

batteries. When they both finished, Welch sent the T-Hawk a launch command and, 
after a ten-second delay, it buzzed straight up into the air. They were on their way to the 
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Communication Infrastructure Support 
 

Communication is universally accepted to be a critical emergency management 
function. The dissemination of timely and accurate information to the general public, 
elected and community officials, and the media, plays a major role in the effective 
management of disaster response and recovery activities. The ability of citizens to 
communicate with each other, including using social media, is likewise a contributing 
factor in community and national resilience. 

 

Information sharing and its corollaries—collaboration and coordination—are key to 
effective, sustainable, timely, and participatory post-disaster recovery. Dan Gillmor 
writes in his book ‘We the Media’ that, “Unimpeded communication and the free flow of 
information are cornerstones of any post-disaster relief framework...”21 When that 
coordination doesn’t occur it hinders response and recovery efforts. 

 
Communication in a disaster utilize several different transmission modes, including 
some that are typically used only in the disaster context. This might include any 

 

18 Madrigal, Alexis C. 2011. Inside the Drone Missions to Fukushima. The Atlantic. April 28. http://bit.ly/31ydZAN. 
19 Torii, Tatsuo and Yukuhisa Sanada. 2015. Radiation Measurement by Unmanned Aircraft After Fukushima Daiichi 
Nuclear Power Plant Accident. Japan Atomic Energy Agency. March 23. http://bit.ly/35XVNUT. 
20 Fackler, Martin. 2017. Six Years After Fukushima, Robots Finally Find Reactors’ Melted Uranium Fuel. The New 
York Times. November 19. https://nyti.ms/2MBs9vQ. 
21 Gillmor, Dan. 2004. We the Media: Grassroots Journalism by the People, for the People. O’Reilly Media Inc. 

reactor. They had forty minutes. Then, the gas would run out.”18 
 
In the weeks, months, and years that followed, the Government of Japan Atomic Energy 
Agency (JAEA) and TEPCO expanded environmental monitoring using a range of 
unmanned vehicles, including USVs to monitor the surrounding waters, fixed-wing 
UAVs, and rotary-winged UAVs. A variety of assessment techniques were used, 
several that were pioneered for use in the monitoring effort (e.g., using flights that 
followed the terrain and others that kept a constant altitude). The event also supported 
several innovations for radiation monitoring using unmanned vehicles, including the 
development of a new multi-copter equipped with sensors that supported development 
of 3-D contamination mapping, and a fully-autonomous helicopter called the 
“Autonomous Unmanned Helicopter (AUH)” that conducted regularly-scheduled 
assessment flights with very little need for human input.19 
 

The UAV-facilitated monitoring efforts have shown that elevated levels of radiological 
contamination exists around the power plant. Patterns of distribution follow the natural 
drainage networks, where material has collected and has been transported by transient 
water runoff events. These results suggested that a proportion of the fallout material has 
been highly mobile within the natural environment and was therefore likely to be 
transported further throughout natural systems in the succeeding years.20 

http://bit.ly/31ydZAN
http://bit.ly/35XVNUT
https://nyti.ms/2MBs9vQ
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combination of the following: 
 

• Landline voice 

• Cellular voice 

• Cellular data 

• Wi-Fi 

• UHF radio 

• AM/FM radio 

• Shortwave radio 

• Microwave 

• Bluetooth 
 

Each of these modes requires infrastructure nodes and networks that are exposed to 
the impacts of many hazards. When vulnerabilities exist, communication systems may 
break down, resulting in an inability for the users of that system to communicate. 
Whether this is the responding organizations trying to communicate with each other, or 
communication between different stakeholder groups (e.g., responding organizations 
trying to issue warning messages to the public), resumption of communication 
infrastructure is a priority need. 

 
Repairing or replacing communication infrastructure is not always a simple or quick 
process. In some cases, there may be disincentives to quickly repair or replace those 
resources because of a need to upgrade to newer or more resilient systems and 
components, or because detailed assessments and studies are needed. The need for 
communication cannot wait, however, and so temporary measures are often needed to 
bridge the interruption. In such cases, unmanned vehicles provide several viable 
options. 

 
In some cases, it is not damage to infrastructure that results in the need for 
communication infrastructure support, but rather a lack of infrastructure that existed 
prior to the disaster. This can be because response efforts are required in an 
undeveloped area where such systems were never built in the first place, or because 
the existing infrastructure cannot support the communications needs of the incident. 
Unmanned vehicles also support this type of infrastructure deficiency. 

 
And finally, unmanned vehicles can provide communications support to communication 
between Internet of Things (IoT) devices and between responders and their remote 
equipment. For instance, in situations where unmanned vehicles need to travel beyond 
the range limits of a device or system, a UAV-based communications node or repeater 
can greatly extend the required range. In mountainous or urban settings, similar 
difficulties may be experienced between technicians and their equipment, and UAV- 
based communication systems can help to extend or perhaps enable operations that 
would have otherwise been difficult or even impossible. 
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It is typically aerial systems that are used to provide communications infrastructure 
support. This is because transmissions are generally improved as obstructions are 
reduced or eliminated. Simply raising transmission components and systems above the 
elevation of buildings, trees, and other natural and man-made features immediately 
increases the reach and efficacy of these systems is increased. The practice of 
attaching such devices and systems to UAVs, even those that are still connected 
(tethered) to the ground by a physical wire or cord, has been used with success to 
address disaster-related communications needs. A report by the National Public Safety 
Telecommunications Council supports this in stating that, “Compared to terrestrial 
communications or those based on high-altitude platforms (HAPs), on-demand wireless 
systems with low-altitude UASs are in general faster to deploy, more flexibly re- 
configured, and are likely to have better communication channels due to the presence 
of short-range line-of-sight (LoS) links.” The report notes that this solution is not a 
perfect solution, adding that, “The utilization of highly mobile and energy-constrained 
UASs for wireless communications also introduces many new challenges.”22 

 
Case Study: Elistair Tethered UAV Systems 

Elistair is a French technology company that 
designs and manufactures tethered base 
stations and UAVs. The focus of their 
technologies includes emergency 
communication as well as aerial surveillance, 
broadcasting, traffic monitoring, and firefighting. 
 

The company’s tethered UAV products are an 
example of several benefits to both UAV- 
supported communications systems and the 
tethering technology itself. By mounting 
communications systems on a UAV, the system 

 

 

Elistair tethered drone. Source: Elistair, 

2019. 

provides temporary ad-hoc networking services, connectivity in remote areas, or an 
increase in cellular communications coverage. By tethering the system, power may 
be supplied up the tether enabling virtually unlimited operation which changes the 
planning assumption for UAV use. For instance, they can be launched at the start 
of an incident with the assumption that they will remain in place, providing 
information, for the duration that they are needed. 
 

When communication systems are attached to the tethered UAV, it becomes a 
reliable and powerful telecommunications tool. They can be used to create 
temporary networks that serve cellular, WiFi, high-frequency radio, and 3G/4G 
signal requirements. The tethering allows for high-speed data transfer that greatly 

 

22 NPSTC. 2018. Using Unmanned Aircraft Systems for Communications Support. May. http://bit.ly/2pJ02mg. 

http://bit.ly/2pJ02mg


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 181 

 

 

 

 

 
 

Case Study: AT&T “Cell on Wings” (COW) 
 

The US-based communications company 
AT&T regularly manages damage to its 
networked communications infrastructure 
through the efforts of its Network Disaster 
Recovery (NDR) Team. To support the 
efforts of this team, the company designed 
and built a UAV that can quickly provide a 
temporary cellular network during disasters 
when infrastructure has been damaged or 
when supplemental coverage is needed. 

 

Nicknamed “The Extreme-Weather Drone” 
and “the COW”, the all-weather Cell on 
Wings provides first responders, company 
technicians, and the general public with 

 
 

Cell on Wings (COW) Weather Hardened 
UAV. Source: AT&T, 2018. 

reliable mobile phone access. The vehicle is considered ‘weather-hardened’, which 
includes rugged hardware and features and enhanced capabilities that allow it to 
continue to operate in tropical storm wind and rain, snow, and extreme high and low 
temperatures. It can provide imagery and navigate through smoke, tree cover, and 
other obstacles. Although it has not been used in a disaster, the UAV has been field 
tested in experiments and demonstrations with success. AT&T is also working with 
university research centers to find new connectivity options for the technology, including 
LTE antennas. 

 

The COW development process involved collaboration with the public-sector First 
Responder Network Authority, which is a system that ensures first responders’ 
communications needs are prioritized, and thus highly secure and always available. 
The goal of the program is to ensure that even in remote conditions, such as might exist 
during wildfire response or where back-country search and rescue is required, cellular 
networks are available to the responder community. 

 

Recognizing the dual-use value of having a UAV hovering above a disaster scene, the 
 

23 Elistair. 2019. Examples of Our Solutions in Operational Situations. Elistair Website. http://bit.ly/2Mx3mKl. 

increases their capacity to support communication needs. It is also an affordable 
solution when compared to more permanent or land-based systems. They are easy 
to set up and operate and provide autonomous operation once in place. 
 
Elistair’s tethered drones have been used in several non-disaster scenarios, such 
as sporting and other large-scale events and activities, traffic and engineering 
studies, and disaster exercises.23 

http://bit.ly/2Mx3mKl
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A medical professional holds a package delivered 
by a Zipline drone. Source: Zipline, 2019. 
http://bit.ly/2ME4trS. 

 

 

 
 

Delivery of Supplies, Equipment, and People 
 

Movement throughout a disaster-impacted region can be difficult if a large geographic 
area has been affected. Following floods, earthquakes, tsunamis, landslides, cyclones, 
wildfires, and many other hazards of similar scale, roads may still be inundated or 
otherwise impassible, bridges may have collapsed or become unsafe, environmental 
conditions may be hazardous to health, and other dangerous scenarios. Where conflict 
exists or security is poor, the risk of attack, kidnapping, robbery, or other life dangers 
will prevent safe movement as well. Despite these difficulties, or because of them, the 
disaster affected population may be struggling to meet their life sustaining needs, 
including nutrition, healthcare, or hydration. Responders in the affected area may 
require specialized equipment. And responders themselves may need to be 
transported in a safer manner. 

 
Unmanned vehicles have proven to be an effective solution to many logistical problems 
related to transport. Their use in this manner is so effective that it is beginning to 

replace other options, including manned 
vehicles, in commercial and other non- 
disaster settings. Whether by land, 
water, or air, unmanned vehicles are 
minimizing the unnecessary risk faced by 
responders, reducing the amount of time 
required, and reducing the logistical 
obstacles encountered in pre- and post- 
disaster risk management efforts.25 

 
Some vehicles, including UAVs, are large 

enough to conduct heavy-lift missions that match those performed by full-size manned 
helicopters. These ‘Group 4” heavy-lift UAVs can transport supplies and equipment to 
support infrastructure repair, large pallets or other bundles or relief supplies, and can 
even transport teams of human responders. By establishing autonomous routes 
between logistics centers and incident locations (e.g., commodity points of distribution), 
many emergency workers will be free to address other response needs. 

 
It has been postulated that in time, the use of drones for delivery by private enterprises 
may reduce the emergency relief burden of official response agencies.  Private sector 

 
 

24 Pregler, Art. 2018. Extreme Connections. AT&T Technology Blog. May 31. https://soc.att.com/2JcIoyd. 
25 Eastern Kentucky University. 2019. 5 Ways Drones Are Being Used for Disaster Relief. EKU Blog. 
http://bit.ly/2MIyKUW. 

COW is equipped to “see” through many construction materials in order to guide 
firefighters safely around the structure, allowing them to avoid areas in danger of 
collapse. It can also help with search and rescue efforts by locating trapped survivors.24 

http://bit.ly/2ME4trS
https://soc.att.com/2JcIoyd
http://bit.ly/2MIyKUW
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Case Study: Drones Fly Disaster Relief in Puerto Rico 

 

The US territorial island Puerto Rico was severely impacted by Hurricane Maria in 2017. 
The island’s infrastructure was particularly vulnerable to the storm’s wind and flooding- 
related effects, and many populations became isolated. In these conditions, access to 
life-saving medications and treatments was not often possible. Although UAVs were not 
used in the weeks and months immediately following the event to address these 

 

 

contributions can greatly expand upon public sector emergency management capacity 
and this is an area where the private sector is already making advances. Where non- 
disaster delivery of groceries exists, for instance, it may be possible in the aftermath of 
a disaster for those same businesses to continue or even increase their delivery 
services in order to meet the needs of households that are temporarily cut off from food 
supplies. UAVs could also deliver needed cleanup and reconstruction supplies to 
homeowners, allowing them to begin reconstruction and recovery efforts even earlier.26 

 

Case Study: Vaccine Delivery in Vanuatu 
 

Twenty percent of Vanuatu’s population does not receive vaccines for due to the 
archipelago’s rugged terrain. In December of 2018, facilitation of vaccine delivery to 
those remote populations was aided with by an unmanned vehicle – the first effort of its 
type anywhere in the world. Through assistance from UNICEF, a UAV Flight across 
40km of the country’s rugged mountains was arranged. The journey from the country’s 
capital city, which normally takes several hours to complete and must be made either on 
foot or by boat, was accomplished in only 25 minutes. Because many medications, 
including vaccines, need to be kept at constant refrigerated temperatures, transport 
options that require more time are impractical. It is hoped that the use of UAVs will limit 
future public health vulnerabilities as well as transport-related problems in other areas of 
development. 

 

Two companies, Australia's Swoop Aero and Germany's Wingcopter, were chosen to 
conduct the Vanuatu pilot program. The first proper delivery was carried out by Swoop 
Aero's drone. It carried the vaccines in a Styrofoam box with ice packs and a 
temperature logger to a remote village on the island of Erromango, from Dillon's Bay on 
the west of the island to Cook's Bay on the east. The medicine was then used by local 
nurse Miriam Nampil to vaccinate 13 children and five pregnant women.27 

 

Video: Vaccine Delivery in Vanuatu 
 

• http://bit.ly/2BTdyGV 

• Video length: 1:06 
 

 

26 American Red Cross. 2015. Drones for Disaster Response and Relief Operations. April. http://bit.ly/2ov4ntf 
27 BBC. 2018. Vanuatu Uses Drones to Deliver Vaccines to Remote Island. December 19. https://bbc.in/2p9dgJ3. 

http://bit.ly/2BTdyGV
http://bit.ly/2ov4ntf
https://bbc.in/2p9dgJ3
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The Malawi Drone Corridor was established to 

Case Study: Combined Use of Drones in Malawi Drone Corridor 
 
In 2017, the Government of Malawi and UNICEF developed a partnership to facilitate 
the use of UAVs for humanitarian purposes. The program, dubbed the “Malawi Drone 
Corridor”, is the first in Africa and one of the first globally to focus on humanitarian and 
development purposes. 

 

 

concerns, a program to support remote communities that were still recovering from the 
initial event was initiated in 2019 that sought to better understand whether UAVs are a 
viable delivery mechanism when standard options are unavailable. 

In the pilot program, UAVs were used to 
facilitate the transport of several time-critical 
and temperature-sensitive medicines. A 
collaborative program supported by private 
sector and NGO stakeholders Merck, AT&T, 
Softbox, Volans-I, and Direct Relief provided 
the supplies, equipment, and technology 
required to conduct long-distance UAV delivery 
of medical supplies. The program partners 
designed a system of documented chain of 
custody, established mechanisms for creating 
clear flight plans, and addressed the need to 
ensure consistency of temperature throughout 
the delivery. 

 

 
Medical package loaded onto UAV in 
Puerto Rico during pilot testing program. 
Source: Butschli, Jim, 2018. 
http://bit.ly/2BLvOlL. 

 
UAVs were flown to remote parts of the island that were separated by challenging 
terrain. The flights were considered long distance given they were beyond the line of 
sight (BLOS). It was clear that the UAVs have the potential to reduce the need for 
technical logistics staff and resources, including helicopters, which have traditionally 
been used to reach remote regions during disasters. 
 

The fact that it delivered directly to a clinic shows the technology is also viable for other, 
perhaps more urban, last-mile scenarios. Beyond this test, Merck said it was also 
considering other use cases for drones in its supply chain. "In addition to disaster relief 
scenarios, we plan to use the drones for ‘last mile delivery’ in remote areas that are not 
easily accessible via normal transportation modes (car, truck, plane) as well as potential 
delivery at the onset of a disease outbreak (Ebola)," said Linda Pulli, executive director 
of supply chain management at Merck.28 

 

 
 

28 Lopez, Edwin. 2019. Drones in Puerto Rico Test Last-Mile Disaster R 
http://bit.ly/2VDO09W. 

 

 

 
 

 
People observe a UAV involved in 

the Drone Corridor program. Source: 
UNICEF, 2018. 
https://uni.cf/2BBkOXM. 

http://bit.ly/2BLvOlL
http://bit.ly/2VDO09W
https://uni.cf/2BBkOXM
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ensure there exists a controlled platform through which stakeholders in the private 
sector, academia, and other sectors can develop capabilities to address the 
humanitarian needs of communities and schools. The program’s goal was identified as 
“[Helping] the poorest and hardest to reach families in Malawi.” The established 
corridor airspace enables stakeholders to test UAVs in a rural setting where there is a 
varied landscape, remote populations, and health clinics and schools struggling with 
communication and access challenges. 

 

The program has grown out of an earlier response-driven effort by UNICEF which was 
mobilized in support of the 2017 Malawi Floods. In that event, UAVs were used to 
generate aerial imagery to help assess the needs of affected households. Studies were 
initiated to better understand how UAVs could have been used to support the immediate 
search and rescue efforts that are likely to arise in future similar events. Using the 
Malawi Drone Corridor, testing of three main areas will be possible: 

 

1. Imagery: generating and analyzing aerial images for development and during 
humanitarian crises, including for situation monitoring in floods and earthquakes; 

2. Connectivity: exploring the possibility for UAVs to extend Wi-Fi or cellphone signals 
across difficult terrain, particularly in emergencies; 

3. Transport: delivery of small low weight supplies such as emergency medical 
supplies, vaccines and samples for laboratory diagnosis, including for HIV testing. 

 

It was also recognized that institutionalized use of drones could also support other 
development goals, such as delivering digital educational materials to communities 
where textbooks are outdated, in short supply, or nonexistent.29 

 

Search and Rescue 
 

Search and rescue capabilities have advanced considerably since the first Urban 
Search and Rescue teams were established in the aftermath of the 1985 Mexico City 
Earthquake. In addition to locating and extracting survivors trapped in damaged and 
collapsed structures, search and rescue teams may have any number of specialized 
capabilities including rescue from high water, swiftly-moving water, wildland (back 
country) locations, avalanches, landslides, mudslides, wildfire, transportation accidents, 
industrial accidents, open ocean, and more. 

 
The rapid location and extraction of survivors is critical – in fact in many cases there are 
only a few days and perhaps just hours to reach buried victims before they succumb to 
injuries or to the impacts of the event. In large scale disasters, this is akin to finding a 
needle in a haystack. New methods and technologies have been introduced to improve 

 
 

29 UNICEF. 2017. Africa’s First Humanitarian Drone Corridor Launched in Malawi. UNICEF Press Release. 
http://bit.ly/2M1Otj1. 

http://bit.ly/2M1Otj1
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South Korea's telecommunications 
company KT is a provider of fifth 
generation (5G) cellular technology. To 
support disaster operations, the company 
developed a UAV-based platform to 
support 5G disaster management 
communications and ICT systems when 

Case Study: SKYSHIP Search and Rescue Platform 

 

 

search and rescue effectiveness, including trained animals, detection equipment, and 
others. Operations are nonetheless human resource intensive, time consuming, and 
very often physically and emotionally demanding. As search teams tire, they become 
increasingly ineffective, and the risk to those lost or buried increases. In the case of 
aerial search operations in manned vehicles, this can cause crew fatigue which leads to 
failures of detection and higher risk to rescuers. 

 
Video: Using Drones for Search and Rescue in Extreme Environments 

 

• Video Length: 3:34 

• Video URL: http://bit.ly/2T354pW 

 

UAV technologies offer multiple supportive and innovative benefits to search and rescue 
operations. These include: 

 

• Increased ability to locate survivors using thermal imaging that can see through 
cloud cover, smoke, vegetation, and some building materials 

• Increased ability to scan large areas quickly with the goal of quickly finding 
survivors or cadavers using the elevated camera vantage provided through low- 
altitude flight (in 2014, an amateur drone operator used a UAV to locate an 82- 
year-old man in a bean field after hundreds of volunteers searching for three 
days using dogs had not located him) 

• Assistance with route planning through unmapped or poorly mapped areas, 
through debris fields, or through other hazardous conditions (e.g., flood waters) 

• Information about the structural integrity assessment of structures that may need 
to be searched by rescuers 

• Increased ability to detect survivors using sensors that can detect human and 
technology electricity signatures 

• Ability to search dangerous areas without physically entering them 

• In the case of heavy-lift UAVs, the ability to reach and retrieve survivors in much 
less time than ground-based vehicles.30 

 

 
 

30 American Red Cross. 2015. Drones for Disaster Response and Relief Operations. April. http://bit.ly/2ov4ntf 

http://bit.ly/2T354pW
http://bit.ly/2ov4ntf
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networks are interrupted or otherwise unavailable during and in the aftermath of a 
disaster. 
 

The new platform, called SKYSHIP, is a 
system of air and ground-based vehicles 
and controls that operate in tandem.  It 

 
Diagram of the SKYSHIP platform. Source: KT 
Corporation, 2018. 

consists of four major components: 
 
1. The Skyship, which is a helium-filled airship (blimp) 
2. The Skyship C3 (Command, Control, Communication) Station, which is a mobile 

version of a ground control station 
3. Skyship Drones, which are housed in the airborne Skyship 
4. Skyship Robots, which operate on the ground below the Skyship. 
 
The Skyship carries a range of equipment to support emergency operations, 
communications, and other functions. They include cameras, communication network 
components, and drones. One of the sensor systems, called Skyscan, can detect cell 
phone signals, which it crosschecks with mobile carriers' customer database in order to 
identify who may be located below, and what their demographics may be (e.g., age). It 
can pinpoint a survivor’s location within a 50-meter radius, which in turn reduces search 
areas and speeds up rescue. Once a signal has been detected, drones are deployed 
from the Skyship to further narrow their location. Finally, ground-based robots are 
dispatched to deliver emergency relief items, relay information to rescuers, and assess 
survivors’ health. 
 
Ground-based search and rescue staff can use the system’s augmented reality (AR) 
glasses to better understand rescue conditions and the conditions of survivors. The 
system provides them with a direct line of communication to doctors at nearby hospitals 
for assistance in delivering emergency treatment. It has been postulated that integration 
of this system with electronic medical records could help rescuers to make more 
informed medical decisions, such as determining their blood type or understanding how 
a pre-existing condition will impact first-aid treatment. 
 

The newest version of the Skyship can fly up to six hours with a maximum speed of 80 
kilometers per hour, can withstand 13 meter-per-second winds, and is able to carry a 
5kg payload. The system’s developer, KT, is encouraging innovation by standardizing 
the hardware requirements for the Skyship, enabling other companies or organizations 
to develop drones and/or sensors that can operate on the Skyship.31 

 

Activity: Drone Footage of Rescue Efforts 
 
 
 

31 KT Corporation. 2018. KT Unveils 5G Emergency Rescue Platform “SKYSHIP”. PR Newswire. July 5. 
https://prn.to/32fbMvz. 

https://prn.to/32fbMvz
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• Watch the video Danoffice IT Support Activity After Haiyan Typhoon in 
Philippines. This video details the extraction of a cadaver during search and 
rescue operations in Tacloban City, Philippines, following Typhoon Haiyan. 

• How does the high vantage of this UAV improve on search and rescue efforts, if 
at all? 

• What does this video indicate about the scope of search and rescue operations? 
How does this impact the planning process, if at all? 

  Video: Danoffice IT Support Activity After Haiyan Typhoon in Philippines 

• http://bit.ly/2B7puEN 

• Video length: 1:53 

 

Firefighting 
 

While not always an intensive hazard risk, as is the case with wildfire, fires cause 
extensive loss of human life and property every year. The World Health Organizations 
estimates that approximately 180,000 people die each year from burn-related injuries32, 
while the inclusion of smoke inhalation-related deaths, notably from farm burns and 
wildfires, increases that estimate to almost 340,000 per year.33 The amount of property 
damage will never be known, but given the extent of several recent wildfires in the 
Southwestern United States that have been the subject of intense study, this figure 
easily exceeds $100 billion each year just for wildfires.34 Add to this structure fires, 
including fires in high-cost infrastructure like high-rise housing and commercial space, 
and the problem represents a major contributor to global vulnerability. 

 
Firefighting is itself a high-risk function of disaster risk management. In the United 
States, between 35 and 50 firefighters are killed, and almost 30,000 are injured, in any 
given year. 35 The nature of risk related to this function varies by the type of fire, 
whether needing to fly low over wildfires in the unpredictable microclimates they create, 
to climb high ladders or into burning structures to reach fires in high-rise buildings, or to 
simply enter a home to find people that may or may not be trapped inside. Hazardous 
materials fires present their own set of risks to responders. All of this is to say, any 
solution that enables responders to remain farther from the fire itself, that gives them 
more information about the conditions they are operating in, or that perform the act of 
firefighting for them, is attractive and worth investigating. 

 
Firefighting technology has progressively advanced over the years, from self-contained 

 
 

32 World Health Organization. 2018. Burns. WHO Website. http://bit.ly/2NcA4jw. 
33 Sheridan, Kerry. 2012. Wildfires kill 339,000 People Per Year: Study. Phys.Org. February 19. http://bit.ly/2N2ENnE 
34 Disis, Jill. 2017. Wildfire Property Damage Could Reach $65 billion in Northern California.  CNN Business. October 
11. https://cnn.it/31EA3K8 
35 American Red Cross. 2015. Drones for Disaster Response and Relief Operations. April. http://bit.ly/2ov4ntf. 

http://bit.ly/2B7puEN
http://bit.ly/2NcA4jw
http://bit.ly/2N2ENnE
http://bit.ly/2ov4ntf
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breathing systems, to imaging and communication systems – but the firefighter has 
remained relatively engaged in high-risk environments due to the nature of the function. 
In the past decade there has been a significant level of advancement in the capabilities 
of unmanned vehicles designed to support firefighting or to fight the fires themselves. 
Researchers have recognized that unmanned vehicles can fly in low visibility using non- 
visual sensors, can drop fire retardants more accurately and safely, and can carry a 
range of equipment and even firefighters themselves much more safely. As was 
previously described, UAVs have also expanded the reach and capability of the 
communications systems on which firefighters so desperately depend. 

 
In 2018, drone usage had increased 
significantly among firefighters in the 
United States, with one study identifying 
186 state and local firefighting and EMS 
agencies reporting having them.36 
Numbers of drones used elsewhere are 
not known, but they are predicted to rise 
everywhere due to the extent of benefits 
they provide. 37 

 
Examples of equipment modifications that 
have been made to drones to increase 
their firefighting utility include: 38 

 

• Thermal cameras to identify fire sources and hot spots; 

• Infrared cameras that detect humans and animals; 

• Extinguishing agent tanks, including powder, foam, water, or specialized liquids; 

• Mist distributors that spray a cooling mist to let drones and firefighters get closer 
to a fire; 

• High-definition cameras that can help identify products and codes on packaging 
to determine potentially dangerous and flammable goods. 

 

Peter Van Der Schaft described several future innovations for drone and robotics 
technologies to support firefighting which may be developed in the near future, 
including: 39 

 

• Closer extinguishing with more heat-resistant materials 

 

36 Bard University. 2018. Public Safety Drones: An Update. http://bit.ly/2MZQ1co. 
37 Van Der Schaft, Peter. 2018. Firefighting Drones Aim to Fly Higher, Help Save Lives. Robotics Business Review. 
July 25. http://bit.ly/35ZdlzT. 
38 Van Der Schaft, Peter. 2018. Firefighting Drones Aim to Fly Higher, Help Save Lives. Robotics Business Review. 
July 25. http://bit.ly/35ZdlzT. 
39 Van Der Schaft, Peter. 2018. Firefighting Drones Aim to Fly Higher, Help Save Lives. Robotics Business Review. 
July 25. http://bit.ly/35ZdlzT. 

 
 
 
 
 
 
 
 
 
 
 

 
UK Firefighter deploying a drone during an 
exercise. Source: Peter Van Der Schaft, 2018. 
http://bit.ly/35ZdlzT. 

http://bit.ly/2MZQ1co
http://bit.ly/35ZdlzT
http://bit.ly/35ZdlzT
http://bit.ly/35ZdlzT
http://bit.ly/35ZdlzT
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Case Study: Smoke Bot 
 
A collaboration between the University of Örebro in Sweden 
and the fire brigade in the German city Dortmund was 
established to develop a robot capable of supporting fire 
rescue services. The robot, called SmokeBot, has sensors 
that allow it to see through heavy smoke in order to find 
people that are trapped or to detect toxic chemicals in the 
air that present a health or life hazard. 
 
The robot’s purpose is to operate in places that are too 
dangerous for human responders, or that they cannot 
otherwise access. Examples include tunnels or situations 
where air conditions are extremely poor. 

 

 

• Better detection of humans, animals, and toxic substances 

• Attachments that can disperse smoke in crucial areas 

• Guiding panicked humans to safety through lights and sound 

• Smart robots or drones on patrol that can prevent fires from breaking out, or 
extinguish smaller fires before they spread 

 

Case Study: Aerones Firefighting UAV 
 

A Latvian company, Aerones, developed an unmanned aerial vehicle that can provide 
firefighting capabilities up to 300 meters in elevation. The drone, which is tethered to 
the ground by both electrical cables and chemical feed hoses, needs only six minutes to 
rise to this maximum elevation. Considering the longest firefighting ladder trucks reach 
only 29 meters high and require considerable time to reach even that elevation given 
safety and technical requirements, the UAV capabilities represent marked 
improvements in at least these two areas. 

 

The firefighting UAV is capable of up to 20 minutes of flight without tethering, and much 
longer flight times if tethered or recharged in flight. It has been physically hardened to 
allow it to fly within 30 meters of a major fire, where it deploys a chemical fire retardant 
or foam. 

 

Aerones is currently developing a much more powerful drone that has 28 rotors and can 
carry a maximum payload of 200kgs, and a 36-rotor version that can carry up to 300kgs 
and can reach elevations of 500 meters. 

 

Video: Drone Could Help Firefighters by Putting Out Fires 
 

• http://bit.ly/34m9vzl 

• Video length: 3:13 
 

http://bit.ly/34m9vzl
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Case Study: Mitsubishi Heavy Industries Firefighting Robot 
 

Electronics company Mitsubishi developed a paired robotics firefighting system called 
“Water Cannon Robot” and “Hose Extension Robot.” The purpose of this 
comprehensive system is to enable robust firefighting capabilities in places where 
conditions are much too hazardous for humans, such as fires at chemical facilities. 
Paired with autonomous vehicles (ground and aerial) designed to provide 
reconnaissance and surveillance capabilities, the set of technologies is referred to as a 
‘Firefighting Robot System’. 

 

The four components are transported in a custom-designed vehicle that quickly deploys 
the robots and then acts as a control center for firefighters. Mitsubishi Heavy Industries 
worked closely with Japan’s national Fire and Disaster Management Agency to ensure 
that capacity met needs. The firefighting robots use laser and GPS systems to drive 
themselves autonomously to the fire. The Hose Extension Robot can remain up to 300 
feet away in order to access a fire hydrant or other water source. 

 

Water Canon Robot has a specially designed nozzle that can spray up to 4,000 liters 
per minute. It can change the shape of its spray to cover a wide area in order to provide 
a cooling mist. 

 

Video: Mitsubishi Heavy Industries Firefighting Robot System 
 

• http://bit.ly/31Teh5G 

• Video length: 2:17 

 

2.1.2 : Robotics 
 

Although robotics is field closely associated with concepts of innovation and modernity, 
its roots are actually quite old. The term ‘robot’ comes from characters in a 1920 play 
Rossum’s Universal Robots by Czech playwrite Karel Capek. Capek took the term from 
the Slavanic word ‘robota’ which means “forced labor” or “servitude”.40 

 
The robots of today, like those in Capek’s play, are produced to perform work that 

 
 

40 Science Friday. 2011. Origin of the Word ‘Robot’. April 22. http://bit.ly/2BcUFhM 

 
The SmokeBot’s suite of sensors includes stereo infrared heat cameras, a 3D radar 
camera, a lidar unit, a laser scanner, and gas sensors. It also contains computational 
capabilities that allow it to respond to its conditions autonomously, called ‘cognitive 
approaches’. It can use even crudely drawn maps to plan out its mission and enter low 
visibility environments. 

http://bit.ly/31Teh5G
http://bit.ly/2BcUFhM
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humans do not prefer to do themselves. However, robots are also doing work that 
humans cannot do, or that they would prefer to do but the risks are too great. 
Unmanned vehicles are, in that sense, a subset of the much larger field of robotics, but 
have been addressed in isolation due to the particularly wide-reaching impact they have 
had on disaster risk reduction as an individual subset (and the fact that many times they 
do not cleanly fit within the modern definition of the word). 

 
 

 

Scene from Rossum’s Universal Robots, a play 
by Czech playwrite Karel Capek. 

Maja Mataric writes in “The Robotics 
Primer” that the concept of robots, namely 
a machine that does the work of a human, 
predate Capek’s coining of the term by 
thousands of years as in the case of 
machines developed in ancient Egypt.41 
But as Mataric writes, the term Robot has 
changed in modern times: 

 
“[the robots of ancient Egypt, and even 
those of the 19th century] were not really 
robots, not by our current definition and 

understanding of what a robot is. While original notions of robots were really of clever 
mechanical automatons, as computational machinery developed (and in particular when 
it shrank in size sufficiently to be imaginable within a robot’s body), the notions of robots 
started to include thought, reasoning, problem-solving, and even emotions and 
consciousness. In short, robots started to look more and more like biological creatures, 
ranging from insects to humans.”42 

 

Mataric writes that a robot is “an autonomous system which exists in the physical world, 
can sense its environment, and can act on it to achieve some goals.”43 Not that this 
definition lists five specific requirements for designation as being a robot: 

 
1. A robot is autonomous, which means that a person does not control it (it makes 

its own decisions). Machines that are operated by a human at a distance, or 
‘tele-operated’, such as drones, are not considered to be true robots. There is a 
distinction made between taking input and acting on that input and being 
controlled. 

2. A robot exists in the physical world. As such, computerized simulations of 
robots, such as may exist in exercise software or virtual reality, are not robots. 

3. A robot can sense its environment. The sensing of its environment is what 
allows the robot to make decisions and to act accordingly. For instance, it can 
see, feel, and hear the conditions that surround it in order to do what it has to do, 

 
 

41 Mataric, Maja. 2007. The Robotics Primer. MIT Press. Cambridge. 
42 Mataric, Maja. 2007. The Robotics Primer. MIT Press. Cambridge. 
43 Mataric, Maja. 2007. The Robotics Primer. MIT Press. Cambridge. 
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and to avoid destroying itself or getting stuck. It can also make measurements 
related to performing its job. 

4. A robot can act on the data it gains from sensing the environment. Simply taking 
readings on the environment makes something a sensor, not a robot. 

5. A robot can achieve goals. The robot has a defined purpose that it is working to 
achieve. 

 
We often associate robots with humanoid figures, or robots that have arms and legs and 
some form of head. However, a robot need not look anything like a person, or even an 
animal, and many robots look more like inanimate objects. Some of the most commonly 
encountered robots are those that are marketed to assist in housekeeping tasks such 
as vacuuming carpets, or cleaning pools. In this section, the robots described in case 
studies take on a range of physical forms that have more to do with meeting their 
purpose than aesthetics or any other secondary need. 

 
In her article “How Will Robots Change the World?”, Bernadine Racoma writes that 
there are several advantages to using robots for certain applications, including search 
and rescue.  She explains that:44 

 

• Robots are more accurate than humans (they can follow an instruction precisely) 

• Robots are more consistent than humans (they can perform the same operation 
over and over with little variance.) 

• Robots perform tasks faster 

• Robots don’t tire (they can produce the same quality of output 

• Robots need only good ventilation and proper regulation of dust and moisture 
levels in their work environment, and can perform tasks in many hazardous 
environments 

• Robots don’t demand salaries or other forms of compensation 

• Robots work with little supervision 
 

Racoma also identifies several disadvantages of using robots: 
 

• Robots often take away jobs from humans 

• Robots can overheat if worked nonstop 

• Robots are expensive 

• Robots are often limited in utility to their programming 

• Robots do not gain experience 

 

Robots have been used in over 50 major disasters for post-disaster search and rescue 
and for other operational functions ranging from environmental assessment and 
monitoring to firefighting. Considerable research continues into developing new 

 

44 Racoma, Bernadine. 2019. How Will Robots Change the World? Day Translations. January 31. 
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disaster management robots, and at least one academic robotics research center has 
focused its efforts specifically on meeting the needs of disaster response and recovery 
efforts (the Center for Robot Assisted Search and Rescue (CRASER) in Texas, USA). 

 
Hazard Assessment and Monitoring 

 

 Video: Robot Explores Fukushima Power Plan 

• Video Length: 1:13 

• Video URL: http://bit.ly/32ta8Hr 
 

Many of the great advantages that unmanned vehicles have in terms of effective hazard 
assessment and monitoring are also found in relation to robots. These are time and 
resource intensive tasks, and in most cases they are monotonous. In some cases, they 
may be dangerous to human life as well, as the following case highlights. 

 

Case Study: Fukushima Power Plant Damage Assessment 
 

Before any work could begin on remediating the nuclear contamination to Japan’s 
Fukushima Daiichi power plant that experienced a catastrophic meltdown of several 
reactors following the 2011 Great East Japan Earthquake, an accurate damage 
assessment was needed. The conditions surrounding the plant, especially close to the 
nuclear fuel where the remediation would focus, were so toxic as to be immediately fatal 
to any human that entered them. Emergency managers had to develop new robots that 
had the ability to operate under water, in the dark, and in highly radioactive conditions. 

 

Prior to achieving success with a robot called 
“little sunfish” (Mini-Manbo), engineers had 
attempted to access the reactor with other 
robotic designs that ultimately failed. 
Whether due to the physical constraints 
caused by disaster debris, or the harsh 
radioactive conditions, these previous 
designs were not able to provide useable 
data. Little Sunfish was the result of lessons 
learned and was constructed using radiation- 
hardened materials including a sensor that 

 
 
 
 
 
 
 
 

 
Scene from Rossum’s Universal Robots, a 
play by Czech playwrite Karel Capek. 

helped it to avoid dangerous hot spots that it was ill-equipped to operate. 
 

Little Sunfish is the size of a shoe box and uses tiny propellers to hover and glide 
through water in a manner that is very similar to a UAV. It took about three days of 
navigating through the facility’s damaged areas to reach the most heavily damaged 
reactor. From that position, the robot was able to stream back video imagery that 
confirmed the fuel rods had in fact melted through the reactor floor. Ultimately, the 

http://bit.ly/32ta8Hr
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Case Study: RoboBees 
 

Researchers at Harvard University studied the 
capabilities of flying insects to design a robot that 
was individually very small in size but capable of 
accomplishing great feats when working in tandem 
with other similar robots. RoboBees, as they are 
called, use a form of wing-flapping to move around 
and have been studied for applicability in crop 
pollination like their insect counterparts perform, but 
also for search and rescue, surveillance, and for 
monitoring weather, climate, and environmental 
conditions. 

 
 
 
 
 
 
 
 
 
 

Robobee. Source: Wyss Institute, 
2019. 

 

The robot is only about half the size of a paper clip and weighs less than one-tenth of a 
gram. Its wings flap when “artificial muscles” are contracted using electricity. Simple 
modifications to the wing design allow for travel in both air and water, and they can 
position themselves on different surfaces in a motion called ‘perching’ that uses static 
electricity. 

 

Robobees are different than drones in that they are intended to have autonomous (self- 
contained, self-directed) flight, and will achieving a goal working in a coordinated 
manner with other similar robots. The robot itself has three distinct components, a 
body, a brain, and a colony. Body development consists of constructing robotic insects 
able to fly on their own with the help of a compact and seamlessly integrated power 
source; brain development is concerned with “smart” sensors and control electronics 
that mimic the eyes and antennae of a bee, and can sense and respond dynamically to 
the environment; the Colony’s focus is about coordinating the behavior of many 
independent robots so they act as an effective unit.46 

 
Supporting Response Operations 

 
The disaster risk reduction role for robots that is perhaps most easily imagined is that of 
replacing or supplementing the response functions that humans currently perform. The 
image of a humanoid robot pointing a fire house at a burning structure, or perhaps 
filling, lifting, and laying sandbags, is in many ways how robots have been depicted in 
the cinema and the arts. Robotics research and development efforts have led to many 

 
 

45 Fackler, Martin. 2017. Six Years After Fukushima, Robots Finally Find Reactors’ Melted Uranium Fuel. The New 
York Times. November 19. https://nyti.ms/2MBs9vQ. 
46 Wyss Institute. 2019. Autonomous Flying Microrobots (RoboBees). 

melted uranium was in each of the three destroyed reactors, which represented a major 
achievement in the ability to plan a recovery and remediation effort.45 

https://nyti.ms/2MBs9vQ
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Case Study: SnakeBot 
 
The SnakeBot is a robot with a highly specialized and purpose-driven design to support 
search and rescue operations. It was built to navigate heavily damaged structures 
where survivors may still be present but where human rescuers are not able to reach 
quickly or safely. 

 

 

supplemental capabilities for the disaster risk reduction field, and these do include 
support for firefighting and flood prevention. That said, the human body is not 
necessarily purpose built for these functions, and as such robots designed and 
developed to support or replace response operations may not utilize a humanoid form in 
practice. 

 

Case Study: WALK-MAN Firefighting and Rescuing Robot 
 

The Italian Institute of Technology’s (IIT) WALK-MAN robot is in is in the process of 
being developed to assist with disaster response efforts. WALK-MAN is a humanoid 
robot with arms and legs and navigates the disaster environment in a similar manner 
that a human would. It has arms and legs and a ‘head’ that contains several sensors. 

 

Although not as nimble as a human, the fact that WALK-MAN uses a similar body shape 
means that it is able to utilize equipment meant for a human, such as a door handle or a 
fire extinguisher. The benefit gained by using the robot is first and foremost a reduction 
in life safety risk, such as might exist in a building where gas leaks or other physical 
hazards are present. Using its human-shaped hand, it can turn on and off valves such 
as those that might control utilities in a structure. It can pick up and move debris that 
might be in its way and can step over those obstructions that it can’t move. 

 

The robot is the size of a tall human, at 1.85 meters. It weighs 102 kilos and can lift 10 
kilograms in each arm. Its design was meant to maximize its agility, which allows it to 
navigate through debris fields and other obstructions, while minimizing its energy use 
such that it achieves up to two hours of continuous operation. What is interesting about 
the WALK-MAN is its method of operation – a human operator controls the robot 
wearing a suit that is equipped with sensors to control approximately 80% of its actions. 
Eventually the robot’s autonomy will be increased beyond this point to reduce the need 
for human control.47 

 

Video: WALK-MAN Operating in a Damaged Building 
 

• http://bit.ly/2BWkUt6 

• Video length: 1:30 
 

 

47 Hauser, Kristin. 2018. This Robot Superhero Could Be the Future of Disaster Relief Operations. World Economic 
Forum. March 2. http://bit.ly/2pjZbIR. 

http://bit.ly/2BWkUt6
http://bit.ly/2pjZbIR
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so. Its unique articulations enable it to travel beyond what a search dog and even other 
robots can. It can stand up, pull itself over obstacles, and even climb objects and 
surfaces. 
 
SnakeBot was used in the response to the 2017 earthquake in Mexico City, which 
resulted in several building collapses. Although it did not locate any survivors, it 
prevented human and canine rescuers from unnecessary risks in the unoccupied 

relatively autonomously as it senses and moves 
through its environment. It reacts to what it 
encounters, using 16 independently moving parts to do 

The robot, which was created by researchers at 
Carnegie Mellon University, can weave its way through 
tight entry points and packed rubble in order to locate 
people. Once a survivor is located, the SnakeBot can 
facilitate communications between rescuers and 
survivor using a camera, speaker, and microphone. 
 
Using artificial intelligence, SnakeBot operates 

environments. By using a configuration that enables it 
to grow from its leading edge rather than traveling 
through rubble in a traditional sense, the growing robot 
has addressed several physical limitations of other 
similar robots. 
 

The soft, vine-like robot begins fully tucked within itself. 
It has been compared to an inside-out sock, and its 
length therefore comes from its core which allows the 
outer portion to remain fully in place without moving. 
Eliminating the need for the outer surface to move 
prevents snags or tears that could trap robots that use 
standard designs. The robot simply needs to be 
placed at an entrance to the collapsed area, and the 
operator extends it using a tendril equipped with a 
camera for navigation. Even after contacting 
extremely sticky surfaces, like flypaper, the robot can 

Case Study: Growing Search and Rescue Robot 
 
A research team at Stanford University have developed a robot designed for Search 
and Rescue efforts that is able to grow in length as it explores confined space 

 

 

 
 

 

SnakeBot. Source: ZDNet. 
 
 
 
 
 
 
 
 
 

buildings and allowed the technology to be proved in a field-tested environment.48 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Growing robot prototype showing 
camera-tipped tendril. Source: 
Kubota, 2017. 

48 Nichols, Greg. 2018. Snakebot Named Ground Rescue Robot of the Year. Zdnet. April 30. https://zd.net/2BdQmTE 

https://zd.net/2BdQmTE
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2.1.3 : Sensing Systems 
 

Pre- and Post-disaster information that may be used to inform the risk reduction 
mission, and critical to building community and national resilience, is extensive. 
Whether plotting topography or bathymetry, tracking river and stream stages, measuring 
changes in coastlines, surveying vegetation, assessing water temperatures, or 
capturing changes to the built environment, data can tell us a lot about what might 
happen or what has. And while many of the technologies utilize or facilitate remote 
sensing and detection systems, these systems are a technology in and of themselves. 
Sensors and other devices that can see, feel, hear, or otherwise identify a broad range 
of different reflected and emitted energy, much of which is of use to the DRR 
community. In this section, we look at these sensors. 

 
There are three different categories of sensors, two of which are often grouped 
together. They include:50 

 
 
 
 
 
 

 

49 Kubota, Taylor. 2017. Stanford Researchers Develop a New Type of Soft Growing Robot. Stanford News. July 19. 
http://bit.ly/2qfEYEv 
50 Teillet, P.M., R.P. Gauthier, and A. Chichagov. n/d. Towards Integrated Earth Sensing: The Role of In Situ 
Sensing. http://bit.ly/31bLKrH 

continue on its course fully unrestricted. The research team explained that the system’s 
strength is derived from the fact that the way it moves is “very, very different from the 
way that animals or people get around the world.” 
 
The growing robot design has been tested in environments like those that would be 
encountered following a disaster, and it has shown very promising results. It has shown 
that it can be punctured by a nail and continue to work, because the punctured section 
stays attached to the nail without moving. It has also demonstrated a capacity to lift 100 
kilograms, and to slip through a thin space that was only 10 percent of its diameter. To 
communicate, it spiraled upwards to form a free-standing structure that then sent out a 
radio signal. It is also able to move a cable with the tendril as it grows, which will help if 
it is necessary to pass wiring through the confined space. Because it is so soft, there is 
little danger of it hurting any survivors it encounters. 
 

Some iterations of these robots included a control system that differentially inflated the 
body, which made the robot turn right or left. The researchers developed a software 
system that based direction decisions on images coming in from a camera at the tip of 
the robot.49 

http://bit.ly/2qfEYEv
http://bit.ly/31bLKrH
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• Remote Sensing 

Remote sensing technologies are used to acquire information about an object by 
detecting energy reflected or emitted by that object when the distance between 
the object and the sensor is much greater than any linear dimension of the 
sensor. A short dictionary-based definition could be that remote sensing is 
“sensing from a great distance”. Earth observation satellites are the primary 
source of remote sensing data, though information gathered on manned and 
unmanned flights, balloons, and rockets, is playing an increasing role. 

 

• In-Situ Sensing 

In-situ sensing technologies are used to acquire information about an object 
when the distance between the object and the sensor is comparable to or smaller 
than any linear dimension of the sensor. A short dictionary-based definition for in 
situ sensing could be “sensing in place”. 

 

• Proximal Sensing 

Proximal sensing technologies are those 
that gather data in situations where the 
distance between the sensor and the 
subject is greater than any linear 
dimension of the sensor, but which would 
generally be within close range. This 
category of sensing technologies is often 
grouped together with In-Situ Sensing. 

 
The importance of both remote and in-situ 
sensing data in expanding our understanding of 
risk, and enhancing our situational awareness of 
events in progress, cannot be underestimated. 
The following excerpt from the ESCAP technical 
paper Sound Practices in Space Technology 
Applications for DRR and Inclusive and 
Sustainable Development highlights the 
importance of just one subgroup within the larger 
group of sensing applications: 

 

Camera and LiDAR imagery of a bridge 
in California, USA. Source: NOAA, 2019. 

“In recent times, Earth Observation data 
has played a key role in integrating 
climate change adaptation (CCA) and 

disaster risk reduction (DRR) through resilient land use planning in key 
sectors of development such as agriculture, water, environment, and 
energy among others. 

 
“The convergence between DRR and CCA processes has been observed 
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in certain types of projects that need to be recognized for scaling-up and 
replications in the region, especially through regional cooperation. These 
are: Integrated Coastal Zone Management, Watershed Development 
Programme, Land Use Planning in areas sensitive to climate and disaster 
risks, River-basin Floodplain Management and Integrated Drought 
Mitigation. 

 
“It is important to highlight that Earth Observation (EO) information 
products form the essential components to realize such projects. The 
Hyogo Framework for Action 2005-2015, calls for the integration of 
disaster risk reduction into sustainable development policies and planning. 
Use of space technology, GIS and geospatial data could assist countries 
in achieving progress under the Hyogo Framework for Action. All disaster 
risk management interventions start from updated hazard, vulnerability 
and risk assessments, which are the products derived from space 
applications. These products are the key inputs for implementing resilient 
land use planning as well as integrating disaster risk reduction and climate 
change adaptation in key development sectors.”51 

 
Consider how: 

 

• Cameras on satellites and airplanes provide images of large areas on the Earth's 
surface, allowing us to see much more than we can standing on the ground 

• Sonar systems on ships can be used to create images of the ocean floor without 
needing to travel to the bottom of the ocean 

• Using specialized sensing systems, we can see more than the limits of visible 
light, including differences and changes in temperature, and differences in 
reflective properties 

 

The goal of these capabilities, and of all sensing systems, is an enhanced 
understanding of the earth, of weather systems, and other drivers of risk. Some specific 
uses of remotely sensed images of the Earth include:52 

 
• Mapping large forest fires so that those tasked with managing them can more 

comprehensively plan their approach 

• Tracking clouds and climate systems to more accurately predict the weather 
• Tracking the activity of volcanos and landslides that have associated earth 

deformation that is often too difficult to see from the ground 

• Tracking dust storms 

• Tracking urban growth and changes in farmland or forests over years or decades 
 

51 ESCAP. 2013. Sound Practices in Space Technology Applications for DRR and Inclusive and Sustainable 
Development. ESCAP Technical Paper. http://bit.ly/2MJBJg8. 
52 USGS. 2019. What is Remote Sensing and What Is It Used For? Mapping, Remote Sensing, and Geospatial Data. 
https://on.doi.gov/2nJWCiE 

http://bit.ly/2MJBJg8
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• Mapping the ocean bottom to better understand tsunami potential, storm surge, 
and other hazard-related information 

 
Remote sensors are either passive or active. 

 

• Passive Sensors 

Passive sensors respond to external stimuli. They record natural energy that is 
reflected or emitted from the Earth's surface. The most common source of 
radiation detected by passive sensors is reflected sunlight. 

 

• Active Sensors 

Active sensors use internal stimuli to collect data about Earth. For example, a 
laser-beam remote sensing system projects a laser onto the surface of Earth and 
measures the time that it takes for the laser to reflect back to its sensor. 

 

 

Sensors 1 and 2 are passive, while sensors 3 and 4 are active. Source: P.J. Curran. 1985. 
Components of Satellite Remote Sensing. 

Most active sensors operate in the microwave portion of the electromagnetic spectrum, 
which makes them able to penetrate the atmosphere under most conditions. An active 
technique views the target from either end of a baseline of known length. The change in 
apparent view direction (parallax) is related to the absolute distance between the 
instrument and target. 

 
• LiDAR 

A light detection and ranging sensor that uses a laser (light amplification by 
stimulated emission of radiation) radar to transmit a light pulse and a receiver 
with sensitive detectors to measure the backscattered or reflected light. Distance 
to the object is determined by recording the time between transmitted and 
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backscattered pulses and by using the speed of light to calculate the distance 
traveled. 

 
• Laser altimeter 

Uses a LiDAR to measure the height of the platform (spacecraft, aircraft, or 
other) above the surface. The height of the platform with respect to the mean 
Earth’s surface is used to determine the topography of the underlying surface. 

 
• Radar 

An active radio detection and ranging sensor that provides its own source of 
electromagnetic energy. An active radar sensor, whether airborne or spaceborne, 
emits microwave radiation in a series of pulses from an antenna. When the 
energy reaches the target, some of the energy is reflected toward the sensor. 
This backscattered microwave radiation is detected, measured, and timed. The 
time required for the energy to travel to the target and return to the sensor 
determines the distance or range to the target. By recording the range and 
magnitude of the energy reflected from all targets as the system passes by, a 
two-dimensional image of the surface can be produced. 

 
• Ranging Instrument 

A device that measures the distance between the instrument and a target object. 
Radars and altimeters work by determining the time a transmitted pulse 
(microwaves or light) takes to reflect from a target and return to the instrument. 
Another technique employs identical microwave instruments on a pair of 
platforms. Signals are transmitted from each instrument to the other, with the 
distance between the two determined from the difference between the received 
signal phase and transmitted (reference) phase. These are examples of active 
techniques. An active technique views the target from either end of a baseline of 
known length. The change in apparent view direction (parallax) is related to the 
absolute distance between the instrument and target. 

 

• Scatterometer 

A high-frequency microwave radar designed specifically to measure 
backscattered radiation. Over ocean surfaces, measurements of backscattered 
radiation in the microwave spectral region can be used to derive maps of surface 
wind speed and direction. 

 

• Sounder 

An instrument that measures vertical distribution of precipitation and other 
atmospheric characteristics such as temperature, humidity, and cloud 
composition. 

 
Passive Sensors 
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Passive sensors include different types of radiometers and spectrometers. Most passive 
systems used in remote sensing applications operate in the visible, infrared, thermal 
infrared, and microwave portions of the electromagnetic spectrum. Passive remote 
sensors include the following:53 

 
• Accelerometer 

Measures a change in velocity per unit time of an object. There are two general 
types of these: one that measures translational accelerations (changes in linear 
motions in one or more dimensions), and another that measures angular 
accelerations (changes in rotation rate per unit time). 

 
• Hyperspectral radiometer 

Detects hundreds of very narrow spectral bands throughout the visible, near 
infrared, and mid-infrared portions of the electromagnetic spectrum. This 
sensor’s very high spectral resolution facilitates fine discrimination between 
different objects or surfaces based on their spectral response in each of the 
narrow bands. 

 
• Imaging radiometer 

Provides a two-dimensional array of pixels from which an image may be 
produced. Scanning can be performed mechanically or electronically by using an 
array of detectors. 

 
• Radiometer 

Quantitatively measures the intensity of electromagnetic radiation in some bands 
within the spectrum. Usually, a radiometer is further identified by the portion of 
the spectrum it covers; for example, visible, infrared, or microwave. 

 

• Sounder 

Measures vertical distributions of atmospheric parameters such as temperature, 
pressure, and composition from multispectral information. 

 

• Spectrometer 

Designed to detect, measure, and analyze the spectral content of incident 
electromagnetic radiation. Conventional imaging spectrometers use gratings or 
prisms to disperse the radiation for spectral discrimination. 

 
• Spectroradiometer 

Measures the intensity of radiation in multiple wavelength bands. Many times, the 
bands are of high-spectral resolution, designed for remotely sensing specific 
geophysical parameters 

 

 

53 NASA. 2019. Remote Sensors. EarthData. https://go.nasa.gov/2VJ1SQh. 

https://go.nasa.gov/2VJ1SQh
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Examples of situations where remote sensing is appropriate include: 
 

• Coastal management, including monitoring changes in shoreline shape, tracking 
sediment, and mapping coastal features. 

• Ocean applications, including monitoring of ocean circulation and current 
systems, measuring ocean temperature and wave heights, and tracking sea ice. 

• Hazard assessment: Tracking hurricanes, seismic faults and plate movement, 
erosion, and flooding. 

• Natural resource management, including land use monitoring, mapping of 
wetlands, and charting wildlife habitats. 

 

Earth Observation (EO) 
 

Earth observation (EO) involves the collection of data about the planet’s physical, 
chemical, and biological systems using sensing technologies. Use of the term ‘EO’ 
often includes the analysis and presentation of that data. In addition to monitoring the 
status of earth conditions and systems, it is also used to detect changes in the natural, 
agricultural, and built environments. 

 
EO has provided uniquely valuable data that has enhanced the capabilities of those 
tasked with understanding and managing human development and land use. Using EO 
data and products, patterns and impacts can be much more easily viewed considering 
their aggregate impact. Hazards that threaten communities, societies, and whole 
countries and regions become more readily apparent when assessed and presented in 
this way using EO products. 

 

It is important to note that there is some discrepancy in what is considered EO in 
different stakeholder groups. For instance, In Europe the term is more of a catch-all for 
all forms of remote sensing efforts. First, it includes the collecting and analyzing 
satellite- and other space-based remote sensing data. It is also used to describe other 
non-space collection methods whereby the earth is observed from a distance or even in 
an in-situ arrangement. 

 
In the United States, remote sensing takes on a more specific meaning, referring in 
some stakeholder communities to mean space-based observation and data collection, 
while in others it is more inclusive and refers also to airborne and ground-based sensors 
(e.g., cameras). The term Satellite Remote Sensing (SRS) minimizes ambiguity by 
clarifying that a space-based observation method is being described.54 Satellite Earth 
Observation is an equivalent term. 

 
Satellite Earth Observation describes any space-based sensing system and includes 

 

54 Paganini, Marc, and Ivan Petiteville. 2018. Satellite Earth Observation in Support of the SDGs. European Space 
Agency. http://bit.ly/35Dim0X. 

http://bit.ly/35Dim0X


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 205 

 

 

 

 

the most specialized remote sensing technologies. Challenges associated with the 
design, launching of, and maintaining of such sensors that can endure the conditions of 
space and can be controlled from and communicate with earth-based locations are 
extensive. Their deployment is more expensive by orders of magnitude above other 
earth-based methods, thereby limiting the number of countries whose governments can 
own and maintain such systems. That said, the understanding that this technology is so 
critical to global development efforts has led to extensive data sharing between 
countries that maintain the systems and open data access for those that do not have 
such systems. The benefits of Satellite Earth Observation are well-understood by all 
countries’ governments, industry, and the scientific and research communities, and in 
fact Satellite Earth Observation programs currently amount to the largest percentage of 
global public sector satellite technology investment. The international Committee on 
Earth Observation Satellites (CEOS), which is made up of representatives from national 
government space agencies, has reported that member agencies currently operate or 
are planning to launch more than 300 different Satellite Earth Observation missions, 
together carrying over 900 different sensors. 

 
The value of earth observation to global development is extensive, including 
measurement of progress on several SDG indicators.  The visual and data-driven proof 
of broad geographic observation is unrivaled in many areas, such as forest health, 
urban development, and water security, as examples. 

 
Among the sensing technologies, space-based observation is unique in several regards 
due to the ability to see such large surface areas in real time. It is also able to capture 
subtle changes or signals that are too minute on a small scale to be observed on the 
surface of earth or within its atmosphere. For instance, interferometric synthetic 
aperture radar (InSAR) is a sensing method that uses comparative images to visualize 
average movements on the Earth’s surface. The technology was able to predict and 
then monitor a volcanic eruption that occurred in Iceland in 2014, and an earthquake in 
New Zealand in 2016. 

 

Combined with photographs and other forms of imagery, satellite data and imagery are 
proving very useful in understanding search and rescue and general response needs. 
Humanitarian workers can compare before and after data to determine what structures 
collapsed in order to predict who or how many people may be located within them, for 
instance.55 

 

Not all nations are able to develop and launch their own satellite-based sensors. Hence 
the availability of the data collected from these missions is of fundamental importance to 
many other nations, which greatly increases global impact. Some countries already do 
this, such as with the United States NASA program data which is found on the NASA 

 

55 Noosphere Ventures. 2019. How Space Technology Impacts Disaster Management. January 15. 
http://bit.ly/2ISCmTr. 
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Case Study: Copernicus Program 

 

 

website at https://earthdata.nasa.gov/earth-observation-data. Other examples include: 
 

• European Space Agency Copernicus Program: 
https://earth.esa.int/web/guest/data-access/browse-data-products; 
https://spacedata.copernicus.eu/ 

• European Space Agency Geohazards Exploitation Program: https://geohazards- 
tep.eu/#! 

• German Aerospace Center: https://www.dlr.de/eoc/en/desktopdefault.aspx/tabid- 
5356/ 

• Earth Observation Data Centre for Water Resources Monitoring: 
https://www.eodc.eu/ 

• WMO Space Data: http://www.wmo.int/pages/prog/sat/data- 
https://ec.europa.eu/info/departments_enaccess_en.php 

• Sentinel Asia: https://sentinel-asia.org/index.html 

• US National Aeronautics and Space Administration (NASA) NASA Earth Science 
Disasters Program: https://disasters.nasa.gov/ 

 

Space-based earth observation resources also exist in the private sector. Earth 
Observing System (EOS) offers accident and rescue programs for emergency response 
teams. EOS technologies have already been applied in some cases, including 
application of a thermal infrared channel to identify fires, creating an aerial imagery- 
based algorithm to create an accurate model of damaged electric lines and monitoring 
areas affected by seasonal floods, hurricanes, and tropical cyclones from Optical and 
Synthetic Aperture Radar surveys.56 Planet is another private company that owns their 
own fleet of over 200 satellites, launching a new satellite into space every 3 to 4 months 
on average. Subscribers can request specific imagery which planet programs its 
satellites to observe and then processes the data for its customers as required. 

 
In recognition of the value of earth observation to disaster risk management and 
reduction stakeholders and decisionmakers, the United Nations Office for Outer Space 
Affairs created a dedicated platform called the UN Platform for Space-based Information 
for Disaster Management and Emergency Response (UN-SPIDER) (UN- 
SPIDER.ORG). The purpose of the program is to ensure that all countries and 
international and regional organizations have access to and develop the capacity to use 
all types of space-based information to support the full disaster management cycle. The 
program also supports developing countries in their efforts to procure specialized 
technologies that contribute to disaster risk reduction before and after disasters occur. 
The UN further stressed the importance of space-based sensing technologies by 
including calls for its strengthening in the Sendai Framework. 

 

56 Noosphere Ventures. 2019. How Space Technology Impacts Disaster Management. January 15. 
http://bit.ly/2ISCmTr. 

https://earthdata.nasa.gov/earth-observation-data
https://earth.esa.int/web/guest/data-access/browse-data-products
https://spacedata.copernicus.eu/
https://geohazards-tep.eu/#!
https://geohazards-tep.eu/#!
https://www.dlr.de/eoc/en/desktopdefault.aspx/tabid-5356/
https://www.dlr.de/eoc/en/desktopdefault.aspx/tabid-5356/
https://www.eodc.eu/
http://www.wmo.int/pages/prog/sat/data-access_en.php
https://ec.europa.eu/info/departments_en
https://sentinel-asia.org/index.html
https://disasters.nasa.gov/
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The Copernicus Earth Observation Programme, headed by the European Commission 
on behalf of the European Union, is the biggest provider of Earth observation data in the 
world and a prime example of the socio-economic tie between science and industry. 
 

Through its Sentinel satellites, which are developed, built and launched by ESA and 
operated in conjunction with the European Organization for the Exploitation of 
Meteorological Satellites (EUMETSAT), Copernicus monitors Earth. 
 

Copernicus data are collected by a constellation of dedicated satellites, called the 
Sentinels, and Earth observation missions from other space agencies. The data are 
then streamed and made freely available for Copernicus services through a unified 
ground segment. These data can be used for a wide range of applications in a variety of 
areas such as to better manage natural disasters and global changes, to provide 
support to economy or improve life in cities, just to mention some. 

 
A series of contributing missions 
and ground observations deliver 
services in six thematic streams: 
 

• Atmosphere 

• Marine 

• Land 

• Climate 

• Emergency 

• Security 
 

The revolution of the program 
consists mainly in the provision of 
a huge amount of data, free for 
anyone who calls for it, to 
stimulate the development of new 
Copernicus-based services and 
products for the ultimate benefit of 
all European citizens. Benefits are 
brought to a wide range of users 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Rendering of the different Copernicus program sentinels. 
Image Source: ESA, 2019. 

worldwide and this is expected to increase significantly as more Sentinels become 
operational and ever more users progressively discover the program. 
 
The success of Copernicus is strongly connected to the use of its data, and so wide 
dissemination has been a focus. ESA thought that a digital publication, which is able to 
show the opportunities in an enjoyable and interesting way, could enhance 
dissemination efforts. “The Copernicus Touchbook” was conceived and built by ESA as 
a free multimedia and interactive tablet publication, available on both Apple and Google 
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When assessing satellite earth observation programs, there are several factors that 
influence their impact on national and to a greater extent global disaster resilience. 
These include: 

 

• Scale and coverage 

First and foremost, satellites are unrivalled in their ability to make global 
measurements and to provide data on all scales from local to national, regional 
and even global. Indeed, they are likely the only source of global information for 
many parameters; satellites can observe all points of the globe including areas 
that are remote or difficult to reach. 

 

• Consistency and comparability 

Satellites provide the means for the effective comparison of results among 
different countries, which may otherwise suffer from lack of standardization in 
measurements or methods, impeding attempts to derive meaningful comparisons 
or regional/ global statistics; consistency over time and space is an important 
feature of a credible Indicator Framework. 

 

• Continuity and time-series 

Investment in national systems and processes to integrate new sources of data 
such as EO satellite data, requires a degree of confidence in the continued 
availability of supply of that data; this has been recognized by the world’s largest 
space agencies and guaranteed continuity is a factor in their planning; some EO 
satellite mission series date back to the 1970s and others are now planned up to 
2030 and beyond, providing governments with unique evidence with which to 
track progress, including the establishment of baselines for the determination of 
future trends, for monitoring and compliance of agreements, for improved 
predictions, and for management and mitigation; these characteristics will be 
invaluable over the 15-year span of the 2030 Agenda. 

 

• Complementarity with traditional statistical methods 

While EO datasets can be used to monitor directly some specific Indicators of 
SDGs, they can also offer a unique and complementary source of information to 
cross-check the validity of in-situ data measurements (such as survey and 
inventory data) and to communicate and visualize the geographic dimensions 
and context of the Indicators as needed. 

 

57 European Space Agency. 2018. Case Study Shows Economic Value of Copernicus Earth Observation Data. April 
9. 

app stores using the Rakuten Aquafadas tools. Through a circular navigation, this 
publication offers users the possibility to discover both the satellites and the services 
part of the program. The publication is intended to raise the awareness of the program 
and on the opportunities it can provide to all nations and citizens.57 
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• Diverse measurements 

Technological advances in instrumentation and measurements covering both 
science and applications have resulted in an increasingly diverse array of EO 
satellite missions with dozens of geophysical parameters being measured on a 
regular basis from a range of different satellite orbits. In the field of climate 
change alone, CEOS has identified that more than half of the approximately 55 
Essential Climate Variables (ECVs) benefit from a major contribution from 
satellite observations or simply would not be feasible without satellites (such as 
polar ice extent and global sea level). 

 

LiDAR 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Upper: LiDAR image created with data collected by 
NOAA’s National Geodetic Survey; Source: NOAA 
National Ocean Survey; Lower: Diagram of 
technologies used to obtain elevation data. Source: 
Australian AID, 2013. Image Source: ESA, 2019. 

LiDAR stands for Light Detection 
and Ranging, and it is a type of 
optical remote sensing technology 
that provides extremely accurate, 
high-resolution elevation data. 
LiDAR is also called Lidar, LIDAR, 
and LADAR. Airborne LiDAR 

measures distances (and therefore 
height or depth) by sending a pulse 
of light from a laser scanner towards 
the area being surveyed and 
measuring how long the light pulse 
takes to return. The laser and sensor 
are mounted on a specialized aircraft 
in which a GPS system is used for 
positioning. For coastal risk 
assessment this elevation data is 
critical to calculating inundation 
levels, drainage, catchment 
boundaries, water flow and water 
sinks. It is also valuable for many 
other uses including infrastructure 

planning, evacuation planning and natural resource management. For disaster planning 
the data can be used to model storm surge and tsunami inundation. 

 

Topographic LiDAR can be used in conjunction with aerial imagery to produce maps of 
roads, structures and water courses. Industry can use the data to plan construction 
sites, monitor land subsidence, determine pipeline routes and detect changes in 
vegetation growth. Bathymetric LiDAR can be used to map coastal erosion, benthic 
habitats and coral reefs. It can also be used in nautical charting and tidal boundary 
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determinations. Industry can use the data in ports and harbor operations, and in the 
development of breakwaters. 

 

Case Study: Airborne LADAR Imaging Research Testbed 
 

MIT Lincoln Laboratory’s Airborne LADAR Imaging Research Testbed (ALIRT) can 
produce LADAR images of very large areas in short amount of time. The technology 
scans areas at a rate of 2,000 km2 per hour. The system’s ability to collect high-altitude 
data exceeds that which is possible from commercial LADAR systems, including 
measurement of much greater topographical variance such as is required to scan 
features like the US Grand Canyon (which has a depth of nearly 2km, a distance that 
exceeds the maximum data collection altitude of other LADAR systems). 

 

ALIRT data can provide situational awareness and assessment information after major 
disaster events. Examples of ongoing or post-disaster information that might be 
provided include viability of helicopter landing zones, migration of survivors, and 
trafficability of transportation routes. The system can also support pre-disaster needs 
including detailed topographic maps floodplain analyses, and earth-science research. 

 

ALIRT sensors operate day or night and 
produce high-resolution 3D spatial images by 
using short laser pulses. A short laser pulse 
flood-illuminates the ground and scatters light 
in all directions. Some reflected light returns 
to the receiver and different parts of the 
scene are projected through receiver optics 
onto different pixels of the focal plane. For 
each pixel, the sensor measures the arrival 
times of the returning pulses, which have 
distinct path lengths and thus arrive at 
different times. The time of flight of the light 
pulse to and from the target, relative to the 
outgoing laser pulse, encodes the range to 
the surface that scatters the light. 

 

Principal applications of ALIRT were 

 
 
 
 
 
 
 
 
 
 

In Haiti, ALIRT’s direction and precise 
measurement of height and slope helped 
inform which type of vehicles may navigate 
obstructions. The inset depicts a section 
across the Rue de la Reunion in which the 
peak debris height is 2 meters above the 
street surface. Source: Massachusetts 
Institute of Technology, 2011. 

demonstrated in January 2010 after the Haiti earthquake. Over a period of 30 days, 49 
flights collected ALIRT data to produce 30 cm digital surface models over most of the 
earthquake-impacted city of Port-au-Prince. ALIRT imagery assisted with many specific 
relief and recovery objectives, including: 

 

• Finding helicopter landing zones 

• Assessing road and bridge trafficability 

• Effectively distributing food and water based on changes in refugee camp 
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Synthetic Aperture Radar (SAR) 
 

 

 

 

Illustration of the three methods of Synthetic Aperture 
Radar (SAR) capture. Source: JAXA 2019. 

Microwave remote sensing using both 
active and passive systems, and with 
wavelengths ranging from approximately 
1cm to 1m, have been used broadly for 
earth remote sensing for more than thirty 
years. Its value comes from the fact that 
it can penetrate cloud cover, haze, and 
dust, and can provide remote sensing 
data without atmospheric scattering 
effects in almost all weather and 
environmental conditions, day or night. 

 
Active microwave sensors are 
generally divided into two distinct 
categories: (i) non-imaging (RADAR) 

and (ii) imaging (SAR). Before SAR, RADAR was used to detect ships and aircraft, as is 
used for navigation. These systems transmitted radio waves or microwave frequencies 
from the ground to the air and vice-versa. When RADAR results in imaging, it is called 
Synthetic Aperture Radar, or SAR. It supports geoscience remote sensing applications 
by producing imagery in continuous strips, or digital data of the same. SAR was 
developed to address the inherent limitations of true aperture radars. It is used on both 
airborne and space platforms to produce high resolution images of the earth’s surface. 

 

To operate, a SAR system transmits a radar signal from an antenna mounted in a 
sideways direction towards the Earth's surface. The reflected signal, known as the echo, 
is backscattered from the surface and received a fraction of a second later by the same 
antenna. It is used instead of other systems when its unique characteristics, which 
include platform, radiation, spectrum, frequency, interferometry, polarimetry, acquisition 
time and weather, are preferable or desired. Stripmap is the most common type of SAR 
imagery produced and involves a constant positioning of the antenna which is pointed at 
the ground and captures a narrow swath of data that follows the path of the satellite or 

 

58 Lincoln Laboratory. 2011. Airborne Ladar Imaging Research Testbed. Massachusetts Institute of Technology. 
http://bit.ly/32k53jE. 

occupation inferred from volumetric change detection 

• Helping select locations for temporary housing using flood-plain analysis 

• Supporting longer-term infrastructure development projects 

 

ALIRT’s collection efficiency translates to faster results and reduced mission costs. 
ALIRT’s ability to generate imagery on board and send preliminary products to first 
responders with just a 20-minute latency is extremely effective in time-critical situations, 
such as emergency response. 58 

http://bit.ly/32k53jE
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Case Study: Mapping Coastal Risk with LiDAR in Samoa 

 

 

vehicle holding the sensor on a direct course of movement. A ScanSAR mode can 
accomplish widening of the swath or different angles of capture by manipulating the 
angle of the antenna. And a third mode, called Spotlight, is produced by continuously 
observing a specific area of terrain by keeping the antenna trained on a single area as 
the vehicle makes its overhead pass.59 

 

Case Study: Indoor LiDAR to Map Buildings for First Responders 
 

Funded by a grant from the US 
National Institutes of Standards and 
Technology, a team of researchers 
has developed and tested an In-Situ 
LiDAR system that maps the interior of 
buildings to inform future emergency 
response operations. The goal of the 
system is to help responders to make 
better decisions in terms of finding 
possible victims, locating fire response 
resources like extinguishers or hoses, 
locating exits and passageways, and 
more. 

 
Mapping of building interiors is a 

 
 
 
 
 
 
 
 
 
 
 
 

Illustration of the three methods of Synthetic 
Aperture Radar (SAR) capture. Source: JAXA 
2019. 

standard part of many facilities’ safety procedures, especially those like schools or 
hospitals where life risk is greatest. This can take weeks to complete, however, if the 
data collected is to be of the quality required by innovative mapping and decision 
analysis systems. Such intensive human resource requirements are a formidable 
challenge to any such efforts and oftentimes result in their not being completed. Using 
LiDAR, the system can map an entire school in only 1 hour. The backpack-based 
system that has been developed scans 43,000 data points per second through a 
handheld scanner. It creates a 3D rendering of the room, and then uses artificial 
intelligence to identify what each item in the room should be (fire extinguishers, stairs, 
emergency exits, etc.) 

 

The team estimates that it will be over a decade before the technology is fully 
automated and all buildings are scanned as a matter of practice. In the meantime, the 
team continues to work with emergency responders to understand how the technology 
might be best exploited and what kind of information is needed in response situations.60 

 

59 Asian Institute of Technology and the University of Tokyo. 2015. Introduction of Synthetic Aperture Radar (SAR) 
Technology. http://bit.ly/2MiJoDa 
60 Kanowitz, Stephanie. 2019. Researchers Tap LiDAR-Enabled Indoor Mapping for Responders. Government 
Computer News. August 7. http://bit.ly/2nSfegC. 

http://bit.ly/2MiJoDa
http://bit.ly/2nSfegC
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Climate change has already had an impact on many of the low-lying Pacific island 
countries, and the likelihood of those impacts increasing is high. Their physical 
vulnerability is compounded by the fact that most major settlements, infrastructure and 
industry are in the highest-risk coastal areas. Key to risk reduction planning is 
understanding the nature of that risk in terms of sea level rise, coastal erosion, and 
extreme events. 
 

The Government of Samoa created a National Adaptation Programme of Action (NAPA) 
that guides the country’s climate change adaptation efforts. A risk assessment that 
identified settlements, coastal environments, and infrastructure that were highly 

vulnerable to the impacts of climate 
change was included in this plan. 
Life risk stems from the fact that 
almost 75% of Samoa’s population 
reside in low-lying coastal areas, 
most concentrated in the nation’s 
capital city Apia. Critical 
infrastructure, including key 
government buildings like the 
Parliament House, are located at 
or under one meter above sea 
level, placing them at highest risk 
from cyclonic storms. 
 

The Australian Department of the 
Environment (DoE) and Samoa’s 
Ministry of Natural Resources and 
Environment (MNRE) are working 
in partnership to capture high- 
resolution elevation data for Apia 
and the Faleolo airport, as well as 
the bathymetry of the surrounding 
coastal waters. The effort began 
with collection of high resolution 
topographic and bathymetric data 
using LiDAR. To ensure the data 
provided value to the planning 

 

 

Top: Map showing extent of LiDAR capture in Samoa 
and digital elevation models (DEM) of the two areas 
captured; Bottom Left: A 3D digital elevation model of the 
area surrounding Apia, with red indicating highest 
elevation; Bottom Right: A 3D perspective of the seafloor 
off the coast of Upola. Source: Australian AID, 2013. 

process, training was provided to Samoan Government officials, particularly in terms of 
its use for modelling sea-level rise impacts on at-risk facilities and assets. Finally, the 
data was used by the Australian Commonwealth Science and Industrial Research 
Organisation (CSIRO) to conduct a detailed storm surge analysis. 
 
In the populated coastal areas, high resolution LiDAR data improved the accuracy of 
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Case Study: Wildfire Early Detection in Indonesia 
 
Wildfires are major and recurring phenomena in Indonesia and throughout Asia, often 
causing serious impacts on property and human health. While slash and burn firming is 
to blame for many of the fires that occur each year, several are the result of burning in 
the region’s characteristic peat bogs. Peat fires release upwards of .6 gigatons of 
carbon in an average year, further exacerbating climate change. Managing wildfire is 
therefore a complex effort that includes management of irrigation processes that reduce 
the fire risk in these ecosystems. 
 
In response to the needs of Asian countries, the Sentinel Asia space agency disaster 
management consortium established a working group to focus on the ongoing wildfire 
problems in the region. The group’s goal is to establish an operational cycle that 
includes stakeholders in each country (e.g., firefighters) who are tasked with wildfire 
mitigation. Users can turn to the satellites data to support fire detection in the vast 
areas of responsibility. SA provides information on fire ‘hotspots’, with prioritization of 
criticality so that fire resources may allocated appropriately. 

 

 

 
 

 

 

61 Australian AID. 2013. Samoa LiDAR Factsheet. Pacific – Australian Climate Change Science and Adaptation 
Planning (PACCSAP). International Climate Change Initiative. http://bit.ly/31fHF5F. 

inundation modelling and understanding of current and future risk to infrastructure and 
communities. Topographic and bathymetric LiDAR data was captured using airborne 
sensors over a 10-day period. The total area surveyed was 33km2 of land and 61km2 of 
sea floor. The following products were created using the data: 
 

• Digital elevation model (DEM) elevation of the ground at 1m resolution and seafloor 
at 5m resolution. 

• Contour map of ground and seafloor elevation at 0.5m intervals. 

• Digital surface model (DSM) elevation of surface features such as tops of buildings, 
trees and bare ground at 1m resolution. 

• Canopy height model (CHM) height of vegetation above the ground at 2m resolution. 

• Foliage cover model (FCM) density of vegetation above 2m from the ground at 10m 
resolution. 

• 3D point cloud showing all measured LiDAR points with additional reflectivity 
information. 

• Aerial photography.61 
 

Capacity development included the provision of hardware and software and training in 
the use of LiDAR data once captured. Participants were taught how to use LiDAR data 
to conduct coastal inundation modelling that supports risk assessment and helps to 
inform sustainable planning decisions. 

http://bit.ly/31fHF5F
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Case Study: Radar-based Sensor Enhances Search and Rescue 
Capabilities 

 
Finding victims trapped in collapsed buildings, whether during a natural disaster or a 
structural failure, is a difficult task heavily constrained by the criticality of reaching 

 

 

Sentinel Asia detects active wildfires using satellite data using systems that identify 
pixels containing actively burning fires. They are detected using an algorithm that looks 
at emitted thermal infrared radiation and smoke. A detected pixel is called a “hotspot.” 
Because active power plants and volcanoes can also be detected as hotspots, a second 
analysis is required to filter out wildfire 
false positives. 
 
A pilot project for this new system was 
established in 2008 in a peatland- 
covered area in Kalimantan, Indonesia. 
The program ran for 6 years under the 
framework of a Science and Technology 
Research Partnership for Sustainable 
Development (SATREPS) by the Japan 
Science and Technology Agency (JST) 
and the Japan International Cooperation 
Agency (JICA). The project included a 
blend of early fire detection and control 
services, forest (including peatland) 
management and conservation, and 
capacity building. 
 
In the area of operations, Sentinel Asia 
provided fire information (location and 
risk) to firefighters in each of four village 
participating in the study. 

 

 

 
Fire detection and control system of the JST/JICA 
project on wildfire and carbon management in a 
peat forest in Indonesia. Source: upper and 
middle right: A. Usup; lower right: National Park, 
Wildlife and Plant Conservation Department, 
Thailand; upper left: K. Nakau; lower left: W. 
Takeuchi. 

Communication was made using short message service (SMS) mobile phone texts. 
Hotspot location information included a direction and distance from major landmarks like 
villages and roads. Carbon Dioxide accumulation and release amounts were calculated 
and communicated as well. Predictions of wildfire behavior, which used information on 
ground water levels, helped firefighters better plan their management strategy, including 
before the breakout of fires.62 

 

Response and Recovery 
 

 
 

62 Kaku, Kazuya. 2018. Satellite Remote Sensing for Disaster Management Support: A Holistic and Staged Approach 
Based on Case Studies in Sentinel Asia. International Journal of Disaster Risk Reduction. V.33. February. Pp. 417- 
432. http://bit.ly/32Njc9u. 

http://bit.ly/32Njc9u
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victims quickly. Technologies that can detect trapped survivors through the rubble and 
debris have the potential to maximize the efficiency of search efforts, thereby increasing 
the chance that lives are saved. The US Department of Homeland Security and 
National Aeronautical and Space Administration co-developed a radar-based system 
named “Finding Individuals for Disaster and Emergency Response”, or FINDER, that 
can detect a human heartbeat through 9 meters of crushed material, 6 meters of solid 
concrete, and from a distance of 30 meters in open space. 
 

The system was first field tested in scores of staged search efforts by Urban Search and 
Rescue Teams throughout the United States. Tests showed that the system was 
successful in locating a living survivor buried in 30 feet of mixed concrete, rebar and 
gravel rubble. It was used in an actual disaster following the April 2015 earthquake in 
Nepal. Although the system did not arrive until four days after the quake struck, 
rescuers from China, the Netherlands, Belgium and members of the Nepali Army in 

Northern Nepal who used the system 
successfully detected two heartbeats 
beneath each of two different collapsed 
structures. They were able to rescue four 
victims alive as a result. 
 
While it won’t replace traditional search and 
rescue methods, the teams that tested the 
system felt it would greatly enhance 
capabilities which also include canines, 
listening devices, and video cameras. For 
these systems, the human component 
remains vital. Disaster debris from 
damaging events like earthquakes or 

 

 

The Finding Individuals for Disaster and 
Emergency Response (FINDER) system being 
used in Nepal to assist in rescue efforts after the 
April 25, 2015, earthquake. Source: NASA, 2015. 

tornados can cause radar signals to scatter and bounce back irregularly, which makes 
the process of isolating the comparatively weak heartbeat signal much more difficult. 
The system’s hardware includes advanced data processing programmed to pick out 
faint signals. Microwave radar is sensitive enough to distinguish the unique signature of 
human breathing patterns and heartbeats from that of other living creatures (e.g., a rat). 
Having the technology on hand can allow the limited Search and Rescue resources to 
quickly determine if a living human is even present in the debris. It is sensitive enough 
that victims can easily be detected whether they are conscious or not. Miniaturization of 
the technology is underway in order to combine it with robotics to further expand the 
reach of search and rescue efforts. It may also be possible at some point to determine 
not only that a victim is present, but also to know with a high degree of precision where 
in the debris they are located.63,64 

 

63 NASA Jet Propulsion Laboratory. 2013. New Technology Can Detect Heartbeats in Rubble. California Institute of 
Technology. http://bit.ly/2OQRpAI. 
64 NASA. 2015. DHS Successfully Transitions Search and Rescue Tool That Pinpoints Buried Victims. Press 
Release. May 8. https://go.nasa.gov/2nLUOFS 

http://bit.ly/2OQRpAI
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Map of land displacement in Indonesia following the 2018 
earthquake. Source: ESA, 2018. 

some places. Along with soil liquefaction and landslides, these hazards resulted in over 
2000 fatalities, destruction of homes, buildings, and infrastructure, and significant 
agricultural impacts. The recovery needs of the event were therefore significant. 
 
ESA maintains a program to support sustainable development efforts, inclusive of 

 

The European Space Agency 
(ESA) and the Asian 
Development Bank established a 
partnership in 2019 to support 
the Government of Indonesian 
during recovery from the 2018 
Earthquake and Tsunami events. 
The 7.5 magnitude earthquake, 
which had an epicenter on 
Sulawesi, triggered a tsunami 
that reached up to 10 meters in 

Case Study: Satellite-Based Recovery Support in Indonesia 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 

 

65 ESCAP. 2013. Sound Practices in Space Technology Applications for DRR and Inclusive and Sustainable 
Development. ESCAP Technical Paper. http://bit.ly/2MJBJg8. 

to further research the cause of the Russian weather anomaly and to assess the 
predictability of such extreme events in future.65 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Map of temperature anomalies in Russia during 
the 2010 heatwave. Image Source: NASA, 2010. 

 
Spatial and temporal comparisons of 
satellite imagery highlighted the vast 
geographical areas suffering from the heat 
waves and thus facilitated timely provision 
of support to the affected population in 
those areas. MODIS data also supported 
agricultural and environmental response 
through the creation of a vegetation index 
image that highlighted plant damage 
throughout Russia’s southern regions. 
Space technology was used by scientists 

Case Study: Russian Heatwave 2010 
 

Russia experienced a four-month atypical climate pattern during the summer of 2010, 
which included a heatwave from July 20-27. During that week, temperatures exceeded 
anything recorded in the preceding 130 years. In order to understand the severity of the 
temperature anomaly, and to estimate risk according by location, the US NASA satellite- 
based Moderate Resolution Imaging Spectroradiometer (MODIS) was employed. 

http://bit.ly/2MJBJg8
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66 Sentinel 1. 2019. Using Satellite Information to Help Rebuild After a Disaster. European Space Agency. July 12. 
http://bit.ly/35LFtqa. 

providing satellite-based environmental data. Information, and products. ESA also 
provides capacity development to ensure the utility of their support is maximized. The 
project, ‘Earth Observation for Sustainable Development – Disaster Risk Reduction’, is 
led by Spanish company Indra, with partners Planetek in Italy and the French 
Geological Survey (BRGM). Their products are geared towards helping public sector 
decisionmakers to better understand the exposure to and risk from seismic, flooding, 
and mass movement hazards, especially with regards to sustainable development 
planning. 
 
Using data from the Copernicus Sentinel-1 radar, it is possible to detect and measure 
minute (millimeter) ground movement in and across wide areas. Products created with 
this level of granularity allow for a detailed picture of land deformation across large 
geographic zones, which tell planners the effect that the disaster has had on land 
surface stability, among other things. Before and after ground-motion maps were 
produced using Planetek’s automatic cloud-based ‘Rheticus Displacement’ monitoring 
service. 
 

Capacity development was supported through a week-long training in Jakarta organized 
by the Asian Development Bank and the Indonesian National Institute of Aeronautics 
and Space.66 

http://bit.ly/35LFtqa
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2.2 : Changing How We Make and Acquire Things 
 

In this section, materials explore a range of machines, materials, and methods that are 
changing the way we acquire and construct things. There are two distinct yet 
interrelated issues at play. The first pertains to the way new technologies are improving 
the disaster risk management supply chain - namely how the physical implements of 
disaster preparedness, mitigation 
and prevention, response, and 
recovery are acquired or 
otherwise procured. The second 
issue pertains to the way 
buildings and communities are 
constructed. In the disaster 
management context, this refers 
to the pre-disaster construction of 
buildings that are resilient to 
known and prevailing hazard 
forces, and also to the post- 
disaster context wherein 
innovative construction methods 
support relief and resilient long- 
term recovery. 

 

There are two categories of 
emerging technology and 

The MX3D bridge project resulted in the first fully-3d 
printed stainless steel bridge. The fully functional 
pedestrian bridge built for the city center of Amsterdam 
serves as proof of concept that 3d printers can 
construct community infrastructure. 
Image credit: Ars Electronica, May 30, 2018. 

innovation that are addressed in this section: 
 

• Additive Manufacturing (3D Printing) 

• Innovative Materials 

 

2.2.1 : Additive Manufacturing 

 

Additive manufacturing is a relatively new method for producing things. The unique 
features of this manufacturing process offer several significant opportunities to enhance 
pre- and post-disaster resilience building efforts and stand to revolutionize the 
humanitarian response supply chain. The cost and customization benefits of this 
technology also stand to help many of the world’s most vulnerable people who tend to 
suffer the most severely when their housing is impacted by a disaster or their public 
health and medical needs exceed local capacity. 

 
Although additive manufacturing technology has existing in some form for almost 30 
years, advancements in the size and portability of the manufacturing devices, 
innovations in the materials that may be used, simplification of both product design and 
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printer operation, and drastic 
reductions in the unit cost of the 
hardware and of the materials they 
use, have made this an approachable 
technology for all organizations and 
government agencies. Many 
challenges remain with respect to full 
implementation of additive technology 
in the disaster risk management 
context, but in the coming years it is 
likely there will be a massive 
expansion of their prevalence and 
applicability. Exploring the use of such 
technologies in pre-disaster 
preparedness and recovery planning 
are therefore recommended. 

 
Traditional Manufacturing Methods 

 

 

3D printer creating a plastic object. 
Image credit: Malavoda, 2014. 

 

It is perhaps easiest to explain what additive manufacturing is by identifying what makes 
it different from other manufacturing processes. 

 
Manufacturing is the act of making things using labor, tools and machines. In traditional 
manufacturing processes and methods - which apply to both the construction industries 
and to the production of articles for sale – objects are produced by manipulating units of 
raw material (building blocks) into shape and size. 

 

There are several methods that have been used, each with its own challenges and 
benefits. Raw materials come in many forms, including bricks, blocks, spools, tubes, 
bars, ingots, sheets, and others. People or machines use tools to reshape these 
building blocks by cutting them to size, removing pieces, bending, injecting them, or 
changing them in some form or fashion. 

 
Traditional manufacturing includes the following: 

 

• Machining 

Machining is the process of cutting away at a building block of raw material to 
produce a final shape and size using a controlled material-removal process. For 
this reason, machining is often called ‘subtractive manufacturing’. Machining has 
been used for centuries, since lathes (machines that spin a piece of raw material 
against which tools are pushed in order to produce a desired round shape) were 
driven by water wheels. Today, machining involves the use of drills (mills) and 
lathes. The machining process is to an increasing degree controlled by 
computers using a process called Computer Numerical Control (CNC) in which 
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machine movement is programmed and fully automated. Advancements in laser 
cutting technologies have drastically shrunk the equipment required to machine 
materials and have reduced the cost while increasing the accessibility of this 
method. 

 

• Injection moulding 

Injection moulding is a manufacturing process by which objects are produced 
when liquefied or molten raw material is injected into a pre-cast form. The raw 
material (which might be metal, plastic, glass, among other materials) cools and 
assumes the shape of the mold. 

 

• Casting 

Casting is like injection molding, except that the molten material, whether glass, 
metal, concrete, or other, is poured into an outer form called a cast. Once in the 
cast, the material cools and hardens. Casting has been done for over 7000 
years. Casts can be made from metal, sand, wax, or other materials.  A new 
trend in casting is called ‘rapid casting’, which uses 3D printers to make casts. 

 

• Forming 

Forming is a process wherein tools are made to reshape a raw material without 
changing its mass. High amounts of pressure are typically required to achieve 
plasticity in the raw materials such that they retain their shape after the forming 
(such as pressing sheet metal to make the outer panels on an automobile). 
Materials can also be formed by passing it through rollers, by pushing it through 
an orifice (extrusion), by stamping it, hammering it, or by indenting it. 

 

• Joining 

Joining is the process of connecting two or more pieces of raw material through a 
chemical process. Welding is the most common joining technique, though others 
include soldering, brazing (using a torch), adhesive bonding (glue), fastening 
(nails or rivets), stitching, and stapling. 

 

Traditional manufacturing supports all aspects of life, from medicine (production of 
pharmaceuticals, medical instruments, and supplies) to construction (almost every part 
of a home is the product of one of the above methods, other than the assembly of the 
home which itself includes joining, forming, casting, and somethings other methods as 
listed). However, traditional manufacturing has not been utilized very often in the 
humanitarian context given traditional supply chain delivery offers significant 
advantages to production on site. It is easier, that is to say, to purchase products or 
supplies produced elsewhere and have them transported to the disaster site, than to 
produce them on demand and on location. 

 

Video: What Is 3D Printing and How Does It Work? 
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• Video Length: 2:21 

• Video URL: http://bit.ly/366g6hT 

 

Additive manufacturing is a 
manufacturing process through which 
a three-dimensional object is built by 
adding layer after layer of raw 
material in thin cross-sectional sheets. 
There are a variety of different raw 
materials that may be used to create 
the object, including some that have 
unique properties that make them 
desirable in the humanitarian and 
DRR contexts. Additive 
manufacturing is almost exclusively 
driven by a digital model file crated by 

a computer-aided design (CAD) system, and the most common device used for additive 
manufacturing is the 3D Printer. 

 
There are several mechanisms through which additive manufacturing is performed, and 
each has distinct features that increase or decrease its applicability in the pre- or post- 
disaster setting.  These include: 

 

• Fused Filament Fabrication (FFF) 

Fused Filament Fabrication (FFF – also called Fused Deposition Modeling) is 
what most people conceptualize with regards to additive manufacturing as it is 
the most popular process in terms of number of machines that have been 
produced. Most traditional “3D printers” use this approach, which involves the 
feeding of a continuous filament of some thermoplastic (able to change shape 
when heated and hold shape when cooled) material. The raw material is 
typically fed from a coil to a heated printer head that is manipulated by a 
computer processor as instructed by a design file. The printer head is most often 
moved in two dimensions to create a single cross section, and then the printer 
head is raised or the product under development is lowered to allow for the next 
layer. Filament winding is a variant of fused filament fabrication that involves the 
winding of a filament over a rotating spindle. This process is effective at making 
open or closed-end structures, such as a pipe, tube, vessel, or tank. These 
systems most often use carbon or glass fiber, which is bathed in resin and then 
laid in a defined pattern. Products that use filament winding include pipes, 
reverse osmosis membrane housings, and poles (e.g., power transmission poles, 
lamp posts, boat masts). The advantage of this manufacturing method is that 
products have a very high strength-to-weight ratio. 

 

Video: Fused Filament Fabrication (FFF) 

http://bit.ly/366g6hT
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o Video URL: http://bit.ly/2RvM5nA 

o Video Length: 2:32 
 

• Laser Sintering 

Sintering is a manufacturing process that involves compacting and forming a 
solid mass of material by applying heat or pressure without melting it to the point 
of liquefaction. Laser melting involves heating the material until it enters a liquid 
state. There are several ways that sintering and melting is performed, though all 
of these solutions utilize essentially the same technologies. They include 
selective laser sintering (SLS), selective laser melting (SLM), electron-beam 
manufacturing (EBM), direct metal laser melting (DMLM), laser powder bed 
fusion (LPBF), and laser powder forming. Laser sintering is an additive 
manufacturing technology because the high power-density laser melts and fuses 
metallic powders in successive layers. In powder sintering, a layer of metal 
powder is laid flat across the print bed, and a laser fuses the powder in a cross- 
section layer as guided by the computer design. That layer is then lowered to 
allow for another layer of powder to be overlaid, which is again fused to the 
underlying layer. This is repeated until the process is completed. In laser 
powder forming, the metal powder is supplied coaxially to the focus of a laser 
beam through a deposition head. The laser beam typically travels through the 
center of the head and is focused to a small spot by one or more lenses. 
The print bed is moved along the X-Y plane to fabricate each layer of the object, 
and the print head rises vertically after each layer is completed. Metal powders 
are delivered and distributed around the circumference of the head either by 
gravity, or by using a pressurized carrier gas. Sintering typically produces better 
results than filament fabrication, but machines are more expensive. Sintering is 
used in creating many pharmaceutical and medical implements. 

 
Video: Laser Sintering and Melting 
o http://bit.ly/33VtzaZ 

o Video Length: 2:18 
 

• Stereolithography 

Stereolithography (SL) (also called vat polymerization or stereolithography 
apparatus (SLA)) is a type of 3D printer that uses a liquid polymer contained in a 
vat rather than a powder or solid raw material. The printer typically focuses a 
beam of ultraviolet light onto a print bed located in the vat and where the liquid 
polymer is suspended. The product is either lifted or lowered as it is created 
layer by layer (depending on the location of the light source), appearing as if 
rising out of or sinking into the polymer vat. This technology is rapidly coming 
down in price with advancement, from $250,000 for a machine just a few years 
ago to just a few thousand dollars today. 

Video: Stereolithography 
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o URL: http://bit.ly/34WNeIT 

o Video Length: 2:39 
 

• Material Jetting (MJ) and Binder Jetting (BJ) 

Material jetting (MJ) machines are very similar to filament-based machines but 
use a liquid photopolymer (liquid that hardens when exposed to ultraviolet light). 
The technology utilized is similar to what is used in an inkjet printer. It is also 
similar to Stereolithography but differs in that the raw material is sprayed in the 
appropriate pattern rather than 
hardened out of a vat of liquid. The 
advantages of MJ over other additive 
printers is their speed given the light 
source is able to cure large areas at 
once rather than being point-based, 
their ability to create very smooth 
surfaces, and their ability to print in 
multiple colors. Their disadvantages 
include the price of the hardware 
required, and the lower relative 
strength of the product (as is the case 
with all resin-based additive 
systems). Binder jetting (BJ) 

Multi-color item produced using material jetting 
Image source: 3D Hubs, 2019. 

systems are like material jet systems, except that the binder is sprayed onto a 
bed of powder, which creates cross-sections in selective patterns. In this 
manner, binder jetting is like sintering, except that the powders are transformed 
into a solid using a binder rather than energy. 

 

• Directed Energy Deposition (DED) 

A directed energy deposition (DED) system combines several of the other 
additive technologies already mentioned. Like a powder sintering system, they 
create solids by melting powdered metal. Like jetting systems or filament 

systems, they deposit the raw 
material right onto the object. 
DED systems have a moving print 
head that deposits the material in 
the configuration defined in the 3D 
model. A high-energy laser, 
electron beam, or plasma arc then 
melts that material which binds to 
the underlying layer if one exists, 
or to itself if the first layer printed. 

Directed Energy Deposition. 

Image credit: 3Diligent, 2019. 

http://bit.ly/34WNeIT
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Parts of an Additive Manufacturing System 
 

All additive manufacturing systems consist of five basic parts or components. These 
may appear very different from device to device depending on what is being built or 
what type of additive technology is being used. These include:1 

 

1. Input material 
Manufactured parts begin as input 
material. This material can be in the 
form of solid filament, pellets, liquid, 
or powder. Several different plastics 
are available, each with different 
capabilities and costs. These 
materials include tough nylon plastics; 
flexible, rubber-like plastics; plastics 
reinforced with carbon fiber; 
dissolvable plastics; clear plastics; 
and decorative plastics with the 
appearance of wood or metal. Metal 
3D printers can create parts out of 
titanium, steel, and other metals, which 
may cost less than traditional subtractive 
machining processes. Some 3D printers 
can also print using materials such as 
ceramic or food products. 

 
 

 
1. Input Material 
2. Print Head 
3. Build Plate 

4. Axes 
5. 3D Design File 

 

2. Print head 
The print head directs the source of energy onto the input material. This can 
occur through a number of mechanisms. In filament-based systems, the input 
material (filament or pellets) is deposited at the tip of the print head, which heats 
it up and deposits it directly onto the build plate or the last printed layer. The 
print head may also shoot a beam of energy, whether a laser, ultraviolet light, or 
some other energy source, onto the input material from a distance, which melts a 
powder or solid or solidifies a liquid. 

 
3. Build plate 

The build plate is the base (normally a flat surface but may take on other shapes 
such as the spindle around which filament winding occurs) upon which the part is 
constructed. For systems that use heat, the print head may be nearly touching 
the build plate at the beginning of the manufacturing process. As more layers are 
added to the part, the distance between the print head and the build plate 

 

1 Sargent, John F. Jr., and R. X. Schwartz. 2019. 3D Printing: Overview, Impacts, and the 

Federal Role. Congressional Research Service. R45852. August 2. http://bit.ly/37VsvXM 

http://bit.ly/37VsvXM
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Left: CAD screenshot. Source: BobCAD-CAM, 2019.) 
Right: Handheld 3D Scanner (source: 3D-Scanned Studio, 2011.) 

 

 

increases. 
 

4. Axes 
The axes move the print head relative to the build plate. This enables the 3D 
printer to create a pattern for each new layer of material. The final part is made 
up of the patterns in each layer, stacked on top of each other. 

 

5. 3D design file 
The additive manufacturing process is governed by a digital 3D design file. This 
file provides instructions to the manufacturing system that describe how to move 
the axes, which in turn move the position of the print head relative to the build 
plate. The file controls exactly what patterns are produced in each layer, and thus 
determines what kind of object is produced. 

 
Creating a 3D Design File 

 

 
Almost all additive manufacturing systems require a 3D design file, as they require too 
much precision to be manipulated by hand or using other user-directed techniques. The 
design file is a set of digital instructions that provide a layer-by-layer breakdown of the 
object that is produced. There are generally two ways that a user can create a 3D 
design file, and each has a number of mechanisms that can be used. 

 

• 3D Scanner 

A 3D scanner is useful when a physical example of the object exists, or a 
prototype of the object (out of clay, for example). 3D scanners digitize the 
physical object using sensors. They can sense the size and shape of the object 
by developing what is called a ‘point cloud’ and may also be able to sense color if 
that is important. Contact scanners touch the object. Non-contact scanners use 
triangulation, emitted light, or radiated light (passive scanners). To achieve all 
angles, the scanner may spin the object on a scanning bed while the sensor 
moves up and down, or they may utilize a hand-held device. 
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• Computer-Aided Design (CAD) 

Computer-aided design, or CAD, is the use of a computer workstation to create 
or modify a digital design file. CAD software systems use vector-based graphics 
to depict objects in two dimensions or solid and surface modelers for 3D effects. 
Modern CAD often uses a haptic device, which is a tool that enables a user to  

make physical modifications or additions to a computer model.  This is usually 

accomplished through the use of an input/output device such as a joystick or  
data gloves. The haptic device senses the body's movements and creates 

imagery that  is translated  into  data.  

   Activity: Using CAD to Create a 3D Shape 

• The accessibility of additive technology is as much the result of more cost- 
effective machines as it is the result of more user-friendly Computer Aided 
Design systems. CAD has reached a point where it is accessible to anyone and 
is even starting to be taught as a component of the standard elementary school 
curriculum in some places in recognition of the important role that 3D printing will 
have in the future workplace. 

• In this activity, you will use a very simple online CAD software platform to try to 
create a very basic 3D geometric design. The purpose of this exercise is to 
familiarize yourself with the resources that are available to start training the future 
workforce. 

• The software used in this exercise is free and web-based. The URL for the 
software is: www.tinkercad.com 

• Once the site opens up, select “Join Now” in the upper right-hand corner. 

• On the pop-up, select “Create a Personal Account” 

• You can choose how you would like to create an account, using either your email 
or a Google account. 

http://www.tinkercad.com/
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• Once logged in, select “Create New 
Design”. This will open a new design 
platform. 

• Try to create the figure to the right. Try to 
match the colors, the shapes, the size, and 
the configuration as best as you can. 
o Did you find this activity to be easy or 

difficult? Why or why not? 
o Given the importance of CAD systems 

in the future of manufacturing, should 
CAD be considered a key capability 
addressed in the national curriculum? 

o What would be required to introduce 
CAD familiarization, or even CAD 
competency, in the national curriculum? 
What obstacles exist? 

 

General Advantages 
 

Additive manufacturing isn’t a perfect solution for all manufacturing needs, but there are 
aspects that make it appealing in certain circumstances. In the disaster setting, some of 
these advantages can be revolutionary, which is why 3D printing and additive 
technologies are consistently identified as technology to watch and apply during pre- 
disaster and recovery planning. These features, which provide a relative advantage in 
some situations, include: 

 

• Lower unit cost because materials are not wasted in the production process as 
they are in reductive or other manufacturing processes. 

• Cost effectiveness of small print runs, given there is no need to create an 
expensive mould or die, for instance. 

• The ability to form complex inner support structures (which would not be possible 
from injection molding or subtractive manufacturing, for instance) 

• Ease of design modification, given the systems operate almost entirely from data 
files, namely CAD drawings or models 

• Mass customization is possible to meet individual needs 

• Large inventories that include every possible size or shape is not necessary, 
such as with medical devices to meet each size. On-demand production allows 
for rare-sizes or shapes to be produced only when needed. 

• Decentralized manufacturing, given production can occur wherever the machine 
is. This reduces the reliance on transportation supply chains, other than to 
deliver raw materials. 

• Transportability, in the case of units that have shrunk to suitcase-size. Some 
technologies are still the size of a small vehicle, and for these transportability will 
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remain a challenge, but miniaturization has been a constant theme in the 
development of additive manufacturing systems. 

• Very little skill is required, given CAD systems have become highly user-friendly, 
and many of the systems are as easy to use as a home printer. 

• Very few constraints, given almost anything that can be designed in three 
dimensions using the CAD system can be created by the printers (limitations are 
unique to each system type. 

 

General Disadvantages 
 

There are also a number of disadvantages that limit the utility of this manufacturing 
method in certain situations.  Examples include: 

 

• Energy requirements, which can be a problem if energy distribution or generation 
is disrupted by a disaster and there are no reliable alternative energy sources. 

• Additive manufacturing systems tend to be slow, which is not a problem if just a 
few items are needed, but mass production is not yet possible in most instances. 
For instance, even though it would be possible to use additive manufacturing to 
create shelter sleeping cots, it is not likely possible to manufacture them in 
quantity with enough speed to make this a feasible option. 

• For larger productions, costs can be higher for 3D printing which do not have as 
much economy of scale. 

• Larger items cannot be easily or economically printed, given some machines cost 
over US$1 million, and materials can cost as much as US$150 per pound. 
Printing in most cases is limited to the size of the printer itself. 

• Additive manufactured products often require some post-production finishing, 
especially with surface finishing. 

 

Additive Technologies in the Disaster Risk Management and Humanitarian 
Contexts 

 
The use of additive manufacturing in the disaster risk management and humanitarian 
contexts benefits logistics more than anything else. The disaster supply chain, just like 
the business supply chain, is all about getting the right things, to the right people, at the 
right time. There are several reasons why humanitarian efforts become stunted by 
supply chain problems, such as: 

 

• Supplies do not exist in the impacted region 

• Supplies do not exist in the country 

• Supplies exist in the impacted region, but they are not appropriate for needs 

• Supplies exist in the country, but it is not possible to transport them to the 
impacted area due to distance or transportation infrastructure 
damages/constraints 
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• Supplies exist, but so few of the specialized items are needed that the unit cost 
of procuring is prohibitively high 

• Conflict prevents the safe delivery of goods 

• Damage at inventory storage sites 

• Age of inventoried items (leading to a loss of utility) 

• Theft of supplies 

• Delays related to customs or import requirements 

 

Eric Holdeman, a former US emergency management director, describes disaster 
supply chain challenges as follows: 

 
”Every day, individuals and families routinely receive critical goods and 
services such as water, food, pharmaceuticals, medical goods, power, and 
fuel from healthy, functioning supply chains. However, in times of disaster, 
even supply chains that were previously functioning well can experience 
significant disruption, generating acute life-safety challenges and quickly 
turning a disaster into a catastrophe. Supply chains that effectively adapt 
to disasters greatly benefit the community and its lifelines and can reduce 
the need for a larger response and recovery operation. 

 

“Although the private sector operates and maintains the majority of supply 
chains, emergency managers can play a critical role in enhancing supply 
chain resilience by fostering greater awareness and collaboration among 
key supply chain players and promoting actions to strengthen supply chain 
resilience. They must also be aware of supply chain vulnerabilities and 
potential impacts to the community and its lifelines, so they can develop 
effective emergency response plans and operate efficiently in times of 
disaster.”2 

 

Humanitarian assistance continues to increase worldwide on account of the increasing 
prevalence and impact of disasters, and the humanitarian supply chain is used to move 
much of these goods. In fact, estimates place as much as 80 percent of the cost of 
humanitarian aid on the logistics required to transport them.3 OCHA estimates that the 
cost of humanitarian aid has increased dramatically in recent years, with an estimated 
60 to 80 per cent spent on logistics.4 Also influential to these costs is the fact that many 
products used in humanitarian aid and disaster recovery are produced by a select few 

 
 

2 Holdeman, Eric. 2019. The Supply Chain Is One of Our Key Issues in Disasters. Government Executive 

Emergency Management. April 18. http://bit.ly/2P6sozW. 
3 Tatham, Peter, and S.J. Pettit. 2010. Transforming Humanitarian Logistics: The Journey to Supply 
Network Management. International Journal of Physical Distribution and Logistics Management. V.40, 
No.8/9. 
4 OCHA. 2015. Shrinking the Supply Chain: Hyperlocal Manufacturing and 3D Printing in Humanitarian Response. 
http://bit.ly/2Y9cJUI. 

http://bit.ly/2P6sozW
http://bit.ly/2Y9cJUI
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countries and their introduction into the post-disaster market can have devastating 
economic effects. Understanding the exact nature of the humanitarian supply chain is 
difficult because nobody can predict with a high degree of accuracy exactly what items 
will be needed, and in what quantities, especially as those items relate to infrastructure. 

 
The standard supply chain includes the following steps:5 

 

1. Planning and Needs Identification 
2. Procurement 
3. Shipping 
4. Storage & Warehousing 
5. Distribution 
6. Maintenance & Disposal 

 
 

3D technologies can greatly reduce the reliance that currently exists on a complex 
international supply chain, while at the same time empowering local markets and 
enabling greater access to tailored products that are produced at the “hyperlocal” level. 
This is of course an ideal end state, where the 3D printing technology already exists at 
the local level in the commercial marketplace (wherein the local economy is supported 
through the reliance on such services for disaster response, relief, and recovery). But 
even in the interim phase where additive manufacturing technologies are provided by 
external stakeholders (like an NGO or humanitarian partner), there are many supply 
chain and other benefits that make it worthwhile to incorporate these technologies into 
the planning process. In the humanitarian context, these technologies are in their 
infancy, and much of their benefit remains to be exploited. Pilot projects, as described 
in several of the case studies in this section, highlight their potential especially is it 
relates to product customization or prototyping. Pre-disaster preparedness and 
recovery planning is the opportune time to consider if the use of such 3D technology 
could be beneficial, and if so, when it should be implemented and tested. 

 
3D printing cannot replace all products, but those that can be replaced represent a huge 
amount of the mass that is moved into the area during times of disaster. And many 
products that are produced onsite can help to customize or otherwise better utilize 
products that are brought in, such as clips that make tarps more effective, clamps that 
allow for shower stall assembly, or tools and fasteners that help to construct objects out 
of raw materials that are brought in. Eric James of Field Ready describes the situation 
as follows: 

 

5 James, Eric. 2008. Managing Humanitarian Relief: An Operational guide for NGOs. Rugby, Practical Action. 
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“To date, the focus has been on stockpiling, distribution of cash and 
improving basic efficiencies, but there has been little done to transform the 
situation. And so it calls for disruption. Instead of relying solely on the 
supply chain — what if we could make much of what was needed onsite 
(or at least nearby)? If we can do it in space, we can do it here too.”6 

 

OCHA recommends that the humanitarian community take the following actions to 
catalyze and accelerate the use of this technology:7 

 

• Encourage a broader research agenda around hyperlocal manufacturing, such 
as 3D printing 

• Expand support for innovation through increased funding and technical 
assistance to help scale projects 

• Engage with the private sector to develop customized technologies for 
humanitarian response 

• Foster links and collaboration within and beyond the humanitarian community 
through specialized networks, social media and open-source design libraries 

 

3D printing has the potential to reduce the cost and increase the flexibility of 
humanitarian logistics. This is because it allows for rapid and customized 
manufacturing, with the most basic forms requiring relatively little set-up or training 
depending on the complexity of the output required. By manufacturing at the point of 
use, humanitarians can avoid ordering products that may take months to transport and 
clear customs. Transporting raw filament or other materials is efficient, requiring limited 
packaging and less space than finished goods (i.e., a high mass-to-volume ratio). And 
3D printing allows for on-the-spot customization, which can meet the unique needs of 
affected people while promoting interoperability between equipment with minor 
differences in pipe-bore sizes, screw threads, etc. NGO Field Ready developed a list of 
items that are well-suited to production using additive manufacturing technologies 
according to sector and/or cluster, which include:8 

 
Sector/Cluster Items 

WASH Pipe/hose fittings, spigots, washing points, 
soap holders and dispensers, latrine hinge- 
covers 

Health Medical disposables (e.g., IV bag hooks, 
oxygen splitters, umbilical cord clamps) 

 
 

6 James, Eric. 2017. How to 3D Print Instant Disaster Relief. Singularity University. January 17. 

http://bit.ly/2r4QNhH. 
7 OCHA, 2015. 
8 FieldReady.Org. 2019. 

http://bit.ly/2r4QNhH
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Case Study: Catalog of Items to Support Humanitarian Assistance 
 
Humanitarian NGOs Field Ready and Oxfam joined efforts to create a catalog of items 
that can be created onsite in the disaster environment either using 3D printers or 
recycling common waste. The catalog, called “The Parts Catalog”, groups items into 10 
categories that correspond to clusters or sectors of assistance. For each item, 
Readiness and Risk levels are indicated in order to inform end users of the difficulties 
and the risks they will likely face.  These include: 
 

1. Field readiness level: Measures the degree in which an item is suitable for life- 
saving situations. It is a key quality that sets items apart in humanitarian 
contexts. 

2. Maker readiness level: An indication of the relative ease in making the item as it 
relates to the complication and skill involved. 

3. User readiness level: This is a measure of the end-users acceptability of the item 
considering issues such as whether it is already commonly used, if the item is in 
an existing catalog and when there are established standards for its use. 

4. Technology readiness level: This is an indication of the development process that 
the item is in (e.g., whether it is at a conceptual stage or available for replication 
and widespread use). 

 

 

 combs, medical waste containers, prosthetic 
limbs, 3D models for planning and patient 
education 

Camp Management Durable signs, clipboards, items to secure 
rope for crowd control 

Shelter Tent stakes, enclosures, tools, rope clamps 

Food/Nutrition Measuring cups, specialty utensils, eating 
ware 

Protection Pill dispensers, eye-glass repair, family 
images/figures, toys, rudimentary locks, 
whistles, door jambs 

Education Learning tools and models, musical 
instruments 

Logistics Spare parts (plastic and rubber), office 
organizers, tablet stands, keyboard key 
replacements, 

Telecommunications Connectors, wire wraps, zip ties, equipment 
holders, organizers 

Early Recovery Plastic voucher cards, items for home-based 
employment, agriculture, and sustainable 
livelihoods 
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Case Study: Millebot Portable Manufacturing Platform 
 
Video: Portable Industrial Sized 3D Printer 

• http://bit.ly/2s3bydK 

 

 

5. Risk level: This is a measure of severity and likelihood of the risk involved for the 
maker and end-user of the item. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

For many of the items, all that is needed is a 3D printer and a computer to download the 
data file used to guide the print run. The full Parts Catalog can be downloaded at: 
http://bit.ly/2PfsdT4. 

 

One of the challenges of using a 3D printer in a disaster setting is getting the device or 
devices to the disaster site when it is needed. Ideally, communities will consider the 
benefits of 3D printing and identify resources that are already in the community, whether 
owned and managed by businesses or in the public domain. Communities can view 
additive manufacturing technologies for their dual use application in this regard, as they 
have academic, research and development, and other utility sources that are not 
disaster-dependent. In situations where they must be brought in following a disaster, 
many are very small and can be transported by the humanitarian agencies or other 
stakeholders that use them as they would bring a suitcase given their small size. For 
larger builds, they are often containerized for transport into the impacted area. Larger 
needs, such as the building of a house, for instance, are not likely in the earliest days 
when transportation infrastructure is most likely to be disrupted, so this is not as much 
of a concern. 

 

http://bit.ly/2s3bydK
http://bit.ly/2PfsdT4
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Case Study: Using Waste Plastic and Solar Power to 3D Print 
 
To manage two of the primary challenges associated with additive manufacturing 
adoption in the pre- and post-disaster environments, a group of researchers from 
Deakin University and Plan International Australia developed a system that uses 
recycled material and solar power. The system operates using waste plastic that can 
be collected from the disaster site itself or purchased from refuse centers and recycling 
stations. The research team deployed the system to the Solomon Islands in 2018 after 
the country was impacted by a cyclone. 
 
Once on site, the team worked with residents to collect plastic waste. The range of 
suitable waste plastic that can be used by the system is broad, and in this instance 

 

 

• Video Length: 0:15 
 

Millebot Inc created a large, industrial-capacity 3D printer that is designed to be easily 
transportable and quickly deployed, including in a disaster setting. The additive 
manufacturing system is fully housed and operated in a shipping-container sized 
compartment, which makes it just as mobile as any other standard container, and 
therefore able to move quickly through ports, onto trains or trucks, and delivered to the 
disaster-impacted area. Because it is mounted right onto the walls of the container, it 
requires almost no setup or calibration once it arrives. 

 

The use of a Millebot has added incentives for a disaster-impacted community in that it 
is designed to use locally sourced materials if they are available. It is actually a 
combination of manufacturing technologies, which makes this possible. Using local 
technologies, it uses a binding agent to create a rough version of what it is printing, but 
then applies milling, which is a reductive manufacturing technique, to produce the 
finished product. 

 

The materials that can be used by the system include (but are not limited to) aluminum, 
steel, plastics, and composites. The size of the system allows it to print much larger 
items that most other printers can produce. 

 

Because all additive manufacturing systems require some form of raw material for 
operation, the acquisition of the material itself presents a challenge in terms of adoption 
of this technological solution. The materials that are utilized must be appropriate for the 
objects that are needed. In many cases, plastics are appropriate and provide the 
needed functionality, but plastic does not work well in a high-heat environment, or 
where there will be extreme stress. Metal, on the other hand, is much more difficult to 
work with and is higher cost in most instances. For very large projects like buildings, 
concrete is used, but this presents its own logistical challenges, meaning that one 
logistical problem is simply swapped for another. For this reason, the system needs to 
match capacity. 
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Deakin University team working in Solomon 
Islands following a 2018 cyclone printing 
parts to repair water infrastructure. 
Source: lulzbot.com, 2019. 

Study: Water System Repair After the Nepal Earthquake 

 

 

 
 

Infrastructure repair 
 

One of the most promising areas for the use of additive manufacturing systems in 
disasters is for the repair of damaged infrastructure. Disasters cause significant and 
complex damage to infrastructure systems because they have such a broad physical 
footprint throughout the disaster area. Parts that are not expected to wear out or break 
under normal circumstances, or that do not break or wear out at rates experienced in 
disasters, are often in short supply following a disaster. The inability to acquire 
specialized parts and resources can delay the resumption of critical infrastructure 
services, which support basic life saving and sustaining needs and promote economic 
and social recovery. This includes water, sewerage, gas, power, communications, 
transportation, and other components of critical infrastructure. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

9 Woodhams, Elisa. 2018. Solar-Powered Project Prints Sanitation Solution to Plastics Problem. 

March 5. http://bit.ly/2ql0rw1 

included drink bottles, computer keyboards, 
and jerry cans, among other things. This 
was processed into a filament on-site, and 
the filament is then fed into the printer. 
 
The system was able to produce parts to 
repair water supply systems. In addition to 
fixing broken water infrastructure 
components, the system was also able to 
upgrade the current system by fixing parts 
that were never installed correctly in the first place, making it more resilient for future 
events. It was also able to operate using solar power, thereby minimizing reliance on 
infrastructure which may be disabled due to the disaster.9 

http://bit.ly/2ql0rw1
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Shelter 
 

Housing, like infrastructure, is commonly damaged or destroyed in disasters. The loss 
of housing has a profound impact on the affected population, who may need to find 
temporary shelter in tents, community shelters, or with friends and relatives until 
housing recovery occurs. Some people must leave the area entirely in search of 
shelter, and never return. Any loss of shelter threatens both the individual and the 

 

10 Jones, Sam. 2015. When Disaster Strikes, Itôs Time to Fly In the 3D Printers. The Guardian. 

December 30. http://bit.ly/2Yedvjt. 

 

Staff from a technology-focused humanitarian NGO called Field Ready were equipped 
with 3D printers to identify and address unexpected and unaddressed problems like 
these. Armed with devices that cost only US$600, a technician can design a custom 
fitting using CAD software in 45 minutes. Printing the fitting takes just a few hours. The 
result is not only the appropriate item for the need that existed, it is a long-term solution. 
 
Field Ready is currently working with World Vision to develop supply catalogs of 3D 
printable items that are commonly required in a disaster setting so that solutions may be 
more easily identified and the designs to print them are readily available for download. 
The use of 3D printing is still relatively new as a deployed resource even though many 
NGOs are already using them for other purposes.10 

 

 

 

 

 

 

 

 

 

 

 

 
Top Image: Staff from Field Ready use a 3D printer to create a custom pipe fitting in Nepal following 
the 2015 earthquake. Bottom Image: Blue custom fitting produced using a 3D printer. Image source: 
Jones, Sam. 2015. When Disasters Strike, It’s Time to Fly In the 3D Printers. The Guardian. 
December 30. 

Water infrastructure was severely impacted by the 2015 earthquake in Nepal. Following 
the quake, many of the repairs that were performed were incomplete because there was 
a lack of proper or customs fitting required to join the newly-installed pipes. Plastic 
bags, rubberized tape, bicycle innertubes, and other makeshift items were used to try to 
stem significant leaks. 

http://bit.ly/2Yedvjt
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community, making shelter recovery a task of critical importance. Additive 
manufacturing technologies may offer a solution to many people whose homes were 
lost given 3D printing can produce a house in a very short amount of time for a relatively 
low cost. It is not a perfect option and in the case of emergency shelter (tents) and 
medium-term solutions (shelters that are planned for months or years of use, but are not 
permanent), because there are lower cost solutions including prefabricated and flat- 
pack units. However, given the durability of 3D printed buildings which is achieved 
using the internal support structure capabilities, as a long-term housing option there are 
few cheaper and faster ways to produce a home. And with the ongoing price reductions 
that are being achieved in smaller 3D printing units, it is entirely possible that larger 
units will be able to produce a home for even less money. The benefits of almost zero 
waste, and much lower labor costs or construction training requirements adds to the 
appeal of this housing recovery option. One project under development is even looking 
at using native soil as a raw material, reducing both the cost of the project and the need 
to have access to externally sourced materials. 

 
Video: 3D Printed Home 

• http://bit.ly/38dIy3e 

• Video Length: 1:19 

Most additive manufacturing systems that construct homes use liquid concrete as a raw 
material, which is extruded from the print head. Units may be in the middle of the area 
constructed (based on a pedestal with an arb that extends in any direction) or as a 
frame surrounding the area that is to be built. A third arrangement is for the printer to 
construct individual pieces that are assembled on site. There are benefits to each in 
terms of applicability to the disaster environment, and these will depend on the nature of 
the disaster itself. In any case, the system produces only the frame, and other 
components like lights, faucets, and doors, for example, must be added once the 
structure is complete (work which may someday be performed by robots – a capacity 
that already exists in controlled environments). 

 

 
building styles or construction that is 
made by individuals without training 
in resilient construction materials or 
design. As the relative affordability     

 
3D Printed Home 
Source: Web Urbanist, 2019. 

3D printed homes are not just 
applicable to the post-disaster 
setting. When deployed in a pre- 
disaster context, they provide an 
opportunity for communities to 
increase their disaster resilience 
given the structures themselves are 
often much stronger than traditional 

Case Study: Disaster Resilient Affordable Homes 

http://bit.ly/38dIy3e
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2.2.2 : Innovative Materials 
 

Disaster risk reduction is achieved through both engineered and non-engineered 
means. It is just as important for there to be land use regulations that guide how 
buildings may be used, for instance, as it is for there to be materials that may be used to 
prevent disasters or withstand the forces of various hazards. And resilience is more 
than just withstanding hazard forces – it is also related to weathering shocks and 
stresses that exist in the socio-economic environments. As such, the materials we use 
on our roads, in hour homes, in commercial and government buildings, and any number 
of other places have a large influence on our vulnerability or our resilience. 

 
Innovative materials are considered an “extremely powerful lever for innovation,”12 with 
as much as 70% of product innovation across all industries derived from new or 
improved materials. The range of innovative materials is diverse, and 13most of those 
that are identified in this section were developed for reasons other than disaster 
resilience. The potential for dual-use benefit is what brings them to the attention of the 
sustainable development and disaster risk reduction communities. It does not matter 
why they were developed, but rather what they can do to prevent disasters or protect 
citizens and the economy that matters. 

 
In many cases, the materials themselves have existed in one form or fashion for years, 

 

11 Rogers, SA. 2019. Customizable 3D-Printed Houses Form a Disaster-Resistant Affordable 

Community. Web Urbanist. July 26. http://bit.ly/2LmfBbR. 
12 World Economic Forum. 2016. Shaping the Future of Construction: A Breakthrough in 
Mindset and Technology. Reference 220416. http://bit.ly/32ZLHAs. 
13 European Construction Technology Platform (ECTP) Committee. 2019. FP9 2021-2027 

Position Paper. http://bit.ly/33Rtzsv. 

of 3D printed homes continues to increase on account of falling system and raw 
material prices, 3D printed homes will likely become more desirable given this blend of 
positive features. 
 
A collaboration between a nonprofit organization (New Story) and two businesses 
(Fuseproject and ICON) has been established to build a pilot 3D printed community in 
South America for 400 low-income families. The structures are made with a concrete 
that has a very high compressive strength, has a high thermal mass, and is resistant to 
extreme weather conditions. The design is another resilience factor, as it is able to 
withstand seismic forces given its interior structure. Using additive manufacturing 
systems, the homes can be built quickly and for a much lower cost. While there is 
certainly a post-disaster benefit to these homes, their application in the pre-disaster 
environment reduces the likelihood that disaster housing is required.11 

http://bit.ly/2LmfBbR
http://bit.ly/32ZLHAs
http://bit.ly/33Rtzsv
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decades, or perhaps longer. It is an innovation in their use that completely changes 
their disaster risk reduction value that makes them important. For instance, road and 
sidewalk pavers have been used for eons. The paving of ground, however, has 
reduced the permeability of the ground and contributes to runoff flooding as is 
increasing in urban settings to an increasing degree. In modern urban systems, this 
runoff has the added problem of overwhelming sewer systems and can actually lead to 
increased drought in some places because surface water is not able to reach and 
replenish groundwater stores. A very simple change to the shape of pavers has 
drastically changed the impact that they have on urban hydrology. By using novel 
shapes that incorporate holes into their designs, or that allow grass to grow among 
them, or that simply prevent them from laying too close to each other, much less 
precipitation remains at the surface and ultimately collects as a flash flood (or makes its 
way into the watershed to contribute to area-wide flooding problems). 

 
A second set of materials represents a chemical or functional change to an existing 
material that changes the way that material works. For instance, by adding special 
organic compounds to concrete mixes, chemists have developed a concrete that is able 
to self-repair cracks as they occur – whether due to aging or because there has been a 
seismic or other force applied. The base material is still concrete, and it is applied like 
concrete, but it is now much more disaster resilient. 
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Source: World Economic Forum. 2016. Shaping the Future of Construction: A Breakthrough in 
Mindset and Technology. Reference 220416. http://bit.ly/32ZLHAs. 

 

 

And the third set of innovative materials are those that did not exist or that are so 
different from the materials used to produce them as to be something entirely new. A 
new type of aluminum called aluminum oxynitride that is a transparent form of the metal 
is one example. This new material has the potential to make buildings much more 
resilient given windows made from the transparent metal compound are three times 
stronger than steel. 

 

In this section, examples of each of these categories of innovative materials will be 
examined. 

 

Considerations: Innovative Materials Champions 
 

Adoption or use of innovative materials requires the concerted efforts of several 
different stakeholder communities. In almost no situations will new materials simply be 
adopted because they exist, on account of the fact that challenges are almost always 
present in some form. A few of the different factors that may be influenced or affected 
by adoption of new technologies include: 

o Cost 
o Accessibility/availability 
o Technical capabilities (ability to use the material) 
o Legality 
o Acceptability (by end users, citizens, and others) 
o Aesthetics 

o Maintenance 
 

The question, therefore, is whether the cost of use, whether financial, aesthetic, 
functionality, or otherwise, is commiserate with the benefits that are gained. Successful 
implementation of innovative materials in the pre- and post-disaster settings alike will 
require that these factors be addressed, or that there is broad enough sentiment that 
the challenges are exceeded by the benefits. What are the primary factors that must be 
discussed when considering new materials (including these mentioned above), and for 
each factor, who is the stakeholder (individual, organization, or entity) best placed to 
lead any efforts to address it? Is there an existing committee, organization, or 
mechanism that is best suited for leading the overall effort to increase the use of 
innovative materials in development and post-disaster construction? 

 
Innovative Use of Existing Materials 

 
Concrete and steel are generally the strongest construction materials in terms of their 
potential to increase resilience and achieve disaster risk reduction. The primary 

http://bit.ly/32ZLHAs
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Case Study: Innovative Barrier Systems 

 

 

advantages are that they remain strong for long periods of time and are easier to 
maintain than wood, stone, or earthen structures. 

 
In addition to creating disaster resistant homes and buildings, concrete and steel are 
effective for the construction of engineered disaster risk reduction systems, including 
dams, weirs, irrigation channels, levees, and many other protective works. Using steel 
and concrete, it is possible to build dams exceeding 300 meters in height. 

 
As an innovative disaster risk reduction mechanism, a research team from IRIDeS, Keio 
University, the University of Tokyo, UNU-IAS, and Church World Service Japan, noted 
that Concrete and Steel structures have the potential to save an enormous number of 
lives, which would not otherwise be possible. Their use also provides a significant 
economic benefit in terms of retained infrastructure. Their cost-effectiveness as 
compared to other materials is also very high. While not considered ‘environmentally 
friendly’ in their basic form (and also in relation to what is required to extract the 
materials used in their production), they are versatile in their use whether for small or 
large projects, and they are generally acceptable for use in most cultures. 

 
Beyond these basic materials, there are various materials that have been used in 
construction for decades and that provide significant disaster resilience benefits. For 
instance, sealants and barriers that are used to floodproof structures and prevent 
erosion of slopes and other land have proven very effective at reducing the overall 
impact of disasters. Fireproofing materials are also showing promise when applied to 
residential housing and other buildings, whether as a part of the structure or used in the 
materials to finish and furnish the homes. Traditional materials, like plastics and rubber, 
have been used to respond to disasters in new ways, such as using heavy-duty bags 
filled with water in place of sandbags to prevent flooding, especially in places where 
sand is not readily available. The bags can easily be filled onsite, reducing logistical 
requirements that typify sandbag use. Steel sheets used in floodproofing has been 
highly effective at reducing flood vulnerability of structures, including for extensive 
(sunny-day or nuisance) flood risk. They can be used to close the entrances of 
underground transport stations, underground malls, riverside facilities, and others that 
are vulnerable to inundation even in minor flooding events. 
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Case Study: Thin Shell Rooftop 

 

 

Traditional methods of flood control, including elevating structures above the flood zone, 
constructing levees, building homes on floating platforms, and using sandbags to 
prevent floodwaters, are not always effective, possible, or preferable. In many cases, 
the home or facility may even have been originally constructed in a low-risk area, but 
climate change, urban development, and other factors increased flood risk over time. 
Through the innovative application of 
common materials, increased flood 
protection is possible. UK-based company 
Flood Control International has utilized a 
range of possible flood protection 
innovations including: 
 

• Removable flood barriers 

• Glass floodwalls 

• Flip-up flood barriers 

• Drop-down flood barriers 

• Free-standing flood barriers 

• Self-closing flood barriers 

• Tubewalls 

• Boxwalls 

 

 
Removable floodwall installed at the Nairobi 
Airport in Kenya 
Source: Flood Control International, 2019. 

The company was contracted by the Kenya Airports Authority to implement flood 
protection at the airport in Nairobi. Nairobi had been impacted in 2015 by a major flood 
which followed heavy rains, and among other infrastructure the international airport was 
badly damaged. Expensive freight scanning equipment, electrical systems, and other 
mechanical equipment were destroyed. To reduce future flood damages, the airport 
purchased and installed a system of 36 metal flood barriers with a height of 1.2 meters 
and in ranging in length up to 6 meters. They are constructed almost entirely of 
aluminum, which makes them light enough for single-person installation for any panel 
up to 3 meters in length. 
 

By utilizing an aluminum floodwall system, the airport was able to dispose of sandbags 
that had been stored on site and were ultimately only marginally effective in previous 
flood fighting attempts. The use of aluminum made the flood wall both low cost and 
lightweight. They can be configured to fit any facility shape or geometry and are 
completely removable.14 

 

 
 
 

14 Flood Control International. 2019. Removable Flood Barriers. FCI Website. 

http://bit.ly/2OWocUR 

http://bit.ly/2OWocUR
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Case Study: Concrete Canvas® 

 

 

ETH Zurich has designed a new way to construct rooftops using a very thin layer of 
concrete. To make the roof, concrete is sprayed onto a web of steel cables that form a 
skeleton structure. The innovation in this design comes not just from the new shape 
and use of concrete, but also from the manner in which other existing technologies are 
incorporated to make a more integrated roofing system. The aim of the project is to 
create an intelligent, lightweight energy-producing roofing system, which is achieved by 
assembling successive layers with different functions. Two layers of concrete sandwich 
together insulation, heating and 
cooling coils, while thin-film 
photovoltaic cells wrap the exterior 
surface. 
 

When used on an actual structure, 
the roof design will have as an 
added incentive for use the capability 
of having an unobstructed ceiling for 
the top floor of the unit it is 
constructed on. It is free standing 
and therefore does not need interior 
support structures. The roof will 
produce electricity for the structure it 
houses and will also capture 
photothermal energy. The 

 

 

Thin Shell Roof being prepared for installation on an 
apartment building 
Source: Staughton, 2018 

residential unit, enclosed by this roof system, and an adaptive solar-shaded facade, is 
expected to generate more energy than it consumes. It uses much less material than 
other roofing designs considering it is only one to two inches thick in most places.15 

 

Adaptation of Existing Materials 
 

The next incremental step in the innovation of materials includes the combination of 
different material and element characteristics to achieve a new function. Materials that 
fall into this category may not necessarily be recognizable for their pre-existing 
component parts. It is the new function that results from their merging, or from the 
addition of new features of functions, that enhances their utility. 

 

 
 
 
 
 
 

15 Staughton, John. 2018. Ultrathin Concrete Roof to Cap a Net-Positive Energy Rooftop 

Apartment. The Architectôs Newspaper. March 2. http://bit.ly/38aAEI5. 

http://bit.ly/38aAEI5
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Concrete and canvas are two materials that have existed for a long time – canvas was 
invented in the 14th century while concrete has existed for more than 3000 years.  By 
combining these two 
materials, the company 
Concrete Canvas® has 
produced a new material that 
has several disaster risk 
management applications. 
 

Concrete Canvas® is a 
“flexible, concrete filled 
geotextile that hardens on 
hydration to form a thing, 
durable, waterproof and fire- 
resistant concrete layer.”16 It 
is part of a new class of 
innovative materials called 
Geosynthetic Cementitious 
Composite Mats (GCCMs). 
In this form, it takes only 
1/10th the amount of time that 
is typically required to install 
concrete and can be used to 
create semi-permanent 

 

 

Concrete Canvas® shelter in various stages of installation 
Source: Flood Control International, 2019. 

shelters in very little time that are much stronger and hazard resistant than tents or 
other temporary structures. It was created specifically for erosion control, water 
containment, and shelter applications, and is considered ‘concrete on a roll’. It can be 
used for water channel lining, slope protection, bund lining, weed suppression, culvert 
repair, gabion reinforcement. and pipe protection, each of which is important both in 
advance of and in the aftermath of disasters. 
 

Concrete Canvas® has developed a shelter system using the concrete canvas material. 
It requires nothing more than air, which is used to inflate its integrated construction 
system, and then water which solidifies the canvas into a concrete. Its doors are 
integrated, and it is considered a ‘building in a bag’. They are considered advantageous 
over conventional (tent) shelters because they provide much better environmental 
protection, are much more secure (from theft or unauthorized entry), are better suited 
for medical purposes, and have a life of over 10 years once constructed. They come in 
two sizes, one that is 25m2 and another that is 50m2 and can be joined together to form 
larger contiguous structures. They require only two people for setup. 

 

16 Concrete Canvas. 2019. Concrete Canvas: Erosion Control and Containment. 

www.concretecanvas.com. 

http://www.concretecanvas.com/
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However, when a crack appears, and 
water enters the crack, ruptured capsules 
of calcium lactate react with the bacteria 
that is present and produce calcium silica 
hydrate gel. This fills the cracks and 
hardens, effectively sealing it off from 
further degradation. 
 
Self-healing concrete remains in the 

Case Study: Self-Healing Concrete 
 
Concrete has remained relatively unchanged for over 2000 years. While incredibly 
strong, small cracks that form can quickly grow due to degradation, freezing, or other 
dynamics. Cracks can be repaired, but they need to be repaired quickly to minimize 
damage and this can take significant resources that building owners or managers may 
not have. And if they are in places that cannot easily be identified, nobody will know 
that the repair is required. 
 

Scientists at Delft University of Technology in the Netherlands developed a type of 
concrete mixture that is able to self-heal by filling the cracks from inside. The new 
material uses bacteria that can survive within the hardened concrete. A food source for 
the bacteria, calcium lactate, is also mixed into the mix. Without cracks, the bacteria 
are unable to make contact with the food source, and so there is not growth that occurs. 

 

 

 
 

 

17 Goodall, Thomas. 2019. The óBuilding in a Bagô. Civil and Structural Engineer Media. 

September 1. http://bit.ly/2DRdKaN 
18 Concrete Canvas Ltd. 2019. Civil Brochure. http://bit.ly/2sOTfcw. 

At the present time the shelters cost about US$25,000 each, which is a challenge in 
terms of development. There are also reservations associated with using structures 
that have such a significant lifespan given the goal of disaster sheltering is to move 
affected populations into a more permanent recovery as quickly as possible. That said, 
there are specific response and recovery needs that often demand a rapid solution that 
also has significant longevity, such as a feeding center or secure storage.17 
 
Even where shelters made of a GCCM are not an ideal solution, the civil engineering 
capabilities are also important to consider. Given the speed with which the material can 
be set, and the vast need to repair and reconstruct infrastructure in the aftermath of a 
disaster, there are many advantages to a material that reduces construction time by a 
factor of 10. The material can be laid at a rate of 200m2 per hour, which can both 
decrease project cost and enable other dependent projects to proceed earlier than 
otherwise possible (thereby reducing costs on those projects as well.) It is also lower 
mass overall, using up to 95% less material by mass than tradition concrete-based civil 
engineering projects.18 

 

 

 

 

 

 

Example of self-healed concrete 

Source: Sanju Bhandari, 2015. 

http://bit.ly/2DRdKaN
http://bit.ly/2sOTfcw


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 248 

 

 

Seismic retrofit of buildings is very difficult and 
expensive and can ultimately cost as much as 
construction of a new building. It is also typically 
highly obstructive given the most common 
methods include wrapping the building in a 
protective cage of metal or concrete. Japanese 
architect Kengo Kuma, and the Komatsu Matere 
Fabric Laboratory (part of fabric development 
company Komatsu Seiten) developed a new 
thermoplastic carbon fiber composite material 
that can be braided into cables that provide 
much more tensile strength than standard iron 
wire at a fraction of the weight. The Strand Rod 

Case Study: Cabkoma Strand Rod 

is a carbon fiber composite which is covered in both synthetic and inorganic fibers and 
finished with a thermoplastic resin. 
 
A roll of Kabkoma strand rod that is 160 meters long weighs only 26.5 pounds (12kg, 
and so can be carried by hand by one person – something that would be almost 
impossible with many other metals. At the same time, it is 7.5 times stronger than iron 

 

 

 
 

New Materials 
 

Materials that are completely new or that are transformed from their original state to 
become something that is distinct from its source represent the most radical form of 
materials innovation. In many cases, these materials may exist in a research and 
development context but are not yet applied in the practical setting. Whether because 
the technology does not exist to mass produce them, there are logistical or operational 
challenges that remain, or they are a solution that does not yet have the perfect 
problem, these materials are recognized for their high potential for utility and are thus 
supported by the academic and science and technology communities.  For the planning 
community, it is important to be aware of and to understand the significance of these 
materials so that planning efforts and solutions can make room for their benefits when 
they do finally come to market or are otherwise useable in a feasible and sustainable 
manner. 

 
 
 
 

Komatsu Seiten Building with Strand Rod 

support structure 
Source: Komatsu Seiten, 2019. 

 

 

19 Halverson, Ben. 2019. What is Self-Healing Concrete? Lorman. January 8. 

http://bit.ly/2RoAwyP 

research and development phase, but its proof of concept virtually assures that it will 
ultimately end up on the general marketplace. At the present time, there is a spray 
version of the compound which can be used to repair cracks in standard concrete, but 
the buildable version cannot yet be purchased.19 

http://bit.ly/2RoAwyP
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Case Study: Rain Absorbing Roof Mats 
 

Cities have a propensity to absorb heat, which 
is emitted at night, and again absorbed the next 
morning. This effect results in a net increase in 
temperatures in urban areas that exceeds 
surrounding suburban and rural areas by 
several degrees Celsius. The effect is greater 
in the summer and winter months. 

 

The heat island effect has several negative 
impacts for resilience. First, periods of extreme 
heat are exacerbated in cities. This leads to 
increased health impacts, and an increase in 

Thermal sensing of two model houses; the 
house on the right has a rain-absorbing 
roof mat installed. 
Source: Adam Williams, 2012. 

demands on energy infrastructure related to air conditioning demands. One study found 
that the effect cost residents of Los Angeles, USA, as much as US$100 million per year. 
The increased temperatures can also influence microclimates. Wind patterns, clouds, 
fog, and humidity are all impacted by the temperature differences. In some cases, the 
heat islands cause precipitation changes many miles downwind as air passes through 
the higher temperature zone and then cools in its shadow. 

 

Green roofs, which involves planting vegetation on the roof, have been suggested as a 
mitigation method for heat islands, however they are difficult to maintain and can cause 
problems of their own. As a more suitable alternative, researchers at ETH Zurich 
created a special polymer that is formed into mats and installed on rooftops. The 
material, which is only 5 millimeters thick when installed, absorbs water when it rains. 
The water that is collected can pull some of the heat from the building. When the 
innovative material warms up, it changes its physical properties and becomes 
hydrophobic (sheds water). This process causes cooling of the building because the 
heat that had been drawn into the absorbed water is now shed as the water evaporates. 
This process has been compared to the way that sweating causes living creatures to 
cool down naturally. Although still in the development phase, it is expected that this 
material could reduce cooling costs by as much as 60% and will help to reduce heat 

 

20 Overstreet, Kaley. 2016. Kengo Kuma Uses Carbon Fiber Strands to Protect Building from 

Earthquakes. Arch Daily. April 8. http://bit.ly/33SmEPJ 

wire of an even greater diameter. The material can be installed inside a building in a 
mesh pattern (appearing like a mesh wall) or outside the building like a see-through 
drape to achieve the seismic resilience. 
 
The material has been piloted on the exterior of the head office of Komatsu Seiten, the 
company that produces the Strand Rod. Compared to other seismic protections it is 
considered very aesthetically pleasing.20 

http://bit.ly/33SmEPJ
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islands in cities.21  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

21 Williams, Adam. 2012. New Mat Cools Buildings by Letting Their Roofs Sweat. 
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2.3 : Connecting People, Things, and Information 
 

In this third section of Part 2, toolkit materials explore how technology and innovation 
are changing how people and things collect, store, process, and exchange information. 
Many of the technologies presented in this section have existed for decades in some 
form; however it is the changes to those technologies, and the innovative ways that they 
are being used, that have resulted in an increase in the impact they are having on 
disaster risk management efforts, and on how they help communities to become more 
resilient. 

 
The criticality of data and information to 
all aspects of disaster risk management 
has been restated throughout this 
toolkit. All this data and information is 
of little use, of course, if those people 
or things that need it do not have easy 
access to it. One former emergency 
manager from the United States stated 
that, 

 

“Communications and the 
transfer of information isn’t 
everything when it comes to 
technology use in disaster, but it 
is perhaps the biggest thing.” 1 

 
 

 
IBM Magellan Cloud Computing Infrastructure 

Image credit: Berkeley Lab, 2010. 

 

Microsoft Corporation has a Disaster Response Unit, and the Chief Technology Officer 
of that unit, Tony Surma, elaborated on the importance of information connectivity in 
disasters in a 2014 interview where he provided the following description: 

 
“The role of technology in emergency management is to connect, inform 
and ultimately save the lives of those impacted by disasters. Technology 
restores connectivity to impacted areas so that governments can 
communicate with citizens and people can find their loved ones. 
Technology enables responders to coordinate rescue missions and work 
efficiently from the minute they arrive in a disaster zone, and helps 
businesses recover so communities can begin to rebuild faster. Lastly, 
after and in between incidents, technology helps us analyze, track and 
study natural disasters so that we can always be learning and developing 

 
 
 

1 Holdeman, Eric. 2014. Technology Plays an Increasing Role in Emergency Management. Government 

Technology Emergency Management. June 26. http://bit.ly/2EGgYy6 

http://bit.ly/2EGgYy6
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better solutions — and prepare to save more lives.” 2 
 

Technology is allowing disaster risk managers to share information and data in real- 
time. This includes video footage from throughout the impacted area, data from space- 
based and other remote and in-situ sensors, information from partners and 
stakeholders, and much more. 

 

The IFRC World Disasters Report in 2013 contains the line “When disasters strike, 
access to information is as important as access to food and water.”3 The collection, 
storage, and sharing of data and information carries a distinct set of technology 
requirements and challenges, and much of the innovation that is happening with 
regards to disaster risk management pertains to the hardware and software that 
enables such capabilities. The standards by which we measure information and data 
resilience, situational awareness, information timeliness, and many other factors are 
rapidly improving. 

 
All of this is having a revolutionary effect of the effectiveness of disaster response and 
recovery, whose practitioners can expect the information they receive to be current and 
actionable in a manner that was not possible just 10 years ago. Microsoft’s Tony Surma 
compared this increased accessibility to disaster information to how the financial sector 
improved accessibility to stock data. Wherein just 10-20 years ago, investors needed to 
wait until the following morning to see what was happening in the stock market, they 
now have real-time stock values on any device from their computer to their telephone. 
This allows for much better decision-making given there is a confidence that the 
information being acted on is the most accurate and most current.4 

 

Information sharing and access systems are also playing increasingly important roles in 
the prevention and mitigation of disasters, and for appropriately and adequately 
preparing for future disaster events. Mobile phones and cloud-based systems have 
provided the infrastructure for Big Data analysis and citizen science initiatives, which 
are driving more effective land use and urban planning. Cloud computing is allowing 
organizations in all sectors to eliminate the physical risk to their data-based assets, and 
to provide a mechanism for greater engagement around data systems that are now 
accessible anywhere in the world where an internet connect can be established. And 
the information that is being amassed from a growing inventory of hazard and other 
sensors connected together using the internet is giving us a much better picture of our 
planet, our communities, and our environment than ever before possible. 

 
 
 

2 Holdeman, Eric. 2014. Technology Plays an Increasing Role in Emergency Management. Government 
Technology Emergency Management. June 26. http://bit.ly/2EGgYy6 
3 IFRC. 2013. World Disasters Report. IFRC. http://bit.ly/35bDFFa. 
4 Holdeman, Eric. 2014. Technology Plays an Increasing Role in Emergency Management. Government Technology Emergency Management. June 26. 

http://bit.ly/2EGgYy6 

http://bit.ly/2EGgYy6
http://bit.ly/35bDFFa
http://bit.ly/2EGgYy6
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Five distinct areas of technology are addressed in this section, which include: 
 

• Cloud Computing 

• 5G Mobile Technology and Wireless Mesh Networks 

• Mobile Messaging Systems 

• Internet of Things (IOT) 

• Distributed Ledger Technology (Blockchain) 

 

2.3.2 : Cloud Computing 
 

Cloud computing systems and services, 
which are those that enable internet- 
based storage and access, have 
enormous potential for both disaster risk 
management-specific needs and 
services and for building the overall 
resilience of communities (irrespective 
of the users’ disaster risk management 
affiliations). In other words, the mere 
use of cloud-based services is an 
example of disaster risk reduction. 

 
Cloud computing is not a new 
technology, and in fact a full 50% of the 
global population uses cloud computing 
services in the form of non-private email 
services (e.g., Gmail, Hotmail, Yahoo Mail, others).5 It is how cloud services capabilities 
are rapidly increasing that promises to enhance disaster risk reduction capabilities and 
contribute to community and country resilience. In fact, Habiba and Akhter (2013), 
among the first authors to promote cloud computing for disaster risk reduction, 
described the potential benefits that in their paper “A Cloud Based Disaster 
Management System” as follows: 

 
“[T]he rapid growth of Cloud computing services ha[s] opened a new 
opportunity for complex scientific workflow such as Disaster Management 
System (DMS). Cloud services such as Amazon EC2, Google Cloud 
services etc. can provide reliability, scalability and interactive platform to 
increase performance[…] Cloud can provide a large amount of computing 
power over short periods of time during a disaster - so several government 

 

 

5 Internet World Stats. 2019. Penetration Rates by Geographic Regions. http://bit.ly/2ZKuhY7. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Cloud-Based Disaster Management System. 

Image credit: Habiba and Akhter, 2013. 

http://bit.ly/2ZKuhY7
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agencies as well as NGOs and other associations like RedCross, UNO 
etc. can respond more efficiently to anything in the world during disaster. 

 
“Moreover, in case of disaster people never knows when it might have a 
spike for a need in compute power or disk storage. In such case, Cloud 
platform allows resources to be used on an elastic basis. In addition, 
Cloud platform drives down costs by sharing resources and being more 
communal, it allows quicker communicating response to emergencies and 
disasters to be more agile. Furthermore, for massive information sharing 
among government and other agencies in such situation, Cloud computing 
environment can be the most helpful. Finally, Cloud computing allows for 
rapid scaling when needed, it allows for significant flexibility and reduces 
cost tremendously. Therefore, most experts agree that when it comes to 
information technology, and especially a complex, uncertain and dynamic 
system like disaster management, Cloud computing is the best way to 
go.”6 

 
By using cloud-based systems and services, communities support disaster risk 
management in two ways: 

 
1. By enhancing data and information sharing and accessibility 

Information that is stored on and accessed through the cloud is accessible just 
about anywhere, on any internet connected device. Cloud-based data and 
information storage fosters collaboration and coordination and allows for access 
to a wider community of stakeholders. 

 

2. By enhancing data and information security 
The physical loss of or inability to access facilities or hardware does not translate 
to a loss of data or information. All community members that use cloud-services, 
whether government entities, businesses, nongovernmental organizations, 
medical facilities, schools, or individuals, become more disaster resilient when 
data and information is resistant to loss during a disaster. When using the cloud 
for data and information storage, there is no risk of losing data if hardware 
(computers) are lost, stolen, destroyed, or inaccessible. Moreover, data is 
generally more secure than when stored on local terminals. 

 
What is Cloud Computing? 

 
Stated most simply, cloud computing is: 

 
 
 
 

6 Habiba, Mansura and Shamin Akhter. 2013. A Cloud Based Natural Disaster Management System. 
Conference Paper. May. http://bit.ly/2F6zZtP. 

http://bit.ly/2F6zZtP
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“The delivery of computing services—including servers, storage, 
databases, networking, software, analytics, and intelligence—over the 
Internet (“the cloud”) to offer faster innovation, flexible resources, and 
economies of scale.”7 

 
The most important point to take from this definition is that cloud computing is internet- 
based computing. Cloud is not just about protecting data from loss – it’s also about 
being able to more effectively support and govern disaster risk management efforts. In 
tradition computing arrangements, the entire data and information infrastructure is within 
the possession and control of the entity or individual that is using it. Data, information, 
and processing are contained on the individual terminals themselves, or on servers. 
Programs (e.g., word processors, spreadsheets, databases, computer models, data 
analytics, etc.) are likewise houses either on the individual terminals (e.g., laptop 
computer, desktop computer) or on servers. The servers may be located onsite, in one 
centralized location, or even distributed in different parts of the community, country, or 
world. 

 
In a cloud computing arrangement, some component of this system is housed on the 
internet. This could be just the data and information, but might also include data entry 
interfaces, programs, or the entire computing architecture. The “cloud” in cloud 
computing is a reference to the cloud symbol that network engineers traditionally used 
to illustrate unknown domains and large networks of servers that were located 
elsewhere. Today the term ‘cloud’ is used to describe the use of computers or 
computing power located somewhere else and using the internet to access it. In 
essence, it is simply hosted computer services. 

 

The US National Institutes for Standards and Technology (NIST) identified five key 
characteristics of cloud computing, including: 8 

 

• On-demand self-service (A consumer can unilaterally provision computing 
capabilities, such as server time and network storage, as needed automatically 
without requiring human interaction with each service provider.) 

 

• Broad (ubiquitous) network access (Capabilities are available over the 
network and accessed through standard mechanisms that promote use by 
heterogeneous thin or thick client platforms (e.g., mobile phones, tablets, laptops, 
and workstations)) 

 

• Resource pooling (The provider’s computing resources are pooled to serve 
multiple consumers using a multi-tenant model, with different physical and virtual 

 

7 Microsoft. 2019. What is Cloud Computing: Beginner’s Guide. http://bit.ly/2Zcdm08 
8 Mell, Peter and Timothy Grance. 2011. The NIST Definition of Cloud Computing. NIST. Special 
Publication 800-145. http://bit.ly/2MIJMdL. 

http://bit.ly/2Zcdm08
http://bit.ly/2MIJMdL
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resources dynamically assigned and reassigned according to consumer demand. 
There is a sense of location independence in that the customer generally has no 
control or knowledge over the exact location of the provided resources but may 
be able to specify location at a higher level of abstraction (e.g., country, state, or 
datacenter). Examples of resources include storage, processing, memory, and 
network bandwidth.) 

 

• Rapid elasticity (Capabilities can be elastically provisioned and released, in 
some cases automatically, to scale rapidly outward and inward commensurate 
with demand. To the consumer, the capabilities available for provisioning often 
appear to be unlimited and can be appropriated in any quantity at any time) 

 

• Measured Service (Cloud systems automatically control and optimize resource 
use by leveraging a metering capability1 at some level of abstraction appropriate 
to the type of service (e.g., storage, processing, bandwidth, and active user 
accounts). Resource usage can be monitored, controlled, and reported, providing 
transparency for both the provider and consumer of the utilized service) 

 

 Video: What is Cloud Computing? 

• Video Length: 3:11 

• Video URL: http://bit.ly/39sLOZ9 
 

Cloud computing represents a significant shift from how governments traditionally 
approach their information technology infrastructure. There are both benefits and costs 
to moving computing into the internet domain. In many cases the benefits far outweigh 
the costs, which is leading many governments and organizations to turn to the cloud. 
Microsoft has identified seven general reasons organizations turn to cloud computing 
services, including government organizations: 9 

 
1. Cost 

Cloud computing eliminates the capital expense of buying hardware and software 
and setting up and running on-site datacenters (racks of servers, round-the-clock 
electricity for power and cooling, salaries of IT experts that manage the 
infrastructure.) In fact, individuals need only a terminal, a monitor, and a modem 
with some limited local storage and access to the Internet to access and use 
cloud services. 

 
2. Speed 

Most cloud computing services are provided self service and on demand, so 
even vast amounts of computing resources can be provisioned in minutes, 

 
 

9 Microsoft. 2019. What is Cloud Computing: Beginner’s Guide. http://bit.ly/2Zcdm08 

http://bit.ly/39sLOZ9
http://bit.ly/2Zcdm08
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typically with just a few mouse clicks, which gives organizations flexibility and 
takes the pressure off capacity planning. 

 
3. Global scale 

Cloud computing services are able to scale elastically, which means providing 
the right amount of IT resources (e.g., more or less computing power, storage, 
bandwidth) right when they’re needed, and from the right geographic location. 

 

4. Productivity 
On-site data centers typically require a significant amount of what is called 
‘racking and stacking’, which includes the setup of hardware, installing software, 
and other IT management tasks. Cloud computing removes the need for much of 
this, allowing IT teams to focus on organizational goals instead. 

 
5. Performance 

The well-established cloud computing services utilize worldwide networks of 
secure datacenters, which are regularly upgraded to the latest generation of fast 
and efficient computing hardware. An organizational datacenter cannot feasibly 
keep up to date in the same manner without incurring overwhelming costs, which 
results in reduced performance over time relative to what the updated cloud 
systems offer. 

 
6. Reliability 

Cloud computing makes data backup, disaster recovery, and business continuity 
easier and less expensive because data can be mirrored at multiple redundant 
sites on the cloud provider’s network. 

 

7. Security 
Most of the more well-established and reputable cloud providers have applied a 
broad set of policies, technologies, and controls that strengthen users’ overall 
data security, which protects data, programs, and infrastructure from potential 
threats. 

 
Cloud services differ considerably, and organizations need to understand the 
differences in order to access a service that best meets their needs. There are several 
different models and types, which differ according to the type of cloud computing 
architecture that the organization’s cloud services will be implemented on. 

 
Cloud Deployment Architectures and Services 

 

There are three different ways that cloud services may be ‘deployed’. These include: 
 

1. Public Cloud 
A ‘public cloud service’ is one that is owned and operated by a third-party cloud 

https://azure.microsoft.com/en-us/overview/choosing-a-cloud-service-provider/
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service provider. These providers offer access to a range of computing 
resources, like servers and storage, over the Internet. The provider owns and 
manages all hardware, software, and other supporting infrastructure. 
Organizations and users access these services and manage their accounts using 
a web browser. Examples of a public cloud services include Microsoft Azure, 
IBM Blue Cloud, Sun Cloud, Google AppEngine, and Amazon Elastic Compute 
Cloud. 

 

2. Private Cloud 
A private cloud is one that is used exclusively by one organization (or multiple 
organizations with agreements to do so with the managing organization). A 
private cloud can be physically located on the company’s on-site datacenter. 
Some companies also pay third-party service providers to host their private 
cloud. A private cloud is one in which the services and infrastructure are 
maintained on a private network. 

 
3. Hybrid cloud 

Hybrid clouds combine aspects of public and private clouds using technology 
solutions that allow data and applications to be shared between them. By 
allowing data and applications to move between private and public clouds, a 
hybrid cloud can give an organization additional flexibility and deployment 
options, and can help to optimize existing infrastructure, security, and 
compliance. 

 
There is a range of cloud services that can be applied to these architectures, most of 
which fall into four general categories. These can be combined to build on each other, 
forming what is known in the industry as a cloud computing ‘stack’. The service types 
include: 10 

 

1. Infrastructure as a service (IaaS) 
IaaS is the most basic category of cloud computing services. With this 
arrangement, the organization is renting access to an IT infrastructure (servers 
and virtual machines (VMs), storage, networks, and operating systems) from the 
cloud provider on a pay-as-you-go basis. 

 
2. Platform as a service (PaaS) 

PaaS arrangements include an on-demand environment for developing, testing, 
delivering, and managing software applications. PaaS is designed to make it 
easier for developers to quickly create web or mobile apps, without worrying 
about setting up or managing the underlying infrastructure of servers, storage, 
network, and databases needed for development. 

 

 

10 Microsoft. 2019. What is Cloud Computing: Beginner’s Guide. http://bit.ly/2Zcdm08 

https://azure.microsoft.com/en-us/overview/choosing-a-cloud-service-provider/
http://bit.ly/2Zcdm08
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3. Serverless computing 
Serverless computing enables organizations to focus on building app 
functionality without having to spend time managing servers and infrastructure. 
The cloud provider handles the setup, capacity planning, and server 
management. These arrangements are often highly scalable and event-driven, 
only using resources when a specific function or trigger occurs. 

 

4. Software as a service (SaaS) 
SaaS is a method for delivering software applications over the Internet, on 
demand and typically on a subscription basis. With SaaS, cloud providers host 
and manage the software application and underlying infrastructure, and handle 
any maintenance, like software upgrades and security patching. Users connect to 
the application over the Internet, usually with a web browser on their phone, 
tablet, or PC. 

 
Disaster Recovery as a Service 

 

To address the risk associated with loss of 
data, information, or computing services, a 
new service called ‘Disaster Recovery as a 
Service (DRaaS) has emerged by which 
cloud computing provides tremendous 
resilience value. Governmental and other 
organizations can use DRaaS cloud 
services to save their sensitive data from 
disaster. By having DRaaS in place, 
government agencies can quickly resume 
operations, ensure their data is secured 
within a cloud provider's infrastructure, and 
have immediate access to critical data 

 

 

Image Source: Chris Potter, 2014. 

should a disaster strike. DRaaS is one way that a government can continue to operate 
even if the government facility itself fails to survive the disaster.11 

 
DSM, a cloud provider that offers DRaaS, has identified seven reasons why 
organizations are rapidly increasing the degree to which they use cloud services for 
disaster recovery, including: 

 
1. Ease of Implementation 

Creating a traditional disaster recovery site is often complex and time- 
consuming, requiring staff with specialized IT skills and months or years of time 
to do effectively. With DRaaS, the organization uses the provider’s data center 

 

 

11 DSM. 2019. How FEMA Uses the Cloud. DSM. February 5. http://bit.ly/2QanofG 

http://bit.ly/2QanofG
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hardware, which is accessible through a web portal. 
 

2. Access to Experts 
A DRaaS provider has the on-staff expertise to establish an effective disaster 
recovery capacity for organizations that utilize their services. 

 

3. Reduced Costs 
Information and data disaster recovery (traditional disaster recovery) generally 
requires large capital expenditures for equipment, facilities, and software. When 
an organization uses a DRaaS cloud service, they have no hardware needs or 
other expenses associated with maintenance, energy, or licensing. 

 
4. Fast Data Recovery Speeds 

Organizations measure recovery for different computing tasks using the 
Recovery Time Objective (RTO) (how quickly a service should be accessible and 
useable). Using DRaaS, organizations’ computer systems can be back ‘online’ in 
minutes. 

 
5. Higher Levels of Security 

Most organizations do not have the same security data capabilities as those of 
cloud providers. By using DRaaS, organizations are able to avoid having 
physical data sites, which are vulnerable to disasters, sabotage, attack, or other 
sources of disruption. If organizations limit local storage of data, then potential 
data loss caused by stolen or misplaced laptops, for instance, is greatly limited 
given these devices merely tap into an online system and have no stored version 
of the data once disconnected. And finally, cloud systems can extend the benefit 
of their up-date data security systems and methods which may include: 

a. Uninterrupted power supply (UPS) 
b. Computer Room Air Conditioning (CRAC – differs from traditional A/C) 
c. Physical security 
d. Data encryption (including for storage and transmission) 
e. Site surveillance 
f. Physically resilient facility locations 
g. Physically resilient facility structures 

 

6. Internet Accessibility 
Because DRaaS operates in a cloud environment, personnel are able to access 
their data and systems wherever they are able to access the internet. This is 
especially valuable when an office or building is inaccessible or has been 
destroyed, and data needs to be accessed from an alternate location. 

 
7. Peace of Mind 

Managers and decisionmakers need to be assured that access to their data and 
systems is reliable.  For businesses, this can be the difference between surviving 
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a disaster and having to close, which is a major contributor to economic impacts 
in a disaster.12 

 
Disadvantages of Using Cloud Services 

 

While there are many benefits to the use of cloud services, many of which 
were just described, there are also disadvantages. Some of these are 
significant and need to be factored into procedures and, to the extent 
possible, addressed through procedural and policy planning and problem 
solving. 

 

• Some Costs are Higher 

Depending on the cost of internet service providers, the cost of data 
transfer into the cloud  can become prohibitive, especially when  it 
reaches into the hundreds of gigabytes or terabytes. Metered services, 
which alter costs depending on the amount  of data  transmitted  on a 
daily or monthly basis, can make some budgeting decisions difficult and 
may cause some organizations to limit the degree to which cloud 
services are appropriate. 

 

• Dependence on Internet Access 

Without internet access, some cloud services become useless. It is 
possible to keep updated versions of cloud-stored files on local 
terminals, which will update when internet access resumes, but this 
does not address cloud-based computing or processing.  It can also 
lead to conflicting information when changes are made to multiple 
versions of the same file, such as a situation report, and then the 
system attempts to rectify the changes when internet access resumes. 
Internet reliability then becomes a factor in determining the suitability 
and reliability of cloud services.  This includes bandwidth problems, 
which can exist even when internet systems are working normally. If 
internet services cannot handle todays data traffic or cannot 
accommodate the increases in data flow needs that are assuredly 
coming, then cloud systems may not work as intended. 

 

• Risk of a Cloud Provider System Crash 

Cloud providers are often more resilient than the organizations that pay 
them for their services, but that does not mean they  are immune  to 
system crashes, cybersecurity incidents, or cascading failures. For 
instance, a problem with one cloud service (Amazon Cloud Services) in 
2012 led to problems with other cloud services that used their 

 
 

12 DSM. 2018. 7 Ways DRaaS is Driving Cloud Adoption. DSM. February 21. http://bit.ly/2Fibryl 
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infrastructure (including Dropbox, Gmail, Adobe, iCloud, and others). 
 

• Risk of Cloud Provider Physical Damage 

Cloud-based service hardware is also at risk if not housed within infrastructure 
that is also resilient to hazard-induced disaster. Redundant or collated systems 
should be sought. 

 

• Questions of Data Ownership 

Intellectual property rights and data security need to be clarified when 
data is stored on a third-party cloud site or server. There may be 
differences in the way an organization defines data that is uploaded and 
data that is created in the cloud environment, for instance.  This may be 
the case when cloud-based applications (e.g., presentation software or 
photo editing and storage software), where providers have a claim on 
the ownership or use of such files. There is not yet any international 
governing body to dictate data ownership or rights, and a user may not 
even know where in the world their data is stored. One writer described 
the cloud environment as being like the old American ‘wild west’ in this 
regard, referring to the lack of laws and regulations defining data 
ownership.13 

 
• Security 

Organizations turn their data security over to a cloud provider as soon 
as the provider is asked to host their data or their systems.  Although 
many providers have top of the line security protocols and systems, any 
computer system is vulnerable to attack, theft, or sabotage. 

 

• Lack of User Will or Trust 

Cloud-based services require users to turn over their data, which is something 
many people and organizations are unwilling to do. Sometimes the unwillingness 
is just a lack of understanding, and other times it is a genuine lack of trust in the 
reliability or security of these external services. 

 

How Cloud Services Enhance Disaster Services 
 

Habiba and Akhter called cloud computing “the best information technology for 
managing the complex and dynamic nature of disaster environments”.14 The truth is 
that most disaster risk managers use cloud computing in some form or other every day. 
For instance, commercial email services, like Gmail or Outlook, are an example of a 

 

13 Griffith, Eric. 2016. What Is Cloud Computing? PC. May 3. http://bit.ly/2EEWeXF 
14 Al-Dahash, Jajer, Udayangani Kulatunga, and Shaymaa Al-Shammari. 2017. Cloud Computing for 
Disaster Response Management Stemming From Terrorism in Iraq. Conference Paper. September. 
http://bit.ly/2MeiMm4 
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cloud-based service. Collaboration software like SharePoint, and other services like 
YouTube or iCloud are all examples of cloud services. In this manner, it is both a pre- 
and post-disaster capacity enhancement. 

 
What is changing for emergency management is the way cloud computing is being 
applied. For instance, SharePoint can be used as a collaborative planning tool, 
incorporating discussion boards, document sharing, and resource lists that can be 
accessed by stakeholders in any organization or location. Most incident management 
software systems, like WebEOC, use the cloud and enable cloud-based communication 
and information sharing between organizations at different administrative levels and in 
and out of government. And the cloud is changing the concept of information 
management itself, with the emergency operations center taking on a virtual context 
accessible by any responder with a device capable of connecting to the internet. 

 
During a disaster, the effectiveness of disaster risk management organizations is 
influenced by the speed at which responders can begin providing essential services. 
Many (if not most) of these services have a data component. Unfortunately, just as is 
true with the way mobile phone networks are negatively impacted by a surge in demand 
from the many different people and organizations, data networks are inundated with 
people looking to gather or transmit information in those initial hours. The result is that 
there is an excess of data originating from the disaster site itself, which may be a 
relatively small area. The result is a bottleneck that slows down data processing and 
transmission. 

 
Disaster risk management practitioners need to be able to access a vast amount of 
information form a wide range of sources, which allows them to better understand 
where, for example, they should deploy first responders and send resources, or where a 
flash flood is likely to occur for real-time decision support and risk reduction.. Examples 
of the sources of this information include internet-enabled and CCTV cameras, cell 
phones, weather stations, and satellite and unmanned aerial vehicles (UAVs). When the 
processing of this data is delayed, the result is a delay in when responders can identify 
or prioritize need, and to understand requirements or hindrances (e.g., blocked roads). 
Using the cloud, low-end data processing vital to disaster risk management can be 
conducted close to the hazard-prone area or disaster site, while more complex 
computing can be done further away, thereby enabling data processing to be spread 
over a large number of devices in addition to the cloud in order to allow for faster 
information dissemination.15 

 
 
 
 
 
 

15 Stenhouse, Emma. 2017. When Disaster Strikes: Using Cloud Computing to Ensure a Rapid 
Response. Evolving Science. September 22. http://bit.ly/358ddMR 
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Of course, the need for redundancy capabilities is not limited to just the emergency 
management sector. Community resilience is measured according to the resilience of 
all sectors, including those of the businesses that drive local economic engines. 
Hazard-induced disasters that occurred early in the last decade, including the 2011 
flooding Thailand that mainly affected businesses with a global reach (including many 
automotive and computer parts manufacturing), were especially damaging because 
data redundancy was not heavily practiced. Cloud computing does not eliminate the 
disruptions these events cause, but it does help to bring systems online much faster 
and greatly reduces the likelihood that vital data is lost. Moreover, it ensures that the 
required computing (whether internal processing or externally facing services) are 
maintained or quickly resumed, both of which are critical to a rapid recovery and often 
vital in the response phase as well. 
 

For instance, externally facing e-Government services can help to support government 
efforts to collaborate with disaster response and recovery stakeholders and ‘customers’ 
(e.g., businesses, volunteer organizations, and citizens). By operating in a cloud 

 

 

One author describes the disaster risk management benefit of the cloud as being 
“virtual mission continuity”.16 Emma Stenhouse explains that cloud computing 
increases the reliability of the response and recovery mission by reducing concerns that 
some data center will have to survive a disaster. This benefit is often considered in the 
context of businesses, but it also applies to the public sector including disaster risk 
management across sectors. It is one thing to copy and back up data so that it isn’t lost 
if a server is lost – the challenge comes from being able to quickly restore the 
applications that keep essential services and critical functions online. With cloud 
computing, this can take place seamlessly. Staff need only go to an alternate location 
that has internet access and services are resumed. 

 
Perhaps one of the greatest benefits of cloud computing is that it eliminates a reliance 
on location – staff can work from anywhere that they have internet access. This 
increases opportunities to have remotely located personnel that are still connected to 
the ongoing response planning and coordination structures. If staff are not able to 
access their office or facility, they can still contribute by ‘telecommuting’ through the 
cloud services, which is, again, a way in which communities are able to increase their 
resilience to some of the more common impacts of disasters. The concept of the virtual 
Emergency Operations Center (EOC) becomes much more easily accessible to 
organizations that are already doing most of what the virtual EOC offers through cloud 
computing services.17 

 

 
 

16 Lucus-McEwen, Valerie. 2012. How Cloud Computing Can Benefit Disaster Response. Emergency 
Management Magazine. May 7. 
17 Lucus-McEwen, Valerie. 2012. How Cloud Computing Can Benefit Disaster Response. Emergency 
Management Magazine. May 7. 
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Case Study: US FEMA Uses Cloud Computing to Enhance Disaster Services 
 
The US Federal Emergency Management Agency (FEMA) is the country’s national-level 
emergency management organization. FEMA is tasked with managing the national 
(federal) government’s interagency support to disaster-impacted local governments vis- 
à-vis the state governments that make a formal assistance request. Once a disaster 
declaration has been made by the US president, impacted households, organizations, 
and local governments become eligible to apply for financial assistance under several 
disaster assistance grant programs. 
 
In years where the number of major disasters is significant, the volume of applicants 
has become overwhelming to existing FEMA assistance processing systems. As a 
result, the agency has increasingly utilized cloud computing services to help it quickly 
and effectively scale up its response capabilities to manage the increased data access 
and service delivery needs. 
 
In 2017, a high number of disasters forced the organization to increase several aspects 
of its response capabilities. This included an increase in technology infrastructure 
capabilities to deal with the data components of response and recovery. Millions of 
people needed to register for FEMA disaster assistance, and the organization’s 
information management systems needed to be able to handle that case load which 
amounted to several billion US dollars in 
support (as well as housing assistance). 
 

By shifting services to the cloud, FEMA was 
able to scale its operations and response to 
meet the needs of the successive and 
concurrent events. This included 
establishment of the cloud-based OpenFEMA 
platform, which supports disaster response 
and recovery operations. OpenFEMA helps 
personnel respond in the aftermath of 
catastrophic events, including by allowing the 
agency to quickly coordinate reserve staff and state and local resources, and track 
emergency operations center tasks. It also increases situational awareness by enabling 
citizens to upload photos of events affecting them in order to secure help. 
 
FEMA staff state that development of the tool wasn’t easy. One challenge has been 
scalability of the program. The agency had to take its entire infrastructure and scale it to 
serve millions of people who needed to register for assistance, and this needs to be 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Source: OpenFEMA, 2019. 
 

environment, local governments can quickly establish ad-hoc platforms for collaboration 
and information sharing, with access to key data and enabling the collection of new data 
from partners. 
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Case Study: Benefits of Cloud Computing for Disaster Resilience in Japan 
 
The 2011 Tohoku Earthquake in Japan is credited as one of the first examples of 
significant response and recovery support provided by cloud services. This event was 
said to have “proved the cloud’s ability, efficiency and advantages.” 
 
The impacts of the 2011 triple disaster in Japan (earthquake, tsunami, nuclear 
meltdown) were devastating to human life and property. The economy was also heavily 
impacted, affecting global supply chains that depended on Japanese parts and 
products. However, the extent of economic and social impacts was greatly buffered 
because the government agencies at all administrative levels in Japan, as well as many 
Japanese businesses, had implemented cloud services to manage data and processing 
prior to the occurrence of the disaster. 
 

The physical impacts of the disaster included damage to and destruction of government 
and business buildings, including those where data servers where housed. By utilizing 
cloud services to provide ‘mirror’ redundancy for those physical locations, government 
agencies and businesses not only protected critical data from loss, they also ensured 
that this data was accessible and useable almost immediately after the disaster 
occurred. 

 
 

 
 

 

 

 

 

 

 

 

 

 
 

18 Goldstein, Phil. 2018. How the Cloud Helps FEMA Scale and Improve Disaster Response. FedTech. 
http://bit.ly/35btosA 
19 DSM. 2019. How FEMA Uses the Cloud. DSM. February 5. http://bit.ly/2QanofG 

sustained. The challenge was making their successes repeatable, sustainable, and 
scalable. A large part of this has been scaling its internal financial systems to meet the 
cloud-based operations. FEMA’s CIO stated that, “cloud computing can be a catchall 
phrase, but really, it’s about how you get databases to perform faster and deliver that 
content faster via the web. [FEMA is] in a situation where we now can begin to 
modernize a lot of those databases to perform much more effectively than in the past.” 
 
Using the cloud has allowed FEMA to quickly reach all users and resources, regardless 
of their location, and to make fast and accurate decisions about which resources can be 
deployed, and where. Using the cloud has allowed FEMA staff to build in analytics that 
give the organization a unique perspective on the data they have, which allows for 
better management of activities at every level of operations.18,19 

http://bit.ly/35btosA
http://bit.ly/2QanofG
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The use of cloud services was extensive even though the disaster happened relatively 
early in the transition to cloud-based data. Many entities had been using cloud software 
solutions in addition to data storage, and in some cases the entire computing 
environment was cloud-based (an arrangement that is common today but was much 
more unique in 2011). 
 
The heavy use of cloud services was noted as having allowed for much more effective 
decision-making on the part of emergency management officials and enabled a more 
rapid recovery process for communities and businesses alike. One example that was 
cited as being supported by cloud-based computing was the ability of public officials to 
address a heavy demand for information on radiation measurements, which were 
hosted on cloud-based systems. 
 
In recognition for the increased need for such services, many cloud service providers 
that were operating in the country at the time offered free mirroring during the disaster. 
This was credited for enabling the central government and many local governments to 
meet the huge increases in access demand that occurred in the weeks that followed the 
event. 
 
One of the greatest obstacles noted by the organizations described in this case was that 
a high degree of data sharing is required to enable such significant levels of disaster 

 
 

 
The 2011 triple disaster in Japan devastated many industrial areas that were located in low-lying coastal zones. 
Source: Yuichi Shiraishi, 2011. 



Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience 

Toolkit 

Page 269 

 

 

 
 

 
 

2.3.3 : 5G Mobile Technology and Wireless Mesh Networks 
 

Mobile phone and wireless internet technologies have existed for decades, with the first 
generation of mobile service launched in 1983 and the first wireless routers sold in 
1991. Today these systems are ubiquitous in most countries, and life without them is 
unimaginable for many people. Over time, successive generations of service expanded 
capabilities allowing for a growing range of services (such as video streaming and 
communications, mobile commerce, navigation, and more). Their capacity is not 
limitless, however, and many of the challenges associated with their capacity, 
availability, and range have capped the degree to which they can support disaster risk 
management efforts. It is through the most recent advancements – namely fifth 
generation (5G) wireless and wireless mesh networks – that disaster risk management 
capabilities stand to expand in coming years. 

 

Mobile phone technology moves into a new phase, or generation, when a new 
mechanism for data transmission is discovered and developed. Moblie systems must 
access a particular generation of network connectivity and are generally incompatible 
with other network generations (i.e., a 4G device could not access a 3G network). Each 
evolution of mobile technology has allowed for increased capabilities. Consider the 
following: 

 

• 1st Generation (1G) 

o 1983 
o Analog (non-digital) voice transmission 
o Enabled voice calls on a wireless device 

• 2nd Generation (2G) 

o 1991 
o First digital cellular technology 
o Enabled Short Message Service (SMS) texting between capable 

devices 
o Enabled transmission of digital photographs 

• 3rd Generation (3G) 

o 2001 
o Enabled access to the internet 
o Enabled video communication 

• 4th Generation (4G) 

 

20 Banham, Russ. 2016. Lessons from Japan: Why Cloud Is The Future of Disaster Preparedness. 
Forbes. June 14. http://bit.ly/36aY2DW 

response support. This is counter to the attitudes and behaviors of many governmental 
organizations and most businesses in light of privacy and security concerns.20 

http://bit.ly/36aY2DW
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o 2009 
o Data transfer 10 times faster than 3G 
o Enabled multimedia / gaming 

• 5th Generation (5G) 

o 2019 
o Data transfer 100 times faster than 4G 
o Lower latency (delay before transmission of data) 
o Supports greater bandwidth required by data heavy applications and 

internet connected devices 
o Greater number of device connections possible 

 

5G wireless technology is still very much an emerging technology, and while it is 
available in several urban areas, few people have ever actually used it. The first wave 
of 5G instillations began in 2018, and the first phones equipped to access the new 
technology were not released until April of 2019. 

How does 5G Technology Work 

  Video: What is 5G? 

• Video Length: 5:13 

• Video URL: http://bit.ly/2tmO4R6 

 

The basic concept behind 5G is similar to previous generations in that it uses a network 
of mobile ‘cells’ that are dispersed throughout the targeted service area. The service 
area is divided into sectors covered by each cell, which are connected to a network 
backbone. Encoded data is sent and received using radio waves.  5G encoding is called 
OFDM and send encoded data through radio waves. 

 
5G networks use a type of encoding called OFDM (a type of frequency modulation). 
This system operates on much larger channels than previous generations, which allows 
it to carry much greater volumes at much greater speeds. This is enabled by greater 
computing power behind the channels that are able to manage the increase in 
connections and data. 

 
Among the greatest limitations of 5G service is the proximity requirement. Unlike 4G 
service, which has ranges of up to several miles, 5G devices need to be within 1500 
feet (and in some cases much less) to transmit data effectively. This places a heavy 
reliance on densely distributed infrastructure beyond anything previous mobile phone 
technologies required. 5G was developed to run on two different kinds of airwaves: 
below and above 6GHz. Low frequency 5G networks, which use existing cellular and 
Wi-Fi bands, take advantage of more flexible encoding and bigger channel sizes to 
achieve speeds 25 to 50 percent better than 4G. By taking this approach, these 
networks can reach distances similar to 4G and can use the same cell locations. This is 

http://bit.ly/2tmO4R6
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effective for rural areas where additional towers are not likely to be built. Extremely fast 
(multi-gigabit) speeds that 5G is known for, however, require much higher frequencies 
known as “millimeter waves” (as high as 39GHz). To address the shorter transmission 
distances, cellular providers will need to install many smaller low-power base stations 
that output watts of power (as opposed to the 20-40 watts of larger cell stations). 

 
In many cities, cellular services have installed small cells to provide better coverage for 
4G networks in the dense environment. 
Where such resources already exist, 
converting to 5G will be relatively easy as 
the transition requires little more than a 
new 5G radio. Where such facilities do not 
already exist, the process is much more 
complicated especially because most 
neighborhoods resist radio and cell tower 
construction for aesthetic reasons and over 
concerns about the impact on health and 
development. 

 

Like most of the previous generations of 
mobile technology, there is an anticipated 
lag between establishment of service and 
exploitation of those services by users. For 
4G, widespread use of the technology 
didn’t occur until 2012 and 2013. With 5G, 
it is expected that widespread use will not 
be seen until 2022. Some analysts predict 
it will be a full 8 to 10 years before the 
network is fully useable. 21 

 

What is 5G Designed to Do? 

 
 
 
 
 
 
 
 
 

Mobile technology evolution. 
Source: Kelly Murphy, Samantha, 2019. 

 

Like the previous 3 generations (2G through 4G), 5G technology is designed to transmit 
data. In this regard, it is conceptually very similar. The increase in transmission 
capacity, however, creates several opportunities for innovation that make its release 
exciting. In fact, 5G is seen as a key enabler of many other emerging and frontier 
technologies such as drones that travel farther and transmit high-definition video in real 
time (as opposed to having to be downloaded from the device and uploaded separately 
to a shared site), internet-enabled sensors that provide continuous monitoring of 

 
 
 
 

21 Murphy Kelly, Samantha. 2019. I Tried 5G. It Will Change Your Life – If You Can Find It. CNN 
Business. August 9. https://cnn.it/2QbZznr 
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conditions like flood levels and traffic, and much more. Consider the following 
categories of intended use: 22 

 

• Mobile Phone Support 

Because it was the basis of the previous four generations, we tend to think of 
mobile phone use as the purpose of 5G technology, and this will represent a 
large proportion of the data use at least initially. We do more and more with our 
phones every year, from banking to shopping to collaboration, all in addition to 
the communication basis of the device. With 5G data transmission capacity, all 
of these capabilities will improve, and new capabilities will be added. The way 
that developers approach phone use will change as the capacity to do new things 
becomes accessible. Capabilities like enhanced reality and virtual reality, 
described in a subsequent section, will be incorporated into existing capabilities 
to an increased degree. 

 

• In-Home and In-Facility Internet 
A second use, which differs from 
previous generations, is support 
for in-home and in-facility internet 
access. By transmitting through 
mobile cells, much of the 
infrastructure required to support 
home and office internet could be 
eliminated. Home and office 
internet is currently possible using 
4G technology, but the 4G cells 
could not handle the volume of 
data and the number of 
connections that would have to 

5G mobile advertisements in Birmingham, UK. 
Source: JCDeceaux Creative Solutions, 2019. 

exist. Anyone who has used a wireless internet dongle on a computer has 
accessed mobile internet through a 4G network. With 5G in-home service, 
house-to-house cables, which represent a huge disaster vulnerability, would 
become a thing of the past. For offices and facilities, this could represent a huge 
reduction in installation and maintenance costs and increase the efficiency and 
productivity of services (see Rush University case study below). 

 

• Internet of Things (IoT) Support 

With dramatically increased data capacity and speed, the expanding inventory of 
internet devices designed to be connected through internet networks will begin to 
be given cellular data transmission capabilities (e.g., will be equipped to carry a 
sim card). This will enable them to be used in places that were not formerly 

 
 

22 Segan, Sascha. 2019. What is 5G? PCMag. October 30. http://bit.ly/2MJ19LC 

http://bit.ly/2MJ19LC
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Case Study: Rush University Medical Center (Chicago, USA) 
 
Rush University Medical Center in Chicago, USA, has partnered with 5G mobile 
provider AT&T to create the world’s first 5G enabled hospital. 

 

possible, or for purposes that were not possible through 4G networks. For 
instance: 

o Cellular enabled hazard sensors 
o High-resolution wireless cameras 
o Health and medical sensors such as toothbrushes that can diagnose 

illnesses 
o Remote control of machines and robots (e.g., for surgery or maintenance 

applications) 
o Control of unmanned vehicles, including driverless cars, trucks, and 

construction machines 
o Automated seaports 
o 2-way communication between devices that were formerly designed to 

only receive data (e.g., in-home thermostats that can allow governments 
to track heating and cooling needs across large populations, including 
during periods of extreme heat or cold.) 

 

• E-Government 

With the transmission capabilities of 5G, citizen engagement with government 
will increase significantly. This includes through engagement with services but 
also with sharing information on issues and events that are unfolding (including 
disaster-related issues.) It will likewise allow government employees to untether 
from their workspaces and give them the freedom to work from just about 
anywhere, which is also very helpful in a disaster scenario. 

 

• Increased Virtual Collaboration 

Businesses and community/civic organizations will have much greater reach and 
capacity with the enhanced communications and data transfer capabilities 
enabled through 5G. For instance, healthcare providers will be able to monitor 
and ‘meet’ with home-bound patients, or with patients that are in more remote 
locations. Remote training, education, and meeting will likewise become 
possible given the more reliable and greatly enhanced capabilities 5G offers. 
The need to travel for many activities and services will thus be eliminated, which 
like the other benefits above, has great potential to minimize the impacts that 
disaster have on existing infrastructure (including communications and 
transportation infrastructure). 

 

The small cell aspects of 5G may also help with in-building coverage, as it encourages 
every home router to become a cell site. 
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Case Study: Enhancing Existing Emergency Communications Networks 
 
The Government of Korea, through the Ministry of the Interior and Safety, established a 
public safety mobile data network called Safe-Net. The Safety-Net program is used by 
8 stakeholder groups, including police, fire, local government, the military, the Coast 

 
 

The initial purpose of transitioning to 5G cellular technology from traditional internet 
networking systems was to eliminate the need for wires in the hospital environment. 
From eliminating the need to install and maintain network lines connecting each and 
every room in the facility through traditional ‘wall jacks’, to minimizing the presence of 
communications wires that extend from each 
monitor and device to those wall jacks, the 
hospital administration saw a great opportunity 
to improve their services and capabilities. 
 
Like exists in the public environment, the 
hospital 5G network operates using a system of 
small cells and base stations that together 
provide blanket coverage of the facility. The 5G 
transmissions speeds that are offered are 
oftentimes in excess of what internet wireless 
and even wired network systems presently 
offer, resulting in a ‘win-win’ for the facility. 
 

The reduced latency of the 5G system that 
makes it even more appealing to a hospital 
facility. There is no room for delays or lagging 
communications and the reaction time of 5G is 

 

 

Rush University Medical Center, Chicago, USA. 
Source: March Hinchman, 2017 

much greater than that of a human. This includes when there is a massive inventory of 
items that are connected through the network, as would occur in a hospital setting 
where monitors are commonplace. Project staff have provided hypothetical scenarios 
that illustrate the benefit of such a capability, including a situation where an MRI scan is 
downloaded almost instantaneously and accessed by doctors that are located far from 
the hospital, who conduct virtual meetings with the patient to go over results and 
provide recommendations for next steps. And with most internet connected devices, 
including scales, blood pressure cuffs, computer terminals, a greater range of data can 
be collected and maintained using cloud services, further protecting the hospital from 
the impacts of disaster events. 23,24 

 

 
 
 

23 Qiao, Xieyang Jessica. 2019. 5G Rollout Brings To Life the Smart Hospital. Medill Reports. January 30. 
http://bit.ly/2F7W77b 
24 Dano, Mike. 2019. This Hospital Is Installing 5G for One Big Reason: Getting Rid of Wires. Light 
Reading. January 29. https://ubm.io/35eE89Q 

http://bit.ly/2F7W77b
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Guard, the medical system, electrical infrastructure, and gas infrastructure. A total of 
240,000 employees are involved in these 8 sectors. 

 

The Safe-Net system was developed using 4G technology, on the Long-Term Evolution 
(LTE) standard. LTE communication is up to 10 times the speed of 3G networks. It has 
allowed the transfer of images, data, location information, and some video conferencing 
as well as unified broadcast calls and quick response activities for responders and has 
helped to provide location data for fire and other emergency resource allocations. The 
purpose of the system, as originally planned was: 

 

1. Integrate the many disparate networks of stakeholders so that communication of all 
staff occurs on the same network 

2. Spread the cost of network development and maintenance across the stakeholders, 
making it a more economical investment 

3. Increase the ability of responders and other stakeholders to transmit data-intensive 
pictures, video, and other information. 

 

As a dedicated public safety network (PS-LTE), The system enables the police, 
firefighters, and other groups of public officials to communicate and promptly support 
rescue efforts using dedicated terminals both in normal times and in emergencies. It is a 
single communication network on a national scale supporting one channel of command 
and control, and integrated response at disaster sites. 

 

At the present time, the system is operating on the 4G network. It adopts fourth- 
generation wireless technologies for Disaster and Safety management, making 
available real-time feeds of accident and/or risk sites in real time for quick and efficient 
response. It is a model of nationwide emergency communications. That said, the 
Government of Korea already understands the potential gains of the system that are 
possible by transitioning to 5G wireless data as that capability becomes available. 
function and performance of the network was validated through a pilot program, and it 
will be in full service from 2018.25 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

25 Jin-Hong, Sim. 2019. Korea Safe-Net PS-LTE. Ministry of the Interior and Safety. http://bit.ly/2sxqr8N. 

http://bit.ly/2sxqr8N
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Wireless Mesh networks 
 

Video: How Mesh Networks Work 
 

• Video Length: 5:09 

• Video URL: http://bit.ly/37i4Y2e 
 

5G mobile networks are just one of the new technologies that is transforming data 
transmission. An innovative type of internet infrastructure called mesh networking is 
expanding the reach of current network capabilities and proving new ways to quickly 
establish data transmission capabilities where they don’t currently exist. 

 

A mesh networking is an internet infrastructure that relies on connected devices to act 
as both user and transceiver of data. In a traditional wireless internet network (e.g., in a 
home), there is a router that serves as a main hub to which every device must connect 
to access the internet. In a mesh networking, there is also an initial hub, but many or 
most of the devices that connect become extension hubs to which other devices may 
connect, much like a web. Mesh connected devices can thus communicate with each 
other through the mesh, even if they aren’t directly connected, or if the connection with 

http://bit.ly/37i4Y2e
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the internet itself is not active. Data travels throughout the mesh until the intended 
recipient is reached. 

 
A mesh network uses the same basic concept as the internet, with data being 
transmitted from server to server until the destination is reached. Where the traditional 
network becomes limited is where the router or wireless transmitter becomes limited by 
distance. This is where the benefit of the mesh comes in. It provides extended reach 
and capability by enabling the devices themselves to bridge service gaps and extend 
reach almost indefinitely (as long as there is a series of devices to continue extending 
the range.) With each connection in the mesh, the internet signal strength is renewed. 
For instance, if a device is 100 meters away from a router, its signal strength will 
degrade considerably. If there is a series of 3 devices forming a mesh network located 
between the original device and the router, the distance between each device may be 
as little as 25 meters, and the signal strength may be increased up to 16-fold. A second 
benefit is that a break in the chain of devices will have little to no impact if there is a true 
mesh, given the signal will just reroute to the next closest link, thereby providing greater 
network resilience.26 

 
Expanding the concept of a mesh network to a neighborhood, community, or city, is 
becoming possible as more mesh-capable devices are developed. There are a number 
of locations that use a network of wireless access points, such as airports or malls, for 
instance, but these are not true mesh networks. In the mesh network arrangement, 
connections are dispersed among the many devices called ‘nodes’ that each act as an 
access point to other notes. Devices capable of acting as nodes contain integrated 
radio transmitters that serve the same function as a traditional wireless router. They are 
designed to support a mesh network and transmit messages automatically as required, 
seeking the path of least resistance to do so (a process called dynamic routing). 

 

David Roos writes that, “the biggest advantage of wireless mesh networks -- as 
opposed to wired or fixed wireless networks -- is that they are truly wireless. Most 
traditional "wireless" access points still need to be wired to the Internet to broadcast 
their signal. For large wireless networks, Ethernet cables need to be buried in ceilings 
and walls and throughout public areas. In a wireless mesh network, only one node 
needs to be physically wired to a network connection like a DSL Internet modem. That 
one wired node then shares its Internet connection wirelessly with all other nodes in its 
vicinity. Those nodes then share the connection wirelessly with the nodes closest to 
them. The more nodes, the further the connection spreads, creating a wireless "cloud of 
connectivity" that can serve a small office or a city of millions.” 

 
 
 
 
 

26 Mitchell, Robin. 2017. Understanding Mesh Networking: The Future of Wireless Connectivity. All About 
Circuits. June 12. http://bit.ly/2ZGDOQ8. 

http://bit.ly/2ZGDOQ8
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A new development in mesh networks is the Portable Network Kit, or PNK. These are 
self-contained mesh network systems that can be deployed in a disaster situation to 
support damaged or nonexistent communications networks. 

 

Case Study: Portable Network Kits for Community Resilience27 
 

Resilient Networks NYC is a program supported by a city economic development 
enterprise established in the aftermath of Hurricane Sandy called RISE:NYC. Resilient 
Networks NYC is working with local partners in neighborhoods throughout New York 
City to establish the capability to strengthen communications capabilities in a disaster. 
Portable mesh network kits are the basis of the program. 

 

The program focuses on flood-prone areas, which were the most heavily impacted in 
previous disaster events and are where communications and internet infrastructure are 
most likely to be damaged or destroyed. Working over the course of a year with local 
partners in five different neighborhoods, Resilient Networks NYC enlisted the help of 
local businesses who agreed to help host the networks. Local residents were also 
recruited and trained to build and maintain the networks, and to support and fund the 
project for the sustainable future. 

 

The program relies on Digital Stewards, who are local residents trained in the necessary 
technical skills to operate and maintain the networks but also to organize the community 
around their use when required in an emergency. A significant effort was spent working 
with the most vulnerable members of the communities who would likely need the 
network most. 

 

To supplant the more established mesh networks that the small businesses are 
building, the program is developing Portable Network Kits (PNKs). The PNKs consist of 
easily configured, solar-powered Wi-Fi equipment that allows the operators to create 
wireless hotspots that are either standalone or the first component of a larger 
community network. The kit also includes rechargeable batteries for nighttime and 
cloudy-day usage. There are several basic elements in each kit, and then customizable 
components for the different needs of different neighborhoods. All components are 
commercially available. 

 
 
 
 
 
 
 
 
 
 

27 Byrum, Greta. 2017. Portable Network Kits: KIY WiFi for Response, Recovery, and Resilience. 
http://bit.ly/2ZJOWvr 

http://bit.ly/2ZJOWvr
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To support stakeholders, the program developed easy-to-follow instructions available 
online, and conduct training to help people learn how to assemble and use the PNKs in 
NYC and other cities. Information on kit components and assembly are also shared 
online. The kits have two modes: 
“online” mode when at least one node is 
connected to the internet and “island” 
mode when communication is within the 
network only. In island mode, even 
though communication outside the 
network is not possible, the limits of 
communications and data sharing are 
limited only by the reach of the mesh. 
For instance: 
 

• Community members can conduct 
‘chats’ with neighbors and others in 
the covered area 

• Information and updated can be 

shared with all connected individuals, 
about resources like first aid stations, 

 

 

Portable Network Kit (PNK). Source: PNKgo.Com, 
2019. 

commodities availability, and emergency information. 

• Lists of requests or supplies exchanges can be easily generated (e.g., a shared list 
of needed or available capabilities, supplies, or medical services/resources) 

• Sharing and posting of photos or other documentation of conditions in the area 

• Sharing of instructional or informative resources like how-to guides, wikis, or 
reference materials 

 

The range of a PNK, like that of any mesh network, can be from as small as within a 
single building to several city blocks or more (limited only by the addition of nodes.) A 
basic kit costs as little as US$500 (covering a building or small public space) while an 
advanced kit may be as much as US$3000.  The kit includes: 
 

• 1 Raspberry Pi (a tiny computer with web-based applications – model 3B currently 
recommended) 

• Power supply for the Raspberry Pi (can be solar-charged or generator-charged 
battery, or just a generator, if the reliability of power infrastructure is in question) 

• Downloadable or preloaded SD card preloaded with disk image to configure the 
Raspberry Pi as a local server (32gb minimum capacity recommended for the 
memory card) 

• Wi-Fi equipment (routers and repeaters) for wireless distribution and access points 
(MikroTik hEX PoE router recommended; Ubiquiti UniFi AC Aps or AC Mesh devices 
recommended) 

• Three or more Ethernet cables 
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Benefits of a Wireless Mesh Network 

 

 
Traditional versus Wireless Mesh Network. Source: Portman, Marius, 2006. 

 

The benefits of a wireless mesh network include: 
 

• Lower relative cost (wired infrastructure can carry significant installation and 
maintenance costs) 

• Increased capacity with use (as nodes are added to the network, it becomes 
larger and faster for each of the other nodes connected which can boost power 
by tapping into multiple nodes simultaneously) 

• Adaptability (can be used in facilities and locations where wired infrastructure is 
impractical or infeasible, such as temporary structures, short-term events, 
transportation settings, and in a disaster setting where existing infrastructure has 
been damaged or where it didn’t previously exist such as a mass shelter) 

• Speed of setup (large mesh networks can be established in minutes using 
drones, for instance) 

• Non-line-of-sight (NLoS) capability (in places where there are multiple signal 
obstacles, the mesh allows signals to adapt to the setting) 

• Resilience (mesh networks self-configure as new nodes are added, and self- 
heal when connections with nodes are disrupted) 

 
Anyone with basic computer skills and training can use the kit with little difficulty. 
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• Self-contained (data communicated between devices in the mesh do not need 
to go back to a router or server, and do not require the internet for intra-network 
messaging) 

 

Applications of mesh networks 
 

• Municipal wireless data coverage 

Municipal free public internet access using distributed Wi-Fi hotspots is becoming 
much more commonplace. These systems are generally limited to the range of 
the installed Wi-Fi router hubs because they are not true mesh networks. By 
applying a mesh network infrastructure, Wi-Fi availability will automatically 
extend to the areas where demand exists as users tap into the mesh - ultimately 
extending across the wider populated area. In a post-disaster setting, this would 
offer great advantages over other data transmission systems that may fail if a 
single wireless access point is damaged. Municipal mesh networks could greatly 
expand possibilities for monitoring of other infrastructure components, public 
safety issues (traffic, precipitation, sewers, security cameras). By installing extra 
nodes throughout the city, the system could provide constant access to data 
transmission for emergency workers responding to incidents and to the public 
and businesses if other communication systems were down. 

 

• Expanding coverage in developing countries 

Mesh networks can help communities and countries without extensive wired 
networks or network capabilities to leapfrog technologies quickly. Even where 
electricity transmission is intermittent, nodes can be powered using solar cells 
and can be connected to the Internet using satellite connections thereby almost 
completely eliminating the reliance on old or unreliable utilities infrastructure. 

 

• Access in isolated locations 

Almost every country has areas that are too distant, remote, or rugged for 
infrastructure connectivity. Wireless mesh networks allow high-speed access to 
these areas in ways that are otherwise not possible. 

 

• Access for one-time events or disaster situations 

It is not cost effective to install a wireless network at most one-time events, such 
as public gatherings on holidays or for festivals, for instance. For the same 
reasons, it is also not generally feasible or cost effective to set up broad area 
access for a temporary settlement, such as might exist following a disaster where 
people are congregating in tents or other temporary shelters. Mesh networks 
could easily and cost-effectively support the immediate and vital data access and 
transmissions needs of these populations.  Incident coordination posts, donation 
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collection points, commodity distribution points, and other temporary needs are 
all included in this area of need.28 

 
Using 5G and Wireless Mesh Networks to Support DRM 

 

While both 5G and mesh networks are in their earliest stages of development, disaster 
risk management organizations stand to benefit significantly in the future by posturing 
now to incorporate both technologies once they are more commonplace. Both 
technologies offer marked enhancements to pre- and post-disaster functions. What 
differentiates these two technologies from those described in other sections (and in 
several of the technologies described in this section as well) is that they are technology 
enablers. They support the cloud; they increase the utility of unmanned vehicles, 
robots, and sensors; they allow access to the data required by 3D printers and other 
additive manufacturing devices; they provide the processing power for and access to 
artificial intelligence and virtual/enhanced reality applications; and much more. 

 
 

 
Daniela Perdoma writes that, 

 
“We are trapped in an endless cycle of destruction and response: A storm 
knocks out cell towers and power stations; first responders help despite 
the challenges; the government allocates significant dollars to help repair 

 

28 Roos, Dave. n/d. How Wireless Mesh Networks Work. How Stuff Works. http://bit.ly/2rMOEYc. 
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and rebuild. Then the next storm hits, and we do it all again. The recurring 
lesson is that our centralized communications infrastructure is always 
critical, but never invincible, and we do not tend to think about it until it’s 
too late.”29 

 
Municipalities and national governments can invest in 5G and decentralized 
communications systems like mesh networks (and mobile mesh networks which 
combine the two) to ensure disaster risk management stakeholders and community 
members alike have reliable communications following a disaster. The following are 
examples of the potential benefits: 

 
Mitigation & Prevention 

 
5G and mesh networks both increase the ability of public sector organizations to collect 
risk information, which in turn guides disaster risk reduction decision-making. The 
increased bandwidth and extended range of coverage offered by both new technologies 
enables a much broader application of sensors and monitoring devices. Many countries 
and communities, for instance, are still utilizing manual (human) monitoring of flood 
conditions, volcanic activity, wildfires, and other hazards. Monitors can also be used to 
track infrastructure and other potential hazards to head off incidents before they 
happen. With 5G and mesh network systems in place, the long-term costs of 
monitoring will decrease while coverage and capabilities will increase. 

 
Disaster preparedness 

 

These related technologies stand to increase public and organizational preparedness 
significantly. The greatest benefit is perhaps the result of these technologies’ abilities to 
bring the classroom to the individual. Through advanced apps, coupled with virtual 
reality, video streaming, and other data-intensive functions, will increase the 
effectiveness of training and education. 

 
Response 

 
Disaster risk management stands to benefit most in the area of response, where 
communication and informational awareness is vital to effectiveness. Some of the ways 
this will be done include: 30,31 

 
 
 

 

29 Perdomo, Daniela. 2019. Mobile Mesh Networks Can Ensure Communications In Disaster. 
Government Technology Emergency Management. October 8. http://bit.ly/2MJpSzo 
30 DeNardi, Kate. 2018. 5G Wireless Could Be Boon for First Responders. Meritalk. November 30. 
http://bit.ly/35hXJpL 
31 Lanner. 2018. Why 5G Will become Essential for Emergency Services. Lanner. July 18. 

http://bit.ly/2MJpSzo
http://bit.ly/35hXJpL
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Case Study: Commotion Wireless Mesh Network Tool 
 
Commotion Wireless is an open-source software initiative that helps to promote and 
support (through technical assistance) the development of wireless mesh networks. 

 

• Increasing the reliability and capacity of telecommunications infrastructure during 
disasters, which is when existing infrastructure is often overwhelmed by the flood 
of use. 

• Capabilities to prioritize emergency responders’ communications so that official 
transmissions become more reliable, or even establishing distinct 
communications networks (e.g., through a dedicated mesh network) 

• Support for citizen science which helps to inform the official response (in that 
people can provide more data in the form of videos and pictures that help 
responders to assess damages and needs on a hyper-local level). 

• Enabling alternative data-driven communication as an alternative to phone and 
radio. For instance, social media is being used for communications in disasters 
to an increasing degree, much of which is transmitted on mobile data networks. 

• Both technologies will improve responders’ abilities to locate impacted people, 
including those who are trapped in collapsed structures. 

• The ability to operate drones and robots and use the data that both technologies 
generate will increase significantly. Drones and robots with disaster 
management capabilities, like firefighting and delivery of supplies and relief 
commodities, will become more usable with the support of 5G and mesh 
networks. 

• 5G’s increased bandwidth offerings will enable DRM organizations to run 
predictive analytics, artificial intelligence, and machine learning applications on- 
site during active emergency operations. 

 

Recovery 
 

Like response, recovery is a data-intensive effort for not only the responders but also 
the impacted population. Mesh networks enable infrastructure reconstruction to be 
conducted in a less time-constrained environment in order to allow for incorporation of 
proper risk reduction enhancements to prevent future damage or loss. 5G technologies 
enable much greater connections between and collaboration among community 
members and the organizations that are working to help operationalize recovery. 
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Case Study: Mesh Networking Following Hurricane Dorian 

 
 

The goal is to provide an easy-to-assemble package of software and documentation 
that makes building mesh networks accessible for a wide audience. The network 
development tool, which is offered free of charge, allows any organization or user to 
easily set up a system of decentralized mesh network that meet their needs.  The 
program was guided by the Open Technology Institute (OTI), which has several guiding 
principles that exist to support the application of new technologies for all stakeholders. 
These principles include: 
 
1. Openness: Our source code, 

processes, materials and reports 
are open and available. We 
encourage participation by 
individuals and communities 
adapting, improving and using our 
tools. 

2. Privacy: We support and defend 

 

 

the right to privacy and freedom from surveillance; our technologies are designed for 
safety and security; our research methods are respectful and sensitive to privacy 
concerns. 

3. Justice: We believe in the equality of all individuals. We do not empower the 
communities we work with; they are already empowered, or they empower 
themselves. We support their work by providing trainings, tools, and resources. 

4. Collective self-determination: Community partners decide how they want to engage 
and how they want to use our tools. We follow their lead. 

5. Service: We show respect and give back to the communities we engage with locally 
and virtually. 

6. Integrity: We are accountable to these principles in everything we do 
 

The Commotion software is installed on wireless routers. It enables the device to 
operate as a node in a peer-to-peer mesh communications network. If at least one node 
is connected to the internet, the signal can be shared and multiple users can connect as 
well. If there is no internet connection, a mesh network can still function as a hyperlocal 
server for emergency information and basic messaging, like texts. In emergency 
situations, this basic network can mean the difference between life and death. The idea 
is to make telecommunication systems more modular and distributed so that even if 
centralized points fail, users would still have working telecommunications in different 
areas.32 

 

 

 

32 Trinh, Tina. 2017. Mesh Networks Can Keep People Connected During Natural Disasters. VOANEWS. 
September 7. http://bit.ly/36fiBim. 
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Following Hurricane Dorian’s landfall, 
a US-based organization called 
Humanitarian Aid and Rescue Project 
(HARP) developed a partnership with 
private firm goTenna to help re- 
establish internet connectivity and 
communications in the areas of the 
country most profoundly impacted by 
the disaster where they planned to 
work. The organization required 
communications with data capabilities 
where they intended to work, but 
communications infrastructure was 
heavily damaged leaving no 
established means of 
communications between staff and 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Damage to the business district in Marsh Harbour in Great 
Abaco Island in the Bahamas following Hurricane Dorian. 
Source: Cheryl Diaz Meyer, NPR, 2019. 

with the outside world. HARP, (which among other capabilities) specializes in 
lightweight, mobile off-grid communications systems so this work was within their area 
of expertise. 

 

HARP staff were deployed with mesh networking equipment within 48 hours of the 
storm’s landfall. Once on the ground, HARP volunteers established a mesh network 
connection that connected all staff in their area of operations. The network itself was 
connected to the outside world using satellite internet and other external connection 
mechanics which then became accessible to every user on the mesh network. The 
process took very little time to be set up and functioning. 

 

After the disaster, HARP reported that the existence of the mesh network was critical to 
their operations. Staff used the data capabilities of the network to facilitate their 
operational objectives, which included the recovery of victim’s bodies, triage efforts, and 
medical and public health assistance. Throughout their operations, the network they 
established was the only sustainable means of connectivity available to their staff 
throughout the impacted region of the country.33 

 

2.3.4 : Mobile Messaging Systems 
 

In 2015, the number of mobile phone service subscriptions surpassed that of the total 
global population, resulting in an average per-person cell phone prevalence (including 

 
 
 

33 Perdomo, Daniela. 2019. Mobile Mesh Networks Can Ensure Communications In Disaster. 
Government Technology Emergency Management. October 8. http://bit.ly/2MJpSzo 
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every adult and child on the planet) that exceeded 1.34 While this does not mean that 
cell phone ownership and access is universal, it does place mobile phones usage 
among the most common technology communications forms in use today. Whether for 
general communications or for communications related to disaster risk management, 
the mobile phone is an incredible resource. Most cellular voice communications plan 
also include access to messaging services, like SMS and MMS, and these have 
provided significant value to DRM organizations. 

 

 

 
There are generally three ways that people use their cell phones to send messages to 
each other: SMS, MMS, and OTT. 

 

• SMS 

SMS stands for Short Message Service. SMS capabilities were introduced in the 
early 1980s and was the first mobile texting technology that most people 
encountered. SMS technology has remained relatively unchanged since it was 
introduced yet remains one of the most widespread and frequently used today. 
SMS messages are limited to 160 characters per message. Messages longer 

 

34 Murphy, Mike. 2019. Cellphones Now Outnumber the World’s Population. Quartz. April 29. 
http://bit.ly/2MRSIxz. 

http://bit.ly/2MRSIxz
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than this may be broken into 160-character pieces, which are sometimes chained 
together as a series of messages. SMS is a universal technology and is 
supported by all mobile phones currently produced. They may incur a per- 
message or bundled message cost. A major advantage of SMS texting is that 
one needs nothing more than the recipients phone number to send a message – 
there are no impacts of different networks, phone brands, operating systems, etc. 
When a user sends an SMS (or MMS) text message, it is transmitted by the 
phone to the nearest cellular tower over a pathway called the control channel, 
and then into an SMS center (SMSC). The SMSC transmits the message to a 
cellular tower that the recipient is connected to, which resends it to the recipient’s 
phone. 

 

• MMS 

MMS stands for Multimedia Messaging Service. MMS uses technology that is like 
SMS but is enhanced to allow the transmission of multimedia content (images, 
sounds, phone contacts, video, files, etc.). MMS messages are not limited in their 
length, but their data attachments may be limited in size by the mobile carrier 
(e.g., 300kb). Like SMS messages, MMS messages may incur a per-message 
or bundled message cost. 

 

• OTT 

OTT stands for Over-the-Top, and refers to applications run on a mobile phone 
operating system (e.g., iOS, Android) to enable mobile phone users to send 
instant messages. Unlike MMS and SMS, OTT applications use the internet to 
transmit and therefore cannot be sent over a standard cellular service plan. 
Each app is distinct in terms of its protocols, platform, and network requirements. 
Each OTT app is distinct and has its own advantages and disadvantages. They 
are also limited in that they can only send to users that have the same app 
installed. Unlike MMS, however, they do not have the same strict file size 
limitations, and include special features like group messaging, audio / video 
calling, and more. And finally, unlike SMS, these apps are almost always free to 
use. Examples of OTT apps include: 

 

o iMessage 
o WeChat 
o WhatsApp 
o Facebook Messenger 
o Threema 
o Slack 

o Google Hangouts 
 

SMS is most popular in places where mobile phone plans include unlimited text 
messages, such as the United States. US users send an average of 6 billion SMS 
messages each day, with 18-24-year-old users showing the heaviest usage with an 
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average of 67 texts per day. MMS is less common, with the annual number of 
messages sent by MMS in the United States at around 100 billion. Throughout the 
world, where SMS messages incur a per-text charge or that have a limited monthly 
allotment, OTT messaging apps are much more widely used. In some countries SMS 
has been almost completely replaced in the quest to avoid messaging fees. 

 
The changing nature of personal technology like mobile phones has affected the way 
people receive or acquire information. In some countries, people spend an average of 3 
hours per day interacting with their mobile device. Unlike email, which may not be read 
immediately, over 90 percent of text messages are read within 3 seconds. This makes 
it one of the most effective (if not the most effective) communications technologies that 
has ever been used. Disaster and risk management communications, like all 
communications types, is most effective when it caters to individuals’ communications 
preferences, and this is clearly among most peoples’ preferred methods. 

 
The most important distinction between SMS/MMS messaging services and OTT 
services is that they differ in how they transmit. OTT does not require a cellular network 
connection, while SMS/MMS does not require cellular internet services. By having both 
in place, there is a built-in redundancy for individuals’ communications capabilities. 
Adding voice calls to this and there are three ways to communicate in disasters (there 
are often situations when voice calls cannot go through, but SMS/MMS messages can, 
even though these are both using the same cellular infrastructure). 

 
Another important distinction between SMS/MMS messages and OTT messages is that 
the OTT messages are almost always encrypted (depending on the specific app used to 
send them. Only the sender and receiver can decode the message (even the 
messaging service does not often know the content of the message.) 

 

Rich Communication Services (RCS) 
 

Because mobile carriers are losing ground to OTT apps that offer much more texting 
capacity at zero cost, there has been an effort on the part of the mobile phone 
companies to develop a comparable technology. The result is Rich Communication 
Services, or RCS. The concept is that RCS offers the extensive features of OTT into a 
protocol that’s universal across carriers and devices (in other words, someone in one 
country, on one brand of phone, using one carrier will be able to send a message, with 
video or picture attachments, to a person in a different country, with a different type of 
phone. Once completed, RCS will SMS/MMS. With RCS, a user will be able to: 35 

 

• Integrate with contact apps to see who supports the service 

• Create group chats 
 

35 Libby, Kristina. 2019. How SMS Works – And Why You Shouldn’t Use It Anymore. Popular Mechanics. 
November 14. http://bit.ly/35jfQLZ. 

http://bit.ly/35jfQLZ
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• Send video and audio messages 

• Send hi-resolution images up to 10 MB in size 

• Share location 

• Receive read receipts 

• See when people are replying in real time 

• Default to SMS or MMS when the recipient doesn’t support RCS 

• See live updates about upcoming trips and boarding passes. 
 

 
Like OTT, RCS uses a data connection when available, and switches back to 
SMS/MMS when it is not available. 

 
Disaster Risk Management Applications for Mobile Messaging 

 
The broad ownership and increasing functionality of mobile phones has greatly 
increased their potential for enhancing DRM capabilities and increasing community 
resilience. Aside from the voice phone call capabilities that are the original impetus 
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behind their development, text messaging and file sharing capabilities make them one 
of most individuals’ most important response and recovery tools when disasters strike. 

 

• Alert and Warning 

As a means to inform large populations, or to provide warning information 
targeted to individuals in a specific geographic area, messaging services are 
unrivaled. By connecting to specific cellular towers, mobile phones let carriers 
(and likewise disaster risk management officials) know where individuals are. 
Cross-referencing mobile phone location with expected or actual exposure or 
impact data enables highly-targeted messages – something few other 
technologies allow. If phones are configured to receive the alerts, they will be 
warned when they are in a potentially dangerous area. This is especially useful 
for alerting people who are not from the area and are thus not familiar with the 
hazards that might exist. Specific instructions on what to do can accompany 
these warnings, such as to seek immediate shelter or to avoid swift moving 
water. Messages can be translated into multiple languages as well to meet the 
needs of the recipient. Mobile messaging by location has been launched using 
SMS, MMS, and OTT systems in several countries, and with some internet- 
based apps, on a worldwide level. 

 

• Citizen Science 

By enabling individuals to easily capture and transmit photographic and video 
information about conditions, mobile phones represent the most widespread 
sensor in existence. Through mobile messaging services, regardless of type, 
citizens can inform authorities about what has happened and where it has 
happened with visual aids. Coupled with tailored tools, as some apps have 
done, metadata can be included that informs recipients of the exact time and 
location a picture was taken, which allows the picture to be geolocated on a GIS 
mapping system. 

 

• Status Checks 

Messaging systems provide communications redundancy to voice networks, 
which are often overwhelmed in the critical hours following a disaster. When 
people are concerned about family and friends living in the disaster area, they 
often flood the area with additional calls, exacerbating the problem. When voice 
networks are congested, individuals can use mobile messaging services which 
use either a control (versus a voice transmission line), a data network, or the 
internet to let people know they are okay and thereby provide some relief to the 
voice channels. And unlike voice calls, mobile messaging allows many people to 
be informed quickly, again providing an avenue for infrastructure relief. 

 

• Search and Rescue and Relief Alerting 

Individuals in need of help can use mobile messaging to alert authorities of their 
location. If they are trapped in a building or perhaps on a roof avoiding flood 
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waters, this helps search and rescue teams to focus their efforts. For 
commodities distribution efforts, the same geolocation alerting capabilities helps 
authorities to create distribution maps for planning and operational purposes. 

 

Case Study: Mission 4636 Following the Haiti Earthquake 
 

At the time of the 2010 earthquake in Haiti, 75% of the population owned a cellphone 
and as much as 80% of the cell phone network remained operational. Because of this, 
mobile phones were seen to be a viable source of support to information gathering and 
needs assessment efforts. To empower Haitian citizens and residents to participate in 
the collection of such data and information, Mission 4636 was established in partnership 
with Digicel, the local telecommunications provider. 

 

The purpose of Operation 4636 was to empower mobile phone users with the ability to 
send critical disaster-related information through SMS, including requests for rescue. 
This could be information about the situations they were observing or had heard about, 
or information specific to their own disaster needs. The number they could use (for 
voice or SMS communication) was advertised through local and diaspora radio stations 
as well as through social marketing and word-of-mouth methods. 

 

Mission 4636 required several steps to turn data and information received into decision- 
making or operational support resources. The data and information contained in texts 
was raw, and on its own would be overwhelming given the tens of thousands of texts 
that were received, in multiple languages. The program was structured to enable the 
processing of information into structured reports. The initial problem stemmed from the 
fact that messages received were primarily in the Kreyòl or French languages, and they 
were not encoded with the sender’s locations. To address these challenges, 2,000 
Kreyòl and French speaking volunteers from 49 countries were recruited (through 
Facebook and other personal and social networks) to translate the messages as they 
were received.  Volunteers would 
read, translate, and codify 
messages according to defined 
categories. Messages were 
georeferenced on a map. There 
were primary subtasks in this step: 

 

• Translation 

• Categorization 

• Mapping 

• Documenting 
 

Translation represented the most 
time intensive subtask. Once 
translated and classified, data was 
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several warning systems that were previously disparate). 
WEA was proposed and designed by the US Federal 
Communications Commission (FCC) in 2007 at the cost of 
approximately $106 million. WEA accepts and aggregate 
alerts from all linked National Government sources and sends 
them to participating wireless providers who distribute them to 
customers via Cell Broadcast. The US government has 
grouped alerts into three possible ‘types’: 
 

• Alerts issued by the President 

• Alerts involving imminent threats to safety of life (issued in 
two different categories: extreme threats and severe 
threats) 

• ‘AMBER Alerts’, which provides information about an 
abducted child to enlist the public in finding them 

 

WEA required a public private partnership given the network 
requirements of the carriers and the messaging requirements 

Case Study: US Wireless Emergency Alert System 
 
The United States has instituted an SMS-like emergency alerting system called the 
Wireless Emergency Alerts (WEA) network. WEA is designed to quickly disseminate 
emergency alerts to mobile phones. 
 
Public sector DRM stakeholder organizations can disseminate and coordinate 
emergency alerts and warning messages through WEA and other public systems by 
means of the Integrated Public Alert and Warning System (IPAWS - an integration of 

 
 

 
 

 

36 Chhetri, Prem. 2017. Microtasking: Redefining Crowdsourcing Practices in Emergency Management. 

Australian Journal of Emergency Management. V.32, No.2. 

sent in English to relevant international response agencies. These agencies defined the 
types of reports that could be ‘actionable’ and later in the process specified the 
categories of data that would be most useful. Approximately 1000 workers used a 
facility with split-screen workstations to discuss issues such as correct translation for 
vernacular idioms and acronyms as well as the correct location of areas with non-official 
place names. 
 
The main purpose of Mission 4636 was to establish situational awareness, monitor 
changing conditions, track needs and vulnerabilities and direct aid to large populations. 
The populations served included at-risk and vulnerable groups, as well as hospitals and 
clinics outside the national capital that required supplies. Mission 4636 established an 
operational model that has become the template for subsequent SMS-based virtual 
initiatives.36 



Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience 

Toolkit 

Page 294 

 

 

Case Study: WFP Mobile Vulnerability Analysis and Mapping (mVAM) 

 

of the national government agencies participating. The WEA messages, although 
displayed similarly to SMS text messages, are always free and are routed through a 
separate service that gives them priority over voice and regular text messages in 
congested areas. In 2018, the FCC chairman instituted new rules that allowed for 
location-based message for the WEA which reduces the number of messages people 
receive and ensures that those they do receive pertain to their situation. 

 

WEA uses an augmented SMS system messaging system called Cell Broadcast (CB). 
A CB message has a maximum length of 1395 characters, which is markedly longer 
than a standard SMS text. Because CB is a broadcast method of communication, a 
single message transmission has the potential to reach all subscribers and ‘roamers’ 
(extra-network phones that are paying for temporary service) on the network. There is 
no need to know with any specifics what phones are in the affected area, nor any 
concerns about user privacy. A CB message can reach millions of subscribers within 
seconds, and the message may be repeated within a configurable period for the 
duration of the emergency. A major advantage of CB is that in all generations (2G-5G), 
CB has the highest priority over any other communications service for capacity 
allocation and therefore will work even when the network is congested or deliberately 
shut down for regular users. 

 

A CB message is automatically displayed on a user’s mobile phone screen without any 
interaction or standardized ringtone, which helps to make it recognizable as an alert to 
the user. When the alert is received, a sound is played even if the ringer is off. To 
ensure receipt, the user must acknowledge the alert before they can use any of the 
phone’s functionality. To address visual impairments, CB allows text-to-speech. 
Messages can be broadcast in any language and displayed depending on the mobile 
device’s language settings. 

 

In order to target the message, it may be broadcast from a single radio cell, a group of 
cells, or on the entire network. As CB standardization evolves and improves, new 
features like geo-targeting of mobile devices (using the phone’s geolocation capability) 
can provide even greater accuracy with regards to a user’s location (equal to what is 
achieved using satellite navigation). The US Federal Communications Commission 
(FCC) mandated this capacity, called WEA 2.0, on all networks and on all devices. 

 

Warning types sent via the system include tornadoes, flash floods, dust storms, 
hurricanes, typhoons, extreme wind, terrorist attacks, tsunamis, and more. Some 
hazards, like thunderstorms, ice storms, and blizzards were removed because people 
felt they were too numerous and other mechanisms for receiving information was 
sufficient for those hazards. 
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The Mobile Vulnerability Analysis and Mapping (mVAM) program is the World Food 
Program’s mechanism for remotely monitoring household food security and nutrition 
and food market-related trends in real-time. Using SMS messaging as well as other 
communications methods, the program provides high-frequency, gender-disaggregated, 
and operationally relevant data that supports humanitarian decision-making. The project 
is also an automated two-way communication system that provides users with access to 
real-time information for free. 
 
mVAM was first launched in 2013 with small-scale pilots in Somalia and the Democratic 
Republic of Congo (DRC) through funding provided by the Humanitarian Innovation 
Fund. Based on favorable project results, the program has been significantly scaled up 
since that time. 
 

The basis of the program is that it can be very difficult to collect primary data on 
household food security. Human-based efforts are time consuming and costly, 
particularly in areas with limited humanitarian access. Remote data collection, on the 
other hand, is much more flexible and efficient, and allows for ongoing and frequent 
food security monitoring (especially in unstable areas where face-to-face monitoring 
would require staff to put themselves at increased risk). 

http://www.elrha.org/hif/home/
http://www.elrha.org/hif/home/
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By the beginning of 2017, mVAM was operational in a total of 28 countries across all six 
WFP regions. It has since expanded to several more countries. Data collection 
methods are tailored to the needs of each country where mVAM operates. The 
collection methods include SMS text, live voice calls, and interactive voice response 
(IVR.) Data is aggregated and reports (called ‘bulletins’) are shared online and are 
publicly available on the mVAM wesite. Reports are also posted on ReliefWeb and 
shared through the UNOCHA Humanitarian Data Exchange (HDX). 

 

With the mVAM data, WFP is able to design and implement more efficient and effective 
food security programs in support of Sustainable Development Goal (SDG) 2 (End 

http://vam.wfp.org/sites/mvam_monitoring/
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Case Study: Trilogy Emergency Response Application (TERA) 
 

The Trilogy Emergency Response Application (TERA) is an internet-based system that 
allows the Red Cross and Red Crescent to send SMS messages directly to people’s 
mobile phones. The program, which is a partnership between IFRC and private mobile 
phone service 
providers, allows IFRC 
to send SMS messages 
directly to people’s 
phones without needing 
to know their telephone 
numbers. 

 

IFRC communication 
with beneficiaries 
requires two-way 
dialogue so that data 
can be collected, and 
information provided 
(including on delivery of 
aid services and 
allowing the 
communities to 
contribute to the 
planning of those 
services). Although 
IFRC communication 
uses several 
communication 
channels including 
face-to-face, television, 
radio, community 
meetings, 
loudspeakers, and 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Screenshot of TERA alerts. Source: IFRC, n/d. 

leaflets, the use of the TERA SMS system increased their reach by more than 100%. 
 

To use the TERA system, the operator simply draws a circle or a polygon onto a map 
on the online interface. A message will then be sent to every active phone within the 
defined area. TERA is capable of interpreting messages sent by subscribers and 

 

37 mVAM. 2019. About mVAM. mVAM website. http://bit.ly/37sK00y. 

hunger, achieve food security and improved nutrition, and promote sustainable 
agriculture.)37 

http://bit.ly/37sK00y
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replying to them by sending preset responses. TERA can respond with pre-set message 
when users send a keyword or phrase using SMS. TERA has been used to: 

 

• Deliver flood, hurricane and other natural disaster warnings 

• Deliver targeted information about where to find medical help, clean water, food and 
shelter 

• Provide information to affected people on specific aid services being provided 

• Give detailed advice on a range of issues including hygiene, avoiding fraud, caring 
for the injured or sick 

• Communicate directly with affected people on how the Red Cross and Red Crescent 
can provide better services 

• Help affected people to provide the Red Cross and Red Crescent with information of 
their needs and locations 

• Allow the Red Cross and Red Crescent to plan responses based on affected 
population’s feedback 

 

TERA was operationalized in Haiti in 2010 to send messages on a wide range of topics 
(e.g., hurricane warning, disaster preparedness information, cholera treatment, sexual 
assault prevention and response.) Like other SMS alerting systems, TERA messages 
can be sent to the entire network or can target areas by location. Then, unlike most 
blast alerting systems, users can send messages back through TERA providing vital 
data to decisionmakers. 

 

In times of disaster and crisis, communicating with those affected is vital. It allows the 
Red Cross and Red Crescent to provide communities with lifesaving and life changing 
information. It helps the Red Cross and Red Crescent to manage the demand on its 
services and ensure a greater quality of aid delivery. It gives those affected a voice and 
makes the Red Cross and Red Crescent accountable for the services it delivers. The 
disaster management team in Haiti estimated that by adding the TERA to their disaster 
preparedness activity list helped them reach 100% more people than without it. Of the 
74 per cent of people in Haiti who reported receiving Red Cross messages in 2011, 96 
per cent said that they found the information useful and 83 per cent said they acted as a 
result.38 

 

2.3.5 : Internet of Things (IoT) 
 

The Internet of Things (IoT) is less a technology than it is a technological domain that 
has resulted from development of other associated technologies. It is both the ‘Internet’ 
and ‘Things’ that are connected.  As a unique and critical domain, the IoT presents 

 

38 IFRC. n/d. Trilogy Emergency Response Application (TERA): Information, Questions, and Answers. 
IFRC and Trilogy International Partners. http://bit.ly/39TrIb0. 
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several very important capabilities that stand to greatly enhance the management of 
disasters and disaster risk management both presently and also in the future. 

 
IoT has been defined as a “network that connects uniquely identifiable things to the 
internet”.39 What types of devices are connected through the IoT has been a product of 
the motivations for connecting them. The two most common reasons that things are 
connected to the IoT are Sensing and Actuation. 

 

• Sensing 

Sensing devices are a dominant presence in the IoT. From traffic and security 
cameras to weather and storm gauges, remote connection provides end users 
with a greatly expanded use of such resources. Operators no longer must visit 
sample locations in person, which saves considerable time and resources. 
Sensed data is also available immediately, increasing utility and accuracy. The 
range of sensing devices that can be attached to the IoT is essentially limitless. 
Sensors were described previously as including any object or thing that can 
transform a physical observation into data (including a human). As such, a 
person connected to the internet using a mobile phone is a part of the IoT. 

 

• Actuation 

Actuation, or the act of causing a machine or device to operate, is another 
dominant justification for connecting objects through the IoT. In this sense, any 
device or machine that can be operated – even just turned on or off – can 
become part of the IoT and is a candidate for exploitation in this domain. This 
presents a diverse potential, including the use of robotics. It is important to note 
that within an IoT system, operators do not have to be human but may be a 
computer processor. Imagine an internet-connected smoke detector in a building 
(a sensor) that detects a fire, and sends that information to a fire protection 
control sensor, which in turn deploys a fire suppression system (an actuator), 
which puts the fire out without any human intervention. Actuator devices with IoT 
connectivity that currently exist include: 

 

o Mobile phones 
o Home appliances 
o Headphones 
o Wearable fitness devices 
o Industrial controls 
o Transportation infrastructure components 

o Driverless vehicles and Drones 
 

The IoT therefore is a means through which different objects can work together as an 
 

39 Minerva, Roberto, Abyi Biru, and Domenico Rotondi. 2015. Towards a Definition of the Internet of 
Things (IoT). IEEE. http://bit.ly/2Qu8pNO. 

http://bit.ly/2Qu8pNO
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integrated system. This domain is limited in scope only by the devices that exist, the 
physical range of internet radios (transmitters and receivers), and the capacity of data 
storage (e.g., cloud storage or servers). As sensors and actuators drop in cost with 
technological discovery and innovation, the IoT continues to grow rapidly. Gartner 
Research estimates that there will be more than 20 billion internet-connected devices by 
the end of 2020.40 

 
Jacob Morgan of Forbes writes that, “the new rule for the future is going to be, ‘Anything 
that can be connected, will be connected.’ Organizations have to consider every device 
and technology they use and think about whether there is an advantage to connecting it 
to the internet (and how that can be accomplished).”41 The IoT is almost limitless in 
terms of the opportunities it will present in terms of connecting different things. 

 
The IoT is not without its challenges, of course. For instance: 

 

• IoT has high data transmission requirements. 5G promises to address many of 
those, but the 5G network is sporadic in its coverage and many sensors and 
actuators will be far away from 5G connectivity. On this same issue, the 
expanding number of IoT devices threatens to overwhelm each successive 
generation of wireless internet technopoles. 

• Internet connectivity of sensors threatens to expose private data to theft or 
espionage. Hacking into cameras can provide criminals with real-time view into 
homes or facilities. 

• Internet connectivity of actuators threatens to expose machines to hacking, which 
if manipulated can cause accidents or even disasters. Cyberwarfare 
organizations are constantly researching mechanisms to disrupt power 
generation and transmission infrastructure, water systems, reservoirs, and more. 

• The data generated by IoT devices reaches to quantities for which few are 
familiar with the terminology (e.g., petabytes, exabytes, and zettabytes).42 

• Loss of internet connectivity can significantly disrupt a system. This is a notable 
vulnerability for DRM-specific systems given the heavy impact that disasters 
have on cellular and data infrastructures. Delay Tolerant Networks (DTNs), 
which accommodate delays, disruptions, and disconnections, mitigate this risk to 
some extent. 43 

 

System Architecture 
 

40 Hung Mark. 2017. Leading the IoT. IoT EBook. http://bit.ly/2Qvtibj. 
41 Morgan, Jacob. 2014. A Simple Explanation of the Internet of Things. Forbes. May 13. 
http://bit.ly/35rLYNw 
42 Morgan, Jacob. 2014. A Simple Explanation the Internet of Things. Forbes. May 13. 
http://bit.ly/35rLYNw 
43 Gaire, Raj, Chigulapalli Sriharsha, Deepak Puthal, Hendra Wijaya, Jongkil Kim, Prateeksha Keshari, 
Rajiv Ranjan, Rajkumar Buyya, Ratan K. Ghosh, RK Shyamasundar, and Surya Nepal. 2018. Internet of 
Things (IoT) and Cloud Computing Enabled Disaster Management. http://bit.ly/2Z7Viob 

http://bit.ly/2Qvtibj
http://bit.ly/35rLYNw
http://bit.ly/35rLYNw
http://bit.ly/2Z7Viob
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There are many ways that IoT system infrastructure is represented, but all amount to 
three basic components that are described by Lesa Monè as follows:44 

 
1. Layer 1: Physical 

Sensors collect data from the environment or object under measurement and 
turn it into useful data. This stage of the IoT is expanding rapidly, with robotic 
camera systems, water level detectors, home voice controllers, air quality sensor, 
smart baby monitoring devices, etc. All of these devices will collect user data, 
including sign-on times, level and hours of usage, location statistics, etc. Some 
data should be processed immediately, i.e., time-sensitive data – threat 
detection, immediate crash statistics, abrupt shutdowns, etc. Otherwise, data that 
will undergo deep processing and analyzation should be pushed directly to the 
cloud, to avoid network clutter. 

 
2. Layer 2: Network 

Data collected from the sensors or actuators is very raw. This data has to be 
aggregated and converted into digital streams for further data processing. To 
carry out this data processing, a data acquisition system (DAS or DAQ) is used. 
Data acquisition is the process of sampling signals that measure real world 
physical conditions and converting the resulting samples into digital numeric 
values that can be manipulated by a computer. Data acquisition systems typically 
convert analog waveforms into digital values for processing. The DAS connects 

 

44 Mone, Lesa. n/d. IoT Devices, Sensors, and Actuators Explained. LeanIX. http://bit.ly/36w1VTU. 
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to the sensor network, aggregates outputs, and performs the analog-to-digital 
conversion. The Internet gateway receives the aggregated and digitized data and 
routes it over Wi-Fi, wired LANs, or the Internet, to Applications for further 
processing. 

 
3. Application 

This layer is responsible for delivering application specific services to the user. 
Once data has been aggregated, cleaned, and surveyed, the information can be 
fed to the server to be analyzed and applied to new products and services. 

 
IoT for DRM and Resilience Applications 

 
Aside from any inherent benefits of IoT for disaster risk management and resilience, 
there is first and foremost an immense value in that this technological domain enables 
so many other supporting technologies. Without IoT, in fact, many of the other 
technologies would be greatly limited in what support they could provide. Sensors 
would require significantly more tending, and for all that work would not be capable of 
providing accurate and useful data. Many response systems would require human 
intervention, and the infrastructure requirements to maintain wired data connectivity 
would be prohibitive. Citizen science, wherein the public participates in the generation 
of information and data critical to disaster risk management decision-making, would 
hardly be possible without the mobile phone data connectivity afforded by the IoT. 

 
Many practitioners take for granted how much they already benefit from the IoT, with 
regards to the information analysis capabilities they already possess on their smart 
phones or computers.45 In Ireland, for example, the Science Foundation Ireland 
Research Centre for Future Networks at Trinity College Dublin has partnered with Smart 
Dublin (an initiative of Dublin City Council and the other Dublin Local Authorities) and 
INTEL to deploy low-cost sensors across the capital to monitor rainfall, weather 
conditions, and river levels. Throughout the world, traffic cameras can be used to 
assess potential evacuation routes, weather conditions, and other ‘ground truthing’ 
needs. On a household level, more and more homeowners are tracking water intrusion, 
fire, security, and other risks from their mobile phones, using devices purchased at 
reasonable rates at electronics stores. IoT is already a critical part of DRM at every 
level and in every sector. 

 

The key for the DRM community is to identify opportunities for capacity developing in 
this area early on so that systems, practices, and policies can be developed to foster 
long-term growth and more effective utilization. IoT utilization requires a holistic view of 
systems and resources across all emergency management phases. 

 
 

45 PreventionWeb features a number of successful examples of IoT deployment for disaster risk 

reduction at the following URL: http://bit.ly/39i5gaD. 

http://bit.ly/39i5gaD
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Perhaps the greatest value of IoT is in end users’ ability to access and utilize 
information generated by a huge inventory of internet-connected devices. But that’s just 
the beginning, and advanced planning will lead to complex and comprehensive systems 
that reduce hazard risk and thus increase community resilience. The disaster risk 
management sector is poised to greatly expand its use of IoT in the coming years. This 
capacity is driven by a flood of products that are being developed for use as internet 
connected objects, either commercially or by organizations themselves. 

 
Prevention, Mitigation, and Preparedness 

 

In the context of disaster risk 
management, sensors have been used 
to measure weather conditions such as 
temperature, relative humidity and wind 
direction/velocity. Using this information, 
together with data analytics, it has been 
possible to better assess risk from 
several different hazards. This, in turn, 
increases the accuracy of land use 
planning and other key mitigation 
decisions and actions (e.g., construction 
materials and design, risk reduction 
practices, targeted education and 
training). In Australia, for example, 

 

 
Map of active government-affiliated flood gauges in the United 
States. Source: US Geological Survey, 2020. 

increased sensor use has enabled the government to more accurately predict fire 
danger and to assess and plan for the fire-fighting activities during bushfires. Other 
examples include ground sensors that track seismic data and river gauges that track 
developing flood risk. Where citizen science is concerned, IoT has been a game- 
changer. Individuals are at the forefront of generating observation data, and as such 
are themselves the ‘sensors’ that the IoT enables. Even when their intentions are 
elsewhere, such as postings of news updates, videos, or images on social media, the 
data that is generated provides immense value when properly analyzed.46 And of 
course, IoT applications for training, education, and other capacity development 
support, are significantly enabled by IoT capabilities. Exposed populations no longer 
need to be in a classroom or seated at a desktop terminal to receive messages and 
information that prepares them for future disasters. Smartphone app-based training 
programs have been created that help to connect instructors (organizations or 
individuals) with end users in a much more engaging way, and in a way that suits the 
needs of individuals. 

 
 
 

46 Gaire, Raj, Chigulapalli Sriharsha, Deepak Puthal, Hendra Wijaya, Jongkil Kim, Prateeksha Keshari, 
Rajiv Ranjan, Rajkumar Buyya, Ratan K. Ghosh, RK Shyamasundar, and Surya Nepal. 2018. Internet of 
Things (IoT) and Cloud Computing Enabled Disaster Management. http://bit.ly/2Z7Viob 

http://bit.ly/2Z7Viob
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Response and Recovery 
 

IOT sensors and actuated devices enhance disaster response even before the disaster 
strikes but allowing much more comprehensive data to be gathered on the developing 
event. And after the data has occurred, there is almost no limit to the data that can be 
collected to assess damages given the widespread availability of IoT connected devices 
like unmanned vehicles, internet-enabled cameras, citizen responder telephones, and 
more. When response information systems are integrated with field sensors and can 
incorporate social media posts and citizen reports, responders are able to begin 
formulating a more appropriate response early in the event. Developers are constantly 
releasing applications that turn any phone that has installed them into sensors, such as 
the MyShake app that uses the phone’s internal sensors to detect small earthquakes 
that may indicate a larger quake is coming. The same will likely happen with vehicles, 
telephone poles, water towers, and many other network-connected or connection- 
capable things. 

 

IoT also supports the transmission of 
information in disasters to impacted 
populations. Automated warning 
systems that rely on IoT frameworks 
can be triggered by hazard-specific 
sensors (e.g., that sense seismic 
shaking) and issue response 
warnings to specific mobile phones 
faster than any human-driven 
system could ever accomplish. 
Some systems utilize weather 
sensors to detect when a tornado, 
severe thunderstorm, lightning, flash 
flood, or other rapid onset disaster will 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Motion sensors in a smartphone recorded ground shaking 
during the 2014 Napa earthquake. The phone detected motion 
in three dimensions τ east/west, north/south and up/down. 

occur, and issue appropriate warnings based on that input. 
 

IoT sensors can also warn responders of the onset of technological or intentional 
hazards if they are placed on critical infrastructure. Sensors can detect the presence of 
toxic airborne chemicals, for instance, or the failure of a bridge or levee. 

 
By combining IoT sensor data with geographic, social, economic, demographic, and 
other data can provide an even clearer picture of the emergency using big data 
analytics (as described in the next section). Increased socioeconomic and demographic 
data is useful for formulating appropriate outreach tactics, such as where residents 
speak languages that are different than surrounding areas or the official language of the 
country. Combining different sensor systems, such as citizen reporting and flood gauge 
readings, for instance, could help with the prioritization of response resources. 
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Response teams can also use IoT-based sensor data for coordination, analytics, 
outreach strategies, and on-the-ground tactics. 47 

 
Traditional IoT and smartphone-based applications often assume that a communication 
network exists between IoT devices and the internet. Unfortunately, this is often not the 
case, especially in three particular conditions: 

 

1. The cellular network does not extend to rugged, rural, informal, underpopulated, 
or poorly developed areas (and in some cases, even in well-populated areas in 
SIDS and LDCs. 

2. When physical infrastructure including the telecommunication infrastructure and 
infrastructure systems on which telecommunications rely are severely damaged 
during a disaster. 

3. When the telecommunications system is hampered by a dramatic increase in 
demand during a crisis, disaster, or other extraordinary situation. 

 
Given the dependence of so many other emerging technologies on the IoT domain, 
built-in resilience in the telecommunications and data networks will becoming an 
increasingly vital aspect of national disaster risk management capacity as technology 
use expands. 

 
That said, IoT can also help DRM stakeholders to compensate for scarce infrastructure. 
In this sense, developing countries and communities that have not taken great strides to 
address DRM (including monitoring) can leapfrog many existing technologies that have 
significant infrastructure dependencies. For instance, IoT wildfire monitors that are 
placed in trees and which communicate using data networks measure such things as 
temperature, moisture, CO2 and CO levels, and other data in real time to provide 
responsible agencies with information that would be otherwise difficult to collect on a 
broad scale. In addition to identifying active fires, these sensors could be coupled with 
data analysis systems to predict them with more accuracy before they happen. 

 
In the same vein, IoT provides an alternative means of communication to both 
responders and disaster impacted populations, thereby increasing community disaster 
resilience. The vast deployment of IoT-enabled devices, many of which are solar or 
battery powered and able to operate and transmit wirelessly, offer benefits in terms of 
data network resilience in face of disaster. IoT devices could enable limited 
communication services (e.g. emergency micro-message delivery) in case the 
conventional communication infrastructure is out of service, damaged, or destroyed. As 
such, despite that infrastructure resilience is not their justification, it is a dual use benefit 
that could provide value in places where existing infrastructure is weak, vulnerable, or 

 

 

47 Tremaine, Kris and Kyle Tuberson. 2017. How the Internet of Things Can Prepare Cities for Natural 
Disasters. Harvard Business Review. December 1. http://bit.ly/2tyWdlT. 

http://bit.ly/2tyWdlT
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non-existent.48 
 

Case Study: IoT for River Flooding in Colombia 
 

The village of Salgar, Colombia was affected in 2015 by a major riverine flood and 
associated landslides that killed more than 80 people and injured dozens of others. To 
address the ongoing flood and landslide risk in the community, the Government of 
Colombia National Unit for Disaster Risk Management employed the services of a 
Columbia-based company to implement an early warning system. The system 
implemented relied on IoT to address many of the technical issues related to the 
community’s hazard risk and rural environment. 

 

The new early warning system is informed by five sensors that were installed along 
three rivers (of which the Liboriana was the major contributor to the incident). The 
sensors are capable of monitoring both water levels and air temperature using 
ultrasound technology. The sensors are powered by solar cells, which enables them to 
continue to function even in the event of a power outage. The sensors are 
commercially available, further simplifying the acquisition and installation process, 
costing approximately US$5,800 each. The total cost incurred by the Government of 
Colombia to design and deploy the system was US$130,000. 

 

To operationalize the information collected by the sensors, sirens were installed 
throughout the municipality and in designated flood hazard zones. The designers of the 
system faced challenges related to the rugged terrain where 3G communications 
network coverage was incomplete or weak. To address this challenge, a 900 MHz 
mesh network was installed, which allowed the sensors to transmit collected data to the 
control center in Salgar, which local authorities monitored in order to determine when 
the early warning system should be activated. 

 

The system utilized a cloud-based system to store collected data. This allowed risk 
information to be accessed by other users as needed, without having to be transmitted 
by the authorities in Salgar. The warning system was automated using a software 
package that automatically issues SMS text-based alerts to village authorities when a 
risk scenario is detected. Using this information, sirens and blinking lights may be 
activated to communicate rising river flood-stage levels. 

 

As designed, the system is scalable, allowing for additional sensors and monitoring 
points to be added as resources become available and the need for such sensors 
grows. 

 
 
 
 

48 Kreische, Franziska, Angela Ullrich, and Kathleen Ziemann. n/d. IoT in Disaster Management: Saving 
Lives with Early Warning. GIZ. http://bit.ly/2N0z4Q2. 

http://bit.ly/2N0z4Q2
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Case Study: Floating River Water Quality Sensors 

 
 

 
 

 
 

49 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Salgar early warning system diagram. Source: ITU, 2019. 
 

It is interesting to note that other emerging technologies and practices are being used to 
improve the early warning system. Colombian researchers are investigating the 
dynamics of the 2015 event to better understand how to properly analyze sensor data 
(to know what data indicates a flood and landslide, and what does not, for instance), 
and are looking at ways to reduce risk and loss of life from future extreme rainfall 
events. A model based on hydrology and meteorology has been developed to improve 
risk management applications. Remote sensing is also being used to improve the 
system. Reflectivity images captured by a radar-based Early Warning System in nearby 
Medellín were used to more accurately classify how precipitation impacted the 2015 
events, and how newly captured data may be used to predict similar future events. 
Additional research is planned to determine how satellite images can provide the same 
granularity in areas where no radar exists.49 

http://bit.ly/2QadFG1
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Video: Floating Sensors 

• Video length: 2:19 

• Video URL: http://bit.ly/2N5A0mb 
 

Freshwater in in California’s Sacramento/San Joaquin Delta traverses a network of 
almost 1,000 kilometers of channels as it moves towards water system pumping 
stations. During that trip, it picks up pollutants, and is likewise impacted by saltwater 
intrusion from the ocean. To understand the impacts of natural and human-caused 
hazards on freshwater resources, the full extent of the riverine system needs to be 
studied (including its topology and hydrodynamics). In the face of this complexity, DRM 
and floodwater management engineers have begun monitoring the full freshwater 
corridor, which has been deemed critical to the state’s long-term resilience. An IoT- 
enabled monitoring system was the solution employed. 

 

Working together with the California Department of Water Resources and the US 
Government-affiliated Lawrence Berklee National Laboratory (LBNL), a University of 
California Berklee team designed, deployed, and tested a fleet of floating river water 
quality sensors throughout the delta. The system, called the Floating Sensor Network, 
provides real-time, high-resolution data on waterways via a series of mobile sensing 
‘drifters’ placed into the water and monitored by cell networks and short-range wireless 
radios. 

 

As the drifters are carried by the water, their GPS receivers track their movement while 
other on-board sensors monitor temperature and salinity levels. This data can then be 
used to estimate river flow and contaminant propagation in real-time and eventually be 
combined with other sensor data streams. The sensors, which help to create “traffic 
maps” for an entire delta that show water speed, depth, and contamination, enhance 
data from stationary sensors that were previously installed by the US national 
government. 

 

The project’s long-term vision is to “put California water online to create a system that 
will enable water managers and scientists to visualize the evolution of California’s water 
resources in real time.” 

 

The Sacramento River is just a test bed for a planned fleet of sensors that will be 
deployed in response to unanticipated events like floods, contaminant spills and levee 
breaches. The rapid deployment of such a fleet could support an immediate and 
accurate understanding of “where the water is going,” thus helping agencies to contain 
disasters more quickly and more efficiently. In addition to tracking contaminants, the 
technology can be deployed in a levee system to search for signs of levee leaks 
(abnormal temperatures, abnormal salt concentration) and it can be deployed around 
levee breach to confirm a repair is functioning properly. 

http://bit.ly/2N5A0mb
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2.3.6 : Distributed Ledger Technology (DLT or Blockchain) 
 

Distributed ledger technology (DLT) is a form of data management that has existed for 
some time, but which has recently begun to expand significantly in its application in 
many sectors (including DRM). DLT is closely related to the concept of cloud 
computing but has several added features that make it a much more useful technology 
in specific situations where trust – like data itself – must be shared in a special 
(distributed) manner. It is the evolution of global information and communications 
networks and technologies that have enabled such great promise for the use of this 
technology in the DRM sector and elsewhere. Since about 2010, when 
cryptocurrencies began to raise awareness about what DLTs can be used for and what 
features they offer, each sector has assessed opportunities to exploit it. A set of 
underlying reasons to justify DLT use has since been identified, and many of the 
functions of DRM satisfy these basic needs and requirements. In fact, DLT stands to 
transform risk, disasters, and even the humanitarian process itself. 

 
What is Distributed Ledger Technology? 

 
There is no universally accepted definition of DLT. However, it is conceptually rather 
straightforward and has been described as “digital applications that enable and ride on 
top of distributed ledgers.”52 

 
A digital application is simply a program that performs some task or serves some 
function. It could be for e-commerce and banking, information management, document 
storage, legal practices, and more. Generally, they are applications that require some 
transaction of data. And this is because a digital ledger is a database which contains 
stored blocks of information. A digital ledger is considered distributed when it is 

 

50 Ray, Partha Pratim, Mithun Mukherjee, and Lei Shu. 2017. Internet of Things for Disaster Management: 
State of the Art and Prospects. IEEE Access. October 12. http://bit.ly/2N3Oi74. 
51 Bayen, Alexandre. n/d. Floating Sensor Network. Berklee Department of Electrical Engineering and 
Computer Sciences. University of California. http://bit.ly/36xb66x. 
52 Nelson, Paul. n/d. Primer on Blockchain: How to Assess the Relevance of Distributed Ledger 
Technology to International Development. USAID. http://bit.ly/2QwsO4D. 

 
The project team has developed a web-based computational infrastructure that integrates 
in real-time the measurements from static sensors (for example, USGS permanently 
deployed sensing stations), mobile measurements, and any other data feed available. 
This is supporting efforts to estimate river flow and contaminant propagation in real-time, 
using online measurements. The results are available to users in the form of “water maps” 
that show the motion of water in real-time and corresponding transported quantities (such 
as salt).50,51 

http://bit.ly/2N3Oi74
http://bit.ly/36xb66x
http://bit.ly/2QwsO4D
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maintained (‘stored’) in a highly decentralized manner across many computers known 
as ‘nodes’. Each distributed ledger node possesses a full and identical copy of the 
ledger that is updated any time that an authorized change is made to the ledger. In 
other words, a distributed ledger is a shared computer database. 

 

Source: Belin, Oliver. 2019. TradeIX. http://bit.ly/2t1FFTy 

 

The two-fold purpose of this architecture is that it enables rapid identification of 
alterations to data and it protects that data from corruption or loss. In this manner DLT 
instills trust among the different data end users. By distributing full copies of the 
database to all users, the group must mutually agree on the accuracy and status of the 
data as it exists in its present form (sometimes called an “authoritative shared truth”). 
This occurs because no single person, party, or entity holds absolute control of the data 
(there is no ‘fully trusted party’). 

 
Distributed Ledger Value and Component Parts 

 
The value of DLTs is derived from the fact that they allow the management of data and 
relationships among parties or in environments where trust is lacking or incomplete. 
However, this is just one aspect of the technology. The four features of DLT include: 

 
1. Transparency (data are visible to all parties) 
2. Auditability (the ability to detect data corruption or alteration is greatly improved) 
3. Resiliency (each node contains copies of the data, so failure or corruption of any 

one node or even multiple nodes has little to no impact on the data itself) 

http://bit.ly/2t1FFTy
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4. Streamlining (complex relationships and processes among parties can be 
simplified or formalized) 

 
There are many situations where data transparency, auditability, resilience, and 
streamlining would be highly attractive. That said, it is not applicable in every situation 
because it has associated costs and challenges. Users need to have a clear 
understanding of exactly how and why data will be collected, shared, and used in order 
to assess whether DLT is suitability in each case. It is also true that the use of a DLT 
application impacts processes and operations, and therefore the suitability assessment 
process demands planners look beyond the technological to understand power 
dynamics, authority, data privacy and protection issues, culture, trust in technology, and 
more. In other words, where the technology is a good fit, it promises to offer benefits no 
other tool has been able to offer. But this is not a one-size-fits-all tool by any means. 

 
There are three essential components of a DLT. These include: 

 
1. Applications 

The interface through which users interact with the DLT and the data it contains. 
Examples include mobile apps like digital wallets and data analysis systems. 

 
2. Protocol and Network 

The software and processes that govern the database (distributed ledger), which 
includes mechanisms for consensus (the mechanism by which the validity and 
accuracy of a record is established), issuance of tokens (in a currency 
arrangement), and other functions. 

 

3. Infrastructure 
The hardware (computers, servers) and 
systems that form the network on which 
a distributed ledger operates. 

 
Types of Distributed Ledgers 

 
Not all distributed ledgers are the same. There 
are two main characteristics that differentiate 
them, including: 

 
1. Permissioned or Permissionless 

A permissionless distributed ledger is 
one that allows anyone to perform any 
function on the network (including 
hosting a replicated copy of the ledger as a node on the network) without the 
need to be vetted or identified. Few distributed ledgers are fully permissionless in 
practice, though, with many functions actually performed by a select few 
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individuals. In a permissioned distributed ledger, parties are identified or 
qualified before they are able to perform functions on the network. In most cases, 
the distributed ledger takes on a hybrid arrangement wherein different actions 
require different levels of permission. 

 
2. Public or Private 

A public distributed ledger is one that permits anyone to view data that is 
contained. Private ledgers require access to do so, thereby enabling the ability 
to restrict access to a single organization or group, for instance. 

 
The arrangement that is utilized will depend on how it is used and who will be using it. 
A permissioned, public ledger, for instance, will have publicly accessible data, but 
transactions can only be conducted by or approved by specific individuals. In another 
situation, a private, permissionless distributed ledger, where any user with access can 
propose or approve transactions, may be required. 

 
How Do Data Transactions Occur? 

 

 
Distributed ledger transactions provide a simple yet highly secure, accurate, and fully 
automated means to communicate information from one party to another. The initiating 
party begins the transaction through an application (this is the interface). Then, the 
application allows the participating parties distributed throughout the network to verify 
the transaction.  In the case of a blockchain arrangement, discussed next, this 
transaction results in the creation of a ‘block’, which is the subject of verification. 
Falsifying a transaction or a record, therefore, would require the user to be able to falsify 
every copy that exists throughout the wider internet, which is theoretically impossible to 
do. 



Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience 

Toolkit 

Page 313 

 

 

 

The distributed ledger software performs the function of reviewing, validating, and 
processing transactions by updating the ledger, which includes a process known as the 
‘consensus mechanism.’ A consensus mechanism is a set of programmed rules that all 
members or users of the distributed ledger agree to by their participation. Everyone 
participating has agreed that as long as specific actions are taken to update and 
validate the data, the data will be considered ‘valid’ and they will not dispute it. The 
importance of this process is obvious when it comes to managing money between two 
individuals, but also applies to other situations like property ownership, voting, or legal 
status, for example. The consensus mechanism also provides for the rules that prevent 
data corruption or tampering so that no single actor or partial group of actors can alter 
that data without the consensus of all, per the consensus mechanism rules. This is 
called ‘immutability’ and is one of the defining features of a distributed ledger. It is worth 
stating that the rules are established by those who have created the distributed ledger, 
and the participants must be certain that those rules were not established in a manner 
that causes an imbalance of trust or power before agreeing to participate (in other 
words, if there is a complete lack of trust between participants than the rules must be 
more stringent than situations where tampering would have less or little impact).53 

 
Transactions on a distributed ledger carry no transaction cost. There is, of course, a 
cost associated with the infrastructure of the system, including the energy required to 
process the transaction cross all the nodes. This is because there may be thousands or 
millions of computers (depending on the ledger) that need to verify the transaction. 

 
Blockchain 

 

There is a subset of distributed 
ledgers called ‘blockchains’. 
This term is often incorrectly 
used to describe all distributed 
ledgers. A distributed ledger is 
a blockchain only in situations 
where data changes are 
appended to the ledger 
sequentially in batches of 
transactions called blocks. 
When a user initiates a 

transaction, that action is what causes the creation of a new block. Each block contains 
a record of all previous blocks called a ‘hash’. With the addition of each block, a new 
hash is created, which exists on every copy of the ledger. Each block that is verified by 
a majority of the participants in the blockchain is added to the chain, which is stored 
across the net thereby creating not just a unique record but a unique record with a 

 

53 Nelson, Paul. n/d. Primer on Blockchain: How to Assess the Relevance of Distributed Ledger 
Technology to International Development. USAID. http://bit.ly/2QwsO4D. 
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unique history. This process makes data tampering very difficult given each preceding 
block contains a record of all previous changes, and each node contains identical 
copies of the original ledger. 

 
When are Distributed Ledgers Useful? 

 

The purpose of DLT is to manage data, transactions, and relationships in a way that 
solves a definable problem while avoiding reliance on any one person or centralized 
entity in order to address a lack of trust that exists. This lack of trust might be about 
systems, institutions, or other people. Distributed ledgers are most useful in situations 
where: 

 

• There exists an environment of incomplete trust 

• Transactions are conducted in a marketplace where people or organizations 
struggle to interact without undue error, delay, or fraud 

• There already exists a requisite level of digital infrastructure to support the 
distributed ledger 

 

Examples of situations 
where these conditions 
might exist include 
interactions impacted by 
information 
asymmetries (one party 
has an advantage by 
having more information 
about the transaction 
than other parties), 
lopsided power 
dynamics, corruption, 
and long-standing 
inefficiencies. There are 
also situations where 
information 
management or records 
systems are not be 
accurate, consistent with each other, or safe from tampering or loss (e.g., property 
ownership records). In most cases, the DLT protects both parties in the data 
transaction. For instance, in the transaction of a particular commodity (e.g., 
vegetables), the DLT could help the seller of those vegetables prove that they were 
grown in a particular country by a particular business operation, harvested on a 
particular date, and transported in a particular manner (including the conditions of 
transport). For the buyer, they can have confidence that they are purchasing what the 
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seller claims to be selling them. In this situation, the distributed ledger establishes trust 
between two parties where trust is not necessarily inherent. 

 
Traditional banking transactions illustrate why trust is so important in a non-distributed 
ledger system, and how a distributed ledger addresses those challenges.  For example: 

 

• In any monetary transaction, it is required that the buyer of a product have enough 
funds and that the funds be used only once (i.e., there is no “double spending”). 
Electronic transactions require special attention, since it is easy to copy and alter 
digital information. The traditional financial system verifies the ownership of funds 
and checks for any double spending by means of ledgers, or records of the balance 
in every account and in every bank. The transaction then modifies the appropriate 
ledgers to reflect the withdrawal and deposit of funds. The functioning of this 
system requires trust in formal institutions and regulatory systems. 

 

• A public distributed ledger system relies on cryptography and self-interest to 
enable electronic transactions. This is an innovation, underpinned by incentives 
and mathematical proofs, that obviates the need for trust in any one actor or central 
institution as the basis for preventing fraud and ensuring that the ledgers are kept 
up to date. 

 

• Each transaction becomes part of a proposed ‘block’ that is quickly and 
independently verified by every participant. In a blockchain, if a majority of the 
network agrees that the block is valid, the block and the transactions it contains 
become part of the consensus blockchain 

 

• The innovativeness of this system lies in the way in which the various parts 
combine to create the trust and guarantees that the traditional financial system 
derives from institutions and regulation. The incentives align the interest of 
participants towards contributing to the system’s security. In contrast, the 
traditional system relies on a complex armature of reporting, oversight and implicit 
or explicit guarantees, ultimately backed by the reputation of the central authority. 
In other words, DLT relieves any such need to have a centralized institution to 
achieve trust and establish financial security.54 

 

DLT Uses 
 

Ameer Rosic outlines 15 uses for distributed ledger technologies in his piece “What is 
Blockchain Technology? A Step-by-Step Guide for Beginners” which include: 55 

 

54 UN DESA. 2018. Frontier Technologies for Sustainable Development: World Economic and Social 

Survey 2018. http://bit.ly/2k7z3yA. 
55 Rosic, Ameer. 2019. What is Blockchain Technology? A Step-by-Step Guide for Beginners. 
Blockgeeks. http://bit.ly/35xir55 

http://bit.ly/2k7z3yA
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1. Smart contracts (contracts that execute when specific conditions are met, such 
as making a payment when an action is taken) 

 

2. The sharing economy (transactions between individuals, similar to ridesharing 
and home-sharing apps, but expanded to other items, including intellectual 
property for instance) 

 
3. Crowdfunding (peer-to-peer financial investment or support for any individual, 

organization, or project whether for philanthropic or investment purposes) 
 

4. Governance (transparency in elections is just one example; governmental 
decision-making and budgeting could become much more transparent with 
auditable recordkeeping capabilities that exist in DLT) 

 
5. Supply chain auditing (Ensuring that products are genuine and have been 

secured at every point in the supply chain benefits both the supplier and the 
customer) 

 
6. File storage (decentralized storage of data provides a benefit over the cloud in 

that there are more copies of the data, and fewer opportunities for inaccessibility; 
given the energy requirements and loss of some control this is appropriate only in 
specific instances) 

 
7. Predictions (DLT enables crowdsourcing of information among all members, 

which increases the accuracy of predictions and probabilities. Averaging helps to 
minimize the impact of biases and distorted judgment.) Rosic calls this the 
“wisdom of the crowd.”) 

 

8. Protection of intellectual property (technologies like blockchain keep a record 
of each transaction, which will help to prevent unauthorized copying and 
redistribution of digital intellectual property like currently exists on the internet) 

 
9. Internet of Things (IoT) (from the access to sensor data to the control of 

actuators (e.g., industrial controls like flood gates), DLT is a promising 
informational architecture to optimize the IoT domain.) 

 
10. Neighborhood Microgrids (neighborhood energy microgrids are the result of 

increased use of solar and other renewable technologies. As these microgrids 
produce more and more energy, enabling transactions with other grids, DLT will 
be a viable means to buy or sell energy between microgrids without the need for 
an intermediary.) 
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11. Identity management (whether on the internet or in person, DLT promises to 
support the many people around the world that struggle with identification issues 
due to legal or political challenges. This includes in disaster scenarios where 
documentation has been lost or destroyed.) 

 
12. Anti-Money Laundering (AML) and Know Your Customer (KYC) (Blockchain 

enhances capacity to verify the identity of a customer in a transaction, which will 
help to reduce money laundering and fraud, without necessarily compromising 
the safety and security of either party.) 

 
13. Data management (DLT will allow individuals to take greater control of their 

personal data, including the type of data that is normally shared or distributed 
using social media platforms). 

 
14. Land title registration and Other Public Records (DLT stands to make public 

records more secure and transparent, with some countries (e.g., Honduras, 
Georgia, and Sweden) already using DLT for such purposes or working towards 
that goal). 

 
15. Stock trading (DLT has the potential to fully transform the way countries’ stock 

markets operate, with individual investors having a means to transact directly 
instead of having to pass through a clearinghouse.) 

 
Benefits and Challenges of DLT 

 

The benefits and challenges of DLT need to be properly assessed to determine whether 
it is appropriate in a given situation. While it is likely that some of the challenges will 
dissipate in coming years as the technology continues to advance and the cultural 
acceptance of increased reliance on such technologies increases, they are significant in 
the present. 

 
The primary benefits of DLT include: 

 

• A decentralized capacity to conduct data transactions (including peer-to-peer) (it 
is, in essence, democratized data, which is discussed in more detail in section 
2.4). There are some who claim this will negate the need for banks in financial 
transactions, which contributes to the next benefit, which is reduced costs. 

 

• Reduced transaction costs (via disintermediation and automation – the use of 
DLT may one day eliminate transaction costs altogether by eliminating the 
‘middle-man’ organizations that have traditionally administered such 
transactions.) 
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• Increased transparency in data transactions, the result of tracking and 
traceability. This forces many powerful institutions, such as banks, to remain 
accountable and honest given any member of the distributed ledger can audit all 
of the transactions that have occurred (even if the individual identities of users 
remain encrypted). 

 

• Immutability, reliability, and historical verifiability of ledger data transactions. 
There far less concern of a centralized database of information becoming 
corrupted, hacked, disabled, or inaccessible, given there are so many redundant 
copies that exist throughout the distributed ledger network. 

 

• Increased access to markets (e.g., for buyers, sellers, investors, and issuers - 
including many non-traditional assets. One of the greatest features of DLT is its 
inclusiveness, in that anyone who can access interface applications (e.g., those 
with a smart phone, tablet, computer, internet café, kiosk, etc., can use it, and 
many others can still benefit from it (e.g., through the use of cash cards)) 

 

• Ability to monitor, audit, and ensure compliance by all participants and actors. 
This reduces and can even eliminate embezzlement, theft, corruption, and other 
criminal intentions associated with the manipulation of data records. 

 

Some of the more significant challenges associated with DLT include: 
 

• Resistance to adopt or use the new technology 

 

• Inability to use the technology due to the digital divide, infrastructure deficiencies, 
or other technical barriers 

 

• Risks related to fraudulent use of a DLT, hacking, and other security issues 

 

• Legal and regulatory challenges related to local, national, and international law 
 

• Challenges associated with the interoperability of data and operational systems 
(e.g., incorporating one DL system with an existing supply chain management 
system) 

 

• Energy consumption challenges (just one digital currency, Bitcoin, uses as much 
energy as all of Ireland, and a single Bitcoin transaction uses as much energy as 
a typical American household does in 1.5 days) 

 

Despite having been in existence for several years, DLT is still in its early development 
stage. This is primarily a factor of its dependence on several supporting technologies 
(including interfaces that make it simple for anyone to use). While not all of the potential 
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transformations will materialize, there are several that are already happening in some 
form and will only continue to do so.56 

 
DLT for DRM and Resilience 

 

DLT is a tool that presents formidable opportunities for capacity development in the 
DRM sector. In fact, many of the opportunities presenting are more than simple 

enhancements but are rather 
the building blocks of 
tomorrows processes and 
protocols. DLT can help 
stakeholders to overcome 
many of the challenges that 
have been preventing greater 
effectiveness in DRR and 
resilience-building efforts, or 
that have resulted in more 
post-disaster suffering by 
impacted populations. 

 
Collection and Management 
of Disaster Financing 

 

 
 
 
 
 
 

Source: WEF, 2018. 

More than any other area, 
DLT is associated with 
financial transactions 
(primarily as a result of 
blockchains being used to 

create cryptocurrencies). DRM 
is characterized by risk and disaster financing at every juncture, from the funding of 
mitigation projects to fundraising and household financial assistance. In fact, disaster 
financing amounts to tens and even hundreds of billions of dollars most years. 
Unfortunately, there are several reasons why this money is delayed, does not end up 
where it was intended, or is otherwise inefficiently utilized. One of the greatest 
contributing factors is that most official development aid (ODA) is still disbursed using 
legacy banking systems that are opaque, slow, and expensive, have associated 
banking fees and exchange rates, and are subject to currency fluctuations that can 
greatly reduce how much funding ultimately makes it into recipients accounts. 
Furthermore, once donor funds arrive in a country they are usually dispersed to many 
different NGOs and local implementing partners, all of which creates an environment 
marked by frequent loss and fraud. Most donors, partners, impacted governments, and 

 

56 Torres, Nancy. 2018. Three Emerging Technologies to Improve Emergency Management. Harvard 
Kennedy School of Government. June 14. http://bit.ly/2QX278u 
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Case Study: Humanitarian Cash Transfers in Vanuatu 

 

other actors have no means of tracing funds, and this presents several problems, 
including an inability to measure impact. One of the most common forms of post- 
disaster assistance is financial support to individuals, families, and households 
(including Cash and Voucher Assistance (CVA)). There are many reasons why people 
have no access to financial resources after a disaster, including a loss of income, a loss 
of access to resources they have, overwhelming disaster-related expenses, and more. 
At the same time, the provision of cash resources in the aftermath of a disaster presents 
several considerable challenges. For one, opportunities for corruption and crime are 
very high. Whether by fraud or theft, money can end up in the wrong hands with little or 
no opportunity to track such crimes or reclaim the lost funds. Embezzlement by workers 
or third parties is likewise a problem, as the temptation to skim funds when there is little 
likelihood of consequences is often too great for some. Former UN Secretary-General 
Ban Ki-moon stated in 2012 that “corruption prevented 30% of all development 
assistance from reaching its final destination.” 57 By tracking and disbursing funding 
through a DLT, including cash cards and virtual currencies, the likelihood of fraud, 
embezzlement, theft, or loss decreases considerably. At the same time, the ability to 
audit financial assistance increases significantly with the use of DLT given all 
transactions are recorded and cannot be tampered with, and the burden on the recipient 
(for such things as cashing in vouchers, reporting on spending, verifying identification, 
and other labor and time intensive requirements) is reduced. Humanitarian groups 
often face allegations that they aren’t using money well, which damages their 
reputations whether justified or not, this deters generous people from donating. 
Blockchain offers an interesting solution here for rebuilding trust in charitable groups. 
Today it’s hard to track how charities spend the money they raise. Because DL 
transactions are free or almost free, the administrative expenses associated with 
financial transfers drops almost to zero. And finally, because many households and 
small businesses operating in the informal sector, under traditional financing 
mechanisms they have comparatively fewer options to access cash, grant, lending, and 
insurance programs (approximately 2 billion people lack a formal financial services 
account). DLT and blockchain help to reach these people and give them access they 
did not previously enjoy. DLT is also drastically lowering remittance fees, which 
increases the reach of these vital funds. 58,59,60 

 

 

 

57 Consensys. 2019. Revolutionizing Humanitarian Cash Transfers in Vanuatu. Project Unblocked Cash. 
http://bit.ly/2QwUXst 
58 Panesir, Mohit Singh. 2018. Blockchain Applications for Disaster Management and National Security. 
Thesis, State University of New York, University of Buffalo. http://bit.ly/39PwKFq. 
59 Cassatt, Sam. 2016. During Natural Disasters, Blockchain Could Make All the Difference. Future 
Society. http://bit.ly/2T1IGxS. 
60 UN DESA. 2018. Frontier Technologies for Sustainable Development: World Economic and Social 
Survey 2018. http://bit.ly/2k7z3yA. 

http://bit.ly/2QwUXst
http://bit.ly/39PwKFq
http://bit.ly/2T1IGxS
http://bit.ly/2k7z3yA


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience 

Toolkit 

Page 321 

 

 

 

Vanuatu is subject to multiple high-risk hazards (volcanic eruptions, cyclones, 
earthquakes, tsunamis, and landslides) and has endured many disastrous events 
including several since the turn of the century. With the prospect of climate change and 
rising sea levels, hazard exposure is likely to increase. The country is turning to DLT 
solutions to increase DRM capacity to manage future disaster events. 

 

Development partner Oxfam engaged technology firms Sempo and ConsenSys 
Solutions to launch a cash and voucher assistance project called Project Unblocked 
Cash. The project, which is built on the blockchain network Ethereum, is designed to 
provide disaster-impacted people and households with much needed financial 
assistance in a rapid, efficient, effective, and ‘visible’ manner. 

 

The program was piloted in May of 2019 in Vanuatu. Cash was distributed using Near 
Field Communication (NFC) cards which hold a balance of funds. Participants were able 
to spend the cash contained on the NFCs at participating vendors throughout their 
communities. 

 

The solution consisted of three main components: 
 

• Pre-funded NFC cards given to each of the recipients 

• Smartphones issued to participating shopkeepers (to provide access to the Sempo 
mobile interface) 

• A backend database 

• An Ethereum blockchain 
 

The program was implemented 
on the ground by Oxfam 
Vanuatu in two communities: 
Pango and Melemaat. In Pango, 
15 shop owners were 
onboarded onto the system and 
187 households were given 
NFC cards that held the balance 
of their digital wallet. The mobile 
app provided a simple user 
interface for viewing the 
blockchain and for facilitating 
bulk transactions for funds 
disbursement. When the 
database received a transaction 
from the mobile app, it 
performed its own verification of 
each transaction. It updated the 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Sempo employees train Oxfam Vanuatu project team members to use the 
blockchain-based cash transfer technology. Source: Sempo, 2019. 

balance on a database and sent a reply to the phone prior to pushing the transaction to   
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Case Study: Disberse Humanitarian Aid Delivery Platform 
 
Disberse is a fund management platform that aims to make the delivery of development 
and humanitarian aid more transparent, efficient and effective. Using a permissioned 
blockchain, this platform helps donors, governments, and NGOs transfer and trace 
funds through the entire value chain, ensuring that resources reach the intended 
recipients and that they achieve the greatest possible impact. 
 

Disberse begins by working with project stakeholders to outline a project’s objectives, 
budget, purpose, and targets. This ‘supply chain’ of connected stakeholders might 
include a government department, NGO offices in both the donor and project country, 
local delivery partners, and the individuals or group receiving the benefit at point of 
delivery. Additional partners can be added to this chain at any time as needed. Each 
opens an account (‘wallet’) on the Disberse platform, through which project funds are 
traced. The Donor guarantees project funds by depositing them in the Disberse escrow 
account. The funds are then ‘tokenised’, which means they are converted into digital 
value that can be distributed to anyone and anywhere in the world using the blockchain 
wallet (and can be traced in real-time as ownership of the tokens is moved through the 
chain). 

 
 

 
 

 

61 Consensys. 2019. Revolutionizing Humanitarian Cash Transfers in Vanuatu. Project Unblocked Cash. 
http://bit.ly/2QwUXst 

the blockchain. The balances shown on the mobile app’s user interface, and in the 
backend database, were all in the Vanuatu national currency (Vatu, or VT). The 
conversion was automatically executed in the software against a fixed VT to USD 
exchange rate. 
 
The program was found to be much more efficient than cash, bank checks, or vouchers, 
and received positive feedback from recipients. There was also a high level of 
community engagement in the program, and both the end users and the program 
administrators found the technology and procedures easy to use. 
 
The program DLT solution consists of 4 components: 
 
1. The NFC cards held by the recipients 
2. The mobile phone app used by the vendors 
3. The backend database and transaction optimiser 
4. The Ethereum blockchain which performed the financial transactions 
 

The NFC cards held a balance in the form of an encrypted sequence of deposits and 
withdrawals. The mobile phone app stored a local database cache of the cards and their 
balances, which allowed offline operation.61 

http://bit.ly/2QwUXst
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Importantly, the blockchain does not shift the project’s funds from one stakeholder’s 
bank account to another, as is done in the traditional aid disbursement process. Instead, 
the blockchain uses the digital tokens as a representation of value and creates a 
permanent record on the ledger every time a stakeholder transfers their ownership of 
this value to the next organisation in line. Digital currencies like Bitcoin work in the same 
way, albeit on a public blockchain. The transfer of digital tokens can be validated and 
processed quickly, and will continue all the way down the chain until the tokens reach 
the final beneficiary; once this happens, the digital tokens can be exchanged for cash at 
one of Disberse’s local financial or corporate partners. 
 

In the end, the project funds only exchange hands twice: once when the Donor deposits 
the funds into Disberse’s account, and again when Disberse settles with their corporate 
partner in the project country. In this way, the platform removes several financial 
intermediaries, and their respective fees, from the international transfer process. 

 
By the time the Disberse 
settles with their financial 
partner, the blockchain will 
have created an 
immutable record of every 
transaction that took place 
from donor to beneficiary, 
making it easy for 
organizations to track the 

 

 

Source: Disberse: 2019. 

flow of funds, to see exactly how every dollar of their donations was spent, and spot 
inefficiencies or weaknesses in the supply chain. Disberse also provides the 
organization with this data for reporting, auditing, and compliance, giving previously 
unheard-of levels of transparency to the organization, beneficiaries and donors. 
 

In early 2017, Disberse implemented their first pilot by distributing and tracking funds 
from the UK to Swaziland in support of a girls’ education project. The funds were 
distributed from a UK NGO to a Swazi NGO, and then on to four local schools, 
supporting vulnerable girls orphaned by the HIV/AIDS epidemic. The pilot was proof of 
concept for Disberse’s permissioned blockchain as a platform for delivering aid. It 
enabled cheaper and faster transfers, both locally and internationally, and provided 
access to better local exchange rates. The donor saved 2.5% on transfer fees. The 
NGO could see in real time how funds were being distributed down the chain, and 
where they were at any given time. As a result, the NGO didn’t have to chase local 
partners for receipts or proof of transactions, and it is hoped that the additional 
transparency will result in increased donations in the future. 
 

Disberse encountered a few challenges in their use of blockchain. The most significant 
was the need to educate people on what blockchain is, how it works, and how it 
changes fund distribution. Disberse staff believe a blockchain platform is likely to get 
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Case Study: WFP Blockchain for Humanitarian Cash Payments 
 

When deployed in the right context, cash transfers can empower people to address their 
nutritional needs in a manner that suits their preferences and allows them to avoid 
having to selling valuable assets or rely on other negative coping strategies. Over the 
past decade, the World Food Programme (WFP) has significantly increased the use of 
cash transfers to provide assistance to refugees and other people in need. In 2016, a 
total of 14.3 million people in 60 countries received WFP cash assistance, up from 9.6 
million in 2015 and only 3 million in 2010. WFP advocates that cash transfers also 
reduce the cost of providing food assistance, thereby maximizing the number of people 
that can be reached. 

 

Traditionally, in order to transfer cash to beneficiaries WFP has had to work closely with 
a financial service provider, such as a local or national bank. At the beginning of each 
month, the bank is given an entire month’s worth of cash for distribution and a list of 
beneficiaries and the amount of cash to which each is entitled. WFP estimates that in 
Jordan alone, monthly transfers to banks can total over US$10 million. Once a 
beneficiary is notified by the bank that they have been granted a cash entitlement, they 
are able to go to a designated merchant and make a purchase, typically by using a 
physical card as a proof of ID. At the point of sale, the transaction is authorized by the 
bank, who verifies that the refugee’s remaining entitlements are able to cover the cost of 
their purchase, and in time the merchant is reimbursed by the bank using the funds 
deposited in WFP’s account. At the end of the month, the bank sends WFP a summary 
of their transactions and reports any issues with distributions. 
Blockchain and Humanitarian Cash Payments 
There are four key challenges with this process. First, advancing large sums of money 
to a financial service provider creates a financial risk for WFP, especially when this is 
done in fragile markets where financial institutions are more likely to fail or commit 
fraud. The process is also expensive, costing WFP and other large humanitarian 
agencies millions of dollars every year – not only in banking fees, but also to cover the 
cost of tracking and reviewing thousands of banking transactions. For beneficiaries 
there are also risks associated with privacy – sharing, misplacing or misusing sensitive 
personal information is especially dangerous for refugees, particularly those who are 
seeking protection from oppressive regimes. Finally, there is an issue of accountability – 
humanitarian organizations do not have their own ‘record of reality’, relying instead on 
the information provided to them at the end of each month by the bank. 

 

 

62 GSMA. 2017. Blockchain for Development: Emerging Opportunities for Mobile, identity, and Aid. 

http://bit.ly/2N4PmHP. 

more interest from smaller NGOs earlier than larger ones that have more entrenched 
bureaucracies. Regulations around international money transfers have also been a 
significant challenge.62 
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WFP’s journey with blockchain began by investigating how the risks and inefficiencies in 
the cash transfer process could be improved. In January 2017, WFP launched a small 
pilot in Sindh province, Pakistan, to test core assumptions around the ability of 
blockchain technology to authenticate, record, and reconcile cash and food assistance 
transactions. After seeing positive results, the project moved into full-development and 
the ‘Building Blocks’ platform, which utilizes a private blockchain, was rolled out in 
Jordan. Between May and November 2017, Building Block was used to transfer USD$1 
million in food vouchers to 10,500 Syrian refugees in Jordan, using the system to 
facilitate more than 220,000 individual transactions. The platform removes WFP’s 
reliance on an intermediary bank to verify transactions and distribute funds. Rather than 
sending the bank sensitive information on each beneficiary, WFP can create secure 
profiles for each refugee on Building Blocks, where they only need to record two pieces 
of information: the refugee’s entitlement, and a unique ID number given to each person 
or family. This ID number is linked to the biometric data stored in UNHCR’s refugee 
database, which means that beneficiaries can authenticate themselves at merchants by 
simply scanning their irises, rather than having to reveal personal details such as their 
name or age. 

 

When designing their new blockchain solution, WFP recognized the importance of not 
changing the beneficiaries’ experience with disbursements – both in terms of the 
technology used (electing to use the iris verification system that already existed in 
Jordan) and the social value beneficiaries gained from the shopping experience 
(meaning refugees could visit merchants as frequently as they wanted). Once a 
beneficiary receives a message from WFP saying that they have an entitlement, they 
can go to an approved merchant and make a purchase, the same as they did in the 
traditional process. At the point of sale, the merchant uses a connected device to 
authenticate the refugee’s transaction against the entitlement information stored on 
Building Blocks, automatically confirms that the beneficiary has the ‘credit’ available to 
make their purchase. Every transaction is recorded on the refugee’s profile, and WFP 
uses this information to pay the supermarket directly, using their corporate bank. With 
the new blockchain-enabled system, WFP has eliminated a significant portion of the 
fees previously paid to the bank and simplified its reconciliation and payment process. 
The blockchain provides WFP with a permanent, real-time record of every transaction, 
compiling information on when each transaction happened, which beneficiary conducted 
the transaction, where the transaction took place (at which supermarket), and the 
transaction amount. Every single transaction is verified instantly on the blockchain, 
allowing WFP to make payment to merchants as frequently as desired. Building Blocks 
has also eliminated the need to advance funds to a bank, reducing finical risk. With an 
estimated initial development cost of less than USD $100,000 (and minimal ongoing 
maintenance costs), the return on investment has been significant. WFP has set an 
ambitious goal to use Building Blocks to deliver cash transfers to 100,000 individuals by 
early 2018. By the second quarter of next year, the system could cover the entire Syrian 
refugee population of Jordan, or 500,000 people. 
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Case Study: Using Blockchain to Expand Drone Data 
 
UAVs, namely drones, offer significant benefits to the disaster risk management sector. 
Drones assist in risk management and measurement of hazard exposure, in the 
inventory of community infrastructure, in conducting post disaster assessment, in 
search and rescue efforts, and much more. However, many communities have limited 
access to drones, and even when they do have drones to operate, they are limited in 
the number of hours they can be flown and the area that can be covered by the 
availability of drone operators that are trained to operate them. However, there are 
many commercial drones in the private sector, whether owned by individuals or private 

 

Disaster Preparedness 
 

DLT is modernizing disaster preparedness through the use of data and information 
management. Prior to the onset of disaster, distributed ledgers are being developed 
that identify and connect the various building blocks of an effective response. For 
instance, the American Red Cross is working with IBM to develop DLT-based 
applications that help public and private organizations to coordinate real-time disaster 
relief, matching community needs with least-cost suppliers. For example, connecting 
suppliers of clean drinking water with the helicopter pilots delivering that water could 
help ensure that deliveries are scheduled at specific locations within certain time 
frames. Smart contracts can determine which contract offers are best based on 
community needs and logistics (e.g., quantity, price, timing, and location), can trigger 
acceptance of the offer and can initiate (and confirm) delivery.63 

 
Interoperability and Coordination 

 
Interoperability is an important disaster risk management requirement stemming from 
the variety of different stakeholders that must coordinate their information and activities 
(especially in response and recovery). In some disasters, there may be dozens or even 
hundreds of organizations responding, and multiple concurrent information 
management systems that are completely uncoordinated. 64 DLT has the potential to be 
adopted as a universal information management and resource coordination system 
across all organizations. It is often the case in a disaster that disparate organizations or 
agencies are operating in the same area or sector, perhaps unaware of the specific 
actions, efforts, human resources, finances, and material resources that each agency 
has and what audiences they are targeting. A DLT-based system enables all 
stakeholders to coordinate more efficiently, ensuring resources are dedicated where 
they are needed, in a decentralized manner that appeals to the independent orientation 
of so many NGOs and aid agencies. 

 

 

63 World Economic Forum. 2018. Building Block(chain)s for a Better Planet. http://bit.ly/39NTLsb. 
64 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1 

http://bit.ly/39NTLsb
http://bit.ly/2QadFG1


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience 

Toolkit 

Page 327 

 

 

 

and nonprofit sector organizations, that can contribute to the information that public 
sector drones can generate. One company is seeking to not only coordinate these 
external resources, but also incentivize them to participate in official disaster risk 
management efforts, using a blockchain-enabled system. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Screenshot of the Soar Platform. Source: Soar, 2020. 
 

The working assumption of the Soar program is that volunteer drone operators can be 
incentivized to provide drone-based disaster assistance when it is needed during and 
following disasters. Soar is a blockchain-based program that is based on a 
cryptocurrency called “Skymap”. Skymap tokens can be earned by drone operators that 
upload their drone video content and data onto the Soar marketplace. Users upload the 
content themselves and are compensated in tokens when stakeholders purchase their 
work. 

 

Soar is using satellite, aerial imagery, and drone imagery to create a detailed world 
"super map" that regularly updates as drone operators worldwide upload new images. 
Drone operators whose images are selected to update the map will get remunerated 
through smart contracts. A highly detailed and regularly updated map has great value to 
disaster risk managers both before and after disasters occur. 

 
Standards of Care 
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The transparency benefit of DLT is a promising solution for organizations seeking to 
maintain international standards of care in humanitarian assistance. DLT provides 
immutable records that are accessible to all stakeholders and contain information on 
how resources (human and otherwise) were utilized to support a disaster-impacted 
population. This can help reduce some of the persistent problems associated with 
duplication of care or assistance gaps. It also helps to reduce the likelihood of 
corruption and inequality of care, both of which are common problems in major disaster 
events. This is because DLT, especially blockchain solutions, is able to serve as the 
“central system from which all operations can be managed,” providing tracing, tracking, 
verification, and authenticating capabilities for the provision and use of food, medical 
supplies, pharmaceuticals, building supplies, and more.65 

 
Emergency Shelter and Nutrition 

 
Community emergency shelter and feeding capacities may be expanded using DLT. In 
a manner similar to how room-sharing apps (like AirBnB) allow individuals to offer a 
room, apartment, or house for rent, community members can offer the same for use as 
an emergency shelter after an event. The same system would be used by those who 
require assistance, allowing for effective matching of needs and resources. Even when 
rooms or homes have an associated rental fee, the identification of these resources will 
help to alleviate the problem of housing shortages that are common in the aftermath of 
disasters (when hotels and other short-term rentals are overwhelmed). In the case of 
feeding, providers at any point in the food supply chain (grower, processor, market, 
restaurant, etc.) can be matched with intermediaries (e.g., mass care shelters, feeding 
facilities) or end users (households or individuals).  The DLT interface or application can 
be developed such that all shelter and food providers are coordinated, whether formal 
or informal, thereby ensuring the most effective matching of needs and resources. 
Because DLT is essentially a database infrastructure, providers can list and regularly 
update the number of beds they have, the amount of food, the amount and types of 
medical supplies, and other commodities or services. As long as providers regularly 
update vacancy information using the application, current information will remain 
accessible to both providers and people who require such resources. 

 

Emergency Medical and Public Health Services 
 

Medical and public health resources are often overwhelmed in a disaster, whether 
because of the increased requirements of a mass care scenario or because existing 
medical facilities and resources are damaged or destroyed. In such situations, there is 
a need to match resources with needs, and DLT offers a viable option. A DLT 
application can allow medical service providers to register their services in such a way 
as to become searchable by disaster managers, facilities that are overwhelmed, or 

 

65 Bowman, Robert. 2019. Emergency Response to Natural Disasters: Blockchain to the Rescue. Supply 
Chain Brain. March 20. http://bit.ly/2N1rjJt. 
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individuals seeking care. This type of system eliminates the bottlenecking that occurs 
when there is a centralized entity charged with managing and dedicating resources. 
DLT allows users to communicate directly with providers. It also allows for the sharing 
of information in an encrypted, confidential environment. Medical records can be kept 
both secure and safe within the distributed ledger, without risk of hacking or loss. 

 

Case Study: US Centers for Disease Control (CDC) Blockchain-based public 
health data surveillance and disaster response 

 

The US Centers for Disease Control and Prevention (CDC), which oversees public 
health in the United States, is faced with the challenge of needing as much information 
on public health as possible, but all that information requires a high degree of security 
and resilience. During disasters, this same type of information is needed, but the time 
constraints are increased, the scope of people who require access grows, all while the 
challenge of maintaining security and privacy remains. To address these challenges, 
CDC has begun using DLT for the collection and communication of public health and 
medical data. 

 

In many countries, including the United States, medical information is stored in 
electronic health records (EHRs). The basis of an HER is to improve access to patient 
data and to reduce medical errors. In concept, EHRs make sense, but there are many 
challenges that have prevented more success of the projects already initiated. For 
instance, patient data is often spread across several different healthcare organizations 
or facilities, lacking any centralization. Interoperability, which is a requirement for many 
systems, doesn’t work in practice, and even when it does there are still stakeholders 
that are not able to access the data for some reason. Security is another issue. If 
hackers access a centralized system, they can steal valuable personal data and can 
corrupt or delete files. Ransomware programs, which lock users out of their own data, 
are especially troubling for EHR systems. The result is that most countries that have 
started to use EHR systems have not been able to fully enjoy the intended benefits. 

 

CDC currently collects public health data through electronic monitoring methods from 
entities who treat patients (including local public health agencies, hospitals, clinics, and 
pharmacies.) It is also tasked with monitoring and responding to public health 
emergencies, including during disaster scenarios. CDC processes require the surveying 
of medical professionals in order to maintain situational readiness of national public 
health. If public health professionals do not respond, however, this information will be 
inaccurate or incomplete. The introduction of digital health records has been introduced 
to increase how much data is reported, but there are several security and privacy issues 
that have challenged greater utilization of digital data storage methods. From 2017- 
2018, CDC staff worked with IBM to create a blockchain-based system that allows CDC 
to more effectively control sensitive information access and to track the movement and 
status of information. 
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Vital Personal Documents 
 

Businesses and individuals rely heavily on documents and records, many of which are 
still maintained in paper format. Housing deeds, titles, birth certificates, marriage 
certificates, contracts, insurance policies, and many others become vitally important in 
the aftermath of a disaster when individuals are required to show proof of ownership, 
coverage, or more. Even when the government keeps copies of these records, there is 
a risk associated with destruction of the government building. And even when these 
records are scanned and kept on servers (or even a cloud site), the risk of loss remains. 
There are also many instances where forgeries of deeds and titles are created to 
facilitate theft of a home or a vehicle. 

 
The impact of not having access to such documents, or problems with them even when 
they do exist, can be severe. In both Japan and Haiti after the earthquakes of the past 
decade, problems related to the loss of government deeds resulted in thousands of 
disputes over property ownership. By managing such documents or records in a 

 
 

66 Stanley, Aaron. 2017. CDC to Launch First Blockchain Test on Disaster Relief. Coindesk. September 
25. http://bit.ly/36Iv0Mf 
67 Corrigan, Jack. 2018. CDC is Testing Blockchain to Monitor the Country’s Health in Real Time. 
Nextgov. November 6. http://bit.ly/307cHxE. 

Though still in development, the blockchain-based system is beginning to automate 
reporting compliance processes and may someday transform how the US Government 
responds in disasters, including national health crises. Blockchain provides users with 
an encrypted ledger that allows the entry of files and permanently records every 
exchange related to those files. Because it is a distributed ledger, the data is better 
protected from loss or fraud. Because it is encrypted, information will only be 
accessible to the people with the authority to access it. 
 
By using blockchain to maintain public health records, medical and public health 
providers will be better able to make the information they possess accessible in an open 
manner among specific users, all while maintaining the capability to revoke access at 
any point. Aggregation of all of that data will enhance the capacity to study and address 
national health trends and will create real-time perspectives of health events as they 
unfold. Public health practitioners will be better able to identify crises as they happen 
and launch responses before they become major disasters or catastrophes. 
 

Program planners singled out several obstacles with legacy programs that a blockchain 
program will address, namely interoperability and data storage. The data that is 
collected by CDC, for instance, will be easily accessible by external partners that need it 
as soon as it is entered into the system. However, the use of any new system requires 
significant buy-in from the different public health stakeholders, which is expected to take 
time.66,67 

http://bit.ly/36Iv0Mf
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Case Study: UNICEF Using Blockchain to Certifications 
 
UNICEF Ventures is a UNICEF program that works with academic, private, and 
nongovernmental sector organizations to discover new uses of blockchain for 
development. One area that it has already begun to apply the technology is in the 
tracking of different claims (e.g. grant programs and professional certifications). By 
using blockchain, all records become accessible to the public while the risk of fraud is 
significantly decreased (transparency, immutability, and security). 
 
UNICEF Ventures has leveraged the public blockchain Ethereum for their claims 
tracking programs. In the first phase of a new prototype, UNICEF Ventures has begun 
issuing certificates that confirm the participation of organizations that have tested 
drones in drone corridors (an innovation program that seeks to improve how UAVs 
impact development). 
 

In February of 2019, UNICEF 
Kazakhstan and the Center for 
Emergency Situations and 
Disaster Risk Reduction, from 
the Government of Kazakhstan, 
conducted a training seminar on 
how to integrate drones as part 
of emergency preparedness and 
response efforts. Kazakhstan is 
vulnerable to nearly every type 
of natural disaster (floods, 
extreme temperature events, 
earthquakes, landslides, 
mudslides, storms and wildfires), 
and each year up to 4,000 
emergency events result in 
approximately 5,000 injuries and several dozen fatalities. Participants in the training 
course travelled to the Almaty province drone corridor to test the use of drones in 
search and rescue scenarios and for mapping forest and mountain terrain mapping. 

 

distributed ledger, establishment of ownership becomes simple and effort free. 
Titleholders can feel much more secure about their property claims. Estonia, Georgia, 
and Honduras are all exploring ways to use DLT for property records, and the UAE has 
ambitious plans to run all of Dubai on blockchain by 2020. 68 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Screenshot of the Ethereum Network-based certification interface. 
Source: UNICEF Ventures, 2020. 

 

 

 

68 Castro-Hallgren, Sara. 2019. Leveraging ICT Innovations for DRR. UN DESA/Division for Institutions 
and Digital Government. June. http://bit.ly/2k4cuuF. 
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69 UNICEF. 2020. Certifications via Blockchain: Creating Transparency and Authenticity of Certifications 

Using Public Blockchains. https://uni.cf/2Ne4N0q 

Through the new blockchain program, authentic certificates were issued by UNICEF 
and tracked in the Ethereum network. This initiated a trail of tamper-proof and 
immutable credentials for participants. The time-stamped certificates enable them to 
store, share, and verify their qualifications to any third party that wishes to have them. 
This relieves participants from the burden of having to go through an intermediary – a 
process that often carries cumbersome tasks and expensive fees – in order to share 
and validate achievements and certifications. 
 
The blockchain-based certifications allow for auditing to ensure that claims or 
documents are not falsified. The wallet that the certifications is issued from is: 
 
0x49880Bae91e8Bc7129A08cfDEF089888D6EEB006 
 

Because only UNICEF Ventures holds this wallet, users can avoid scams or fraud (e.g., 
phishing emails). Users know that credentials issued from anywhere other than this 
wallet are not valid.69 
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2.4 : Improving Data Analysis and the Presentation of 
Information 

 

In this fourth section, materials address the role of data and information in the 
prevention of future disasters, in support of their likelihood or consequence reduction, 
and in making the response to and recovery from them more effective and efficient. 

 
As traditional data analysis methods continue to make way for computerized and 
machine-driven systems of analysis that possess capabilities nearly matching those of 
the human brain, the disaster risk management sector needs to ensure it is continuing 
to evolve in parallel. Fed by ever-increasing data flows that pertain to critical 
vulnerabilities, hazard exposure, disaster risk, and realized disaster consequences – the 
product of a great many existing and emerging sensing and computing technologies 
described throughout this toolkit – innovative data analysis systems and methods are 
discovering patterns in the chaos and offering increased accuracy and confidence for 
decisionmakers. 

 
Risk-informed decision-making is among the most critical prerequisites of a sustainable 
development effort. Such decisions are not possible without the ability to utilize data in 
a manner that meets the decision-makers’ needs. Development and disaster risk 
management decisions are remarkable for their complexity, owing to the fact that they 
are each influenced by a broad sampling of public and private sector influences and 
concerns. And the factors that contribute to their management (or their failures) are 
likewise expansive and complex. Information, derived from data, clarifies understanding 
of the issues at hand by reducing uncertainty and enables a greater confidence in the 
actions that must be taken. 

 
Data and information, and innovative methods for its presentation and communication, 
are also supporting disaster preparedness – an important factor in resilience. Students 
and practitioners are training and learning in ways that are much more effective than 
traditional learning methods. Citizens are taking interest in disaster risk messages in 
ways they would never have previously, and are even contributing to disaster risk 
reduction and more effective response thanks to the technological advancements 
described in this section. 

 
Materials will explore the data lifecycle as it pertains to advanced data processing and 
reporting technologies. Analysis and observation of data patterns can improve the 
efficiency and effectiveness of emergency and disaster management organizations. 
Wide availability and usage of smartphones and social media has meant that disaster 
data and information is collected and tracked in real-time, giving stakeholders a chance 
to meet challenges with a rapid and accurate response. Victims can be more easily 
connected with the appropriate response organizations, and separated family members 
can be more quickly reunited. With improved data analysis capabilities, recovery is 
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likewise enhanced, as stakeholders utilize community information to a degree never 
before possible, prioritizing assistance and resources exactly where it is needed. And 
with predictive analysis, artificial intelligence, and machine learning, preparedness and 
mitigation are reaching levels of effectiveness also never before possible. Data 
technologies are saving lives and proving highly effective within the emergency 
management field. 

 
The following categories of emerging technology and innovation are addressed in this 
section: 

 

• Big Data Analytics 

• Artificial Intelligence (AI) and Machine Learning 

• Virtual Reality (VR) and Augmented Reality (AR) 

 

2.4.1 : Big Data Analytics 
 

The advent of Big Data has forever changed the manner in which disaster risk is 
managed. Whether to prioritize mitigation efforts, target preparedness messages and 
activities to specific audiences and locations, enable the mapping of imminent or 
actualized crises, or build back better in recovery, Big Data is providing decisionmakers 
with a quality and scope of information analysis unimaginable only a decade ago. 

 
Just as Big Data is informed by many of the technologies in this toolkit, it also supports 
many of them as well. Artificial intelligence, machine learning, and predictive analysis 
are each improved in their effectiveness and accuracy on account of new abilities to 
process the data that informs these technologies and innovations.1 Data combined with 
visualization and experience are enabling learning and communication in partially or 
wholly virtual environments. And data is allowing practitioners to manufacture needed 
and even tailored tools and supplies where they are working in the field. 

 
The world has seen an exponential increase in the volume of information and data 
generated by an expanding array of sources. At the same time, governments and 
industries are increasing the access to and ‘openness’ of the various data they 
generate. Whether from remote sensing satellites, private, commercial, and 
government UAVs, scientific research, the array of sensors that make up the Internet of 
Things, and from citizens themselves by means of social media, crowdsourcing, and 
citizen science – data is perhaps our most valuable and certainly our most plentiful 
resource.2 

 

1 Eastern Kentucky University. n/d. 4 Ways Big Data is Revolutionizing Emergency Management. EKU 
Online. http://bit.ly/36QG4XE. 
2 Phillips, Emma and Autumn Lansford. 2018. Three Innovative Approaches for Managing Disaster Risks. 
World Bank Blogs. September 14. http://bit.ly/35QVf1M 

http://bit.ly/36QG4XE
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But the acquisition and utilization of data in disaster risk management is not something 
that is new to the profession. In fact, the collection of data to address disaster risk is as 
old as society itself, and examples of risk data being used to estimate shipping 
insurance costs date back almost 3,800 years to the time of Hammurabi.3 What is 
changing is our ability to process data, and new technologies harness these capacities 
to improve the accuracy and effectiveness of disaster risk management efforts. 

 
The development of the first computers in the 19th century, the result of a need to 
manage and process data, gave rise to the modern data revolution. Herman Hollerith’s 
punch-card reading machines increased the speed and effectiveness of census taking 
efforts and invented the concept of the modern computer. The success of these 
machines ultimately led to the creation of the International Business Machines 
Corporation, or IBM. The computer sector has obviously expanded quite a bit since 
then. And computers have also increased considerably since that time in terms of their 
capacity, with modern society having achieving a trillion-fold improvement in 
performance in the past 60 years alone.4 

 
In Part 1, data was defined and the role it plays in disaster risk management was 
explored. It is data, supported by knowledge, that enables the generation of 
information. Information, in turn, supports decision-making. 

 
And as was explained early in Part 2, there exists a new categorization of data that is 
distinguished according to several defining characteristics and which stands to 
fundamentally change the role of data in modern society. This data subset, termed ‘Big 
Data,’ has not yet been definitively defined. Technology author Arya Nalinkumar 
explains that there are several definitions that have been offered to clarify Big Data in 
contemporary literature, three of which are presented here: 5 

 

• Doug Laney (2001): “[A] 3-dimensional data challenge of increasing data volume, 
velocity and variety.” 

• Apache Hadoop (2010): “Datasets which could not be captured, managed, and 
processed by general computers within an acceptable scope.” 

• TechAmerica Foundation (n/d): “[A] term that describes large volumes of high 
velocity, complex and variable data that require advanced techniques and 
technologies to enable the capture, storage, distribution, management, and 
analysis of the information.” 

 
 
 

3 Marsden, Eric. 2017. Insurance and Risk: Some History. Risk Engineering. http://bit.ly/35QTKAA. 
4 Routley, Nick. 2017. Visualizing the Trillion-Fold Increase in Computing Power. Visual Capitalist. 
November 4. http://bit.ly/36WhDrX. 
5 Nalinkumar, Arya. 2019. The Story of Big Data, Data Science & Data Mining. Data Science Central. May 
4. http://bit.ly/3a6qzwH. 

http://bit.ly/35QTKAA
http://bit.ly/36WhDrX
http://bit.ly/3a6qzwH
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The distinction of ‘Big’ in Big Data is therefore a 
reference to two interrelated aspects of the data 
it includes. First, it refers to the data itself; and 
second, it refers to the need for advanced 
computing technologies to process it into 
useable information. In the most simple terms, 
Big Data is a reference to the range of data that 
is so broad in its scope and reach that the 
informational and knowledge-related benefits of 
its analysis exceed anything possible through 
human cognitive processing alone, and are 
worth the actual costs incurred in conducting the 
required collection and analysis. 

 

Computing power alone could not have given rise to Big Data. It was the concurrent 
advance in ICT that resulted in such a quantum leap regarding in how much information 
generation is possible. This is because ICT enabled so many of the different sources of 
data that make Big Data possible - electronic bank and vendor transactions, 
environmental and other sensors, online browsing, governance, and commercial 
activities, social media posting and research, and much more. Machine-readable data 
has become the subject of extensive scrutiny by data scientists who seek to utilize such 
data to gain insights beyond its original purpose. As computing technology becomes 
more user friendly, and more ubiquitous in its accessibility and availability, the utility of 
this data is extending far beyond that of data scientists. In fact, all sectors are adapting 
in ways that more effectively incorporate this growing flood of data into their systems 
and decisions, including disaster risk management and development. 6 

 

The Vs of Big Data 
 

The defining characteristics of Big Data are often described using a set of words that 
begin with the letter ‘V’. The greater body of literature includes multiple references to 
these V-descriptors, ranging from as few as three and as many as seven defining 
characteristics. As previously stated, there still exists no single defining standard 
definition for Big Data, so consensus on which of these inter-connected characteristics 
are correct or most suitable has not been achieved. For the disaster risk management 
context, five of these characteristics are particularly relevant, including: 

 
1. Volume 

The most obvious characteristic of Big Data, as reflected in its name, is the sheer 
volume of data involved. Every mouse click, every credit card transaction, every 
image of every video, every email, every tweet, and on and on, produces data.  It 

 

6 UNESCAP. 2015. Building e-Resilience: Enhancing the Role of ICTs for DRM. http://bit.ly/2lH9gNW. 

http://bit.ly/2lH9gNW


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 338 

 

 

 

 

has become nearly impossible to catalog the various sources of data generated 
by a modern society – or even the individual. This high volume of available data 
does have the potential to bolster data analysis capabilities and outputs far 
beyond anything that was once possible – but it is important to point out that 
more is not necessarily better if there exists no capacity to handle data storage 
and analysis on such a grand scale. Jenn Cano writes that, “The vast amounts 
of data have become so large in fact that we can no longer store and analyze 
data using traditional database technology. We now use distributed systems, 
where parts of the data are stored in different locations and brought together by 
software. With just Facebook alone there are 10 billion messages, 4.5 billion 
times that the “like” button is pressed, and over 350 million new pictures are 
uploaded every day. Collecting and analyzing this data is clearly an engineering 
challenge of immensely vast proportions.”7 Big Data must therefore be capable 
of processing high data volumes. 

 
2. Velocity 

Data velocity refers to the 
speed by which data is being 
generated and transmitted, 
and how fast it flows into a 
system or organization that will 
be using it. Modern ICT 
enables instantaneous transfer 
of data from point to point, or 
to common storage platforms, 
so the velocity of this data is 
limited only by the speed at 
which sensors and other points of entry create it.  These increasing requirements 
on Big Data technology translate to high-velocity processing capabilities to 
enable the analysis of data at rates that match the speed by which it is 
generated. Big Data is capable of rapidly processing data that is likewise rapidly 
generated. 

 

3. Variety 
Big Data comes from many differing – oftentimes disparate – sources. This 
refers to the different sectors from which it draws (social, economic, 
environmental, other), the formats it is in, and other configuration and 
organizational elements. Edd Dumbill of Forbes writes that, “A common theme in 
big data systems is that the source data is diverse and doesn't fall into neat 
relational structures. It could be text from social networks, image data, a raw feed 
directly from a sensor source. None of these things come ready for integration 

 

7 Cano, Jenn. 2014. The V’s of Big Data: Velocity, Volume, Value, Variety, and Veracity. March 11. 

XSNET. http://bit.ly/2RcYA5N. 
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into an application.”8 
 

4. Veracity 
The saying ‘garbage in, garbage out’ applies to all forms of data analysis. Big 
Data is characterized by the high quality of the data that constitutes it. Veracity is 
also driven by the reliability or trustworthiness of the data. While not all data 
points will be accurate, the high volumes often mean that accurate averages can 
be derived. With greater data volume and variety, outliers and errors have much 
less of an impact on outcomes. 

 
5. Variability: Variability refers to inconsistencies in the manner in which data 

flows. Individual sources may ebb and flow in terms of the content they are able 
to provide, but this is again accounted for by the sheer volume and the source 
and format variety of data that exists. 

 
A sixth defining ‘V’ word, Value, is often included as a one of the characteristics of Big 
Data. However value refers to the product of big data analysis capabilities. Each data 
point in and of itself may be of relatively low value. It is the compilation of all this data 
that gives it, in its entirety, a new and much greater overall value, beyond the costs 
(social, human, economic, other) of generating and collecting it.9,10 

 
Big Data Sources and Stakeholders 

 
Big Data is not a sector-specific technology, and as such there is significant crossover 
in how all this data is used by and among each of the different sectors. For instance, 
the airline transportation industry is just as likely to be interested in economic, 
demographic, and weather data as the DRM community is, even if for different reasons. 
The existence of Big Data isn’t in and of itself a useful technology. Rather, its use 
requires a blend of technical knowledge, imagination, and intuition to identify the 
linkages and correlations that exist between all of the different categories and forms of 
data to extract relevant information on hazard predictions, impacts, and outcomes. Like 
computers themselves, Big Data is becoming increasingly accessible as the systems 
required to access it become more ‘user friendly’. Many of the cases of Big Data 
applications in this section illustrate how user-friendly application of Big Data Analysis 
put the power of Big Data into the hands of practitioners. 

 

Data itself comes in many forms, and the broad range of data types is what has given 
rise to the complexity of Big Data.  It might be a list of historic measurements (e.g., 

 

8 Dumbill, Edd. 2012. Volume, Volicity, Variety: What You Need to Know About Big Data. Forbes. January 
19. http://bit.ly/36VzFu7. 
9 Nalinkumar, Arya. 2019. The Story of Big Data, Data Science & Data Mining. Data Science Central. May 
4. http://bit.ly/3a6qzwH. 
10 Cano, Jenn. 2014. The V’s of Big Data: Velocity, Volume, Value, Variety, and Veracity. March 11. 
XSNET. http://bit.ly/2RcYA5N. 

http://bit.ly/36VzFu7
http://bit.ly/3a6qzwH
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average monthly temperatures), a static snapshot in time considered at one point to be 
current (such as the demographic data kept in a country’s statistics office like census 
data or community demographics), data that is regularly updated in whole or in part 
(e.g., public health reporting data), or dynamic data feeds (e.g., doppler radar, video 
feeds, location of airplanes). And it might be representative of a visual or auditory 
stimulus, such as an image, a video, or a voice recording. All of this data is found 
throughout society, and the extent to which that society has promoted open access to it 
(whether systematic access or a culture of open access) influences the accessibility of 
much of this data. 

 
Mobile Network Data 

 
For disaster risk management, as is true with so many other sectors, one of the most 
valuable forms of data is population mobile phone data. This is because human activity 
has such a great influence on pre- and post-disaster risk assessment and management, 
namely where people are at a given time. 

 
Like other dynamic data sets, mobile phone data is highly dynamic and has the potential 
to inform planning and also to enable hazard awareness (such as when dramatic 
changes in standard or expected population movements indicate an anomaly that might 
be the result of a disaster). This particular form of data is so informative, in fact, that its 
value stands out even among other equally relevant forms of data. The UNESCAP 
guide Building e-Resilience: Enhancing the Role of ICTs for DRM explains that: 

 
“Many developed economies have a host of 
potential Big Data sources that have 
applications for disaster and climate 
resilience. This is not the case in developing 
economies, with much lower levels of 
“datafication” (the act of turning aspects of 
everyday life into digitized data so that they 
can be quantified and analyzed). However, 
even in developing economies, mobile phone 
access and use is ubiquitous. Therefore, in 
developing economies, Mobile Network Big 
Data (MNBD) currently represents the single 
most important source of Big Data for 

development purposes, due to its almost comprehensive coverage of the 
population. This makes citizens the sensors, and the resultant data 
derived from using their mobile phones – a useful source of insights for 
development policy. 

 
Mobile phones are like sensors placed on almost every person in the community and 
country. They are constantly generating temporally granular location data – with at 
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least as much precision as exists in a single mobile cell coverage area but with data 
networks may be able to pinpoint location within a few feet or meters. All mobile 
networks generate at least two types of location data when a mobile phone is 
connected: Visitor Location Registry (VLR) data (also called cell-handoff data) which 
indicates which cell tower the phone is connected to (and which gets updated on a very 
regular schedule); and Call Data Records (CDRs), which provide positioning data stored 
in passive logs created by mobile network operators when phone events occur (e.g., 
outbound/inbound calls, SMS texts; mobile internet sessions). This data is only 
accurate up to the range of the cell, which can range from a few hundred meters to a 
few kilometers. Where data networks are used (e.g., mobile GPS mapping and 
navigation systems) the accuracy is much greater. 

 
Regular mobility patterns can be established relatively easily from CDRs, especially 
when one considers data covering even a month of activity. These can give insights not 
just on cross-regional travel volumes but also broader mobile patterns in inter- and intra- 
regional travel. Using such insights, it is possible to then establish mobility hubs, 
population sources and sinks, and the resultant population flows over varying temporal 
periods. Such data can be useful also to understand how people respond when there 
are external shocks (e.g. transportation strikes, road closures). Such insights are 
invaluable when establishing disaster response plans as they greatly increase the 
accuracy of those plans. Mobility data from mobile networks can also show how people 
have become displaced after a disaster, especially when compared to pre-disaster 
patterns. With this information in hand, coupled with other key data on capabilities, 
resources (e.g., housing units, emergency shelter locations, food stores), responders 
can take more appropriate actions to support the impacted populations. Aid becomes 
more targeted through such analyses, which reduces wasted and prevents service 
gaps.11 

 

Data Stakeholders 
 

For all forms of data, regardless of the source, 
there must exist accessibility for those who 
require it if that data is to be considered a Big 
Data contributor or component. In Section 2, 
materials described how the Open Data 
Movement seeks to increase the extent to 
which data may be “freely used, re-used and 
redistributed by anyone”.12 This distinction is 
significant because in many instances, gaining 
access to existing data is a challenge. While 

governments per the Open Data Movement, are making great stores of government 

 

11 UNESCAP. 2015. Building e-Resilience: Enhancing the Role of ICTs for DRM. http://bit.ly/2lH9gNW. 
12 Open Data Handbook. 2019. What is Open Data? Open Knowledge Foundation. http://bit.ly/2VedGtq. 

http://bit.ly/2lH9gNW
http://bit.ly/2VedGtq
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data freely accessible, there are many reasons why data may not be ‘open’ due to 
security concerns, legal restrictions, privacy protections, proprietary rights, and others. 

 
Within the Sendai Framework for Disaster Risk Reduction, there are many instances 
where the importance of multi-stakeholder data is highlighted, as is the importance of 
inclusive data for effective and sustainable development and disaster risk reduction. 
For instance:13,14 

 

• 19(g): Disaster risk reduction requires a multi-hazard approach and inclusive risk- 
informed decision-making based on the open exchange and dissemination of 
disaggregated data, including by sex, age and disability, as well as on easily 
accessible, up-to-date, comprehensible, science-based, non-sensitive risk 
information, complemented by traditional knowledge. 

• 24(a): [To understand disaster risk, it is important to] promote the collection, 
analysis, management and use of relevant data and practical information and 
ensure its dissemination, taking into account the needs of different categories of 
users, as appropriate. 

• 24(f): [to understand disaster risk, it is important to] promote real time access to 
reliable data, make use of space and in situ information, including geographic 
information systems (GIS), and use information and communications technology 
innovations to enhance measurement tools and the collection, analysis and 
dissemination of data. 

 

That said, stakeholders in many sectors are seeking ways to expand availability of data 
to support Big Data and the analysis it enables. For instance, mobile phone call records 
are a rich data resource when it comes to tracking population movements (including 
during crisis situations). In fact, there is no other mechanism that comes close in terms 
of the volume and veracity of the data that is generated on a continual basis for a 
sizeable portion of the world’s population. But call data records, including geolocation, 
are typically protected by both privacy and proprietary provisions and are therefore 
closely held by the various mobile operators that generate them. In most cases, it is a 
matter of willingness but in some cases there may even be legal restrictions on the 
sharing of such data. The same is often true with social media postings. Social media 
platforms may be limited in their ability to share out of privacy provisions, or may wish to 
hold that information closely because of the economic value it represents (in terms of 
advertising, social marketing, and other data-driven uses). To address the challenges 
these practices present in Big Data and Open Data efforts, several industry data sharing 
initiatives have been launched. One of those is the mobile phone industry association 
GSMA (Groupe Spécial Mobile) effort to promote the sharing of data collected by its 
members available through a program called Big Data for Social Good. 

 

 

13 UNDRR. 2015. Sendai Framework for Disaster Risk Reduction 2015-2030. http://bit.ly/32JvkZY 
14 Additional resources can be found at: http://bit.ly/2IhSo8M 

http://bit.ly/32JvkZY
http://bit.ly/2IhSo8M
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Case Study: Big Data for Social Good 
 

• Video Length: 2:33 

• Video URL: http://bit.ly/30ovdSa 
 

Mobile phone operators and cellular networks can provide powerful and unique insights 
on several development and resilience-related topics using anonymized, aggregated 
network data. The information generated using this data can and has been used to help 
solve complex problems like climate change, disease, and disaster risk. For instance, 
mobility data can help public health organizations to more effectively respond to 
epidemics or plan targeted health interventions. It can support emergency relief 
agencies to more accurately and efficiently direct their resources. It can help 
governments better understand the impact of pollution and climate change on citizens. 

 

In 2017, through the GSMA, mobile operators and partners across geographies came 
together to accelerate and scale the corporate social responsibility opportunity called 
‘Big Data for Social Good’ (BD4SG). BD4SG has since brought together public and 
private sector organizations around the topic of mobility data to work together as 
collaborative stakeholders. 

 

The primary objective of BD4SG is to scale and accelerate the opportunity for mobile 
big data analytics to help Governments, public agencies, and NGOs address a wide 
range of environmental, social and governance challenges. The program includes three 
key components to make this happen: 

 

1. Establishing a common framework (consistent and replicable across geographies, 
operators and use cases) to accelerate the adoption of mobile big data solutions and 
drive progress towards the SDGs; whilst respecting and protecting individuals’ 
privacy 

 

2. Validating the approach through local initiatives that show how analytics derived 
from aggregated, anonymized mobile network data can add value to decision 
makers 

 

3. Raising awareness of the range of applications of mobile data analytics, and the 
opportunities for adopting data-driven decision support systems 

 

GSMA has developed a Big Data Toolkit that supports industry partners that wish to 
participate in BD4SG activities. The toolkit is a comprehensive guide to the key 
components needed to implement mobile data-driven solutions. The seven interactive 
sections of the toolkit explain how to create a successful, sustainable solution to tackle 
some of the world’s most pressing problems. The toolkit can be found at: 
http://bit.ly/2tkpfG1. 

http://bit.ly/30ovdSa
http://bit.ly/2tkpfG1
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The nongovernmental sector is also a great source of data, especially the granular data 
that provides information specific to local level risk, and even neighborhood by 
neighborhood and household by household. DRM stakeholders seeking to improve the 
utility of Big Data can work with NGOs, voluntary organizations, faith-based groups, 
community organizers, and other groups that are engaged at the local level to 
encourage more collaborative access to and use of community data. There are 
challenges to sharing data between organizations that are common for other 
stakeholders, such as the need to protect individuals’ privacy (and identity in many 
cases), the need to ensure that the data each organization is trustworthy (accurate and 
complete) and useable (in a format that promotes incorporation into data analysis 
systems), and that each partner feels that the data will be used to help and not harm the 
populations they serve. 

 
Data Sharing Challenges 

 

The desire for an organization can by no means be assumed. Users of Big Data 
applications need to understand why organizations or stakeholders may not want to or 
be able to share their data. For instance:16 

 

• The political climate may make data sharing difficult or even dangerous. Not all 
countries recognize civil society, for instance. Promoting sharing, therefore, 
needs to start with a general move on the part of government to engage with 
these groups. These groups may feel they are endangering their staff or their 
target audiences by sharing data, so these factors must be understood and 
appreciated so that any type of data sharing agreement can address them. 

 

• Data quality is another major issue. Big Data systems need to ensure that data 
quality standards do not serve as a disincentive to sharing – or concerns on the 
part of statistics agencies, that prevent the desire to seek out and use this highly 
disaggregated local and household level data. Organizations can improve the 
quality of their data if there are efforts to promote data sharing, but to expect 

 

15 GSMA. 2020. Big Data Toolkit. Big Data for Social Good. http://bit.ly/2tkpfG1 
16 Rogers, Kelly. 2016. Are NGOs Doing Enough To Share Data? DevEx. July 25. http://bit.ly/2TAWCPL. 

BD4SG has enjoyed broad support from the mobile industry, humanitarian agencies, 
and the NGO community. There are currently 20 operators (accounting for two billion 
connections in over 100 countries) that have been working together to share lessons 
and practices and to develop a consistent approach and process by which insights may 
be shared with end users (‘demand side agencies’). 
 
The BD4SG Advisory Panel, consisting of thought-leading experts from 12 UN agencies 
and partners, share their knowledge and experiences to identify where, when and how 
mobile analytics can provide the most value.15 

http://bit.ly/2tkpfG1
http://bit.ly/2TAWCPL
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Case Study: The Humanitarian Data Exchange 
 

Video Length: 4:58 
Video URL: http://bit.ly/3aarFaV. 

 

The Humanitarian Data Exchange (HDX) is an open data sharing platform that allows 
for the sharing of data sets across crises and organizations. HDX was first launched in 
July of 2014 with the goal of making humanitarian data easier for users to locate and 
use in their analyses. The collection grows on an almost daily rate and is being used in 
almost every country. 
 
According to HDX, humanitarian data is defined according to the following 
characteristics: 
 

• Data is relevant to, pertains to, or provides context for a situation or location where a 
humanitarian crisis is occurring (examples include baseline/development data, 
damage assessment data, geospatial data) 

 

• Data about the people affected by the crisis and their needs data about the response 
by organizations and people seeking to help those who need assistance. 

 

The HDX is composed of three distinct components that enable it to work: 

 

 

common data standards to arise organically is unrealistic. 
 

• Organizations may be prevented or discouraged from sharing data if their 
donors place such restrictions on them. Promoting community-level data 
sharing may start with the 
donor organizations that 
drive the local 
development agenda. As 
partners in Big Data 
efforts, donor 
organizations may be 
much more willing to 
influence positive change 
in this area. 

 

• Organizational policies may not be set up to allow for data sharing. 
Organizations have made deep strides to protect the privacy of their target 
audiences. In April 2015, in fact, Oxfam developed the Responsible Data 
Policy to help its staff identify how they can properly explain why it is beneficial 
to consent to having one’s data or information shared, and how to collect data in 
a manner that sharing is possible and ethical. 

 

http://bit.ly/3aarFaV
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1. The HDX repository, which is a web-based interface (website) where data providers 
can upload their raw data spreadsheets and where end users can search for and 
download datasets to use. 

 

2. HDX analytics, which is a database of high-value data that can be compared across 
countries and crises, and which contains tools for analysis and visualization. 

 

3. HXL (Humanitarian Exchange Language) Data Standard, which is a tool that helps 
those submitting data to ensure that their data is useable within HDX analytics and 
to ensure that end users of the HDX are able to have a minimum expectation for the 
quality of data contained in the exchange. 

 

HDX maintains some control over the quality and trustworthiness of data by requiring 
the pre-approval of organizations wishing to submit datasets. This reduces the risk that 
intentionally misleading or inaccurate data is incorporated. In order to promote greater 
sharing of data in a manner that protects those the data refers to, HDX prohibits the 
public sharing of data that includes personally identifiable information (PII). This does 
not mean it can’t be used in analysis, just that it won’t be available to all users. All 
publicly-shared data must be sufficiently aggregated or anonymized so as to prevent 
identification of people or other harm to affected people and the humanitarian 
community. This includes information about the organizations’ staff and other 
responders, for instance. 

 

Since going online, HDX has amassed a database of over 17,000 datasets from more 
than 250 locations throughout the world. More than 1,250 different organizations and 
individuals provided these data sets. HDX uses an open-source software 
called CKAN for its ‘back end’ (database and analytics). The program is managed by 
UNOCHA's Centre for Humanitarian Data located in The Hague. 

 

Activity: DesInventar National Data Sets 

• Browse the data that exists for your country on the DesInventar portal. 

• This can be found at: https://www.desinventar.net/DesInventar/ 

• Select your country from the list of countries on this page. 
o If your country is not listed, you can visit the Humanitarian Data 

Exchange as an alternate data source. This website can be found 
at: https://data.humdata.org/group 

• Consider: 

o What kind of disaster loss and risk data is available in your 
country? 

o How often is the data updated? 
o What organizations provide data? 
o What is lacking about this data? Scope of submitting 

organizations? Scope of data? Other? 

http://ckan.org/
https://centre.humdata.org/
https://www.desinventar.net/DesInventar/
https://data.humdata.org/group
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o What other sources of data exist for your country? Examples might 

include: 
 World Bank Open Data: https://data.worldbank.org/ 
 Data Catalogs Portal: http://datacatalogs.org/search 

 

Big Data Analytics 
 

Data science is a term used to denote the systematic study of data for the purpose of 
extracting knowledge. For instance, consider the set of data generated by twitter 
hashtag searches. From this data, knowledge can be extracted about what people are 
thinking about or concerned about – what has their attention at a given time. Properly 
analyzed such data can reveal such things as the onset of a flood, the location of 
tornado damages, snow accumulation totals, satisfaction (or dissatisfaction) with 
ongoing recovery efforts, and more. By geolocating those searches, it is possible to 
determine where and when incidents are occurring. From this data comes knowledge, 
and with knowledge comes improved decision-making capabilities – the purpose of data 
science. 17 

 
The changing and expanding 
nature of disaster risk mandates 
that we find new ways to 
understand our risk beyond 
looking back at what has already 
happened. In fact, the past is 
beginning to offer us little in terms 
of what we might expect in the 
future given the vast changes 
that are occurring. It is through 
the sophisticated analysis of Big 
Data that we are likely to increase our understanding of the future of risk so that we 
might act now to address it. It is through the advancement in data technology that data 
scientists and DRM stakeholders can utilize previously untapped data. Big-data 
analytics not only allows the prediction of where events might occur and what the 
impacts might be, it helps us to optimize our mitigation and preparedness efforts, such 
as when we plan where to route evacuations, or to identify which homes or households 
are most likely to require assistance (and what kind of assistance) if and when the next 
disaster happens.18 

 
In the absence of a mechanism to process all the data that Big Data offers, it is of very 

 
 

17 Nalinkumar, Arya. 2019. The Story of Big Data, Data Science & Data Mining. Data Science Central. 
May 4. http://bit.ly/3a6qzwH. 
18 Elichai, Amir. 2018. How Big Data Can Help in Disaster Response. Scientific American. December 13. 
http://bit.ly/2FKijEy. 

https://data.worldbank.org/
http://datacatalogs.org/search
http://bit.ly/3a6qzwH
http://bit.ly/2FKijEy
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limited use and in fact threatens to increase confusion or result in errors. To properly 
utilize Big Data as it was intended to be used, end users require special processing 
systems and capabilities. These are collectively referred to as Big Data Analytics. 

 
Data analytics refers to the process by which raw data is inspected, cleansed, studied, 
and processed for the purpose of discovering useful information and/or drawing 
conclusions to support decision-making. Standard data analytics efforts can be slotted 
into two general categories of analytical methodology: 

 

• Exploratory Data Analytics (EDA): Aims to find patterns and relationships in data 
 

• Confirmatory Data Analytics (CDA): Applies statistical techniques to determine 
whether hypotheses about a data set are true or false 

 

EDA has been compared to “detective work” while CDA is more like the work that the 
judge or jury during a court trial would conduct. 19 Data analytics can also be separated 
into quantitative data analysis and qualitative data analysis. Quantitative analysis 
involves numerical data with quantifiable variables that can be compared or measured 
statistically. Qualitative analysis is more interpretive, focusing on developing an 
understanding of the content of non-numerical data such as messages, pictures, audio 
files, and video files, locations, and more. 

 
Big Data Analytics is an advanced form of data analytics that is capable of interpreting 
and reporting on data of high Volume, Velocity, Variety, Veracity, Variability (the five 
‘v’s’) in order to draw conclusions to support decision-making. 

 

Unlike standard data analytics, Big Data Analytics requires extraordinary computing 
power and oftentimes needs to be in direct coordination with the data sources 
themselves. This is especially true when data feeds are continuous such as active 
location data, weather data, sensor data, and others. 

 
Big Data Analytics can and is improving efficiency and effectiveness across a broad 
range of government responsibilities by improving existing processes and operations 
and enabling completely new ones. Numerous sources of data from specialized 
sensors to human activity (e.g., data from mobile phone operators and online/social 
media activity such as Twitter), provides timely information of relevance to many 
different sectors, including disaster risk reduction and disaster management.20 

 
Aggregation and Disaggregation of Data 

 

 

19 Tukey, John W. 1977. Exploratory Data Analysis. Pearson. 
20 Castro-Hallgren, Sara. 2019. Leveraging ICT Innovations for DRR. UN DESA/Division for Institutions 
and Digital Government. June. http://bit.ly/2k4cuuF. 

http://bit.ly/2k4cuuF
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Big Data Analytics, which is also sometimes referred to as Knowledge Discovery from 
Data (KDD), involves the creation of operations that are capable of drawing insight and 
knowledge from large and numerous datasets. It is the diverse characteristics of Big 
Data, as previously described (and the result of the multitude of sources, notably those 
that are increasing in number as a result of the Internet of Things), that results in 
numerous and large clusters of 
data. These defining characteristics 
of big data are what make it an 
extreme challenge in terms of 
discovering knowledge. 

 

Value in Big Data is derived from 
the combination, or aggregation, of 
different data sets. On their own, 
these data sets paint an incomplete 
picture, and without the proper 
context their interpretation for a 
specific need is not likely 
impossible. The example of the 
blind men examining an elephant is 
often used to explain the challenge 
of creating information from a single 

 
 
 
 
 
 
 
 
 

 
Image: Blind Monks Examining and Elephant. 
Source: Hanabusa Itcho, 1652-1724. 

point of data. It is the combination of data sets that would have solved the problem in 
this example. The story tells of six individuals working alone to discover the nature of 
an object they have been presented with. Each person’s understanding is strictly 
limited due to the limits of the data they can access or compute. In this case, 
depending on the perspective of the person examining the elephant, they believe the 
object to be: 

 

• A spear (the tusk) 

• A fan or a carpet (the ear) 

• A tree (the leg) 

• A snake (the trunk) 

• A rope (the tail) 

• A wall (the elephant) 
 

Only with the ability to process all the information together could they surmise that this 
was an elephant. The information from these different sources required aggregation to 
draw an accurate conclusion. 21 

 
 

 

21 Nalinkumar, Arya. 2019. The Story of Big Data, Data Science & Data Mining. Data Science Central. 
May 4. http://bit.ly/3a6qzwH. 

http://bit.ly/3a6qzwH
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Just as data aggregation is a critical factor in making Big Data analysis possible, it is 
also important that data may be disaggregated such that greater understanding may be 
derived. Users of data should be able to understand differences in different risk and 
development factors according to demographic, geographic, and other distinctions. For 
instance, data should be able to be disaggregated by sex, age, disability, education, 
income, location, and many other factors. 

 
The Need to Properly Visualize Data 

 
Stakeholders in many countries will find that most of the data sets that constitute their 
country’s Big Data resource are relatively easy to access, especially in countries where 
there are open government and/or open data provisions in place. What is more 
challenging, however, is the processing of that data into information that is in a useful 
form that can be presented on account of the ‘variety’ characteristic. Analytical systems 
must account for many sources of variety, including differing or misaligned dates 
associated with the data, differing database storage formats (e.g., columnar versus row- 
based arrangements), data structure (e.g., emails and tweets versus defined data 
fields). To use all these different data forms in a way that it can effectively support 
decision-making, a suitable reporting mechanism must be selected. 

 
 

 

Image: Thematic Flood Vulnerability Mapping Product 
Source: IOM, 2018. 

Big Data reporting is often called 
‘visualization’ of data. 
Visualization must often have the 
capability of displaying information 
across both space and time. 
Maps and charts are the most 
common means of achieving this. 
Geographic information systems 
(GIS) are highly effective for 
facilitating understanding of the 
information contained in Big Data 
because maps are such a highly 
visual communication tool. Those 
viewing data presented on a map 
can easily conceptualize how, for 
instance, conditions may differ 
between two countries, 

communities, neighborhoods, or even houses, as indicated by color coded or other 
distinctions reflected in the map. If the data contains temporal information (year, date, 
time, etc.), then the map can show changes and trends. 

 

For instance, imagine a map that shows where flood exposure to a particular magnitude 
of flooding has been assessed (e.g., the 500-year flood zone), and then population is 
overlaid on that map, it becomes possible to calculate the number of people that are 
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exposed to flood risk. Overlay that data with flood insurance penetration information, 
and economic risk becomes apparent. Add to that information on language spoken at 
home, and information for preparedness education planning is drawn. Now add data 
sets distinguished by year, and risk trends become apparent. The possibilities are 
limited only by the extent and quality of the data. Cross-referencing all this data is what 
enables us to ‘see the elephant’. 

 
Visualization is a challenge, though. Brian Heaton wrote in Government Technology 
Emergency Management, that: 

 
“GIS and sensor data may be easier to come by, but presenting that data 
in a useful form can be a daunting task. [It] is “insane” how many layers of 
information can be embedded on a Web-based map. The real challenge 
[…] lies in putting the data in an easily understood format for emergency 
managers.”22 

A report by the University of Southern California found that one of the biggest changes 
with Big Data is the relationship between hardware, software, and expertise. With the 
dropping cost of data processing power and memory capacity, even midsize 
organizations can afford robust hardware for housing data and analytics tools that 
precisely meet their needs, and smaller organizations can use the services of scalable 
cloud solutions. All of this helps to bring Big Data platforms, including GIS-based 
platforms that are so useful in DRM, within reach of nearly any organization or person. 
As such, the challenge (for Big Data use) is in finding people with the knowledge and 
expertise to use the data to their organization’s advantage. 23 

 
In the shorter term, many private sector, academic, and nonprofit organizations are 
focusing their efforts on products that support Big Data Analytics for different sectors 
and stakeholders. Whether offered for free or for a fee through subscription, these 
organizations provide access to easy-to-use platforms that visualize Big Data in a 
manner that users can manipulate for their needs.24 Such platforms bring Big Data 
Analytics into close reach for many organizations that would otherwise be forced to use 
traditional data analysis methods for the foreseeable future. The key to any such 
solution, of course, is having access to the appropriate data to solve the problems at 
hand. This is where partnerships become important. Organizations that have access to 
data but no means to analyze or visualize that data are at a disadvantage. By working 

 
 
 

22 Heaton, Brian. 2013. How Emergency Managers Can Benefit from Big Data. Government Technology 
Emergency Management. July 23. http://bit.ly/2tRS8JI. 
23 University of Southern California. 2019. How GIS and Big Data are Creating Big Change for the World. 
Big Data & GIS. May 25. http://bit.ly/30s5c4N. 
24 Access to data reported by countries through the Sendai Framework and the 2030 Agenda for Sustainable 
Development can be found on the Sendai Framework Monitor and the SDG Dashboard, respectively. These are at: 
https://sendaimonitor.unisdr.org/analytics and http://www.sdgsdashboard.org/. 

http://bit.ly/2tRS8JI
http://bit.ly/30s5c4N
https://sendaimonitor.unisdr.org/analytics
http://www.sdgsdashboard.org/
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in partnership with Big Data Analytics organizations or firms, more finely tuned products 
can be developed. 

 
GIS-Based Big Data Analytics 

 

Geographic information systems, or GIS, are data analysis and visualization tools use 
spatial (location) information that is assigned to data in order to represent it visually on a 
map (with or without satellite imagery overlaid). This manner of representation is highly 
effective for promoting users’ understanding of that data and what it reveals. This 
includes distribution, patterns, relationships, and more. Spatial data that also has 
temporal (time) information associated with it enables it to be analyzed across time and 
space, as previously explained. This can support both the identification of trends and 
projections of future behavior or activity. 

 

GIS systems are very useful in 
disaster risk management. For 
example:25 

 

• For mitigation and 
prevention: GIS can be 
used to identify high risk 
areas and prioritize them for 
mitigation activities. 

 

• For preparedness: GIS can 
be used to identify 
evacuation routes, shelters 
outside the hazard zone, 
and resources available 
(people, equipment, 

 

 

Image: Tidal flood projections in a New York, USA community 
projected over a 15 year period. 
Source: First Street Foundation, 2020; http://bit.ly/2R3b0i4. 

supplies) in the area and its vicinity that can be mobilized in the event of a 
disaster. 

 

• For response: GIS is useful in prioritizing areas for search and rescue, and 
planning the route for evacuation, delivery of relief supplies and medical 
assistance. 

 

• For Recovery: GIS can be used to identify high-risk areas and ensure 
reconstruction is planned in a manner that avoids similar future disasters. 

 

GIS systems are highly useful for enabling visualization of Big Data Analytics efforts. 
 

25 Castro-Hallgren, Sara. 2019. Leveraging ICT Innovations for DRR. UN DESA/Division for Institutions and Digital 
Government. June. http://bit.ly/2k4cuuF. 

http://bit.ly/2R3b0i4
http://bit.ly/2k4cuuF
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Unlike static maps, GIS applications are interactive and enable the layering of data 
(thus the title ‘layers’ for each data set) on top of each other to produce an analytical 
output. This analysis is known as a spatial analysis. 

 
GIS analysis has become a prerequisite of effective risk analysis in that populations, 
infrastructure, hazard exposure, and vulnerability are all spatial factors. How big data 
supports traditional spatial analyses which overlaid exposure and the physical 
components of society (e.g., infrastructure, homes, schools, populations, etc.) is that it 
permitted a much greater range of aggregation options. By mapping social and 
economic factors such as health, gender, ethnicity, crime, or other types of data. In 
doing so, the multidisciplinary influences and associations of disaster resilience become 
much clearer. 

 

Case Study: DisasterAwareTM Global Data Visualization 
 

Video Length: 2:21 
Video URL: http://bit.ly/37fLziB 

 

The Pacific Disaster Center (PDC) is a global applied research center managed by the 
University of Hawaii. For more than 20 years, PDC has provided disaster risk management 
support to organizations in all sectors including the United Nations System, national 
governments, NGOs, and the private sector. PDCs mission is to support decisionmakers 
by providing actionable information in order to save lives and reduce disaster risk. Many of 
its solutions are technology based, including their flagship program DisasterAWARE™. 

 

DisasterAWARE™ is a Big Data Analytics platform that is tailored to the needs of the 
disaster risk management community. Called an ‘intelligence platform’ by the organization, 
DisasterAWARE™ is designed to support both pre- and post-disaster operations, including 
early warning which it is able to facilitate through alerting capabilities. While not accessible 
to the general public, DisasterAWARE™ accounts are granted at no cost to most 
individuals that have a verifiable disaster management role. 

 

The program incorporates thousands of different data sets. Some are static, such as 
population data or the location of hospitals and fire stations, while others are dynamic and 
constantly updated (e.g., wind, precipitation, temperature, satellite imagery, radar imagery). 
The system also incorporates social media data, news feeds, web cameras (e.g., traffic 
cameras), and other similar data. Examples of data categories include: 

 
• Real-time hazard incident data 

• Historical hazard data 

• Predictive modeling output 

• Demographic and socio-economic data 

• Real-time meteorological observations and forecast data 

• Base map data, such as infrastructure, hydrography, and emergency services 

http://bit.ly/37fLziB
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• High-resolution satellite imagery 

• Topographic data and digital elevation models 
 

The system supports mitigation and preparedness in several ways. By cross-referencing 
exposure data for several major hazard types with different social and economic data that 
are already contained in or tracked by the system, calculations of vulnerability and risk are 
provided almost instantaneously. 

 

For Response and Recovery, the system is even more effective. Early warning and 
alerting capabilities are enabled by allowing users to designate areas on the map for which 
they wish to be alerted (by mobile phone app alerting) whenever a disaster event is 
registered in those areas. In this manner, DisasterAWARE™ provides basic early warning 
capabilities within reach of any country, organization, or individual. Once a disaster has 
been recognized (depending on hazard type, disaster event recognition by the system may 
be automatic (e.g., earthquake, tsunami) or manually entered (landslide, cyclone, terrorist 
attack)), a disaster marker is created in the system. Then, as relevant data is entered into 
the system (including information on the hazard (e.g., cyclone tracks, flood areas), 
photographs, videos situation reports, media articles, and more), it is attached to this 
specific event. The Big Data Analytics capabilities of the system enable users to generate 
predictions of future of current impacts, and to associate those analytical capabilities with 
informational resources. 

 

In order to increase the analytical capabilities of the system where their own needs are 
concerned, users can request that data sets they provide be entered into the 
DisasterAWARE™ system. For instance, a user in a specific province, state, or 
department may wish to have more detailed social or economic data available for use in 
analysis to improve the applicability of vulnerability assessments. PDC has partnered with 
several countries through the National Disaster Preparedness Baseline Assessment 
(NDPBA) program to work with a full range of stakeholders for the purpose of building the 
data library for that country in DisasterAWARE™. Because some countries wish to 
maintain control of their own data, there is an option to work directly with PDC to create a 
country-specific version of DisasterAWARE™ (custom versions of DisasterAWARE™ have 
been developed for Vietnam, Indonesia, Laos, Myanmar, the Philippines and for the 
ASEAN AHA Center). In all other cases, the data is considered ‘open’ in order to increase 
its global utility and value.26 

 

Supporting Incident Management with Big Data 
 

One area of disaster risk management where Big Data is enabling significant capacity 
improvements is incident management. Presented with information about an impending or 
ongoing emergency event, those tasked with managing the incident require robust and 
accurate information to be able to make effective decisions about how and where to 

 

26 Pacific Disaster Center. 2020. About PDC. PDC Website. http://bit.ly/2FWz9k0. 

http://bit.ly/2FWz9k0
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dedicate limited response and recovery resources. It is not enough to know just where the 
hazard has occurred or will likely be occurring in the coming hours or days. This 
information needs to be combined with static information on vulnerability and coping 
capacities as well as dynamic information on the location of individuals, damages, 
environmental conditions, and more. Big Data Analytics systems are being developed 
specifically for incident management purposes. 

 

Case Study: Haze Gazer 
 

Video Length: 2:50 
Video URL: http://bit.ly/2R43y66 

 

Pulse Lab Jakarta (PLJ) is an innovation lab that was launched in 2013 through a 
partnership between the United Nations and the Government of Indonesia. PLJ 
collaborates with the public sector, the UN country team, communities, and leading 
private sector companies to explore how "data innovation" can support development 
and humanitarian action in Indonesia and internationally as well. PLJ develops and 
tests new methods and tools to support data-driven decision-making, responsive 
government, and empowered communities. 

 

One of the tools PLJ created to address hazard risk in the ASEAN region is called Haze 
Gazer. Haze Gazer is a crisis analysis tool specific to the management of forest and 
peatland fire incidents. Such fires occur on an annual basis in Indonesia, affecting the 
entire South-east Asia region when they do and resulting in extensive environmental 
destruction to lives and livelihoods. To support incident management, the Government 
of Indonesia worked with PLJ to develop this program to provide a more timely and 
effective means of tracking and managing the impact of fire and haze events. Haze 
Gazer enables crisis analysis and visualization in a manner that provides real-time 
situational information. It incorporates a broad range of relevant data from different 
sources. 

 

The program is still in the prototype phase. This working prototype, which is open to the 
public, provides real-time information about: 

 

• The location of fire and haze hotspots 

• The strength of haze in population centers 

• The locations of the most vulnerable cohorts of the population 

• The response strategies of affected populations, including movement patterns and 
in-situ behavioral changes 

 

Haze Gazer uses advanced data analytics and data science to mine open data, such as 
fire hotspot information from satellites and baseline information on population density 
and distribution, as well as citizen-generated data, including the national complaint 
system in Indonesia called LAPOR!, citizen journalism videos uploaded to an online 

http://bit.ly/2R43y66
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Case Study: NOAA Coastal Inundation Dashboard 

 

 

 
 

Case Study: CycloMon 
 

Video Length: 3:30 
Video URL: http://bit.ly/2FWbLmF 

 

Building on the Pulse Labs Jakarta (PLJ) Haze Gazer platform, CycloMon is an 
analytics and visualization platform developed to assist governments in supporting 
communities to prepare for and respond to the impact of tropical cyclones. The platform 
was developed by PLJ to monitor social response before, during and after cyclones 
across 14 countries in the Pacific region. 

 

CycloMon’s basic function is to collect, analyze, and visualize information from weather 
satellites on the path of a cyclone, as well as insights from social media on the 
preparations and impact of the cyclone on communities. 

 

The platform contains three modes to support cyclone monitoring: 
 

1. Normal Mode: Monitors citizens’ preparedness to cyclones across 14 countries in 
the Pacific region 

2. Emergency Mode: Presents social media signals from countries affected by cyclone, 
along with information on the cyclone itself 

3. Country-Specific Mode: Provides detailed historical insights on disaster 
preparedness and impact from text-, image-, and video-based data feeds.28 

 

 
 
 
 
 
 
 
 
 
 
 

 

27 Pulse Labs Jakarta. 2020. Haze Gazer Platform. Pulse Labs Jakarta Website. http://bit.ly/2sxVSzx. 
28 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1 

media channel, and dynamic social media feeds in text, image, and video formats. Haze 
Gazer has the potential to enable Indonesia’s local (BPBD) and national (BNPB) 
disaster management authorities to target their interventions and to align their efforts 
with those of affected populations to increase community resilience.27 

http://bit.ly/2FWbLmF
http://bit.ly/2sxVSzx
http://bit.ly/2QadFG1
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The United States National Oceanographic and Atmospheric Administration (NOAA) is 
a division of the US Department of Commerce tasked with understanding and predicting 
changes in climate, weather, oceans, and coasts, and with sharing that knowledge and 
information with others. It is also tasked with conservation and management of coastal 
and marine ecosystems and resources. NOAA is a key stakeholder in disaster risk 
reduction in the United States. The NOAA National Weather Service is tasked with 
providing weather forecasts, hazardous weather warnings, and other weather-related 
products for public safety. 
 
NOAA has improved its support of 
disaster risk management 
stakeholders by developing the 
Coastal Inundation Dashboard. 
The Dashboard, which was 
released in 2019, compiles real- 
time water level readings, 48-hour 
forecasts, storm surge data, and 
historic flooding information to give 
disaster management personnel, 
disaster readiness officials, and 

 

 
Image: US National Oceanographic and Atmospheric Administration. 
Source: Pulse Labs Jakarta, 2018. 

coastal residents the ability to track flood risk from oncoming storms. The goal of the 
online system, which draws in government data from more than 200 water level 
stations, is to give coastal residents the best chance to prepare for and recover from 
storm surge and rising water levels. 
 

Using the Dashboard, local emergency managers and coastal communities can more 
easily monitor water levels and make decisions related to response functions such as 
issuing warnings, property protection, road closures, evacuation, and more. When 
water levels rise above a certain level at a station, the dashboard updates to reflect 
whether the flood risk is minor (low risk of property damage), moderate (threats to 
property and life) or major (significant risk to life and property). The dashboard displays 
each water level station as a turquoise pin on a map. Areas with active flood risks are 
highlighted with pulsing red lines, and users can zoom in on specific locations. Once 
selected, each pinpoint displays the station number, observed water levels, the latest 
readings for wind speed and barometric pressure, and information on recent and 
upcoming high tides. 
 

In order to increase familiarity with the system so that it is more likely to be used in a 
disaster, the dashboard provides recreational information as well. For instance, 
fishermen, boaters, and surfers can access the data to pinpoint local tides.29 

 

 

29 Queram, Kate Elizabeth. 2019. Using Data to Predict Coastal Flood Risk. Route 50. June 11. 
http://bit.ly/2FMKTp0 

http://bit.ly/2FMKTp0
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Promoting Institutional Cultures Supportive 
of Big Data 

 

Brian Heton writes in his article How 
Emergency Managers Can Benefit from Big 
Data that: 

 
“While computer-generated data has 
been a staple in decision-making 
processes for government and 
emergency personnel in the past, big 
data takes the volume and complexity to 
another level. As the data has 
expanded, so has the ability of 
companies and individuals to analyze it 
and apply the findings. Theresa Pardo, director of the Center for 
Technology in Government at the University at Albany, State University of 
New York, said the extent to which emergency management organizations 
can embrace big data relies on the culture within those agencies. 

 
“If resources allow for analysts to spend time combing through data and 
putting out a presentation that is usable, high-volume data can be an 
asset. But Pardo admitted that’s an ideal situation that’s likely not present 
in most emergency management agencies. ‘That perfect model doesn’t 
really exist everywhere,’ she said. ‘If we think about the adoption of big 
data, we also have to look at the maturity of … the data use environment 
generally within any emergency management community or agency.’”30 

 

Sharing of data between government agencies, even at the same administrative level, is 
a challenging task. Offices have oftentimes developed their own data and information 
capabilities and systems, and interoperability and data sharing thus do not happen (or 
cannot happen due to incompatibilities). Policy-related or legal challenges may also 
stand in the way of increased data sharing between government offices. Governments 
need to address data sharing as a cross-government policy goal, with leadership 
coming from the highest level of leadership given the way offices traditionally resist such 
sharing. But the benefits of sharing are too great to ignore and the need to share will 
only increase as reliance on data-driven system increases through technological 
advancement and innovation. 

 
Open government data, detailed in Part 1, is a subset of open data and therefore a 

 

30 Heaton, Brian. 2013. How Emergency Managers Can Benefit from Big Data. Government Technology 

Emergency Management. July 23. http://bit.ly/2tRS8JI. 

http://bit.ly/2tRS8JI
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contributor to Big Data that is “generated or managed by the public sector which is 
proactively disclosed and made available online for everyone’s access, reuse, and 
redistribution without restriction.”31 An Organisation for Economic Cooperation and 
Development (OECD) report states that:32 

 
“Open Government Data (OGD) is a philosophy- and increasingly a set of 
policies - that promotes transparency, accountability and value creation by 
making government data available to all. Public bodies produce and 
commission huge quantities of data and information. By making their 
datasets available, public institutions become more transparent and 
accountable to citizens. By encouraging the use, reuse and free 
distribution of datasets, governments promote business creation and 
innovative, citizen-centric services.” 

 
So much of the Big Data that supports disaster risk management exists in the public 
sector or is within the reach of public sector organizations. It is not always obvious what 
kinds of data supports disaster risk management, as some is correlative rather than 
causative. For instance: 

 

• The number of hospital beds in each given community or province may 
contribute to disaster vulnerability or resilience, depending on how that 
number corresponds to the population in that area. 

o How the number of hospital beds impacts risk, by means of affecting 
vulnerability, will depend on other factors, including the number of 
doctors that are available to treat patients in those beds. Or the 
average distance to those beds from the homes of the people they 
serve. Or the age and health of people in the region where those 
hospital beds exist. 

o In this case, the number of hospital beds is both causative of and 
correlated to anticipated disaster outcomes. 

• The court clearance rate for criminal cases is another data set that 
government partners will likely have access to. 

o Making a clear causative connection with disaster risk management 
may be more difficult with this data set. But that does not mean it is 
not valuable. We also have to consider how data might be correlated 
to disaster outcomes. 

o For instance, in places where court clearance rates are high, this can 
be an indication of effective and efficient government institutions. 

o The existence of effective and efficient government institutions is a 
factor that often correlates closely with the capacity to effectively 

 

31 Castro-Hallgren, Sara. 2019. Leveraging ICT Innovations for DRR. UN DESA/Division for Institutions 
and Digital Government. June. http://bit.ly/2k4cuuF. 
32 OECD. 2020. Open Government Data. OECD Website. Accessed 15/01/2020. http://bit.ly/2TrWban. 

http://bit.ly/2k4cuuF
http://bit.ly/2TrWban
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manage disaster recovery. 
o While this is just one factor, and it may have little to no actual impact 

on the disaster outcome, the combination of many data sets that, on a 
global or national scale, correlate to positive or negative disaster 
outcomes will help to improve predictions of outcomes and thus 
disaster risk management planning and decision-making. 

 
Author Dr. Jeffrey Freeman writes that:33 

 
"Disasters are inherently a Big Data challenge, and with the ubiquitous 
nature of cell phones, the rapid spread of connectivity, and the rise of 
technologies like the Internet of Things, the challenge is only going to get 
bigger. In disasters, the key question we face today is how do we harness 
a growingly diverse and often chaotic wave of data and information. 
Simply put, we've got to handle more data than we've ever had, and do so 
more quickly and effectively than we've ever done before. Big Data and 
ICT pose a serious challenge in disasters, but they also hold promise for 
potential solutions. The answer to leveraging the massive amounts of data 
that ICT is creating is likely to be found within the very same technologies 
driving the Information Age. But we have to think creatively about adapting 
and adopting these technologies in emergency situations. Disasters leave 
little room for trial and error. The consequences are too great." 

 

   Video: Cloud to Street 

• Video Length: 2:14 

• Video URL: http://bit.ly/2uMGBvF 

• This video provides an example of how organizations are using Big Data 
Analytics to provide information, presented in an easily-understood manner, to 
support disaster risk management efforts. In this example, a representative from 
Cloud to Street explains how Big Data Analytics is used to monitor flooding in 
real time. 

 
 

2.4.2 : Artificial Intelligence / Machine Learning / IVR 
 

Like Big Data, artificial intelligence (AI) is something that is poorly understood among 
the general public, to the extent that most people do not know what it is even though 
they regularly use AI applications or otherwise directly benefit from its use. Artificial 
intelligence has much to offer as a supplement to human intelligence and is therefore an 

 
 

33 Society for Disaster Medicine and Public Health. 2018. Big Data and Technology in Disasters: Better 

Integration Needed for Effective Response. August 22. http://bit.ly/2Rd7Yqb 

http://bit.ly/2uMGBvF
http://bit.ly/2Rd7Yqb
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important consideration for DRM and resilience applications where the scope of data is 
extensive, and the implications of decisions made are so great. 

 

 Slide 2.4.21: What is Artificial Intelligence 

• Video Length: 5:26 

• Video URL: http://bit.ly/2yTVScZ 
 

The concept of intelligent or “thinking” computers is pervasive in cinema and in 
contemporary literature. Many (if not most) of these depictions take great artistic 
liberties with the concept, allowing machines the capacity to reason in the same manner 
as humans, which is not the case or the point. 

 
That said, AI does have much to offer in support of disaster risk management and 
resilience building efforts, but to effectively apply AI- applications in this context it is vital 
that decision-makers and those in leadership positions understand what it is. To begin, 
it is important that they are not expecting (or conceiving) ‘HAL’ from Arthur Clarke’s 
“2001: A Space Odyssey” when they imagine what AI is. Possessing such greatly 
misguided perceptions about AI is likely to cause them to either expect AI can do more 
than it actually can, or it will cause them to avoid its use. In either instance, these 
attitudes will present for them a challenge in DRM’s technology-heavy future. 

 
The concept of artificial intelligence was first proposed by Alan Turing in the late 1940s. 
People were exploring the theoretical limitations of the new computing technology, and 
Turing developed a philosophical test that helped to establish whether a machine could 
be considered to have intelligence comparative to that of a human. The term Artificial 
Intelligence was coined a few years later, in 1955, by John McCarthy. McCarthy used 
the term to define the concept of machines that could think autonomously. Since that 
time, as machines have increased to a level of capacity these early thinkers could never 
have imagined, data and computer scientists have continued to disagree about what 
constitutes thinking, intelligence, and full autonomy. 

 
AI Definitions 

 
In contemporary use of the term, there is still no common agreement of what AI is. 
Professor Ray Toal at Loyola Marymount University has compiled a list of different 
definitions which include: 

 

• The study of agents that receive percepts from the environment and perform 
actions. (Russell and Norvig) 

• The ability of a digital computer or computer-controlled robot to perform tasks 
commonly associated with intelligent beings (Encyclopedia Britannica) 

http://bit.ly/2yTVScZ
http://aima.cs.berkeley.edu/
http://www.britannica.com/eb/article-9009711
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• The study of ideas to bring into being machines that respond to stimulation 
consistent with traditional responses from humans, given the human capacity for 
contemplation, judgment and intention (Latanya Sweeney) 

• The scientific understanding of the mechanisms underlying thought and 
intelligent behavior and their embodiment in machines (American Association for 
Artificial Intelligence) 

• A branch of science which deals with helping machines find solutions to complex 
problems in a more human-like fashion (AI depot) 

• A field of computer science that seeks to understand and implement computer- 
based technology that can simulate characteristics of human intelligence and 

human sensory capabilities (Raoul Smith) 
 

AI Defining Characteristics 
 

John Allen and Darrell West of the Brookings Institution wrote in April of 2018 that AI 
systems have three defining characteristics: 34 

 

• Intentionality 

Artificial intelligence algorithms are designed to make decisions, often using real- 
time data. They are unlike passive machines that are capable only of mechanical 
or predetermined responses. Using sensors, digital data, or remote inputs, they 
combine information from a variety of different sources, analyze the material 
instantly, and act on the insights derived from those data. With massive 
improvements in storage systems, processing speeds, and analytic techniques, 
they are capable of tremendous sophistication in analysis and decision-making. 

 

• Intelligence 

AI generally is undertaken in conjunction with machine learning and data 
analytics. Machine learning takes data and looks for underlying trends. If it spots 
something that is relevant for a practical problem, software designers can take 
that knowledge and use it to analyze specific issues. All that is required are data 
that are sufficiently robust that algorithms can discern useful patterns. Data can 
come in the form of digital information, satellite imagery, visual information, text, 
or unstructured data. 

 

• Adaptability 

AI systems can learn and adapt as they make decisions. In the transportation 
area, for example, semi-autonomous vehicles have tools that let drivers and 
vehicles know about upcoming congestion, potholes, highway construction, or 
other possible traffic impediments. Vehicles can take advantage of the 

 
 

34 West, Darrell M. and John R. Allen. 2018. How Artificial Intelligence is Transforming the World. 

Brookings. April 24. https://brook.gs/35O9Bjw. 

http://privacy.cs.cmu.edu/people/sweeney/aidef.html
http://www.aaai.org/
http://www.aaai.org/
http://ai-depot.com/Intro.html
http://www2.cs.uregina.ca/~rbm/490projects/betz/gloss.html
https://brook.gs/35O9Bjw
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experience of other vehicles on the road, without human involvement, and the 
entire corpus of their achieved “experience” is immediately and fully 
transferable to other similarly configured vehicles. Their advanced algorithms, 
sensors, and cameras incorporate experience in current operations, and use 
dashboards and visual displays to present information in real time so human 
drivers can make sense of ongoing traffic and vehicular conditions. And in the 
case of fully autonomous vehicles, advanced systems can completely control 
the car or truck, and make all the navigational decisions. 

 
The Risks of Artificial Intelligence 

 
It is important to make sure that any AI system is aligned with the concept basic human 
values and protects human rights and human life. AI has the potential to address 
disaster risk in ways that could never be done without machines. Addressing the 
impossibility of needing a human to constantly monitor every sensor, to have real-time 
knowledge of every key resource, or to be on the ready to take protective actions 
exactly when needed to save lives and protect property, would seem to be an ideal 
goal. However, without having mechanisms to ensure ethics or basic societal norms 
are accounted for, these apparent solutions could prove devastating for certain 
individuals or communities. 

 
Activity: The Moral Machine 

 

• Machines must be taught morality by humans. They can’t make right or wrong 
decisions; they can only do what they were programmed to do. 

• Even with artificial intelligence and machine learning, the machine is following 
orders through its ‘programming’, including how to address ethical and moral 
dilemmas. 

• Researchers at the 
Massachusetts Institute of 
Technology (MIT) have been 
developing machine morality by 
surveying thousands of humans 
on how they might approach 
decisions of morality so that 
machines can reflect humans in 
their artificial morality as closely 
as possible. 

• The Moral Machine, which was 

developed for this purpose, asks 
those interviewed to determine 
how they might act in a difficult 

Image: Screenshot from the Moral Machine Survey. 
Image Source: MIT, 2020. 

situation. The situation is an unavoidable car accident where life will be lost, but 
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decisions can be made about which life or lives will be lost based on who will be 
losing their life. 

• You can explore how machines learn about morality and ethics by participating in 
the Moral Machine survey, which can be found at: http://moralmachine.mit.edu/ 

• While taking the survey, consider for yourself: 

o What was the basis of your decisions in these scenarios? Who did you 
decide was most worthy of ‘saving’? 

o In disasters, there will be situations where some people are saved over 
others. Is it possible to program machines to make these decisions? 

o Is society ready for machines to be making decisions about who lives and 
who dies when there is no opportunity to save everyone? 

 
AI computers and machines will fully assume the biases, preconceptions, and 
tendencies of programmers. The decisions that AI driven systems or machines make 
are not simple mechanical reactions – they process a multitude of data points, assign 
value to some data and discount other data, and determine what they ‘think’ their 
program expects them to do or to report. These decisions are often made in real time, 
meaning it can be almost impossible for human oversight in some instances. For this 
reason, it is critical that any program to increase the use of AI needs to be aligned with 
individuals possessing expertise in ethics. Darrell West writes that: 

 
“Through these kinds of safeguards, societies will increase the odds that 
AI systems are intentional, intelligent, and adaptable while still conforming 
to basic human values. In that way, countries can move forward and gain 
the benefits of artificial intelligence and emerging technologies without 
sacrificing the important qualities that define humanity.”35 

 
Perhaps the greatest challenge in this regard is that humans have a lower tolerance to 
fatalities caused by technology than they to do fatalities caused by humans. Each year, 
approximately 1.25 million people are killed in automobile accidents, caused by human 
drivers. People accept these deaths as an acceptable cost of having the luxury or 
benefit of automobile transportation. Were self-driving cars able to bring this number 
down by half, say to 600,000 fatalities per year, it is likely that society would be much 
less accepting of those few deaths because machines were in control when they 
happened. 

 

The point of AI is not to simply replace the human operator or expert, but rather to 
improve upon that job using the advanced capacity to process information quickly. For 
instance, imagine a highway full of self-driving cars driven by AI-enabled computer 
systems. The processors in all the cars can be in communication with each other, such 
that reactions to conditions are always dependent on each car’s sensors but rather one 

 
 

35 West, Darrell. 2018. What is Artificial Intelligence? Brookings. October 4. https://brook.gs/2uE0btM. 

http://moralmachine.mit.edu/
https://brook.gs/2uE0btM
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Case Study: SmartSpace Uses AI to Assess Indoor Risk 

 

 

car senses something and all cars benefit from that information. If one car senses a 
large obstruction in the road, such as a rock that has rolled off of a hill, all cars on the 
highway will have that information and be able to take action to avoid it. In disaster 
management, buildings may be able to take the same action, having received 
information about an earthquake, for instance, and make the decision to turn off gas 
utilities to prevent a fire. This is the AI quality of adaptability. Unlike simple machines, 
AI must be able to address changes in the environment and in the information received 
as it pertains to programmed responses. 

 
Although AI can outperform humans in the task or tasks for which they have been 
programmed, it is important to remember that AI machines or systems are strictly limited 
to the function or functions of their programming. There are no generalized AI 
applications, so for instance the job of the emergency manager could not be replaced 
by an AI solution simply because the variables are too great, and no artificial system 
comes even close to that level of thinking. AI is thus limited in terms of situations and 
contexts, and these need to be understood by those who rely on them.36 

 
AI Support for Hazard Risk Mitigation Activities 

 
isaster risk reduction activities are based on a broad range of risk information. AI-based 
systems can apply the social and scientific drivers of risk and risk reduction in order to 
identify and prioritize hazard risk mitigation options. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

36 UN DESA. 2018. Frontier Technologies for Sustainable Development: World Economic and Social 

Survey 2018. http://bit.ly/2k7z3yA. 

http://bit.ly/2k7z3yA
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There are several ways that seismicity results in 
injuries and deaths. While some of these are 
purely natural processes (e.g., tsunamis, rock 
falls, landslides, or natural dams), it is often 
damage to the built environment that leads to 
human impact. Over time, construction 
techniques and materials have increased 
building resilience, resulting in lower rates of 
partial or total collapse in a major earthquake 
incident. However, many people are still injured 
or killed when the contents of a building topple or 
collapse as a result of seismic shaking. 

 

There are several activities people can take to 
reduce the risk from injury or death caused by 
building contents, and several public education 
campaigns have centered on telling citizens what 
types of things need to be secured and how to 
do that. Unfortunately, it is difficult to get people 
to take the time to assess their surroundings in 
order to identify and prioritize risk reduction 
opportunities (namely knowing what needs to be 
altered or improved to reduce personal risk). 

 

In order to make the risk reduction process more 
interactive, and to take the technical knowledge 
requirements out of the process, researchers 
and software developers at York University and 
Sina Media Lab developed an AI program that 
requires nothing more than an Android or iOS 
smartphone. 

 
 
 
 

Image: Sample screenshot of the Earthquake 
Smart Space App analyzing a living room space 
for seismic hazards. 
Image Source: Earthquake Smart Space, 2020. 

 

The system uses the smartphone camera to capture images of the interior environment 
of a home or building. The AI system can analyze the photograph against data it 
contains on specific risk factors. For instance, it looks at the shape of furniture for 
factors including height as compared to width and depth. It looks at the composition of 
materials, such as whether it is made with glass and thus could smash and cause a 
hazard. It also looks at cabinets and their height and their contents to understand 
whether it could dump contents on occupants. Using this information, it can quantify the 
risk of each element falling or ‘spreading’. It also considers human behavior, such as 
the movements people might take given the arrangement of furniture and items in a 
room. And finally, the system looks at opportunities for protection in an earthquake, 
such as furniture or room qualities that will offer additional protection if an earthquake 
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  Activity: Earthquake Smart Space App 

• Most smartphones have the computer processing power to be able to use certain 
AI applications, including some that support disaster risk reduction. 

• The Earthquake Smart Space App, described in the preceding case study, can be 
used to support seismic risk mitigation. 

• The app works by assessing provided imagery for objects or arrangements that it 
has been trained to recognize. These objects and arrangements have been 
codified as either increasing vulnerability or resilience, and the degree to which 
they contribute to either is likewise known to the system. 

• To illustrate how an AI system is able to quickly assess a room for earthquake 
risk, you can scan different parts of the room where you are located. 

o Download the Android or iOS version of the app here: 
https://earthquakesmartspace.org/# 

 

AI Support for Prediction and Early Warning Systems 
 

AI has the potential to enhance event prediction and early warning. Systems pore 
through historical data to recognize indicators for future disaster events. For instance: 

 

• Earthquakes 

AI systems can be trained with the help of seismic data to analyze the magnitude 
and patterns of earthquakes and predict the location of earthquakes and 
aftershocks 

 

• Floods 

Various researchers and tech experts are developing AI-based applications with 
the help of rainfall records and flood simulations to predict and monitor flooding 

 

• Volcanic eruptions 

AI-powered systems can accurately predict volcanic eruptions by processing a 
blend historic, seismic, and geological data 

occurs (e.g., a strong doorway that the person could move to in order to protect 
themselves. 
 
Once the system has run, it provides a report that is tailored to the specific pictures 
provided. It will identify mitigation measures and explain why the actions should be 
taken. It will also quantify risk so that the user understands how serious their risk is and 
enable them to prioritize actions. And finally, it provides information on personal 
protective measures that can be taken specific to the rooms or areas photographed. 

https://earthquakesmartspace.org/
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• Hurricanes 

AI can use satellite data to predict and monitor the path and intensity of 
hurricanes and tornadoes. 

 

Case Study: AI Analysis of Satellite Data to Predict Disasters 
 

Japan is in the process of launching a new disaster prediction system that uses data 
from satellites and ground sensors. The program seeks to improve the effectiveness 

and efficiency of local governments’ 
evacuation efforts (from several 
different hazards) by predicting needs 
with AI. 
 
Japan has already been using satellite 
data to predict disaster events using AI 
for other reasons. For instance, AI 
systems use satellite images to assess 
earthquake and tsunami risk. In 
addition to analyzing topography and 
bathymetry, AI can detect deformations 
in structures that can be used to 
predict when damage is likely to be 
caused by collapsing buildings and 
bridges or subsiding roads. AI is also 

 

 

Image Source: JAXA, 2020. 

used to monitor infrastructure safety and conditions as it ages and to identify problems. 
 
As part of the new system, areas that will be covered in the analysis will be pre-designated 
in advance according to risk as based on relevant information including hazard maps 
developed by local governments. Sensors will be placed at these locations to observe the 
amount of rainfall and the condition of the terrain. The Quasi-Zenith Satellite System 
(QZSS) operated by the Japan Aerospace Exploration Agency (JAXA) will also be utilized 
in order to obtain regular data from space on a variety of areas including rainfall, changes 
in terrain and soil saturation. AI software will analyze this data in conjunction with real- 
time meteorological information in order to determine disaster risk. The new system aims 
to accurately forecast floods and landslides events so that local governments are able to 
issue an early warning when there still exists ample time for residents to evacuate. 
 

The system will be launched in 2020 in cooperation with the Japan including the Ministry 
of Land, Infrastructure, Transport and Tourism and the Japan Meteorological Agency.37 

 

 

37 UN-SPIDER. 2018. Japan to Launch New Satellite-Based System for Disaster Prediction. UN-SPIDER 
Knowledge Portal. July 31. http://bit.ly/2RiYHOI. 

http://bit.ly/2RiYHOI
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Machine Learning 
 

AI is in many regards inseparable 
from two related technologies: 
machine learning and Big Data 
analytics. Together, these three 
emerging technologies are 
enabling much more effective, 
data-driven, and risk-informed 
decision-making. 

 

Machine learning is a 
combination of these two other 
technologies in that it looks at 
data and identifies underlying 
trends. In fact, Google defines machine learning using just five words: “using data to 
answer questions”.38 Machine learning systems are ‘trained’ through the use of 
increasing amounts of data, which it subsequently uses to make predictions related to a 
question or questions. When it identifies something that is relevant for a practical 
problem that it has been assigned to address, it can bring that to the attention of 
decision-makers (or to another program or system that is designed to act on that 
knowledge). 

 
In fact, machine learning is the focus of most AI efforts. What has enabled machines to 
use AI to learn is the ability to store data for analysis purposes. To identify trends 
effectively, the computer must have access to a quantity of data that enables 
significance in the analysis – the more data, the more accurate the analysis. With the 
expansion of cloud computing options, advances in machine learning have followed. 

 

The problem with Big Data, and with AI, is that each has the potential to increase the 
amount of uncertainty that exists, especially if there are no ways to effectively process 
changing and expanding data sets. It is unrealistic to ever expect that human resources 
will be at levels required to process all this data. But at the same time, humans can’t 
possibly keep up with the programming needs of AI to ensure it is adaptable enough to 
accommodate these changes. That’s where machine learning becomes the vital piece 
of the puzzle. Sophisticated analysis methodologies are needed to ensure the 
efficiency and effectiveness of the technology. Yu, Yang, and Lee wrote in 2018 that 
machine learning has “evolved to become one of the most effective methods for 
eliminating unrelated data and speeding up the analysis in disaster situations, which 
helps in quick prediction analysis and identifying optimal response strategies.”39 

 

38 Google. 2017. What is Machine Learning? AI Adventures. August 24. http://bit.ly/2uqupAk. 
39 Yu, Manzhu, Chaowei Yang, and Yun Li. 2018. Big Data in Natural Disaster Management: A Review. 
Geosciences. May 5. http://bit.ly/35LsTWJ. 

http://bit.ly/2uqupAk
http://bit.ly/35LsTWJ
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Machine learning looks at data with the perspective that much of intelligence is based 
on the ability to understand and utilize probability (as opposed to reasoning). For 
instance, when a computer processes two different navigation routings on a map, and 
processes information on the traffic present on those routings at the time, data records 
of how much each route was impacted in the past will allow the computer to make an 
assessment of which of the two routes should be faster in the present moment. It is not 
guaranteed that the chosen route will be faster – it is just a matter of applying past data, 
or ‘knowledge’, to make that assessment. 

 
In the context of disaster risk management, machine learning might be used to help 
make better predictions about cyclone behavior, or flood potential, for instance, based 
on information about the behavior of these hazards (e.g., how hurricanes intensify or 
diminish in different temperatures, atmospheric pressures, wind characteristics, etc.), in 
conjunction with topographic data, bathymetric data, ocean tides, precipitation, 
demographic data, and more. As data on past events grows in its breadth, the accuracy 
of assessments and likewise predictions will increase. 

 
Chris Meserole of the Brookings Institution describes a common basis of machine 
learning, called a ‘neural network’, as follows:40 

 
“The best way to estimate a given probability is to break the problem down 
into discrete, bite-sized chunks of information, [called a] “neuron.” [The 
idea is] that if you linked a bunch of neurons together in the right way, 
loosely akin to how neurons are linked in the brain, then you should be 
able to build models that can learn a variety of tasks. 

 

“To get a feel for how neural networks work, imagine you wanted to build 
an algorithm to detect whether an image contained a human face. A basic 
deep neural network would have several layers of thousands of neurons 
each. In the first layer, each neuron might learn to look for one basic 
shape, like a curve or a line. In the second layer, each neuron would look 
at the first layer, and learn to see whether the lines and curves it detects 
ever make up more advanced shapes, like a corner or a circle. In the third 
layer, neurons would look for even more advanced patterns, like a dark 
circle inside a white circle, as happens in the human eye. In the final layer, 
each neuron would learn to look for still more advanced shapes, such as 
two eyes and a nose. Based on what the neurons in the final layer say, the 
algorithm will then estimate how likely it is that an image contains a face. 

 
“The magic of deep learning is that the algorithm learns to do all this on its 
own. The only thing a researcher does is feed the algorithm a bunch of 

 

https://brook.gs/36Sa7xY
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images and specify a few key parameters, like how many layers to use 
and how many neurons should be in each layer, and the algorithm does 
the rest. At each pass through the data, the algorithm makes an educated 
guess about what type of information each neuron should look for, and 
then updates each guess based on how well it works. As the algorithm 
does this over and over, eventually it “learns” what information to look for, 
and in what order, to best estimate, say, how likely an image is to contain 
a face. With enough data, deep neural networks will almost always do the 
best job at estimating how likely something is.” 

 
Machine Learning Applications 

 
Meserole identifies several applications of machine learning that are already being 
applied: 41 

 

• Speech 
recognition 
Also known as 
natural language 
process (NLP), 
machines are 
gaining abilities to 
recognize and 
process human 
speech. Many 
people already 
have access to 
speech 
recognition 
systems in their 

Image: Damage assessment report produced using machine learning AI 
application. Image Source: One Concern, 2020. 

mobile phones and computers (e.g., Siri (Apple), Alexa (Amazon), Cortana 
(Microsoft), Duplex (Google)). Each of these systems utilizes deep machine 
learning to recognize the speech of the phone owner (including their language, 
grammar, syntax, accent, diction, and other characteristics). 

 

• Text Recognition 

Yu, Yang, and Lee identified the text language recognition abilities of machine 
learning to be a capability of high value for the disaster risk management field. 
Text classification of social media data can cull through thousands or even 
millions of social media messages (tweets, posts) and classify them by theme or 
content. Those with disaster-related importance can be measured for their 
prevalence and implications drawn from what they are saying.  In this manner, 

 

https://brook.gs/36Sa7xY
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the crowdsourcing and citizen science described in section 2.5 requires this 
technological capability to be of use to emergency managers who do not have 
the time or resources to cull through all of those messages themselves. 
Computers need to be able to analyze the data for them and tell the decision- 
makers what the implications are and why that is important. Coupled with visual 
data, such as images of damages or hazard extent (e.g., images that show what 
neighborhoods are flooded), geo-referenced social media information can be 
interpreted by machine-learning capable AI systems to prioritize action. 42 

 

Case Study: IBM CARLA Virtual Assistance in Disasters 
 

Video Length: 1:47 
Video URL: http://bit.ly/2G7AYdJ 

 

Video Length: 5:36 
Video URL: http://bit.ly/2TO6dT4 

 

When disasters happen, impacted populations have significant information gaps that 
can increase consequences and slow the progress of recovery. For instance, people 
may not realize that commodity distribution sites are already established in their 
neighborhoods, or that there are disaster shelters nearby where they can find safety 
from impending hazards. In fact, information has often been called the single most 
important resource in a disaster, and these examples highlight why that may be true. 

 

In 2018, Hurricane Michael struck the United States. The storm was the first Category 5 
Hurricane to make landfall since 1992. It caused over US$25.1 billion in damages, and 
43 people lost their lives either indirectly or directly. To address the vast information 
needs of impacted populations, United Way Worldwide partnered with IBM to explore 
ways that artificial intelligence may be used to make information more readily available 
to those who were impacted by the disaster. 

 

United Way Worldwide operates a free informational phone number that works 
anywhere in the United States. People can simply dial 211, and they are connected to 
the voice information system. In disasters, however, this phone number is often 
inundated with calls, preventing many people from receiving the information they 
require. Cell phone and landline systems may also be down, also preventing them from 
reaching the system. 

 

Because data networks are often available even in these situations where landlines and 
cell networks are down, United Way sought an alternate channel to provide information 
to disaster impacted people. United Way partnered with IBM to design a solution, which 

 

42 Yu, Manzhu, Chaowei Yang, and Yun Li. 2018. Big Data in Natural Disaster Management: A Review. 
Geosciences. May 5. http://bit.ly/35LsTWJ. 

http://bit.ly/2G7AYdJ
http://bit.ly/2TO6dT4
http://bit.ly/35LsTWJ
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Case Study: Maxar Uses Machine Learning to Predict Emergencies and 
Assess Damages 

 

Maxar (formerly DigitalGlobe) is an organization that uses artificial Intelligence to 
integrate satellite imagery and data with other forms of data (e.g., social media 
sentiment data or drone footage) in a GIS analysis system in order to identify and track 
incidents as they are emerging. The system can process images and instantaneously 
generate data that humans would require hours or days to do. It calls this task 
‘automated mapping’. It can track changes in development and settlement including 
how and where people are moving. Examples of the types of mapping tasks it can 
quickly perform include calculating the number of cars in a parking lot, the number of 
containers in a shipping port, or the number of airplanes in an airport. The system 
learns patterns of normal behavior and activity, which in turn allows it to very quickly 

 

 

 
 

• Image recognition 

AI systems have become quite adept at recognizing items and scenes found in 
images. Machine learning has enabled AI systems to recognize something as 
such even though it has differences from the initial images used to ‘train’ it in 
recognition. Google has used image recognition capabilities in a specialized 
microscope that has the capacity to distinguish between cancerous and benign 
cells. Through machine learning, AI systems can pore through satellite and aerial 
photos in order to identify damaged buildings, flood damages, roads that are 
impassable, landslides, etc. 

 

 
 
 
 
 

43 Robinson, Kevin. 2018. United Way, IBM Chatbot CARLA Helps Hurricane Michael Survivors. 

Pensacola News Journal. November 25. http://bit.ly/2TEOtcO. 

IBM accomplished by employing its Cognitive Automated Response Learning Agent, or 
CARLA. CARLA allowed United Way to assist people through an internet-based 
computerized (virtual) chat operator, called a ‘chatbot.’ The chatbot conversed with 
survivors using text-based communication to answer questions and provide information 
without having to rely on human intervention. 
 
The system, which works in multiple languages, allows survivors to request and receive 
information about different services, programs, and supplies available to assist them. It 
uses AI to process and analyze users’ questions and provides information related to 
shelters, evacuation zones, road closures, general preparation, and other topics. The 
system can manage questions even if grammar is incorrect, words are misspelled, 
things are referred to using different vocabulary, and other challenges. Since Hurricane 
Michael, the system has been used in other disasters in the United States for similar 
purposes.43 

http://bit.ly/2TEOtcO
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Image: Before and after satellite photographs of the Palu Region 
affected by an earthquake and tsunami in 2018 as interpreted 
by the Maxar machine learning system. 
Source: Maxar, 2020. 

 
 

• Robotics 

Robots do not require artificial intelligence to be classified as a robot. However, 
with AI and machine learning capabilities, the range of tasks that robots can 

 
 

44 University of Southern California. 2019. How GIS and Big Data are Creating Big Change for the World. 

Big Data & GIS. May 25. http://bit.ly/30s5c4N. 
45 Maxar. 2018. Open Data Response for the Indonesian Earthquake and Tsunami. Maxar Blog. October 
2. http://bit.ly/38BqL5L. 

detect when an anomaly is 
occurring. Paired with social 
media data, it becomes possible 
to decipher what might be the 
cause of an anomaly. 
 
Maxar is using AI in this manner 
to support several development- 
related issues including disaster 
response. The common theme in 
the work of this company is 
processing of vast volumes of 
data to solve problems. Maxar 
collects approximately 80 
terabytes of data daily, totaling 
hundreds of petabytes since the 
company began operations. 
Following major disasters, such 
as the earthquake and tsunami 
that struck Indonesia in 
September of 2018, Maxar 
supports disaster response 
through its Open Data program. 
The company provides 
stakeholders with free access to 
its products, including rapidly 
produced and highly detailed 
damage assessment information 
that is generated by machine 
learning systems that interpret 
satellite photos of the impacted 
areas. The system can count, 
classify, and provide locations for 
structures that are damaged or 
destroyed.44,45 

http://bit.ly/30s5c4N
http://bit.ly/38BqL5L
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assume is far greater. For instance, robots can become much more effective in 
their task if they are able to adjust to minor differences in the situations that they 
are presented with. No two collapsed buildings are the same, so programming a 
robot designed to navigate the confined spaces of a collapsed building will be 
more effective if the robot is able to adjust in real time based on what it has 
already learned. Machine learning also enables humans and robots to interact. 

 

• Reasoning 

Reasonable thinking requires us to process limited information, make forecasts 
about future events, and make decisions. Machines with AI can be programmed 
to beat humans a board games that require foresight, such as checkers or chess. 
In the same manner, they can be trained to look ahead a probable future events 
and outcomes in a disaster situation, such as the number of people that will 
require shelter or evacuation assistance depending on different actions that are 
taken by emergency managers. The machine can’t decide what the outcome 
should be – for that a human is required.46 However, they can help 
decisionmakers to make the outcome they desire more likely to materialize. 

 

Case Study: One Concern Predictive Analysis Services 
 

One Concern is a company that develops AI and predictive analytics applications to 
support disaster risk reduction activities. Once Concern calls itself a “benevolent 
artificial intelligence company with 
a mission to save lives and 
livelihoods before, during and after 
disasters.” It was started in 2015 
by graduate students at Stanford 
University, and has since raised 
over US$22 million in venture 
capital funding to support its 
efforts. 

 

One Concern initially focused its 
attention on community resilience 
against floods, but has since 
expanded that focus to include 
earthquakes, fires, and other major 
hazards. Programmer work to 
develop hazard-specific machine 

 
 
 
 
 

Image: One Concern Screenshot. 
Source: One Concern, 2020. 

learning applications that are specially equipped to assess and provide spatial 
predictions about each hazard’s risk. Its first product the Flood Concern platform, was 
launched in November of 2018. Flood Concern uses machine learning to process 

 

46 Meserole, Chris. 2018. What is Machine Learning? Brookings. October 4. https://brook.gs/36Sa7xY. 
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hydrological and hydrodynamic data and generates predictions of floodwater inundation 
on a block by block (street by street) level of detail. The system doesn’t just look at 
long-term risk, however. By incorporating real-time weather and hydrology data, Flood 
Concern can forecast floods as much as five days before a hurricane or tropical storm 
makes landfall. 

 

The basis of the program’s high accuracy is its use of a broad array of new and real- 
time data to make predictions (as opposed to relying primarily on historical data and 
dated assessments). Former US Federal Emergency Management Agency (FEMA) 
Director Craig Fugate, who now works with the organization, describes the basis of the 
organization’s work as follows: 47 

 

“The technology has gotten to the point where it’s now practical to say what is the 
risk for this particular house or this particular hospital. That wasn’t possible 10 
years ago. One thing that’s driving it is that we’ve always looked at past historical 
data to make our decisions about risk assessment and risk management, but 
today we’re seeing record-setting events every few weeks, so history doesn’t 
provide us with a very good sense of what the future is going to look like.” 

 

Another of its software systems called Seismic Concern looks at earthquake risk. 
Machine learning algorithms analyze seismic data (shaking parameters, soil and 
seismic hazard characteristics, building characteristics), and process that in light of real- 
time conditions and data (digital media, tweets, and on-the-ground reports) to predict 
how new structures will respond to ground tremors and quakes. The program includes 
a web platform that alerts users when an earthquake occurs and provides a map of 
likely structural damage on a block-by-block basis.48 Apart from the map, the platform 
furnishes key insights like the elderly population in a particular block that is badly 
damaged, or the number of kids in a school which could be hit. This helps in instant 
situational awareness and assigning response priorities to the places that need the 
most help. For instance, an elementary school wouldn’t be prioritized if an earthquake 
struck at midnight, but if it hit at 10 a.m. on a schoolday, it might jump to the top of the 
response priority list. Using these recommendations, emergency response staff can 
better formulate their activities and prioritize resources.49 

 
Predictive Analysis 

 
 
 

 

47 Cusick, Daniel. 2019. Tech Offers a Virtual Window into Future Climate Change Risk. E&E News. April 
23. http://bit.ly/36SFcSj/ 
48 Phillips, Emma and Autumn Lansford. 2018. Three Innovative Approaches for Managing Disaster 
Risks. World Bank Blogs. September 14. http://bit.ly/35QVf1M 
49 Shueh, Jason. 2016. One Concern: Applying Artificial Intelligence to Emergency Management. 
Government Technology Emergency Management. March 25. http://bit.ly/2TrvfXY. 

http://bit.ly/36SFcSj/
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Unfortunately, we do not have a crystal ball we can use to see into the future and know 
exactly where and when disasters will strike and what the impact will be. Rather, risk 
analysis is the process by which we consider all the data that exists and try to establish 
the range of possible outcomes that might occur. The narrower that range of 
possibilities is, the more likely that our risk management efforts will be justified – and the 
more confident that decisionmakers will be in the actions they take or decisions they 
must make. 

 
There is a component of data science that supports these uncertainty-limiting efforts 
that is called predictive analysis. 50 Predictive analysis efforts focus on analyzing past 
events and trends in light of all the different social and economic data sets that exist in 
order to make predictions of when and where future events might occur and what the 
outcome might be for different populations. It is a process that generally improves with 
the addition of data, and which relies on a set of assumptions. Historical data is a 
requirement, and that data must be both accurate and complete or the predictions will 
likewise be inaccurate and possibly misleading. 

 
The basis of predictive analysis is a regression analysis, which looks at how correlated 
each of the assessment variables are to the expected outcomes. For instance, if the 
analysis looks at past events in light of the average age of people who required rescue 
(oftentimes it is the elderly and households with young children who require such 
assistance), and there is a significant correlation between these factors, then current 
statistics on age will help to predict what degree of rescue services will be needed in a 
future event. Another factor might be the average household income and the amount of 
mass care (food and water) assistance that is required in past disasters, in order to 
predict how much emergency food and water assistance will be needed in a future 
event. Variables will be more or less correlated in comparison to each other, and the 
regression will give more or less weight to each variable based on these outcomes. 

 

Allen Young describes the evolution of analytical capabilities that resulted in predictive 
analytics, and the impact that it is having on disaster risk management, as follows:51 

 
“The technology is moving from descriptive analytics (what has happened) 
and diagnostic analytics (why it happened) to predictive analytics (what 
will happen). Data industry practitioners say the next wide-scale adoption 
will be prescriptive analytics, or data that can simulate the outcome of 
different tweaks to emergency response systems.” 

 
 
 
 

50 Davenport, Thomas. 2014. A Predictive Analytics Primer. Harvard Business Review. September 2. 

http://bit.ly/2FK4k1w. 
51 Young, Allen. 2017. Can Predictive Analytics Help Avert Pittsburgh’s Next Disaster? Government 
Technology Emergency Management. April 28. http://bit.ly/38rZpi2. 
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Case Study: Optima Predict Supporting EMS Routing 
 

Video Length: 1:44 
Video URL: http://bit.ly/36bDYAj 

 

 

The assumptions used in predictive analysis are as important, if not more important, 
than the breadth of data that is incorporated. Analysts do not know what is going to 
happen in the future, so they must make several assumptions and base their prediction 
on them as if they were guaranteed. For instance, they need to understand whether the 
hazard will strike in the same manner in the future, or whether the impact of 
development, climate change, human intervention, and other factors will increase or 
decrease the likelihood, magnitude, and range of the hazard. Seismic events tend to 
have a fairly predictable return period for certain magnitudes, while hydrometeorological 
hazards are influenced by the changes that have been happening in the global climate. 
The presence of changes are okay, as long as the analytical process incorporates them 
as an assumption.  Invalid assumptions equate to an invalid analysis. 

 
Daniel Cusick writes in Tech Offers a Virtual Window into Future Climate Change Risk 
that: 

 
“Accurately predicting the on-the-ground impacts of climate change 
remains one of the thorniest challenges facing scientists, regulators, 
planners and insurers. But as climate disasters occur with alarming 
frequency, experts are relying more heavily on predictive technologies that 
leverage supercomputing and artificial intelligence to identify the where, 
how and why of climate impacts.” 

 
There are several different specialties within the broader world of predictive analytics, 
and one of the most important in the DRM field is called climate risk analytics. Climate 
risk analytics involves predictions of future hazard activity, typically associated with 
wind, flood, fire, drought, temperature, sea level rise, and other climactic conditions that 
result in disasters. There are organizations and companies that focus specifically on 
this issue, tailoring their products to distinct economic sectors like housing, agriculture, 
or transportation. Combined with Big Data, these analytical models are helping to 
support governance and planning by increasing the degree to which decision-making is 
truly risk informed. Models are helping communities and countries alike to ‘see’ into the 
future in ways that greatly reduce the uncertainty that current predictions are causing. 
Again, it is the Big Data component that is enabling these models to be so much more 
accurate than traditional models, because new computing capacity is enabling better 
use of data from weather stations, soil and water sensors, tidal gauges, satellites, 
cellphone signals, drones data, demographic data, data on population movements, and 
much more – some of which is provided in real time given the expansion in the number 
of active data feeds that IoT has enabled. 
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Case Study: Google Prediction of Flood Patterns in India 
 
Google is an internet search engine operated by the tech holding company Alphabet. 
Like most search engines, Google is a form of artificial intelligence that sorts through 
billions of websites to provide users with information that it ‘thinks’ are most relevant to 
the users’ searches. The system uses machine learning to improve its search accuracy 
and relevance for its users. 
 

Google integrates its search capabilities with its mapping application Google maps, as a 
part of standard information delivery services (in other words, when someone searches 
for a particular landmark, for instance, they will receive information on the landmark, 
and also a map detailing the landmark’s location.) This technology is especially useful 
to those seeking information about hazards and disasters, and the company has used 
its systems to support resilience. 
 
Google is able to predict where hazards are likely to impact a particular user based on 
information generated by the interaction with that user (e.g. the location of their wireless 
network connection, or the cell tower they are using to connect to a data network), and 
provide warnings specific to information and alerts Google has found or received. 
Warnings from government agencies can also be incorporated into mapping and other 

 

 

 
 

 
 
 

52 Young, Allen. 2017. Can Predictive Analytics Help Avert Pittsburgh’s Next Disaster? Government 

Technology Emergency Management. April 28. http://bit.ly/38rZpi2. 
53 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1 

 
Emergency medical services personnel are increasingly adopting predictive analysis 
software to identify opportunities to improve the delivery of services by analyzing 
patterns in past performance. Systems are being combined with AI and machine 
learning technologies to dedicate appropriate resources based on such predictions, 
including the request or deployment of supplemental vehicles (e.g., ambulances) from 
neighboring counties, and directing those vehicles into areas with the most vulnerable 
populations even before requests are made for such services from victims. Similar 
capabilities are being used to increase the time available to set up emergency shelters 
and prepare for surges at hospitals. 
 

Intermedix, a company that develops predictive analytics systems, developed the 
Optima Predict software package to support emergency response. The software draws 
in data from emergency response systems and uses this to optimize where ambulances 
should be sent, and the best routes to get them where they need to go. Once 
ambulances have arrived, the system begins working to identify the best locations to 
bring victims based on anticipated check-in time at nearby hospitals.52,53 

http://bit.ly/38rZpi2
http://bit.ly/2QadFG1
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Case Study: Using Drones and Machine Learning to Identify Soft-Story 
Buildings Prone to Failure 

 
One of the most difficult challenges for disaster risk managers is preventing disasters 
from happening in the first place. For earthquakes, which are primarily a hazard related 
to building failure, predicting the impact of an earthquake has everything to do with 
understanding how the building stock and infrastructure in the area have been 
constructed (materials, design, underlying soil, etc.) 
 
The problem, however, is that it is incredibly time intensive to collect all the data 
required to analyze each building, and even more time intensive to actually conduct that 
analysis and prioritize buildings by risk so that mitigation efforts may be prioritized and 

 

 

search apps, and using modeling systems and machine learning these warnings can be 
targeted to the appropriate recipient populations. 

Google issues the disaster warnings through its Google 
Public Alert program. The alerts are layered into apps like 
Google Search, Maps, and Google News, and address 
several different hazard types (e.g., hurricanes, floods, 
earthquakes). The system is providing this assistance in 
more than a dozen countries, including the United States, 
Canada, Japan, India, and Brazil. Since starting the 
program, Google has issued tens of thousands of public 
alerts that have been viewed billions of times. It has also 
activated more than 200 ‘SOS Alerts’, which indicate an 
even higher (imminent and severe) threat level. 
 
Google partners with governmental, NGO, and private 
sector stakeholders to support disaster management. 
One example of these efforts is a partnership Google 
entered into with the Central Water Commission of India. 
Through this partnership, Google has agreed to issue 
alerts to its users when information is received about an 
impending flood event. Predictions are made using AI 
analysis of rainfall records and flood simulations, with 
Machine Learning providing the accuracy that is so vital to 
warning systems. Through this combination, Google can 
predict when and where floods might occur, and the 

 
Image: Screen shot of Google- 
generated warning in India. 
Source: Google, 2018. 

severity of the event when it does. The service has already been used to alert residents 
about a legitimate flood risk in India’s Patna region.54 

 

 

54 Matias, Yossi. 2018. Keeping People Safe With AI-Enabled Flood Forecasting. Google Blog. 
September 24. http://bit.ly/2GcSq0H. 

https://support.google.com/publicalerts/?hl=en
https://support.google.com/publicalerts/?hl=en
http://bit.ly/2GcSq0H
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assigned. It is also expensive and draws disaster risk management staff away from 
other activities. 

A system developed by the World 
Bank’s Geospatial Operations 
Support Team (GOST) is supporting 
the efforts of the municipal 
government in Guatemala City to do 
just that. Using machine learning and 
predictivity analysis techniques, the 
system is able to interpret drone and 
street-level imagery to identify at risk 
buildings. The system uses machine 
learning to understand what types of 
construction techniques and 
materials are likely to result in a 
seismically generated failure. For 
instance, it can detect ‘soft-story’ 
structures (those with only columnar 

 

Image: Report on building seismic vulnerability in 
Guatemala City 
Source: World Bank GFDRR, 2018. 

structures on lower floors, such as to accommodate a parking area or a grand foyer 
entrance) that typically collapse more readily when certain seismic waves are generated 
by the event. 
 
To support this effort, digital elevation models from satellite imagery was used to identify 
buildings located on steep slopes, which are at higher risk for mudslides. A combination 
of satellite and drone imagery helped identify rooftop material that suggested underlying 
construction techniques more vulnerable to seismicity. The availability of street-view 
imagery is unique, as it can be used to identify soft-story constructions which are 
vulnerable to seismic activities. A combination of physical factors of vulnerability was 
extracted from the different data sources, which increased the accuracy of the system. 
In fact, the deep learning algorithm trained on the street-view imagery detected 85% of 
the buildings which were flagged by expert engineers as vulnerable. In Guatemala, it 
screened a neighborhood of 5,000 homes and identified 500 that needed further 
inspection and possible retrofitting or strengthening.55 

 

2.4.3 : Virtual Reality (VR) and Augmented Reality (AR) 
 

The third set of technologies described in this section pertains to the use of technology 
for sensory input, and includes both Virtual Reality (VR) and Augmented Reality (AR). 

 

 Video: Virtual Reality 

 

55 World Bank. 2018. Machine Learning for Disaster Risk Management. GFDRR. http://bit.ly/37k4zwq. 

http://bit.ly/37k4zwq
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• Video Length: 0:40 

• Video URL: http://bit.ly/2TJjRHn 
 

Virtual Reality is, as the name suggests, a simulated situation or environment that a 
person can experience. Virtual reality simulates the experience using a combination of 
visual, audio, and tactile sensory tools.  Nothing in the virtual reality simulation is real. 

 
The value of virtual reality is in the experience it provides. Individuals can gain an 
advanced level of understanding about what an event or situation is like without having 
to face the realities of that event. For instance, a virtual reality system that simulates a 
fire in a building can expose a person to the experience of fire, including fighting the fire 
or escaping the building, without having to expose the person to an actual fire. 

 

The primary applications for virtual reality include: 
 

• Education 

• Training 

• Research 

• Medical and psychological therapy 

• Entertainment 

 
Virtual reality has been used for decades in the form of simulators. For instance, flight 
training is often enhanced with flight simulators, which allow pilots to experience high- 
risk encounters (e.g., water landing) without having to endanger themselves or damage 
any actual equipment. Advances in virtual reality hardware, including small headsets 
(some which simply hold a user’s own mobile phone at a correct distance in front of 
their eyes), have expanded the options for virtual reality in many other fields. 

 
VR Advantages 

 
Molly Gardner described six advantages associated with the use of virtual reality in 
training, including:56 

 
1. It appeals to a variety of learning styles (VR stimulates multiple senses, thereby 

serving visual auditory, tactical, and kinesthetic learning styles) 
 

2. It offers experiences that promote repetition and retention (it allows students to 
practice an otherwise difficult to produce environment to which students are 
motivated to engage) 

 
 

 

56 Gardner, Molly. 2018. 6 Advantages to Virtual Reality Learning and Training. MutualMobile. June 15. 

http://bit.ly/2TUzxHZ. 

http://bit.ly/2TJjRHn
http://bit.ly/2TUzxHZ
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3. It eliminates many risks and safety concerns (experiential learning can be 
harmful to students) 

 
4. It can reduce training budgets and provide scalability 

 

5. It can deliver results to a wide range of industries (disaster risk management is a 
diverse field, but virtual reality applications are expansive enough that many if not 
most of these are served by the technology) 

 
6. It limits the need to schedule training at a certain time or place (training can be 

conducted anywhere that the VR equipment exists or at any time) 
 

Virtual reality can utilize a full range of systems to simulate sensory input, such as omni- 
directional treadmills to simulate walking, body suits and gloves that simulate touch, 
instrument panels, equipment, and other things that establish a sense of reality that is 
as close to real as possible (without actually being real). 

 
Common characteristics of virtual reality systems include: 

 

• The ability to view three-dimensional images 

• Images appear life-size to the person 

• Perspective changes as a person moves around 

• Virtual environment provides appropriate responses in real time (e.g., between a 
person’s actions and reactions in the environment) 

 

Augmented Reality 

     Video: Disaster Scope Augmented Reality 

• Video Length: 2:23 

• Video URL: http://bit.ly/38xeaQK 
 

Augmented Reality is related to virtual reality, but it applies artificial stimuli into the real 
world. It combines the real world with virtual (typically digital) enhancements to create 
an entirely new effect. It is considered one of the biggest technology trends due to its 
rapid expansion through the prevalence of mobile phones. Perhaps the most common 
way the people experience augmented reality is through photographic ‘filters’ that are 
on many mobile phone applications. These filters modify, in real time, a person’s image 
thereby enabling a photograph that is greatly enhanced from what the camera was 
seeing. Other common uses of enhanced reality on mobile phones include shopping 
apps that allow a person to see themselves in clothes that they are considering 
purchasing without needing to have physical examples of those clothes in one’s 
possession. 

http://bit.ly/38xeaQK
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Disaster risk management applications for augmented reality rapidly emerging as 
mobile phone and computer processing power increases. There are already several 
pre- and post-disaster applications for this technology. Examples include: 

 

• Planning: Augmented Reality can be used to give highly detailed visualizations of 
potential floods of certain magnitudes on photographs or videos. 

• Preparedness: Augmented Reality supports training and education in several 
ways, including enabling more interactive educational tools (e.g., the augmented 
reality sandbox to illustrate hydrodynamics) 

• Mitigation: Augmented Reality systems have been used to identify potential 
disaster risks (e.g., the Earthquake Smartspace App) 

• Alert and Warning: Warning systems equipped with Augmented Reality 
capabilities can demonstrate for warning recipients how their surrounding 
environment will look if a an anticipated disaster event occurs) 

• Incident Reporting: Systems allow users to gauge flood depth using a virtual 
sliding ruler that is overlaid on images taken by a camera pointed at a flooded 
build. 

• Response: Augmented reality street maps laid over drone imagery of disaster- 
impacted areas (e.g., lines showing where roads are concealed under flood 
waters). 

 

Activity: Floodwalk Flood Mitigation AR Experience 
 

• The US Federal Emergency Management Agency (FEMA) has developed an 
app that shows users in different areas what their surroundings will look like in 
the event of floods of different magnitudes. 

• Users can use their phone camera while using the app to view in all directions 
what the area would look like if it were inundated to the depth caused by 
floods of different likelihoods. 

• The app includes an ‘offsite’ option for people who are not in any of the 
locations where live AR capabilities have been developed. 

o You can download and explore the Floodwalk app to your mobile 
devices: 

 Android: http://bit.ly/2NMXKfa 
 iOS: https://apple.co/30E2F7B 

o Choose the ‘offsite’ location ‘Confluence Park’, which is located in 
Denver, Colorado, in the United States. 

o Once in the Confluence Park demonstration, select “Historic Floods” 
o Using the slider on the left side of the screen, view their virtual 

surroundings as inundated with different flood depths 
 What do you consider to be the value of this technology? 
 What are the limits to this technology? 
 Does this technology give you a better sense about the impacts 

http://bit.ly/2NMXKfa
https://apple.co/30E2F7B
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of flooding than you might have otherwise had? Why or why 
not? 

 What hazards is this technology likely to work well for? For 
which hazards is this technology not likely to be appropriate? 

 

Case Study: Augmented Reality Supports Training and Education 
 

Video Length: 1:44 
Video URL: http://bit.ly/30E7uxG 

 

United States-based software company Augmented Training Systems develops training 
products to support disaster risk management practitioners. The goal of the training is 
to enable responders to perform faster and more accurately in real-life emergency 
scenarios. Real-world training simulations of the types that Augmented Training 
Systems develops AR products to address can be very expensive and potentially risky, 
so there are many benefits to using the software to train responders in the skills that are 
addressed. 

 

The software was developed for a city government (Austin, Texas). The Austin city 
government determined that VR and AR were cost effective methods to increase 
capacity for several critical emergency management functions. One of the areas that 
training was developed to address was the use of a special oversized disaster 
management ambulance called AmBus. AmBus was developed to address mass 
casualty incidents, so most responders did not have experience using it, and it was 
impractical to conduct training in the bus itself given it needed to be ready for use at any 
time. The VR training program allowed trainees to explore the ambulance as they liked. 
It also allowed for testing in a realistic environment, with assessments challenging 
trainees to quickly find different pieces of critical equipment or supplies that would be 
required in different disaster types.  Different scenarios were rehearsed as well. 

 

The impact of VR and AR in this case was measurable and significant. Trainees who 
had trained on the digital model were 45 percent more accurate and nearly 30 percent 
faster in performing the real-life tasks than those who only received traditional 
classroom training. The city contracted with the company to train approximately 200 
responders annually. The program was so successful that the city is working with the 
company to develop additional VR and AR training to address triage and hazmat 
scenarios. The VR and AR training also had the benefit of reducing training costs by 
half as compared to traditional training methods. Other benefits include Instructors’ 
abilities to manipulate aspects of the training (location, weather, crowds, stressors), and 
the ability to generate direct feedback in ways most traditional training cannot. 

http://bit.ly/30E7uxG
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The feedback could then be used by decision-makers to assign responders where they 
are best suited. From a capacity assessment standpoint, this is a huge step forward.57  

 

Case Study: Augmented Flood Reporting System in Indonesia 
 

The Indonesian coastal municipality Manado contains four medium-sized rivers. These 
water features give the area high exposure to flood risk, and because of multiple factors 
the city is considered vulnerable to flash and river flooding incidents. In January 2014, 
a large-scale flood and associated landslides claimed several citizens’ lives. Flood 
monitoring and early warning is considered a priority not only in Manado, but throughout 
Indonesia because flood exposure is great. The Government of Indonesia has 
therefore looked for innovative 
opportunities to monitor river levels 
and to rapidly share information 
when flood incidents are imminent. 
So far, IoT sensor systems have 
proven too costly in many 
situations. 

 

In 2016, Computer equipment 
company Fujitsu Indonesia 
developed an Augmented Reality 
system that supports the reporting 
of flood conditions in Manado, 
which is in North Sulawesi, 
Indonesia. The system, built by 
request from the Japan 

 
 
 
 
 
 
 

Image: Augmented reality system to report river flood depth 
in Indonesia. 

International Cooperation Agency (JICA) office in Indonesia, was developed in 
partnership with the North Sulawesi province River Basin Organization Sulawesi I, 
within the Ministry of Public Works and Housing (PU-PERA BWS Sulawesi I). The JICA 
Indonesia Office felt that if there was a system that used smartphones to keep 
implementation costs low, where anyone could take standardized measurements from a 
location safely far from the river through AR technology, then that system would have a 
high probability of being used sustainably in Indonesia. Fujitsu has previously 
developed river information systems in Japan, and this expertise was used to develop 
the AR system in Indonesia. The system works as follows: 

 

• Prior to a flood (or when a flood happens if they have not already), users download 
the application on their phone or tablet. 

• When a flood occurs, users can open the app on their device and take photos of the 
flooded areas along the river. 

 

57 Corrigan, Jack. 2019. Virtual Reality Could Make Disaster Response Training More Effective. NextGov. 

March 6. http://bit.ly/2NLYhOB. 

http://bit.ly/2NLYhOB
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Case Study: Augmented Reality Shows Roads Under Drone Flood Footage 
 

Video Length: 1:32 
Video URL: http://bit.ly/36g3c0H 

 

Flooding is responsible for billions of dollars in damages each year worldwide. In 2015, 
flooding caused over US$3billion in the United States alone and led to hundreds of 
deaths. Floods present several challenges to disaster risk managers because they 
conceal many of the features that responders typically use to plan and conduct 
operations. Without accurate access to visual references such as roads or highways, it 
can be difficult to perform several important functions including navigation, evacuation, 
disaster assessment, and more. 

 

Software firm Rapid Imaging Software, Inc. developed a system that supports 
operational planning and readiness using Augmented Reality. The software system is 
mounted on a drone, which takes video footage of disaster-impacted areas (namely 
areas that are inundated). Augmented reality capabilities overlay information pertaining 
to streets, buildings, and other landmarks onto the video footage. It also lets users mark 
landmarks or important locations that might not be in existing data sets (like base maps, 
such as the location of survivors or people requiring rescue). It also allows information to 
be attached to specific imagery, such as a designation of a damaged bridge. 

 

The system is interesting in that it can be applied retroactively to footage that has 
already been captured, or it can be used in real time using live video feeds. The footage, 
which is viewed by the drone operator, can also be distributed in real time through a data 
network, giving responders an enhanced ‘birds-eye view’ of the disaster site. This gives 
a common operating picture and enables coordination on and cooperation for what has 
happened and what needs to be done to address it. 

 
 

 

58 PReventionWeb. 2016. Indonesia: Augmented Reality for River Water Level Measurement System. 

http://bit.ly/38vUfl9. 

• Virtual scale measuring systems overlaid on the images allow them to estimate river 
flood depth for reporting purposes. 

• Using the system, observers then report information on the conditions, which are 
geotagged by the system. 

• Reports are accumulated and consolidated in a Fujitsu datacenter 

• Changes in water levels at multiple measurement locations are visualized in graphs 
and plotted on maps. 

 

The system is run on Fujitsu's integrated AR platform product, FUJITSU Software 
Interstage AR Processing Server.58 

http://bit.ly/36g3c0H
http://bit.ly/38vUfl9
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Case Study: Augmented Reality Sandbox 
 

Video Length: 2:00 
Video URL: http://bit.ly/2NNGHd1 

 

It can be very difficult for those who do not possess technical training in fluid dynamics 
to understand how water moves throughout an ecosystem. This is partly because 
hydrodynamics is influenced by many different factors including precipitation rates, 
temperature, soil type, ground cover, vegetation, and much more. Perhaps the most 
influential factor is topography, or the shape of the land itself. It is for this reason that 
topography is the primary factor in flood models and analyses of flood risk. 

 

Community development practices play a large role in whether the community’s flood 
risk is increased or decreased. If community planners and citizens understand where 
floods are likely to occur, they can avoid developing structures or other key 
infrastructure components in those areas – or at least if they do, they can know ahead 
of time that mitigation measures will be necessary to manage future flood events. 
However, teaching these concepts is not easy because it can be difficult to 
conceptualize the lessons when provided as theoretical concepts in books. 

 

In order to increase the efficacy of hydrodynamics instruction, a research team at the 
University of California Davis developed a hands-on exhibit that incorporates multiple 
senses into the learning process and lets learners experiment with fluid dynamics itself 
by manipulating a representative physical environment. The system, called the 
Augmented Reality Sandbox, has three components. 

 

• A box of sand that represents the topography to which water will be introduced 

• A projection system that enables the augmented reality (in this case, elevation 
designations, rainfall, standing water, and moving water) to be applied to the 
physical environment (the sand). 

• A multi-sensor system that can measure several factors, including the surface height 
of the sand and movements that indicate the user wishes to introduce ‘rainfall’ into 
the system. 

 

 

59 sUAS News. 2016. Drones and Augmented Reality – Powerful Tools When Disaster Strikes. October 3. 
http://bit.ly/2GmRhnn. 

AR systems like this can be used to improve operational plans in real time. For instance, 
it can show where storm drains are blocked or need to be checked for debris, identify 
places where infrastructure has been damaged (e.g., leaking gas lines, downed power 
lines, location of fire hydrants). The footage can also be used later when conducting 
recovery planning, as it helps to visualize where exposure is in order to guide land use 
planning efforts.59 

http://bit.ly/2NNGHd1
http://bit.ly/2GmRhnn
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• A computer that can process the sensor data and tell the projector what to show on 
the sand. 

 

The system itself was designed as an open source application that can be recreated for 
little money without any need for licensing. The hardware required is relatively 
inexpensive. The sensors, for instance, can be purchased from a popular video gaming 
company (Microsoft X-Box). The projector is a standard video projector used in many 
classrooms. Plans for the sandbox and the equipment stands are provided for 
download, as is the software that runs the system. Since its release, hundreds of the 
Augmented Reality Sandboxes have been built at educational and training institutions 
throughout the world, and in museums where disaster risk reduction and resilience 
topics are addressed. 
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2.5 : Humans as a Resource 
 

In this section, materials explore the ways that technology has increased the capacity of 
the individual to participate in disaster risk management activities, including through 
informing the risk assessment process, supporting operational awareness, reporting on 
disaster damages and needs, and promoting more effective disaster recovery. But just 
because these technologies exist, and billions of people are already using them, it 
cannot be assumed that they will have a positive impact on disaster risk management 
efforts. Social media, crowdsourcing, and citizen science are complex and interlinked 
domains. Public sector agencies need to have the policies and programs in place to 
support and engage with these domains, and agency staff need to be appropriately 
trained. 

 

This section provides an explanation of the various terms and concepts associated with 
citizen engagement. Materials will cover the different technologies that enable and 
otherwise support public engagement activities and capabilities. 

 
Public sector entities, including development practitioners, disaster risk management 
officials across sectors, and disaster managers are utilizing the activities, interactions, 
movements, knowledge, and direct contributions of the public to improve resilience and 
support disaster risk reduction in ever-increasing ways. 

 
Engagement with the public and eliciting the public’s assistance to improve government 
operations and services and inform the formulation and delivery of governmental 
programs and services, is by no means a new endeavor. What is changing and 
therefore merits the inclusion of citizen science in this toolkit is the extent to which 
emerging technologies have expanded engagement with citizens, which has in turn 
enabled the knowledge of and data generated by citizens to play a much greater 
resilience role. 

 
Indirect and Direct Engagement 

 
The term ‘citizen engagement’ is something of a catch-all title that includes a variety of 
different channels, methods, and practices (many of which will be described in this 
section) by which citizens contribute data or information that is useful in pre- and post- 
disaster reduction and resilience-building efforts. 

 

In almost every instance of citizen engagement described in this section, there is a 
person or a population that is making an active effort to share some data, news, or other 
information. The distinction of active engagement distinguishes the content described 
in this section from other research methods that simply observe behavior, conditions, or 
demographics. It is the way technology is supporting those activities that is relevant to 
this toolkit. One can think of the example of a disaster risk management planner that is 
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researching the movement of people throughout a community using data collected from 
mobile network cells to conceptualize this. The individuals who are monitored in this 
example are not trying to communicate or participate in any manner – the data provided 
is done so in an unintentional manner 
and, in most cases, is simply a 
byproduct of some other action. As 
such, this is not a case of 
‘engagement’ as covered in this 
section. 

 
A focus group or town hall meeting is 
likewise not engagement as 
described in this section, as there is 
no obvious technology component 
that qualifies this as having a ‘frontier 
technologies’ context. 

 
Engagement involves a deliberate transmission of information, using one or more 
emerging technologies, that occurs between the public and DRM practitioners. 

 

There is one important distinction that can be made about the different methods and 
practices that are described in this section, however. This pertains to the manner of 
engagement that is occurring, namely whether it is indirect or direct. 

 

• Indirect Engagement 
 

At the most passive level, citizens or organizations contribute in a manner that 
supports disaster risk management when they post an update of status, or make 
some other one-way communication, using a social media platform. 

 
Engagement is more a matter of fact when this happens, because the citizen is 
likely to have very little awareness of who will ultimately receive their 
communication or know how it will be aggregated or otherwise used to inform a 
decision or task. Consider the situation where citizens in a flood-impacted 
community are posting updates about their current status on a preferred social 
media platform (e.g., Facebook, Weibo, Twitter, Instagram), perhaps providing 
information about being impacted by the flood. A post may simply include the 
word ‘flood’; it may describe the events that are occurring in detail; or it may even 
include a photograph or video of the flooding as it is happening. This information 
is discovered using data search or mining techniques, and then used to begin 
tracing the extent of the disaster by disaster risk managers, wholly unbeknownst 
to the person posting the social media update that they are contributing as such. 
The person actively sent some form of message but did not necessarily mean to 
send it to the people or organizations that use it for disaster management 
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purposes or may not know it was used in that manner. 
 

• Direct Engagement 
 

At the other end of the spectrum is engagement that was the conscious intent of 
the communicator. This is the citizen scientist who responds to a call for 
participation in some study or effort, for instance. The individual takes a 
conscious and active role in supporting the goals of the organization or agency 
that is utilizing their data and will likely be providing data in a standardized format 
or may be using equipment that standardizes it for them (e.g., a weather station 
that is set up on their property). 

 
Technology is enabling direct engagement on a much grander scale as mobile 
networks, cloud computing, IoT, and other technologies enhance connectivity, 
processing power, and sensor capabilities. Engagement may even involve a 
public actively socializing the results or outcomes of a data gathering effort in 
which they were involved back through their own networks (often using new 
technology such as social media).  In any 
case, this person is consciously supporting 
the official effort and is an active partner in 
the exchange. 

 
Even among those who engage directly in 
the generation, gathering, and sharing of 
data, there are gradients of such 
engagement, and different terms have 
been used to describe each engagement 
format. Broadly speaking, all engagement 
with the public that results in some benefit to the disaster risk management effort, 
is considered crowdsourcing. This may be as simple as citizens acting like 
sensors, sending the data they have collected to a centralized repository – or it 
may be much more participatory, wherein the citizen becomes more like a 
scientist and takes an active role in the design, operations, and outcome of a 
particular effort. 

 
Several forms of communication will be addressed in this section. These include: 

 

• Social Media 

• Crowdsourcing and Crowdfunding 

• Volunteered Geographic Information 

• Citizen Science 
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2.5.1 : Social Media 
 

“Social media has allowed the landscape of public information to evolve 
from a one-way communications system -- designed solely for message 
dissemination purposes -- to an engaging two-way conversation.”1 (US 
Homeland Security Working Group, 2016) 

 

“Social media is now a common tool emergency management and 
response organizations turn to in order to interact with the public before, 
during and after a disaster event.”2 (Stephens, 2015) 

 
Social media is not a type of engagement, but rather a tool through which both passive 
and active engagement occurs. Social media include many different types of internet- 
based tools, technologies, and applications aimed at enabling interactive 
communications and content exchange between users who take on roles as both 
content creators and content consumers. Though not everyone uses these platforms 
the same way, the opportunities for all levels of exchange exist. 

 

While many traditional media (such as newspapers, radio, and television) remain 
important communication channels, including in disasters and to promote resilience, 
traditional media are very limited in their capacity to facilitate a two-way dissemination of 
information. Social media provides the platform for real time two-way dialogue and 
interaction between organizations, the public, and individuals. 

 
Categories of Social Media Outlets 

 
Not all social media outlets are the same, and in fact they are very different in their 
purpose and function. Knowing the particulars of these different platform types can 
allow for a range of different benefits and uses for the disaster risk manager. Social 
media outlets include, but are not limited to, the following groups: 

 

• Social networks 
A social network is a website that allows people to connect with friends and 
family, share photos, videos, music, and other personal information with either a 
select group of friends or a wider group of people based on shared or common 
interests. Common social networks include Facebook, Qzone, Vkontakte, 
Instagram, and LinkedIn. 

 

• Blogs 
Blogs (short for ‘web logs’) are online journals that provide a platform for 
individuals and organizations to write and share content where readers can 

 

1 Social Media Working Group. 2016. From Concept to Reality: Operationalizing Social Media. http://bit.ly/38IPp4t. 
2 Stephens, Kim. 2015. Incorporating Social Media Into Your Exercises. idisaster 2.0. June 4. http://bit.ly/2TUkOwl. 

http://bit.ly/38IPp4t
http://bit.ly/2TUkOwl
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comment on the content as well as share that information with others. Examples 
include WordPress, Blogger, and TypePad. 

 

• Microblogs 
Sites that allow people to share limited amounts of information through posts, 
often with links to additional information. The best example of a microblog is 
Twitter, which allows sharing of bite-sized (280 character) content. Microblogs 
play an increasingly important role during breaking news events and disasters. 
Other examples include Tumblr, Weibo, and Yammer. 

 

• Podcasts 
Podcasts are digital audio or video files that can be downloaded from a website 
onto a desktop or laptop computer, tablet, or mobile device. Podcasts can be 
created by anyone, but the medium is often used by traditional media outlets to 
distribute programming directly to audience members. Individuals and 
organizations commonly use podcasts to distribute information and advocacy 
materials. 

 

• Forums 
A forum is an online discussion group focused on a particular interest or topic. 
Forums can address any topic including those that are emerging and allow for a 
diversity of insight and opinions. They can be powerful and popular elements of 
online communities during emergencies and disasters, such as often occurs in 
situations where there is a lack of information or uncertainty (e.g., a public health 
emergency). Examples of Forums include LiveJournal and ProBoards. 

 

• Video Sharing and Hosting Sites 
Platforms that enable the online sharing of video content. Examples include 
YouTube and Vimeo. 

 

• Photo Sharing and Hosting Sites 

Platforms that enable the online sharing of photo content. Flickr, Pinterest, 
Google Photos are prime examples. 

 

• Wikis 
Wikis are websites established to allow people to work together as a community 
in order to create and edit content. Wikipedia is an online encyclopedia that 
allows participants to add content or edit information included in the entries. 

 
Two social media sites, Facebook and Twitter, dominate the social media market 
competition in terms of their use as news distributors, especially during disasters. 
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• Facebook 
 

Facebook is a social media networking service based in the United States but 
with subscribership throughout the world. Facebooks claims to have over 2.45 
billion monthly active users (MAU) as of early 2020, of which about 1.62 billion 
log on to the network each day. The network allows users to post and share a 
range of content, from text-based messages to portfolios of photographs, videos, 
and links to documents, websites, and more. Users must register for the service 
and can set their privacy such that posted content is limited to specific contacts 
or is open to the general public. 

 
Those with access can interact with the posts, either commenting on them or 
sharing additional content. It has become common for government agencies, 
businesses, NGOs, and other types of organizations to create official Facebook 
profiles to interact with employees, customers, and stakeholders. 

 

Many have prioritized Facebook as their principal communications channel, 
announcing important information over the social media network given that their 
key audience is likely to subscribe and thus see the content they post. Facebook 
also allows for direct messaging between users (including between users and 
organizations) and allows users to post content on other users’ pages. 

 
Each minute, 293,000 postings are made by Facebook users, and over 510,000 
comments are made on those and other postings. An astonishing 136,000 
photos are uploaded every minute, for a total of 300 million photos uploaded 
each day.3 

 
It is important to note that Facebook has become a key source of news for a 
sizeable portion of the global population. In the United States, for instance, 43 
percent of adults say that Facebook is their primary source for news.4 Although 
the actual article is on a site that a Facebook post directs them to, it is Facebook 
that becomes the ‘gatekeeper’ for which media articles are presented to a user, 
as determined by AI algorithms that try to predict what the user would be most 
likely to interact with. 

 

• Twitter 
 

Twitter is a social media microblog that enables users to post and interact with 
multimedia messages. The text of the message is limited to 280 characters for 
non-Asian languages and 140 characters for Asian languages. Messages are 
called ‘tweets’. Users must register for the service and, in the case of 

 

3 Noyes, Dan. 2020. The Top 20 Facebook Statistics. Zephoria. January. http://bit.ly/3aApL3z. 
4 Pew Research Center. 2019. 10 Facts About Americans and Facebook. May 16. https://pewrsr.ch/2tEH96I. 

http://bit.ly/3aApL3z
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smartphones, download an app. Unlike text messages, registered users can 
follow other users’ tweets. A tweet can include a photograph or gif (pronounced 
‘jiff’, an automated image file), or provide a link to a website, video, media article, 
or other URL-directed site. One of the most impactful features of Twitter is the 
hashtag. By adding a hashtag, which is a key word preceded by a pound sign 
(#), the tweet can be codified. Users can search for tweets with hashtags or 
create a news feed that shows the user any tweet that includes the hashtag. 
This enables users to create their own subject-based news feeds. For example, 
the keyword #hurricane locates all tweets containing the keyword hurricane. 

 

Twitter Lite is a stripped-down version of the application that is useful for many in 
developing nations who only have access to slower-speed mobile networks (e.g. 
2G/3G), which uses less data, thus saving prepaid bundle usage. It is available 
for Android smartphones in more than 70 countries. 

 

Twitter has over 330 million monthly active users (MAU) as of October 2019. 
Approximately 100 million users post more than 340 million tweets daily. In 
developing countries, subscribership is limited outside of large urban areas. 

 

Case Study: Social Media Personal Crisis Reporting 
 

• Video Length: 1:06 

• Video URL: http://bit.ly/3b7WwVT 
 

When a disaster strikes, population location and movement are among the most 
important data for several reasons. First, coupled with geographic data on impact, 
emergency services agencies can assess how many people may be affected. Second, 
it is important to understand where people are moving in order to accommodate those 
populations as they move and when they arrive at their ultimate destination. And third, 
the simple fact that their device is connected, and they are communicating through a 
social media platform (or other application), is an indication of their status and location. 

 

To support emergency services agencies’ operations, and to enable citizens to better 
communicate in disasters, Facebook developed Facebook Disaster Map. The map is a 
data aggregation program that analyzes user activity and presents findings in a format 
that supports disaster management decision making. For it to function, a person must 
be a Facebook user. Because Facebook has such a wide customer base throughout 
the world (30% of the global population), it arguably has more current and relevant 
information on people than any other source. A user must have their phone’s location 
services enabled, which most users do. This enables Facebook to track their physical 
coordinates at regular intervals. 

 

With location information known, Facebook not only becomes a source of population 
information for the emergency services, it can also act as an effective, location-based 

http://bit.ly/3b7WwVT
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channel for important disaster information required by the public. When hazards 
threaten a certain geographic area, Facebook can issue an alert to any device that is 
logged in inside that area (as indicated by emergency management partners in 
government.) It can also request that a person provide information on a Safety Check, 
which family members and friends will want to know. This eases the burden on local 
phone systems which people might otherwise inundate to reach their friends and family. 

 

In order to protect individual’s privacy, member data is stripped of all identifying 
information before it is included in a disaster map. Disaster maps datasets are 
aggregated across time and space in the following ways: 

 

• Temporal aggregation 

Information is provided in regular intervals as requested by partner organizations 
(e.g., every hour, every 6 hours, once per day) 

• Spatial aggregation 

Information may be aggregated to geolocation or to administrative boundaries (e.g., 
all people within a certain village) 

• Spatial smoothing 

In order to account for outliers and data deviations, map data is averaged in order to 
clarify information for decision makers 

 

Disaster Maps has been used by relief organizations for other purposes as well, such as 
identifying where Internet connectivity was interrupted in Puerto Rico following 
Hurricane Maria, or where respiratory masks would be needed during the Southern 
California Wildfires. By extension of examining changes in connectivity of users, the 
maps are particularly useful for examining mobile cellular network coverage, cellphone 
battery charging and population movement during a disaster. The program was used in 
this manner to show 2G network coverage after the volcanic eruption in Alotenango, 
Guatemala.5 

 

Social Media Data Mining 
 

The act of drawing information from large amounts of social media data (in the form of 
posts and interactions) in order to discover patterns or trends in order to inform some 
other effort or to answer a particular question is called social media mining, or social 
media data mining. 

 
 
 
 
 
 

 

5 Maas, Paige, Andreas Gros, Laura McGorman, P. Alex Dow, Shankar Iyer, Wonhee Park, and Chaya Nayak. 2019. 
Facebook Disaster Maps: Aggregate Insights for Crisis Response & Recovery. Facebook. http://bit.ly/2txCVO6. 
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Data mining is, of course, the process of 
discovering patterns or drawing inferences 
from large data sets, not actually extracting 
new data as the term ‘mining’ might 
suggest. The data already exists, the 
mining refers to drawing out those patterns. 
In order to be effective, data mining must 
be performed by search engines or 
machine learning systems, given it is 
impractical or even impossible for humans 
to sift through all the necessary data to find 
such value. Data mining is not data 
analysis – which tests hypotheses. Rather, 
data mining is concerned with finding what 
is not known. 

 

When applied to data contained in a social media platform, data mining can identify 
patterns in social engagement itself or to draw conclusions about the users of social 
media. This is a clear example of passive engagement as discussed previously. 

 
The social media data mining process involves searching through various interactions, 
proclamations, discussions, re-postings, and more for specific key words that might 
appear in a posting or in the comments or interactions with that posting. 

 

It is important to remember that the things people say and post, and the words that they 
use to do so, become important not in and of themselves but because they represent a 
data point within a larger pattern. For instance, one person posting that there is a flood 
in their home is not likely to mean anything other than a burst plumbing pipe or perhaps 
an alternate use of the word (e.g., “My mailbox has been flooded with letters of concern 
since my car accident.”) But when hundreds of people are suddenly using the word 
‘flood’ in their postings within a limited geographic area, it becomes more likely that an 
actual flood is occurring. 

 

Users can prioritize a theme or idea in their posting by using a ‘hashtag’, which is an 
indexed term that makes the posting searchable specifically by that key term. The 
hashtag also enables users of the social media platform to follow all postings using that 
keyword over time in order to more quickly identify when a pattern is emerging. 

 
Many social media outlets allow for searches by keyword, and some allow for searches 
by keyword and location. I By mining social media data, it is possible to find out many 
things about a population that would be difficult to do so quickly using any other method. 
Examples include: 

 

• Identify patterns and trends in behavior 
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• Identify interests 

• Identify rumors 

• Identify concerns 

• Understand demographics 

 
When mapped, social media data mining can pinpoint problems quickly. Third party 
mapping tools are often necessary to utilize hashtag and keyword mapping using social 
media. 

 
Social Media Engagement 

 
Social media also enables two-way engagement between disaster risk management 
professionals and citizens. These types of interactions are so common, and thus so 
important, that communication through social media is a requirement for effective 
disaster risk management. In fact, the International City/County Management 
Association (ICMA) proclaimed in a 2016 county governance toolkit that: 

 
“Merely having a [social media] presence is not enough - agencies must 
be actively engaged with their citizens and communities by understanding 
their audiences, defining goals and outcomes, and continually evaluating 
their efforts. i.e. What worked and what did not work?”6 

Information is critical during a disaster. It’s what enables informed decision making and 
the confidence to take action. This ability to act is crucial in the time leading up to, 
during, and after a disaster. In many cases, it can mean life or death. In disasters, new 
information is generated so fast that traditional communication means (television, 
newspapers and radio) struggle to keep up in real time. This is where social media can 
be used very effectively as a dynamic tool to share information. In modern society, 
citizens are the gatekeepers of information on account of social media. People look to 
their social media contacts for guidance on what stories to read and messages to pay 
attention to. 

 
The information flow of social media can be extremely fast paced which gives it the 
ability to keep up with disaster events. Smart phones enable people to share text and 
photos in real-time creating a far-reaching network of information that can be tapped 
into. During a disaster the networks users create via their information sharing can be a 
crucial source of information to collect information on disaster impacts. 

 
Disaster risk management organizations are turning to social media to deliver important 
risk reduction, disaster preparedness, and crisis response and recovery information. 
Members of the public who subscribe to news feeds from these official social media 

 

6 Arsenault, Kimberly. 2016. Using Social Media in Emergency Management. EDM Digest. May 9. 
http://bit.ly/2S19dch. 
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pages receive the information communicated directly into their own social media page 
feed. They can repost this information on their own page, which reaches many more 
people who may not have been directly subscribed to the disaster management 
authority’s page. 

 
Public sector officials must have a pre-existing social media strategy in order to know 
how to utilize the channel to spread and gather important disaster-related information. 
Strategies may cover such topics as target audience, what information to communicate, 
who is responsible for maintaining the site, SOPs for responding to requests that come 
in through the page, and more. 

 

Case Study: India National Disaster Management Authority Facebook Page 
 

The Government of India National 
Disaster Management Authority 
established an official page on 
Facebook in 2011. In July of that 
year, the NDMO had only 48 
followers. Almost immediately, 
Indian citizens began engaging with 
the organization through this social 
media channel. One of these initial 
engagements, from July 12 of that 
year, was a question from a citizen 
asking, “Is there anything that we 
can do to contribute in our won small way?” Not only did the NDMO provide this person 
with information on how to communicate disaster awareness in her own community, 
other citizens engaged in the conversation to provide additional insight. 

 

By February of 2020, the site had over 282,000 followers. The organization used 
Facebook to provide information to citizens, and to engage on important topics. In 
January of 2020, during the early stages of the nCoV epidemic in China, the India 
NDMO made a Facebook posting with information about ways to reduce the risk of 
coronavirus infection. Within just 6 hours, the posting had been shared 43 times. As 
developments in the incident arose, the organization used this site to post information 
that individuals would find in their own feed, or which could be searched by anyone who 
did not follow the NDMO but who searched their page directly or searched for the 
coronavirus hashtag search term #coronavirus. A concurrent communication need 
related to exposure to cold weather (namely frostbite) was aired as a header on the 
page, explaining the nature of the risk and what could be done to address one’s own 
injuries or those that the saw in other people. 7 

 

7 India NDMA. 2020. National Disaster Management Authority, India. Facebook Homepage. February 3. 
http://bit.ly/2SfTWEB. 
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Case Study: Using Social Media to Identify and Counter Rumors 
 
California, located on the Pacific Coast of the United States, was struck in August of 
2014 by a 6.0 magnitude earthquake. The earthquake struck in the state’s well-known 
wine growing region, Napa Valley. Although the quake did not have a very large 
magnitude, it happened in the middle of the night and startled residents as far as the 
San Francisco Bay Area (75-120 km away) awake. 
 

There was an almost immediate increase in social media information related to the 
incident, particularly on Twitter. As information about the earthquake became available 
online, the hashtags #NapaQuake and #NapaEQ were broadly used by people in the 
affected area and those responding to the earthquake. Because electricity had gone 
out, and people did not have television to check the news, the Government of the City of 
Napa began using social media, namely Twitter, for engagement with citizens. 

 
 
 

Benefits and Challenges of Social Media Engagement 
 

Using social media for engagement has benefits and challenges. On the positive side, 
social media:8 

 

• Provides real time information sharing capabilities 

• Provides direct access to a massive network of citizens and organizations 

• Provides the ability to engage in 2-way communication with citizens 

• Provides an easy way for citizens to expand the reach of information by reposting 
or sharing 

• Enables the identification or rumors and false information that may be spreading 
through the community or the public 

 

Challenges associated with social media use include: 
 

• Not everyone uses social media, so there is still a need to use a blend of 
communication channels to reach these other people 

• Social media can make the spreading or rumors or false information much easier 

• There may be so much information moving through social media that the official 
message gets lost 

• Outdated or stale information can be hard to ‘take back’ once it is being spread 
beyond the posting organization’s control 

• Social media relies on power and internet infrastructure, access to computers, 
which are often impacted in a disaster 

 

 

8 UN Asian and Pacific Training Centre for Information and Communication Technology for Development and the 
Asian Disaster Preparedness Center. 2018. Reference Document on Social Media for Disaster Risk Management. 
http://bit.ly/2v07nRn. 
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Any post that includes a hashtag will 
come up in an indexed search of 
that hashtag. Soon after the 
earthquake, these top earthquake 
related hashtags began trending 
locally and across the world. As is 
often the case, popular hashtags 
become the target of malevolent 
individuals collectively titled 
“spammers” or “trolls” who attempt 
to sow discord or cause confusion, 
oftentimes to draw attention to their 
own unrelated messages or content. 
 

In the case of #NapaQuake, the 
misinformation efforts were notably 
troubling. Individuals were posting pictures of fatalities from different disasters and 
claiming that they had occurred in the Napa Earthquake. The images came with 
accusations that the United States military had caused the fatalities through negligence 
or misconduct. The material was both graphic and inflammatory and was taking away 
from the central response and recovery messages that local and national emergency 
management agencies were trying to communicate. 
 
Active hashtag filtering by emergency management organizations, and engagement 
with the social media platforms, was required to filter out content that originated outside 
of the country. Because most of these false postings were from outside the United 
States, this solved most of the problem. The tactic of location-based filtering of 
unrelated tweets remains a best practice for those attempting to monitor social media 
during disasters, but it is recognized that these spammers will evolve in their practices.9 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Image: Screenshots of public sector and citizen Twitter 
accounts following the 2014 Napa Earthquake. 
Source: Twitter, 2014. 

 

 
 

2.5.2 : Crowdsourcing and Crowdfunding 
 

With social media data mining, organizations cull through information that exists in the 
social media domain to find patterns. This is a very passive, indirect engagement 
strategy that has many benefits. However, it is limited to information or data, and in that 
regard limited to information and data that already exists in some accessible domain. 

 
There are cases, however, where the data that is sought does not necessarily exist. Or 
perhaps it is not data, but rather skills that are needed. Or even money or manpower. 

 

9 US Department of Homeland Security. 2018. Countering False Information on Social Media in Disasters and 
Emergencies. Science and Technology. March. http://bit.ly/2OopLdq. 

http://bit.ly/2OopLdq


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 404 

 

 

Case Study: Crowdsourcing the MH370 Wreckage Search 
 

One of the most widely publicized uses of crowdsourcing to address a disaster 
management requirement, which exemplifies the value of this engagement method, 

 
 

For these requirements, it is necessary to take a more direct approach to answer the 
question, complete the task, or solve the problem. 

 

The way that organizations have traditionally solved problems like this is to make an 
open call to the public, or to a defined community or group, to ask them for help. And 
there is now a name for this - crowdsourcing. 

 
As a concept, crowdsourcing is by no 
means new. What has made the act so 
effective, however, is the global 
connectivity of individuals and 
organizations that the internet – namely 
social media – has enabled. 

 

The internet has profoundly expanded the 
scope and reach of such efforts in ways 
that were unimaginable just 15 or 20 years 
ago. Organizations and groups are using 
the Internet and its vast search and 

 
Image: Screenshot of the NYCSevereWeather 
Crowdsource Mapping Platform that allows New York 
City residents to report disaster damages by location 
and type. Source: NBC News, 2011. 

connective capabilities to gather and disseminate data, to support overloaded 
infrastructure that cannot provide ample services in an emergency, and to fund 
important projects.10 

 

In fact, organizations are finding that through crowdsourcing, the public is equipped to 
assist on a broad range of challenges. For instance: 

 

• Labelling objects on photographs 

• Sharing information 

• Reporting on incidents and events 

• Providing sentiment on an issue 

• Voting on a course of action 

• Brainstorming ideas 

• Providing distance work 

• Designing new products 

• Strategic planning 
 

 
 

10 International Telecommunications Union (ITU). 2019. Disruptive Technologies and Their Use in Disaster Risk 
Reduction and Management. ITUGET 2019 Background Document. http://bit.ly/2Lu3j2G 
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occurred when Malaysia Airlines Flight 370 disappeared in 2014. The plane vanished 
without a trace during its flight from Kuala Lumpur to Beijing. With little information 
about the actual route that was followed, rescuers turned to satellite imagery. Flyovers 
using aircraft were also conducted, but these were limited in how much they could see, 
cost money, and put lives at risk. Satellite imagery provided much of the same benefit. 
The problem was that there was so much imagery to comb through in the search – 
literally tens of thousands of square miles. 

 
To address the task, an 
organization that crowdsources 
satellite photo interpretation 
called Tomnod initiated an 
event-based crowdsourcing 
effort. The goal was to recruit 
volunteers to scan city-block 
sized images of post-event 
ocean surfaces that were of 
high enough resolution that 
airplane debris would be 
identifiable. The task itself was 
an easy one – look at the photo 
and mark anything that needs 

 

 

Image: Screenshot of the Tomnod MH370 search platform. 
Source: Tomnod, 2014. 

further interpretation. The problem was in the amount of imagery that existed, and the 
need to have some redundancy in checking to make sure that nothing was inadvertently 
missed by one person (in other words, there was too much of a risk of missing 
something if a particular block of satellite imagery was taken out of the inventory after 
being cleared by a single searcher.) 
 
By turning to the internet, namely social media, Tomnod was able to recruit the 
assistance of more than 3 million volunteers. People could help in the search from 
anywhere in the world. The system provided the ocean imagery in such a manner that 
each image was viewed by at least 30 different volunteers. This method negated the 
need to search these areas using airplanes, drones, or other much less cost-effective 
search methodologies. And because satellite imagery sees huge swaths of ocean 
surface at once and takes a snapshot of that area, it is less likely to miss something that 
is moving in a current as might happen with an airplane or helicopter-based search 
effort.11 

 

Technology to support crowdsourcing is not limited to work that can be conducted 
online. Crowdsourcing calls for support through social media, or the use of 
crowdsourcing applications, can produce a data or work-related benefit in the ‘real 

 

11 Merelli, Annalisa. 2014. Using Crowdsourcing to Search for Flight MH370 Has Both Pluses and Minuses. Quartz. 
March 15. http://bit.ly/3b2PIZQ. 
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world.’ For instance, crowdsourcing sites can be used to staff and organize flood 
cleanup efforts, provide shelter assistance, promote ride sharing, and more. Even 
rescue has been crowdsourced using web platforms created for that purpose. 

 

Case Study: Crowdsourcing Flood Resilience 
 

Video: Crowdsourcing Flood Resilience 
 

• Video Length: 1:53 

• Video URL: http://bit.ly/39xnsgs 
 

Tanzania experiences flooding in its urban centers during the first few months of each. 
Coinciding with the annual rainy season, flooding causes losses of property, 
infrastructure, and life. Studies conducted by the World Bank have tied increasing flood 
risk to soil erosion and sedimentation. Together, these two phenomena have had 
severe impacts on river-side settlements, many of which are informal and characterized 
as low-income. 

 

To analyze the extent of erosion along the river and better visualize the impact of 
potential interventions, the Tanzania Urban Resilience Programme, a DfID-funded 
initiative jointly implemented by the World Bank and the Government of Tanzania, 
conducts flood modelling for the city of Dar es Salam. With accurate flood models, 
decision makers will be better able to design sustainable solutions. The key challenge 
has been the fact that soil data is old and therefore often irrelevant or inaccurate. 

 

Traditional programs used to address these data problems, which employ international 
expertise, are generally very expensive. The World Bank Urban Resilience Team 
supported a more cost-effective alternative that uses citizen science to collect data. A 
team of 16 young professionals and students is leading the initiative, adopting open web 
applications and simple measurement tools for the physical collection of samples. 
Volunteers go to designated spots on the map and collect soil samples with specialized 
“open data kits”. They take these back home or to a laboratory and dry them out, and 
then collect a standard set of data to report for the sample location. 

 

As of May 2019, samples had been gathered from 643 strategic points across Dar es 
Salaam, covering an area of over 2,752km². The samples enable the building of 
profiles, which allow disaster risk management officials to know which areas are most 
susceptible to erosion, which are experiencing the most erosion, and how this 
influences flooding and river dynamics. The data that has been collected has been 
made open and free for public use. 

 

Together this data will produce a soil map that informs a comprehensive sedimentation 
study of Dar es Salaam, and the actions that need to be taken regarding urban 

http://bit.ly/39xnsgs
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Case Study: Crowdsourcing Temporary Shelter 
 
Airbnb, Inc. is an online marketplace for arranging or offering lodging, primarily 
homestays, or tourism experiences. The company does not own any of the real estate 
listings, nor does it host events; it acts as a broker, receiving commissions from each 
booking. This is purely for-profit enterprise that operates in most countries. 

 
In 2012, in the aftermath of 
Hurricane Sandy in the 
United States, AirBNB 
sought to support disaster 
victims using the resources 
the company had access to 
– housing. The company 
created a distinct 
crowdsourcing platform that 
encouraged and enabled 
owners of rental units 
registered to the AirBNB 

 

 

Image: Screenshot of the AirBNB Open Homes website during the 
2019/2020 Australia Wildfires. Source: AirBNB, 2020. 

site to offer their properties free of charge (on a temporary basis) to people who had 
been displaced or otherwise impacted by the disaster. The site is called Open Homes. 
 
Today, Open Homes has been expanded such that the program may be used to 
support a large range of impacted populations, including evacuees, relief workers, 
medical patients, refugees, and asylum seekers. When a disaster occurs, the site 
creates a special link that limits the housing search to those properties that will support 
disaster-impacted people. The company also allows for people who do not normally 
rent property on the site to provide space nonetheless. The only requirements to 
support sheltering needs are a spare room, house, or apartment; beds; basic amenities 
and toiletries; and availability for at least two nights. The company supports the effort 
by providing full time technical assistance, insurance for any damage or loss that occurs 
to the property up to US$1 million, and a screening of applicants (and volunteers) to 
help minimize risk. 
 
The company partners with several disaster-focused NGOs to support disaster- 
impacted populations and maintain the program. These include Mercy Corps, 
International Rescue Committee, Bone Marrow and Cancer Foundation, and more. The 
company also supports many applicants in need of free homes by covering the paid 

 

12 World Bank. 2019. In Tanzania, Citizen Scientists Help Reduce Flood Risk with Soil 

Sampling. May 15. http://bit.ly/2x2LQZ3. 

development around the Msimbazi River. This will help with planning of such things as 
tree planting, landscaping, land use, and much more.12 

http://bit.ly/2x2LQZ3
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Case Study: Crowdsourcing Rescue 
 

Most emergency services (fire, police, EMS) agencies are staffed and equipped to 
manage what a community will see on a standard day. There may be policies to bring 
all staff in to work if a large event occurs, but this is still limited to what would be needed 
to cover all weekly shifts – there is rarely a standing ‘army’ of workers. When a disaster 
occurs, what staff can be reached are still unlikely to have the capacity to manage 
search in rescue if the event is wide-reaching. Whether a flood, tornado, earthquake, 
landslide, or many other types of disasters, those who are trapped and need rescue will 
almost certainly outnumber the 
official responders that are there to 
help them. The result is an 
inevitable delay in rescue, which 
can be a fatal consequence for 
people who are trapped or injured. 

 

In 2017, Recognizing that the 
general public is the most prolific 
source of search and rescue 
assistance, a Texas, USA-based 
citizen quickly built a 
crowdsourcing site that connected 
those willing and able to perform 
rescues with those who needed 

 
 
 
 
 
 

Image: Screenshot of the Crowdsource Rescue volunteers and 
rescue requests during Hurricane Irma, 2017. 
Source: Crowdsource Rescue, 2020. 

immediate help. Within one month of being created, the site facilitated the rescue of 
more than 7,000 people. By the time the event was closed out, the site had connected 
18,000 individual volunteers with 49,000 people who required assistance. 

 

The site works much like commercial brokerage sites, but without the commercial 
purpose. As such, there are two possible avenues of engagement: one that is designed 
for people who wish to volunteer their assistance, and another for people who require 
assistance. Volunteers on the Crowdsource Rescue site include official responders, 
such as fire, police, or EMS workers, but also unaffiliated volunteers who annotate their 
profile with location and skills-based data. The site uses AI to connect responders that 

 

13 AirBNB. 2020. What is Open Homes? http://bit.ly/3aS4dzn. 

costs of renting in a fee-for-service apartment or room on the site if there aren’t no-cost 
rooms available at the time. When a disaster occurs, AirBNB establishes a specialized 
link that enables those in need of emergency housing to request assistance and permits 
those who have available housing to register it as a potential in-kind resource. The site 
also identifies where emergency housing is most needed, though it can be offered 
anywhere, and the website AI systems make the most appropriate match for a person 
requesting.13 

http://bit.ly/3aS4dzn
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Crowdsourcing Engagement Models 
 

There is no task too small nor is there an upper limit to the amount of work, need, or 
effort that can be sourced out to an engaged public. The challenge is more in finding 
the right platform for such engagement. Crowdsourcing of information can be achieved 
with something as simple as an online survey platform or a cloud collaboration tools 
(e.g., an online database), or going to the opposite side of the spectrum, through the 
development of a novel, newly designed mobile or web application. The decision 
ultimately comes down to what crowd-based assistance is required, how large the effort 
will be, who the audience is, and what the technical capabilities are of the organization 
or entity that is leading the crowdsourcing drive. 

 

 
Efforts have been made to classify the different crowdsourcing models that are often 
used. This is an imperfect classification system because there are so many variables 
that define the expansive crowdsourcing sector. This includes the purpose of the effort, 
the magnitude of the effort, the audiences that are targeted, and more. 

 
 

14 Crowdsource Rescue. 2020. Crowdsource Rescue About Page. Crowdsource Rescue Website. 
http://bit.ly/2S6aSNZ. 

have been vetted with impacted people. Once a rescue has occurred, the request is 
marked as complete and the rescuer that assisted becomes available for another 
request. 
 
Since 2017 the system has been used in 17 disasters. Assistance has included rescue, 
early relief (e.g., provision of food and water), evacuation, and long-term recovery. 
They system can also be adapted to any environment or organization, such as an 
existing organization that already has a cadre of registered volunteers.14 

http://bit.ly/2S6aSNZ
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Case Study: Crowdsourcing Map Details 
 

• Video Length: 1:51 

• Video URL: http://bit.ly/38Q4LUG 

 
 
 

One of the greatest benefits of crowdsourcing through the internet is that, for many 
tasks, inclusivity is limited only by access to the platform. Because the global public is 
becoming increasingly connected to data networks and people are using digital 
technologies to a growing degree, this method of engagement helps to draw in an 
audience with much more diverse backgrounds, skills, experience, and perspectives. 
This helps to develop a greater range of ideas and innovations. It also simplifies the 
administrative processes associated with registering and matching volunteers and aid 
recipients.15 

 

For disaster risk management, crowdsourcing has already proven itself to be an 
extremely useful technology. Individuals have long been asked to refrain from 
descending on a disaster scene because of the chaos that can ensue when they do. 
But the fact is, people often have more to offer than their money, and crowdsourcing 
provides people with an opportunity to address those many unmet demands – 
oftentimes in ways that those demands would otherwise not be possible to achieve. 
People who have the knowledge and skills – or perhaps just the time and resources – to 
accomplish a task are geographically dispersed throughout a community, a country, and 
the world. Crowdsourcing technologies bring them to the disaster scene with a 
purpose, whether physically like with rescue- and response-related programs or virtually 
such as occurs with image interpretation (for instance) – and sometimes a mix of the 
two as occurs with damage assessment crowdsourcing efforts. 

 
Reducing the risk of threats entails the ability to assess and monitor risks. Low-cost, 
open-source, ad hoc sensors managed by citizens are being used to an increasing 
degree to complement official monitoring networks (for example, river gauges and 
seismographs). For instance, one successful project called on citizen volunteers help 
track air quality by installing gauges outside their homes that generated and transmitted 
data to a central database (a practice known as citizen science, which is addressed in 
detail later in this section). Citizens also provide crowdsourced information, commonly 
known as volunteered geographical information (also covered later in this section), in 
the form of time-stamped and geolocated photographs and social media updates. 
Smartphones equipped with sensors (e.g., cameras, accelerometers, and microphones) 
can easily be used to conduct monitoring and observation.16 

 

 
 

15 Deloitte. n/d. What is Crowdsourcing? http://bit.ly/2tCmdgC. 
16 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 
communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U. 

http://bit.ly/38Q4LUG
http://bit.ly/2tCmdgC
http://bit.ly/2lCq48U
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With the wide availability of open mapping programs like google maps, street maps, 
yahoo maps, and others, online map resources exist for almost all parts of the world. 
As helpful as it is to have these maps, they are often outdated or lack important details 
or granularity as required to launch and/or manage an effective disaster incident 
response. In order to address inaccuracies or deficiencies in existing digital maps, a 
partnership that includes the American Red Cross, the British Red Cross, Médecins 
Sans Frontières–UK, and the Humanitarian OpenStreetMap Team launched the Missing 
Maps project in 2014. 

 

The Missing Maps project enlists the help of volunteers who increase map accuracy and 
detail by adding information relevant to a crisis or emergency. There are multiple ways 
that this can be done. For one, a map will be very ‘flat’ without digital information that 
informs a system about what exists, such as homes, stores, infrastructure, or other 
features. Volunteers look at satellite imagery that corresponds to existing maps and 
provide data about objects and facilities that may be coded into the map (e.g., the 
location of homes). Volunteers can also provide the footprint of homes and buildings, 
which can be used to assess needs when combined with predicted or actual disaster 
exposure (e.g., flood extent), or can be used to determine where damages have 
occurred. And finally, volunteers can look at old and new remote imagery to 
characterize changes in the environment or development which can be coded into the 
map. The focus of all of these efforts is to support the most vulnerable places, which 
are the least likely to have detailed maps and the most likely to suffer a major disaster. 
The aim is to enable relief and response agencies to be able to aid impacted 
populations more quickly. 

 

The program divides tasks into stages. In the first stage, volunteers called ‘armchair 
mappers’ use satellite imagery to create objects and features on digital maps. They add 
roads, buildings, rivers, and other features to make the map more useful. The second 
stage involves working with local groups and other community stakeholders who add 
even more detail about roads and buildings. This step includes a training component so 
that a range of community stakeholders can participate, making the map more inclusive. 
And the third and final stage includes data validation and an inclusive effort to input 
project-specific information from a wide range of development and resilience 
organizations who together produce a better planning tool that likewise supports 
coordination. 

 

The program supports both pre- and post-disaster programming. It also helps to involve 
crowdsource volunteers from both within the community and throughout the world. 
Anyone who wants to help can go to the mssingmaps.org website and download the 
software to become an armchair mapper. To date, over 29,000 volunteers have 
provided support, mapping over 600,000 km2 in 29 countries.17 

 

17 MapSwipe. 2020. Volunteers Mapping the World’s Most Vulnerable. MapSwipe Website. http://bit.ly/2O7oCa3. 

http://bit.ly/2O7oCa3


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 412 

 

 

 
 
 

Case Study: FEMA Crowdsourcing Unit 
 

• Video Length: 0:37 

• Video URL: http://bit.ly/398RCpM 
 

One of the primary challenges facing first responders in a disaster is the prioritization of 
assistance. To better dedicate resources where they are needed, the US Federal 
Emergency Management Agency (FEMA) created a special Crowdsourcing Unit to 
support the efforts of information volunteers and to better capture and synthesize 
information posted to social media outlets. 

 

FEMA has found that crowdsourced information, including information drawn from social 
media, is generally accurate, timely, and useful. To capitalize on this information 
resource, the agency invested resources into development of a Crowdsourcing Unit and 
developed a strategy to leverage information from different crowdsourcing networks into 
decision-making tools not only for the national-level effort but also in support of sub- 
national and local agencies. 

 

During disasters, the Crowdsourcing Unit facilitates daily coordination calls that serve as 
a collaborative forum where crowdsourcing stakeholders and volunteers report on 
activities, share data collection methodologies, and distribute products across the 
group. FEMA developed a Digital Volunteer Network (DVN) in support of the Unit, which 
includes a data-sharing platform and which allows emergency managers to identify and 
use the skills of public volunteers can leverage the efforts of DVNs who provide 
exponentially more robust capabilities than any single emergency management agency 
could expect to provide. The Unit supports several crowdsourcing efforts, which include: 

 

• The FEMA App, which has a ‘disaster reporter’ feature that allows users to upload 
GPS-enabled photos to support assessment 

• The FEMA Social Hub, where users can go to view social media posts from trusted 
emergency management professionals, with a focus where disaster events are 
occurring 

• Site-specific social media channels, such as Facebook and Linked-In, which support 
engagement with the public and allows people to sign up for information feeds 

 

Since it was created, the Crowdsourcing Unit has been used in all major disasters. 
Requests for crowdsourced products are generated based on information gaps, which 
have been identified as critical to understanding the situation or informing a decision. 
During disaster activations, the unit maintains digital communication channels and hosts 
daily coordination calls with the DVNs to communicate disaster response priorities, gain 
situational awareness of DVN crowdsourcing efforts, and facilitate critical information 
sharing. The unit supports the integration of crowdsourcing efforts with the agency’s 
own efforts to produce interactive, real-time maps (such as a map that displays where 

http://bit.ly/398RCpM
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Crowdfunding 
 

The web-based resourcing methods described in 
this section have thus far described the ways that 
they can be used to inspire and facilitate the 
assistance of volunteers (whether remote or in 
person). Crowdsourcing can also be used for 
generating financial resources. This is no different 
than what was previously discussed, other than that 
it is a specific form of assistance in that the action 
volunteers make is to donate cash. This special 
subset has been titled ‘crowdfunding’. 

 
Digital technologies have provided several new 
ways for people to donate to causes, including 
disasters. Whether by text message, banking applications like PayPal or Apple Pay, 
through existing commercial websites (e.g., through Amazon.Com or Alibaba.Com), or 
through dedicated crowdfunding platforms like GoFundMe, technology is linking people 
and their money to causes everywhere in the world. It is also enabling organizations 
and communities to have their story heard in ways that otherwise would have been 
dictated by the mass media. Nonprofit organizations that rely for most or all their 
operating expenses on donations are using technology to inspire donations through 
stories told in pictures, videos, and blogs that technologies like social media and web 
advertising have enabled. 

 
As disaster philanthropy shifts to online giving through crowdsourcing, disaster risk 
management stakeholders have no choice but to shift with it. And individuals have 
taken charge as well, creating their own crowdfunding appeals to draw donations on the 
most hyper-local level – the personal level. 

 
 

18 Executive Office of the President of the United States. 2019. Implementation of Federal Prize and Citizen Science 
Authority: Fiscal Years 2017-18. Office of Science and Technology Policy. June. http://bit.ly/36iM1eH 
19 FEMA. 2019. Crowdsourcing Support for Disaster Response. FEMA Crowdsourcing Unit. http://bit.ly/31kZ5PU. 

public sector and NGO Search and Rescue teams are active). 
 
In response to Hurricane Maria in 2017, the Crowdsourcing Unit coordinated with 6 
DVNs, engaging more than 5,700 volunteers to produce 10 crowdsourced products. For 
example, in one case crowdsource volunteers reported on the operating status of 
hospitals in Puerto Rico and integrated this data with near real-time road and bridge 
statuses on a live map. These products provided emergency managers with an 
understanding of the impacts to medical facilities and the transportation network 
connecting the facilities days before official sources were able to, informing resource 
prioritization18,19. 

http://bit.ly/36iM1eH
http://bit.ly/31kZ5PU
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Case Study: Individual Fundraising Using Crowdfunding Platforms 
 
GoFundMe is a crowdfunding site that was created in 2010 that focuses on a range of 
fundraising motivations including personal, business, and charitable causes. It provides 
a user-friendly, very easy to use platform through which anyone with an internet- 
connected device is able to establish and operationalize a fundraising campaign. The 
platform costs nothing for the individual or organization conducting the campaign; a 2.9 
percent transaction fee is charged for every donation, and depending on the currency of 
the campaign, a transaction fee may also be charged. 
 
Using the GoFundMe platform, individuals can easily design and launch a financial 
appeal, which any individual or organization can support using a range of payment 
options, from anywhere in the world. They can raise money for their own needs, or start 
a campaign to support another person, family, community, or other funding target. 
Campaigns are often post to social media platforms, where they can be shared among 
social networks. 

 
 
 

As far back as 2010, more than US$40 million was donated using text messaging. 
Today, there are almost 200 crowdfunding platforms in the United States alone, and 
over 270,000 people employed in the US crowdfunding industry. Globally, over US$34 
billion was raised through crowdfunding for all purposes in 2018, and that number is 
expected to reach over US$300 billion by 2025 given increasing trends. Habitat for 
Humanity, just one disaster-related organization, raised over $14 million through online 
crowdfunding in 2019 alone.20 The availability of mobile payment systems plays a large 
part in the success of crowdfunding success, and several relief agencies have even 
gone as far as to accept crowdfunding donations in cryptocurrency.21 

 
What constitutes crowdfunding is still a debatable distinction. Where fundraising for 
disasters has changed most significantly as a result of crowdfunding technologies is that 
individuals are able to facilitate their own recovery by appealing to the broader global 
community by issuing a direct appeal for assistance using crowdfunding platforms. For 
instance, a family that has lost their home can tell their story on a crowdfunding site and 
request a specific among of financial assistance to address their needs. The 
crowdfunding platform provides the technological capability for people to donate to the 
cause, typically from anywhere in the world. If that particular appeal is socialized 
because of either awareness through word of mouth or advertising, because it was 
featured in the mass medio, or simply because it was shared through social media in a 
‘viral’ manner, then individual donors will be able to fund that cause very easily. 

 

 
 

20 Fundly. 2020. Crowdfunding Statistics. Fundly Blog. http://bit.ly/2RZ1RWS. 
21 International Telecommunications Union (ITU). 2019. Disruptive Technologies and Their Use in Disaster Risk 

Reduction and Management. ITUGET 2019 Background Document. http://bit.ly/2Lu3j2G 

http://bit.ly/2RZ1RWS
http://bit.ly/2Lu3j2G
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2.5.3 : Volunteered Geographic Information (VGI) 

 
One crowdsourcing method that is particularly 
useful in both the pre- and post-disaster 
contexts is Volunteered Geographic 
Information, or VGI. With VGI, crowdsourcing 
information volunteers provide information that 
contains a geospatial component. It supports a 
variety of response-, recovery-, and resilience- 
based activities that have a strong spatial 
basis, including land use management, urban 
planning, disaster management, and many 
others. 

 

In some cases, VGI is supported through an 
open-access online mapping application that 
allows individuals with varying mapping 
expertise the capacity to provide information in 
the geospatial context (and which therefore 
drives the generation of a populated map). 

 
 

 
Image: Shakemap of a small earthquake in the 
California Bay Area, USA, generated using VGI. 
Source: USGS, 2019. 

Examples of very open VGI platforms that are in widespread use worldwide include 
OpenStreetMap and WikiMapia. However, in most cases the GPS or other positioning 
capabilities of sensors manage the geospatial content for the information provider. 

 
What distinguishes VGI from the broader crowdsourcing domain is the mapping focus. 
Information is linked to a specific point on earth. Increasing user-friendliness and 

 

 

22 GoFundMe. 2020. About GoFundMe. www.gofundme.com. 

GoFundMe is often used to fund the costs associated with recovery following a disaster. 
Examples of projects for which appeals have been launched on the site include 
repairing or rebuilding homes, paying for medical treatments, providing operating 
expenses, and other purposes. Individuals have also used the platform to raise funds 
with a general goal of supporting victims of disaster in a geographic area. Today, 
GoFundMe supports over 100,000 disaster and emergency related campaigns each 
year, raising approximately 230 million dollars across them all. In 2020, during the 
Australia Wildfires, American celebrity Ellen DeGeneres used the site to launch a 
campaign to raise money to support community recovery. A goal of US$5 million was 
set for the effort, and within 3 weeks almost $2 million was raised. The site has also 
been used for many more small projects such as repairing property, supporting animal 
rescue, funding volunteer responder expenses, and more. Many raise no more than 
$500 to $1000, but collectively this amounts to millions of dollars.22 

http://www.gofundme.com/
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intuitiveness of modern geographic information systems have brought this highly useful 
crowdsourcing form into reach for a much wider audience of practitioners. 

 

There are several advantages to crowdsourced map products, the most obvious of 
which is time and cost savings that can be achieved. It is true that AI can be used to 
create maps from satellite imagery, but AI often fails to distinguish correctly between 
different types of buildings or natural features. There may also exist problems with 
image quality that reduces the accuracy of AI analysis, or obstructions like cloud cover 
that leave data gaps. And imagery is a snapshot in time that does not account for the 
rest of the 24-hour period, or other days of the week or months of the year, when 
conditions may differ. With VGI, it is more likely that ‘local and indigenous knowledge’ 
will be accounted for in the mapping product, thereby adding considerable context that 
increases its accuracy and utility. 

 
VGI is not without challenges, however, and there are risks that must be considered. 
The most obvious of these risks is uncertainty regarding the accuracy of information that 
is largely provided by volunteers – sometimes without any attribution. Whether by 
accident or with intent, contributors do make mistakes, and these can have varying 
levels of impact on the final product. For instance, objects may be annotated as 
something they are not, or they may be positioned in the wrong physical location. This 
can have drastic implications in a community mitigation or development plan. As such, 
there needs to be a balance between the need to develop a map quickly and 
economically with the need to have very accurate results. It is worth noting that studies 
have shown that concerns about VGI inaccuracies are largely unfounded, and 
compared to official maps VGI is as accurate or in some cases more accurate.23 
Another risk is that a VGI map will be biased towards the knowledge and interests of 
those associated with the project or with the means to participate. If data is generated 
using smart phones, or communicated through social media, then certain populations 
such as the elderly, the young, or the very poor may not have their knowledge or 
concerns addressed. 

 

VGI Applications 
 

In addition to geolocation data, VGI can include 
other metadata such as date and time. Temporal 
distinctions in data allows analysis of emerging 
hazards or population and hazard trends. The 
range of data forms that include VGI continues to 
expand, examples of which include time-stamped 
and geo-located photographs, social media 

 

 
Image: Flood vulnerability map of a community in 
Nepal showing flood levels in a recent flood (in 
blue) and elevation of homes (in red). Source: 
Liu, Wei, Sumit Dugar, Ian McCallum, and Puja 
Sakya. 2018. Integrated Participatory and 
Collaborative Risk Mapping for Enhanced 
Disaster Resilience. International Journal of Geo- 
Information. February. No.7, V.2. 
Source: Crowdsource Rescue, 2020. 

 
 

23 Center of Excellence for Geospatial Information Science (CEGIS). n/d. Volunteered Geographic Information (VGI). 
US Geological Survey. https://on.doi.gov/2GnLHAN. 

https://on.doi.gov/2GnLHAN
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Case Study: VGI for Hazard Exposure Mapping 
 
Exposure mapping for the landslide hazard, and likewise risk assessment for that 
hazard, is often determined using maps of topography and soil type. However, the 

 
 

updates, micro-blogs, survey responses, incident 
reports, interviews, voice recordings, and others.24 
Oftentimes it is the goal of the project that dictates 
the technology. For instance, imagine a community 
that hopes to mitigate flood risk by ensuring 
culverts and drainage ditches remain clear of 
debris. The community can create a platform that 
allows participants to take a picture of stormwater 
management network blockages and text them to a 
certain phone number. Although the volunteer 
does not necessarily view the map-based reporting 
system, these reports are presented in map format 
to allow for identification of problems and 
prioritization of efforts (and to identify where 
clusters of blockages or problems are). 

 

Remember that hazard risk is driven first and foremost by exposure, and that 
vulnerability is of little consequence when there is absolutely no chance that the disaster 
risk to which a population or person is vulnerable has no chance of impacting them. 
Preparedness, mitigation, and prevention efforts on a community or country level must 
be able to account for the spatial distribution of hazard exposure, but they often assume 
a certain amount of inaccuracy due to the lack of granularity required to make house by 
house, or facility by facility determinations of risk. But this isn’t to say such 
determinations cannot be made.  For certain hazard types, in fact, VGI is highly 
effective at supporting mapping products that are much more accurate than computer 
models or interpretation of other mapping tools (e.g., topography) can produce. 

 

VGI can also be used in this manner for mapping vulnerability. Exposure does not 
automatically translate to consequence. It is vulnerability that determines whether an 
exposed person or structure is likely to incur any negative consequences if the event 
related to the hazard does occur. For instance, if two homes are in the floodplain, and 
one is elevated 20 feet while the other is built on a concrete slab, a flood with a depth of 
10 feet is only likely to destroy one of those two homes. Structure by structure 
assessments of vulnerabilities that have associated spatial information can help 
planners to prioritize mitigation and estimate likely damages in future events. 

 

 
 

24 Doyle, Cathal, Li Yevgeniya, Markus Luczak-Roesch, Dayle Anderson, Brigitte Glasson, Matthew Boucher, Carol 
Brieseman, Melissa Coton, and Dianne Christenson. 2017. What is Online Citizen Science Anyway? An Educational 
Perspective. http://bit.ly/2RIjERX. 

http://bit.ly/2RIjERX
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accuracy of such assessments can be increased significantly by incorporating 
information on historical landslide events because this helps to validate data and 
increase the utility of planning assumptions. Unfortunately, there is a lack of information 
globally on the occurrence, severity, and timing of landslides. Although landslides occur 
frequently, many landslides go unreported by newspapers or are grouped together with 
other natural hazards. The result is that planners don’t necessarily know when 
landslides have occurred and how severe they were as tracking has not typically been a 
matter of practice – especially when events did not happen to impact people or 
infrastructure. In order to capture such data for the purpose of increasing hazard 
mapping accuracy and utility, the US National Aeronautical and Space Administration 
(NASA) developed a VGI landslide reporting platform. 

The platform, called 
Landslide Reporter, is web- 
based. It invites citizens to 
report when they witness or 
hear credible information 
about multiple mass- 
movement events, including 
landslides, mudslides, 
rockfalls, and others. The 
platform transfers that 
information to the NASA 
Cooperative Open Online 
Landslide Repository 
(COOLR), which has become 
the largest open global 
catalog of landslide events. 

 

 
Image: Screenshot of the NASA Landslide Reporter map 
Source: NASA, 2020. 

The system works as follows. When a citizen hears about a landslide from a verifiable 
source (e.g., local news station) or they witness the landslide in person, they access the 
reporting website and provide information about its location, date, time, type, trigger, 
consequences (fatalities and/or injuries), and the environment surrounding the 
landslide. Only the location and source of the event are required to complete the 
submission, which is reviewed by NASA staff for accuracy and then added to the 
repository, which is made accessible to the public. The system uses AI and machine 
learning to incorporate real-time precipitation data to accurately prediction (‘nowcast’) 
when landslide risk arises. Moreover, the data can be downloaded for planning 
purposes. 
 
The goal of the Landslide Reporter program is: 
 

• To improve the quality and quantity of global landslide data 
• To be a tool and resource for local communities to use to monitor and research 
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Case Study: Ushahidi VGI for Situation Assessment 
 
Ushahidi is a VGI crowdsourcing platform that was first used to map crisis response but 
which has now been expanded for use in many sectors. The platform was first 
developed in 2008 in Kenya when violence erupted in the aftermath of the elections that 
year. Despite that there was common knowledge among the population that violence 
was occurring, there was almost no way to understand or appreciate exactly where it 
was happening. To address this, a group of software developers joined together and 
created a VGI mapping platform called Ushahidi (which means “testimony” in Swahili). 
In this first use of the technology, it was designed to enable Kenyan citizens to map 
incidents of violence as they happened, which enabled a common situational 
awareness of the crisis among members of the public. 

 

 

 
 

VGI has also been used to identify emergencies and disasters. It has been used to 
capture information on the extent of developing situations (e.g., wildfires or disease 
breakouts), or to assess damages and needs. Crowdsourced disaster-related reports 
that have a VGI component are those that include spatial data. This data is compiled 
either by the system administrators or by the system itself in order to transform it into 
real-time interactive digital mapping tools that can be used for operational purposes. In 
some cases, the maps are also provided back to the public as a means of information 
sharing. 

 

 
 
 
 
 

25 Executive Office of the President of the Unitd States. 2019. Implementation of Federal Prize and Citizen Science 
Authority: Fiscal Years 2017-18. Office of Science and Technology Policy. June. http://bit.ly/36iM1eH 

landslides 

• To support collective landslide reporting during disasters 

• To be an educational resource to increase the public’s awareness and knowledge 
about landslides as a hazard 

 
Prior to this VGI program NASA had captured information on landslides by searching on 
Google Alerts. This program has enabled data to be amassed from many more 
sources, including local firsthand accounts, reports in non-English languages, and 
points from other inventories. This has helped to decrease biases in data collection of 
NASA engineers and staff and has increased the amount that local knowledge supports 
the project (and thus increased accuracy). It has greatly increased the amount of data 
collected as well. And finally, it is credited with increasing awareness and education 
about landslides as a natural process and natural/man-made hazard. 
 
Landslide Viewer can be accessed at: https://landslides.nasa.gov/viewer25 

http://bit.ly/36iM1eH


Risk-Informed Governance and Innovative Technologies for 
Disaster Risk Reduction and Resilience Toolkit 

Page 420 

 

 

 
 

Recognizing that under the insecure and tenuous circumstances of the crisis that 
citizens will have limited capacity to support a VGI effort, the four original developers 
enabled reporting using either SMS text or web-based submission. Reports were 
geolocated and timestamped, and alerts 
were triggered to anyone worldwide who 
was tracking the system.  Ushahidi created 
a fully citizen-driven system for situation 
assessment that gave people a way to 
understand what was happening and where 
it was happening so that they could make 
more informed decisions that helped them 
to keep themselves and their families safe. 
By the time the crisis had ended, over 
40,000 reports had been submitted, verified, 
and triaged. 

 

The success of that initial deployment 
created an awareness of the capabilities of 
VGI technology, and Ushahidi began to be 

Image: Screenshot of the Ushahidi ‘QuakeMap’ 
created by Kathmandu Living Labs 
Source: Ushahidi, n/d. 

used on other types of crises. Since the first deployment in Kenya, it has been used 
more than 150,000 times in over 160 countries, crowdsourcing more than 50 million 
reports. The options for providing mappable data have expanded to include email, 
social media platforms like Twitter, surveys, and others. 

 

The platform itself is deployable by any organization that wishes to create the incident- 
specific link. When Nepal was struck by a magnitude 7.8 earthquake in April of 2015, 
killing more than 9,000 people and injuring over 23,000, Kathmandu Living Labs 
initiated a deployment of Ushahidi to begin collecting and tracking crisis-related 
information. 

 

The goal of this particular effort was to utilize VGI to match the needs of impacted 
individuals and communities with the resources from governmental, nongovernmental, 
and other groups. As reports were made, they were displayed on an interactive map 
that was open to the public, which could be used by response organizations. A total of 
2031 reports were made in this incident, of which 1289 were deemed actionable. 
Examples of incidents that were reported are the need for rescue from 18 trekkers 
(stranded by multiple landslides); and a village cut off from the outside world with no 
access to clean water. Because of the reports made through Ushahidi, the trekkers 
were evacuated within 48 hours of having made the report, and the village received 
assistance with clearing the blocked roads and the installation of new water 
infrastructure.26 

 

 

26 Ushahidi. n/d. Quakemap. Ushahidi Case Study. http://bit.ly/36QM2XT 

http://bit.ly/36QM2XT
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VGI is not always an active form of engagement. In other words, there are people who 
are not necessarily aware that they are contributing to some larger or more organized 
effort to coordinate data. Geographic content can be mined from social media feeds 
that have geographic tags, as was demonstrated with the maps of twitter hashtags. 
Mobile and other devices that attach metadata to images, videos, and recordings (and 
other sensing output) that includes geo-reference data will support VGI efforts where 
those sensing outputs are posted in a public domain (like Twitter). 

 
 

2.5.4 : Citizen Science 
 

Citizen science is a scientific 
application of crowdsourcing that has 
been used to support research and 
practice for more than 300 years. 
The core concept behind citizen 
science is that members of the public 
are enlisted as volunteers27 to 
actively engage with professional 
scientists or practitioners in scientific 
work. It has been defined as “the 
practice of public participation and 
collaboration in scientific research to 
increase scientific knowledge.”28 
Usually this participation is done as 
an unpaid volunteer. It is 
nonetheless a very active mode of 
participation in that the participating 
members of the public are not only 
aware of their contributions to the 
effort, but in fact it is the goal of their 
efforts. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Image of citizen scientist using the NASA GLOBE Observer 
Citizen Science app. The initial release of the app allows users to 
collect observations of clouds, which are a critical part of the 
global climate system. Additional types of observations are 
planned for GLOBE Observer, including land cover and the 
identification of mosquito larvae. The observations encourage the 
public to be more keenly observant of their outdoor environment 
and make their own field investigations. Source: NASA, 2016. 

 

Citizen science, like VGI, is a form of crowdsourcing. What distinguishes citizen 
science is that there exists an established protocol for participation that is created by a 
professional scientist that must be followed in order to achieve meaningful, scientific 
results. The citizen scientist can contribute in several ways. This might include any or 
all of the following activities: 

 
 
 

27 Some citizen science efforts do reward participants with a stipend or other gratuity. 
28 Doyle, Cathal, Li Yevgeniya, Markus Luczak-Roesch, Dayle Anderson, Brigitte Glasson, Matthew Boucher, Carol 
Brieseman, Melissa Coton, and Dianne Christenson. 2017. What is Online Citizen Science Anyway? An Educational 
Perspective. http://bit.ly/2RIjERX. 

http://bit.ly/2RIjERX
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• Data collection 

• Data processing 

• Data analysis & interpretation 

• Dissemination of results 

 
Outcomes from citizen science projects include advancements in research, and an 
increase in the public’s understanding of a particular topic.29 

 
Crowdsourcing technology has greatly expanded the reach and impact of citizen 
science, and the disaster risk management sector has been presented with a great 
many ways to utilize this tool to increase community and national resilience. By 
combining data connectivity technologies, the prevalence of smartphones, widespread 
participation on social media platforms, and a decreasing cost associated with various 
sensor technologies, citizens are more than ever able to contribute to scientific research 
and development to solve the sector’s problems.30 

 
With the increased connectivity that ICT has provided, citizen scientists have been able 
to take an increased intellectual role. This includes defining the problems that must be 
addressed, especially when the citizen scientists have a tangible or direct benefit to gain 
from the project. In such cases where information provision and citizen feedback are 
integral to project development, participation rates and levels of community buy-in are 
highest.31 

 
Levels of Citizen Science Engagement 

 
Projects may differ considerably in terms of the role that the citizen scientists play. 
Levels of engagement range from simply gathering data to developing the project 
design. The following four generalized groupings help to illustrate the ways 
engagement may vary (presented in order of increasing participation): 

 

• Crowdsourced Scientific Data 
At the most basic level, citizen scientists take the role of ‘citizen sensors,’ simply 
gathering and reporting information. This is very useful in places where there 
exists a significant lack of useful data. At this level of engagement, most 
volunteers are not actively involved in the development of the project or its goals 
(even though they are likely to be interested in them such that it motivates them 
to volunteer their time). 

 

 

29 Doyle, Cathal, Li Yevgeniya, Markus Luczak-Roesch, Dayle Anderson, Brigitte Glasson, Matthew Boucher, Carol 
Brieseman, Melissa Coton, and Dianne Christenson. 2017. What is Online Citizen Science Anyway? An Educational 
Perspective. http://bit.ly/2RIjERX. 
30 UN Economic and Social Council, 2019 
31 Friesen, Jan and Leonor Rodriguez-Sinobas. 2018. Advances in Chemical Pollution, Environmental Management, 
and Protection. Elsevier. 

http://bit.ly/2RIjERX
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• Distributed Intelligence 
This is an elevated level of engagement wherein the cognitive ability of 
participants is required to complete the task at hand. Participants receive 
training that enables them to interpret the data that they collect. Quality control 
on the part of scientists is critical in this arrangement to ensure that the results as 
generated by volunteer analysis are accurate and meaningful. 

 

• Participatory Science 
At this level of engagement, volunteers take an active role in the definition of the 
problem. 

 

• Extreme Citizen Science 
At this level, collaboration between citizen scientists and project professionals is 
significant, including deciding the problem to be addressed and methods for data 
collection. Citizen scientists participate in the development of protocols. Project 
professionals take on the role of facilitator. 

 
Citizen Science can address a diverse range of research and development needs, and 
an agency or organization may find different projects are suited to different citizen 
science arrangements. In the United States, for example, the country’s geological 
survey has used citizen scientists for monitoring the populations of particular species; 
analyzing fallout from volcanic ash plumes; collecting and analyzing stream samples to 
test the chemical composition of the water; adding structural data to digital topographic 
maps; and recording the physical effects of earthquakes from different physical 
locations.32 

 

While citizen science can be used for any aspect of the project, including strategic 
design, organizations most often utilize it when they need to capture more or better data 
but do not have or wish to spend the resources required to collect it themselves. This 
might involve a call to the general public or perhaps a specific demographic group, or it 
may involve working with community groups or businesses whose employees or 
members are already engaged in the collection of such information.33 For instance, a 
team looking to count the number of migratory birds in a particular park may work with 
area ornithology affinity groups, nature photographers, or social hiking clubs. 

 

As with VGI, citizen science has been enhanced and bolstered by 5G and smartphone 
sensor technologies. Smartphones equipped with sensors like accelerometers, 
compasses, cameras, GPS transceivers, and even barometers, can support the quality 
and scope of data that is attached to submissions (and to a growing extent, 

 
 
 

32 Center of Excellence for Geospatial Information Science (CEGIS). n/d. Volunteered Geographic Information (VGI). 
US Geological Survey. https://on.doi.gov/2GnLHAN. 
33 National Geographic. 2020. Citizen Science. http://bit.ly/2vhAks4 

https://on.doi.gov/2GnLHAN
http://bit.ly/2vhAks4
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crowdsourcing efforts are involving both VGI and citizen science characteristics.) 
Doyle, et. al, write that: 

 

“[T]he standardization of smartphones’ accelerometers, combined with 
advances in cloud computing, have enabled ‘citizen seismologists’ who 
feed data into earthquake early warning systems (e.g. providing 
measurements of shaking magnitude and location and cursory analyses of 
the initial seismic waves). In addition to in situ sensors, environmental 
monitoring is also conducted via remote sensing using satellites or drones. 
Satellite technologies are critical for disaster preparedness and 
emergency response. Small-scale satellites will soon be affordable for 
more developing countries, businesses and universities, which would 
increase the reach of communication networks and applications that use 
high-resolution imagery such as for monitoring land use and for urban 
planning.”34 

 

Case Study: Citizen Science to Support Exposure Mapping 
 

Hazard risk is driven first and foremost by 
exposure. In fact, vulnerability is of little 
consequence if there is no chance that the 
disaster to which a population or person is 
vulnerable cannot affect them. As such, 
preparedness and mitigation efforts must be 
able to accurately account for the spatial 
distribution of hazard exposure. For certain 
hazard types, citizen science supported by VGI 
can help planners to develop mapping products 
that are much more accurate than computer 
models or interpretation of other mapping tools 
(e.g., topography). 

 
The combination of in situ sensors coupled with 
VGI can improve the coverage of monitored 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image: Various photographs and maps from 
the “Nosy Person” project in Belgium. 
Source: Nature, 2018. 

areas significantly, supporting resilience building at a community level. A biochemical 
university-based research program in Belgium used VGI-tagged sensor data to 
construct a highly accurate air quality exposure map that would have been almost 
impossible to develop with the same level of detail any other way. 

 
 
 

 

34 Doyle, Cathal, Li Yevgeniya, Markus Luczak-Roesch, Dayle Anderson, Brigitte Glasson, Matthew Boucher, Carol 
Brieseman, Melissa Coton, and Dianne Christenson. 2017. What is Online Citizen Science Anyway? An Educational 
Perspective. http://bit.ly/2RIjERX. 

http://bit.ly/2RIjERX
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Use of Technology for Citizen Science 
 

Historically, when professional scientists wanted to gather more information, they would 
use pre-existing citizen science networks (e.g., bird watchers, weather watchers, and 
other amateur groups). With the widespread availability of the Internet in the late 1990s, 
it became easier for people to share and contribute information, and the number of 
citizen-science programs increased. Today, armed with phones equipped with built- 
in GPS receivers and other high-tech sensor equipment, volunteers can readily provide 
geo-location information in real time. New networks and communities of interested 
citizen scientists are created each day to learn more about the world and how we can 
contribute to understanding it. As mobile phones and other devices increase in their 
technological capabilities, people are increasing in their capacity to measure and record 
environmental data and serve a citizen scientists. 

 

The increasing appearance of citizen science initiatives has corresponded with the rapid 
technological development and innovation described throughout this toolkit. Despite the 
long and storied history of citizen science, the past two decades have been 
transformative. Whether it is the availability of portable and low-cost sensor 
technologies, like weather stations, or the ability to put electronic surveys in front of a 
citizen scientist with as little difficulty as clicking a link in an email, technology has 
brought citizen science into reach for many more agencies and organizations than ever 
before. The pace of technology has so rapidly advanced, in fact, that it is common to 
find widespread mobile phone use in communities that are so impoverished that water 
and electricity is lacking in most homes. This has translated not only to an opportunity 

 
 
 

Image: Screenshot of the EU citizen Science Online 
Platform. Source: Digital Earth Lab, 2020. 

 

35 Irwin, Aisling. 2018. No PhDs Needed: How Citizen Science is Transforming Research. Nature. October 23. 
https://go.nature.com/36nrtSt 

The program, titled ‘Nosy People’ in a local dialect (CurieuzeNeuzen), attracted the 
assistance of over 50,000 citizen scientists. Twenty thousand of the volunteers (who 
were actually paid US$11.50 each as an added incentive) were provided with air quality 
monitors, which they installed at their residence (and to which each sensor’s data was 
geolocated). Readings of certain atmospheric gases were taken in situ for one month. 
The readings which looked at concentrations at ‘nose height’, which is where humans 
are most affected, cannot be taken by satellite and are not practical to be taken using 
hired scientists (given 20,000 individual citizen scientists were required). 
 

The results of the test enabled generation of an air quality map that was highly granular 
in its focus and thus showed patterns of poor air quality according to geography 
(location, topography, etc.)35 
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Case Study: Technology Equipped Citizen Scientists 
 

• Video Length: 1:37 

• Video URL: http://bit.ly/2OpH5P2 

 

Weather predictions are generally assessments of what is likely to happen in the near 
future as determined by what is happening right now. Some systems, like Doppler 
radar, can take measures across wide geographic swaths. However, for many 
measures such as temperature, precipitation, atmospheric pressure, and other 
measures that determine weather predictions, data measurements are generalized over 
broad geographic areas that do not have actual sensors. 

 
 

for more organizations to apply the 
technique, but also to an opportunity for 
even the most marginalized groups to 
have their concerns registered and their 
voices heard. New pathways are opening 
for citizen science to improve resilience- 
building efforts at the community scale on 
account of technology and innovation. 

 

Online citizen science (OCS) is a subset 
of citizen science initiatives that brings 
the practice within reach of almost every 
global citizen. OCS are those data 
contributions that are enabled by internet- 
based tools. Because the practice is still rather new, there remains disagreement about 
what that includes. For certain, OCS enables citizen scientists that are geographically 
distributed to participate in an effort. It also increases the opportunities for 
communication between participants and provides a wider reach to a broader audience 
of volunteers. One set of data science researchers defined OCS as follows: 

 
“Online citizen science is an extension of citizen science, where the tasks 
to be completed are aided, or completely mediated, through the Internet. 
Engagement can occur in different ways such as providing larger datasets 
to be analyzed; making tools available to support engagement from citizen 
scientists that are geographically distributed; enabling communication 
between citizen scientists; and providing a wider reach to a broader 
audience of citizen scientists.”36,37 

 

 
 

36 Doyle, Cathal, Li Yevgeniya, Markus Luczak-Roesch, Dayle Anderson, Brigitte Glasson, Matthew Boucher, Carol 
Brieseman, Melissa Coton, and Dianne Christenson. 2017. What is Online Citizen Science Anyway? An Educational 
Perspective. http://bit.ly/2RIjERX. 
37 UN Economic and Social Council, 2019 

http://bit.ly/2OpH5P2
http://bit.ly/2RIjERX
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Weather Underground is a company that sought to improve forecasting by increasing 
the number of data points available for monitoring and prediction. The goals was (and 
continues to be) to provide predictions that had meaning at the neighborhood level. 
Weather underground is achieving this using technologically enabled citizen scientists. 

 

The company has created a global community of citizen scientists that each maintains 
their own environmental sensor equipment. Citizen scientists are personally invested in 
the effort in that they purchase the equipment themselves – it is not provided by 
Weather Underground. However, by having their own equipment, they increase the 
accuracy of weather monitoring and prediction as it pertains personally to them given 
their measures are incorporated into the greater network of data that Weather 
Underground uses. As of early 2020, this network included more than 250,000 citizen 
scientists throughout the world. 

 

As a member of the network, a Weather Underground citizen scientist benefits from: 
 

• Precision 

Weather predictions apply to their exact location, not a nearby airport or government 
building 

• Visualization 

They are able to see a comprehensive “dashboard” of data that is based on their 
personal weather station 

• Historical data 

They are able to search back through their own data in ways that the general public 
cannot 

• Social gratification 

Citizen scientists often benefit from the act of sharing and improving the world 
around them 

 

Personal weather stations can be set up anywhere that public law allows, and that the 
volunteer has access to or ownership of. Weather monitoring equipment generally 
looks at the following: 

 

• Temperature 

• Relative humidity 

• Pressure 

• Rain fall 

• Wind speed 

• Wind direction 
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Citizen Science Challenges 
 

As citizen science applications grow in their prevalence, several common challenges 
are being encountered. Each of these challenges can be overcome with adequate 
program and project planning and quality controls during implementation. Challenges 
include: 

 

• Data quality 

Research on citizen science has found that citizen-sourced data can be flawed. 
There are several causes of data flaws, including a lack of assurance that 
protocols are being followed, biases in recording, biases in the choice of 
sampling sites. As sensors in citizen devices become automated, many of these 
problems can be addressed. For instance, a weather station that tracks 
temperature using digital applications will address the issue of a citizen scientist 
mis-reading a thermometer (e.g., reporting Celsius instead of Fahrenheit). It will 
not, however, address data errors caused by improper installation of equipment, 
faults in equipment, or other technical problems. AI systems that can track for 
and negate significant outliers also address data quality problems caused by 
citizen scientist data problems. 

 

• Data Inconsistency 

Those using citizen science may be able to account for limited geographic 
coverage of a citizen science program, but they should have confidence that their 
scientists will perform as intended and provide data when it exists. This is not 
always the case, however, and decreased observational frequency or irregular 
availability of data feeds is not uncommon. Where citizen science in this manner 
is used to support warnings, this can present a challenge of confidence in the 
system and have been a roadblock for more widespread use of citizen science 
for such purposes. 

 

• Data Bias 

Data collection that is not inclusive can impact analysis in such ways that it 
discounts certain exposures, vulnerabilities, or risks, or benefits one group over 
another. Citizen science depends on inclusiveness to collect meaningful data, 
and program planners need to understand language barriers, technology 
barriers, gender biases (that impact participation), cultural biases, and other 

 

 

38 Weather Underground. 2020. Personal Weather Station Network. Weather Underground Website. 
http://bit.ly/3b97zy8. 

Weather stations may also have web cameras or air quality monitors. Stations use 
internet or data network connections to send constant data feeds or data at regular 
intervals back to Weather Underground.38 

http://bit.ly/3b97zy8
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issues that will undermine results if not accounted for in the collection protocol. 
 

• Public Fatigue 

Citizen science can become a victim of its own success. Over time, large citizen 
science projects such as species tracking and weather watching have seen a 
decline in participant numbers. Some researchers have proposed that this is a 
matter of there being so many options, and that people are unlikely to contribute 
for the amount of time that is required for their data to be meaningful. Many 
people may invest a short amount of time, while only a subset of these will 
provide sustained assistance. 

 

• Ethics and Privacy 

Citizen data use requires stringent adherence to data ethics and privacy 
regulations and norms. Data reporting that supports corruption, the security of 
individuals, environmental degradation, or other problems can ultimately cause 
more harm than good. One example is a citizen science program that tracks 
endangered animals for the purpose of conservation, but which has the opposite 
effect in that it allows poachers to know where those endangered animals are 
most likely to be found. 

 

• Technical Challenges 

Both the design and administration of citizen science efforts, and the technical 
capabilities required to collect, transmit, store, analyze, and report on citizen- 
generated data, are important in the successful application of citizen science 
endeavors. Unfortunately, many DRM stakeholders, including public sector 
agencies, nongovernmental organizations, and private sector entities, lack the 
capabilities required to utilize citizen science at all – or if they do, to do it in a way 
that the science is meaningful and defensible. 

 

• Resource Challenges 

While not all citizen science efforts require financial and technological resources, 
those that depend on sensor-generated data often do. For instance, in poor 
communities, citizens may not have the resources to purchase mobile phones 
with the kinds of sensors that allow for geotagging of photographs, or more 
technical readings like accelerometers or barometers. In developing countries, 
where citizen science is most needed to address data gaps, these resource gaps 
are most likely to exist. 

 
Many groups are working to address the need for increased professionalization in the 
use of citizen science in disaster risk management (as is occurring in other areas of 
practice). Common methodologies are needed to ensure that the time citizen 
volunteers provide is not ultimately found to have been wasted, as that threatens future 
citizen science endeavors and reduces confidence in results supported by citizen data. 
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Case Study: Civicus DataShift Data Sharing Initiative (Analyzing and Using 
Citizen Science Data) 

 
CIVICUS is a South Africa-based global alliance of civil society organizations and 
activists dedicated to strengthening citizen action and civil society throughout the world. 
CIVICUS created the DataShift program in collaboration with partners in order to build 
the capacity of civil society organizations to produce and use citizen-generated data, 
including citizen science. Civil society organizations are assuming an increasing role in 
community and national resilience, and citizen science is supporting them in their efforts 
to ensure decisions are based on sound risk data. DataShift ultimately is seeking to 
support the SDGs, namely SDG 16.7.2 (Ensure responsive, inclusive, participatory and 
representative decision-making at all levels.) 

 
 

Irwin Aisling wrote in his piece No PhDs Needed: How Citizen Science is Transforming 
Research that: 

 

“The Open Geospatial Consortium, an international alliance of businesses, 
research institutes and government groups, has launched a taskforce to 
get citizen data streams to talk to one another. And the US-based 
organization SciStarter, an affiliate of Arizona State University in Tempe, 
has made tools and other resources available for avoiding pitfalls in rolling 
out projects. Some are sceptical of efforts to manage citizen science from 
the top down. Michiel van Oudheusden, a sociologist at the Catholic 
University of Leuven in Belgium who has studied the example of 
Fukushima Daiichi, says that citizen science can be especially valuable 
when it is unaligned with the establishment. “Subversiveness can be very 
productive,” van Oudheusden says. But Martin Brocklehurst, an 
environmental consultant and citizen-science advocate, believes that the 
benefits of bringing order to the field outweigh those of being an outsider. 
“Too much of citizen science is like a fireworks display: it’s great science, 
but it’s short-lived,” Brocklehurst says. “We need to start embedding it into 
the routine way that we do science to support the policy-making 
process.”39 

 
Training is foundational to all crowdsourcing efforts, including citizen science. From the 
scientists who plan and design the campaign to the citizen scientists themselves, 
capacity must meet minimum standards and mechanisms must be in place to identify 
and address problems when they arise. To better leverage that data, effort should be 
directed at creating data standards and frameworks that facilitate data collection and 
dissemination. 

 

 

39 Irwin, Aisling. 2018. No PhDs Needed: How Citizen Science is Transforming Research. Nature. October 23. 
https://go.nature.com/36nrtSt. 

https://go.nature.com/36nrtSt
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CIVICUS has found that many nongovernmental organizations face a number of 
challenges related to the use of citizen science (and other crowdsourcing methods) in 
their decision-making and program development processes. These challenges include: 
 

• Examples of citizens generating new data on important aspects of development 
remain scarce, of mixed quality and sophistication, and differ considerably in these 
regards within and across countries 

• Many organizations do not have the 
capacity or confidence to use new 
technology to generate data, and use it in 
ways that can support their decision 
making and bolster their campaigns 

• At the global policy level, while the role of 
national statistics and big data in driving 
the data revolution has gained 
considerable traction, less attention has 
been paid to the role that citizens and 
citizen-generated data could play in 
monitoring progress and supporting 
accountability on the SDGs and 
sustainable development more broadly 

 
DataShift was created to address these 

 

Image: Diagram of Citizen Generated Data initiatives 
in the DataShift database mapped to the Sustainable 
Development Goals (SDGs). 
Source: CIVICUS, 2020. 

challenges by building capacity. The program offers both self-driven and directed 
support options, including a two-week online course. To support the generation of new 
ideas, the program collects case studies, like the United Nations Institute for Training 
and Research (UNITAR) GEOTAG-X citizen science project. GEOTAG-X seeks to 
improve disaster relief efforts by asking volunteers from around the world to analyze 
photos and media content taken in the disaster area. Volunteers answer a short and 
structured questionnaire which ‘turns the photos into valuable data’. The data is then 
used by organizations to better inform decisions they take during future disasters.40,41 

 
 
 
 
 
 
 
 
 
 
 
 

 

40 DataShift. n/d. GEOTAG-X. CIVICUS. DataShift Case Study. http://bit.ly/2Upzkg8. 
41 DataShift. 2020. About DataShift. CIVICUS. DataShift Website. http://bit.ly/2RYXfkA. 

http://bit.ly/2Upzkg8
http://bit.ly/2RYXfkA
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3.1 : Implementing and Financing Technology Solutions 
 

In this section, materials explore the fundamental concepts behind implementation of 
emerging technology solutions. The process of identifying, fostering the development 
of, and adopting new technologies and innovations for disaster risk reduction and 
resilience is a pursuit that extends across government functions, and includes all 
stakeholders and all aspects of society to some extent. And while it has largely 
occurred organically, the advancement and implementation of new technologies may be 
much better served when an organized and coordinated approach is employed, 
inclusive of a defined all-stakeholder strategy or plan. 

 
The need to develop and apply innovative disaster risk reduction solutions is 
consistently identified as a key area of need in both the expanding body of literature on 
the topic, and by member country governments participating in SDG and Sendai 
Framework workshops. The development of robust implementation plans to address 
capacity disparities (with regards to the awareness of and access to technologies that 
promote disaster risk reduction and enable disaster risk reduction capacity) are a 
foundational tool and are thus the focus of this section. 

 
Those tasked with driving the advancement of technology and innovation for DRR and 
resilience must understand and support the different motivating factors and/or 
incentives that each of the different community and societal stakeholders best respond 
to. And implementation needs to be holistic, pursuing not just adoption but also 
research, innovation, and development in the many different areas of science and 
technology that support disaster risk reduction capacity. 

 
All too often, training, education, and capacity development in general is based on 
anecdotal evidence or assumptions rather than on research methods and hard science. 
Without purposeful planning and investment in this area, including that which supports 
capacity development, efforts will remain ad-hoc, disparate, and perhaps even 
duplicative or counterproductive. In this section, a process by which coordinated 
capacity development may occur, as based on widely accepted programs and practices, 
is presented. This includes: 

 

• The assessment of relevant capacity, as measured according to need 

• The process by which the stakeholder and societal capacities are developed 

• The factors that foster and otherwise enable a robust capacity 

• Options for mobilizing resources to support capacity development efforts 

 

3.1.1 : The Building Blocks of Capacity Development 
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A nation’s capability to develop and utilize new technologies and innovations for 
disaster risk reduction and innovation is generally the result of disparate and ad-hoc 
efforts and arrangements. The benefits that result from these efforts and arrangements 
in terms of disaster mitigation and prevention, preparedness, response, and recovery 
capabilities, and increased overall community resilience have obvious roots and an 
evolutionary process that can often be traced. But it is rarely the case that a 
coordinated, concerted strategic effort or plan exists to support or drive these collective 
endeavors. 

 
Like other areas of societal capacity, the development and implementation of DRM and 
resilience-focused emerging technologies and innovations requires a deliberate 
capacity development 

 
Advancement of technology is an exercise in capacity development. It is a government 
and society-wide function, and therefore it is not a matter of merely funding a 
technology incubator or creating a government acquisitions program. From the people 
who use the technology to those who depend on its output to make decisions, there are 
perceptions, attitudes, authorities, knowledge, skills, resources, and much more that 
need to be understood and addressed. It helps to begin with a basic understanding of 
capacity itself. 

 
Types and Levels of Capacity 

 
Comprehensive capacity development efforts need to target four distinct capacity 
‘domains’ to be successful. This will entail many different ‘interventions’ (actions or 
efforts), which may be categorized as being functional or technical in their foci, as being 
either soft or hard, and as targeting the individual, organizational, or enabling 
environment level.1,2 Knowledge of these differentiations is critical when establishing a 
broad, society-wide implementation strategy. 

 

Capacity Domains 
 

• Institutional Strengthening and Development 
 

This refers to policies, systems, and processes that are established or exist to 
organize and manage implementation objectives, including for the support of 
science, technology, and innovation, and for disaster risk reduction and 
resilience. Interventions often include: 

 
 

 

1 UNDRR. 2019. Strategic Approach to Capacity Development for Implementation of the Sendai Framework for 

Disaster Risk Reduction. http://bit.ly/3aBGeUp. 
2 CADRI. 2011. Basics of Capacity Development for Disaster Risk Reduction. Capacity for Disaster Reduction 

Initiative. Brochure. http://bit.ly/2yYXuB6. 

http://bit.ly/3aBGeUp
http://bit.ly/2yYXuB6
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o Strategic planning or reform 
o Policy dialogue 
o Establishment of thematic platforms (e.g., a space-based imagery 

partnership or platform), offices, or strategies 
o Legislative actions 
o Decentralization initiatives 
o Development of a national STI for DRR strategy or plan (can be part of 

the DRR, SDG, STI, or other existing national strategy or plan) 
o Organizational effectiveness measures 

o Others. 
 

• Leadership 
 

Leadership in the context of 
emerging technologies use refers to 
visioning and the building of 
competency and integrity. This will 
come in different forms for the 
various sectors as a factor of the 
role each sector plays (innovator, 
consumer, beneficiary, etc.). 
Leadership development programmes, partnership and coalition building, and 
identifying and supporting champions of change are all measures that support 
leadership capacity. 

 

• Knowledge 
 

Even when it comes to emerging technologies and novel ‘gadgets’, the core 
of many (if not most) capacity development efforts focus on the building and 
enhancement of individuals’ awareness and knowledge. Knowledge-focused 
capacity development efforts can also exist at the organizational level. 
Development of knowledge at the individual level can be supported through a 
combination of different methods and channels including formal classroom- 
based education and more informal methods such as social marketing, on- 
the-job learning, coaching, and mentoring. Actions at the organizational level 
typically support information gathering, sharing, and dissemination, such as 
with the creation of knowledge platforms, networks, and communities of 
practice, or the design and implementation knowledge management systems. 
For emerging technologies and innovations, regardless of the sector, 
knowledge building is critical. Unfamiliarity with a technology, or even a 
complete lack of awareness that it exists, will severely hamper its adoption by 
users and the acceptance of its data and information products by 
beneficiaries. 
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• Accountability 
 

There is as much at risk in the adoption of emerging and new technologies as 
there is to gain, which mandates the introduction and assurance of proper 
controls and accountability measures. By building accountability into 
systems, structures, and processes, stakeholders are individually and 
collectively able to establish and act on expectations, to monitor progress 
towards goals and objectives, and to learn from and adjust according to 
outcomes. Accountability measures are discussed in Section 3.3. 

 
Capacity Types 

 
There are generally two types and two levels of capacity that the various elements of 
emerging technologies implementation may be grouped. A robust capacity 
development effort will include elements that fit into each of these categories.3,4 They 
include: 

 

• Functional Capacity Elements 
 

Functional capacity elements are those that support planning, leadership, 
resource management, implementation, and monitoring and evaluation (to 
name a few). Functional capacities tend to be cross-cutting in this regard and 
exist irrespective of any associated sector or theme. This could support 
activities such as the development of relevant policies, the mainstreaming of 
STI strategies and plans, or the establishment of coordination mechanisms. 
UNDP identified five general categories of functional capacity, which include5: 

 

o The capacity to engage with stakeholders 
o The capacity to assess a situation and define a vision and mandate 
o The capacity to formulate policies and strategies 
o The capacity to budget, manage, and implement 

o The capacity to monitor and evaluate 
 

• Technical Capacity Elements 
 

Unlike functional capacities, technical capacities are typically associated with 
a subject matter or professional expertise. Training to support technical 

 

 

3Oxford Policy Management. 2010. A Framework for Capacity Development in the Process of Achieving Sustainable 
Development. Oxford Policy Management. http://bit.ly/2A28RIy. 

4 Few, R., Scott, Z., Wooster, K., Avila, M.F., Tarazona, M., and Thomson, A. 2015. Strategic Research into National 
and Local Capacity Building for DRM: Synthesis Report. Geneva. International Federation of Red Cross and Red 
Crescent Societies. 

5 UNDP, 2009. P. 8-9. 

http://bit.ly/2A28RIy
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capacity is cited as the most common form of capacity development,6 and 
likewise most funding identified as directly supporting capacity development 
activities has pertained to technical training. Examples of technical capacities 
that are relevant to the emerging technologies described in this toolkit include 
systems engineering, cartography and geographic information systems (GIS), 
data analysis, electrical engineering, and urban and regional planning. But 
technical capacities can be more straightforward, such as materials targeted 
at the use of UAVs in disaster response and recovery or harnessing social 
media for situational awareness. The public, whose members play a very 
important role in many of the emerging technologies that are being 
implemented in the disaster risk management context, likewise requires 
support in developing technical capacity, and the national curriculum may 
need to reflect these requirements. 

 
Hard and Soft Capacities 

 
Capacity elements are also distinguished as ‘hard’ or ‘soft’, and oftentimes functional 
and technical capacities possess both hard and soft aspects.7 

 

• Hard Capacities 
 

Hard capacities are those that are tangible and visible, and are therefore the 
easiest to conceptualize, to identify, and to measure and assess. Hard 
capacities may draw from both the technical and functional groupings, and may 
include hard skills, explicit and tacit knowledge and methodologies, 
organizational structures, systems, procedures, or policies,8 to name a few. The 
ability to set up a mesh network, for instance, is a hard capacity. 

 
• Soft capacities 

Soft capacities are generally intangible and invisible, and are therefore more 
difficult to conceptualize, to identify, and to measure and assess. These include 
elements that are social or relational, including (for example): organizational 
culture, commitment, and values; leadership qualities; political aptitude; implicit 
knowledge and experience; learning; analysis; organizational adaptability and 
flexibility; commitment; and accountability. 

 

Capacity Levels 
 
 

6 Few, R., Scott, Z., Wooster, K., Avila, M.F., Tarazona, M., and Thomson, A. 2015. Strategic Research into National 
and Local Capacity Building for DRM: Synthesis Report. Geneva. International Federation of Red Cross and Red 
Crescent Societies. 
7 Morgan, Peter. 2006. The Concept of Capacity. European Centre for Development Policy Management. May. 
http://bit.ly/2jmx5qx. 
8 Lucas, Brian. 2013. Current Thinking on Capacity Development. GSDRC Applied Knowledge Services. 
http://bit.ly/2igToNh. 

http://bit.ly/2jmx5qx
http://bit.ly/2igToNh
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There are three levels within an organization, a community, or a society where capacity 
exists, and likewise capacity development efforts target changes within one or more of 
these levels. This is certainly the case with emerging technologies which have both 
user-level capacity development needs as well as organizational and societal. The 
three capacity levels include: 

 

• The individual level 
 

Capacity interventions at this level focus on the capacity of people, including their 
skills, knowledge, experience, and performance. The goal is to increase or 
improve personal performance. Capacity development occurs through training, 
education, performing (doing), coaching, mentoring, networking, and observation. 
It is promoted through incentives and by other means of motivating capacity 
development participants.9,10

 

 

• The organizational level 
 

This level includes the internal 
structures, policies, budgets, 
strategies, frameworks, 
arrangements, procedures, and 
other factors that dictate or 
otherwise influence an 
organization’s ability to operate and 
achieve its objectives11. It is where 
those at the individual level can put 
their collective skills and abilities together to achieve objectives. It is also where 
organizational leadership and engagement capabilities are developed. 

 

• The enabling environment 
 

The enabling environment is the “broad social system within which people and 
organizations function, [and includes] all the rules, laws, policies, power relations 
and social norms that govern civic engagement.”12 It is what makes certain 
activities (in this case, implementation of emerging technologies for disaster risk 
reduction and resilience), and the efforts to build capacity in support of them, 

 
 

 

9 UNDG. 2017. Capacity Development Companion Guidance (Updated). 23 March. 
10 CADRI. 2011. Basics of Capacity Development for Disaster Risk Reduction. Capacity for Disaster Reduction 
Initiative. Brochure. http://bit.ly/2yYXuB6. 
11 UNDP. 2011. Strengthening Capacity for Disaster Risk Reduction: A Primer. Bangkok. http://bit.ly/2B7pYfn. 
12 UNDP. 2011. Strengthening Capacity for Disaster Risk Reduction: A Primer. Bangkok. http://bit.ly/2B7pYfn. 

http://bit.ly/2yYXuB6
http://bit.ly/2B7pYfn
http://bit.ly/2B7pYfn
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accessible, acceptable, and accountable.13 It is at the level of the enabling 
environment, sometimes referred to as the systemic level, that the “rules of the 
game”14 are determined, and where the overall scope of capacity development is 
established. It has been described as “a context that provides the prioritization 
and motivation to turn development of structures and skills into effective 
action.”15 Despite the perceived importance of a strong enabling environment, 
many capacity development efforts fail to address the associated needs. 

Examples of actions that target this level include improvements to the policy 
frameworks that foster technologies use and expansion, provide access to 
financing, expand labour markets, and improve the tone of political, policy, and 
legislative environments.16 The enabling environment (or systemic level) also 
refers to the support networks and culture through which stakeholder 
engagement occurs.17

 

 

3.1.2 : The Building Blocks of Effective Capacity Development Efforts 
 

Capacity development efforts are most effective when they are approached in a manner 
that is cognizant of and compliant with generally accepted capacity development 
principles, and when they are comprehensive and complete in their design. There are 
several key guiding principles and foundational elements18 whose existence 
stakeholders consider to be highly correlated to successful outcomes, and these apply 
in the case of emerging technologies capacity.19

 

 
Driving Principles of Effective Capacity Development 

 

• Efforts are Guided by a Common Understanding 
 

The research, development, and practical application of capacity 
development for emerging technologies use in the context of DRR and 
resilience remains a relatively new endeavour. As such, there exists only 

 

13 Gülkan, P. 2010. “Disaster Risk Reduction in Turkey: Revisions for Building Code Enforcement Since 1999.” Case 
study prepared for ISDR Global Assessment Report 2011. 
14 CADRI. 2011. Basics of Capacity Development for Disaster Risk Reduction. Capacity for Disaster Reduction 
Initiative. Brochure. http://bit.ly/2yYXuB6 
15 Few, R., Scott, Z., Wooster, K., Avila, M.F., Tarazona, M., and Thomson, A. 2015. Strategic Research into National 
and Local Capacity Building for DRM: Synthesis Report. Geneva. International Federation of Red Cross and Red 
Crescent Societies. 
16 UNDG. 2017. Capacity Development Companion Guidance (Updated). 23 March. 
17 UNDRR. 2019. Strategic Approach to Capacity Development for Implementation of the Sendai Framework for 
Disaster Risk Reduction – a Vision of Risk-Informed Sustainable Development by 2030. http://bit.ly/3aBGeUp. 
18 Principles and elements are distinguished as follows: a principle is “a moral rule or standard of good behavior or 

fair dealing,” while an element is “one of the parts of something that makes it work, or a quality that makes someone 
or something effective.” (Cambridge Dictionary, 2018) 
19 UNDRR. 2019. Strategic Approach to Capacity Development for Implementation of the Sendai Framework for 

Disaster Risk Reduction – a Vision of Risk-Informed Sustainable Development by 2030. http://bit.ly/3aBGeUp. 

http://bit.ly/2yYXuB6
http://bit.ly/3aBGeUp
http://bit.ly/3aBGeUp
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partial coherence between practitioners and programs, and acceptance of a 
common set of terms and concepts has yet to occur. Because 
professionalization in any field is time-intensive, emergence of a common 
global consensus is unlikely in the near term. Even in the absence of a 
common doctrine, however, individuals and organizations working together in 
pursuit of technologies adoption and expansion can improve their 
coordination and cooperation by identifying, agreeing upon, and adopting a 
common understanding and consistent use of terms and practices. In doing 
so, conceptual discrepancies and miscommunication will be minimized. 

 

• Efforts are Coherent Within and Between Levels (National, Sub-national, 
and Local) 

 

In order to avoid wasting of resources, duplication of efforts, and conflicting 
priorities, it is important that national-, sub-national, and local-level actors and 
processes are cognizant of programs and activities that are being planned 
and conducted in pursuit of capacity development and technologies adoption. 
In this manner, it is possible to bridge capacity and communication gaps that 
commonly exist between national and local levels.20 Success of the 2030 
Agenda requires a clear institutional apparatus to lead coordination between 
these different administrative levels and bodies (including facilitation of 
implementation and monitoring of the SDGs). Institutional coordination 
mechanisms for strategy formulation and implementation (e.g., inter- 
ministerial steering or oversight committees, planning or sustainable 
development commissions, or other mechanisms for horizontal and vertical 
coordination) are being developed, and coherent STI policy and practice 
needs to be a part of this. 

 

• Efforts Pursue an “All-of-Society” Approach 
 

The pursuit of disaster risk reduction and resilience is a concern of all of 
society, and the interactions between the technology-related capacity 
development efforts of different individuals, entities, organizations, 
institutions, and sectors can drastically influence how achievement of risk 
reduction goals progresses (and what successes may be achieved). Efforts 
to advance or adopt emerging technologies must consider how they will 
impact each stakeholder group (whether populations, agencies or 
organizations, professional disciplines, or levels of government), and how 
cross-sectoral combinations may result in synergistic movement towards 
common goals. The perspectives of both those with expertise or resources to 

 
 

20 Few, R., Scott, Z., Wooster, K., Avila, M.F., Tarazona, M., and Thomson, A. 2015. Strategic Research into National 
and Local Capacity Building for DRM: Synthesis Report. Geneva. International Federation of Red Cross and Red 
Crescent Societies. 
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provide capacity development and those who are vulnerable and affected by 
disasters are valuable not only in planning but also in terms of the longer-term 
relationships created. All stakeholders, including government, national 
partners, UN agencies, nongovernmental organizations and private sector 
entities, should be considered, and programming should seek ways to 
improve stakeholders’ capacity to interact with each other. All-of-Government 
or All-of-Society approaches are considered essential to achieving the SGDs, 
and therefore need to become the new norm. Meaningful multi-stakeholder 
partnership is fundamental in the design, implementation, financing and 
evaluation of development solutions including DRR and resilience. 

 

• Efforts are Goal-Driven, Impact-Focused, and Transformative 
 

Implementation and capacity development strategies and plans must identify 
clear objectives and expected outcomes that can later be assessed to make a 
lasting impact on coherent implementation of national DRR plans and policy, 
including the Sendai Framework and the 2030 Agenda. Goals need to 
address both the capacities themselves and the impact of their existence. 
Identification of effective assessment indicators through which progress and 
impact may be measured will be contingent on the existence and clarity of 
these targets. Stakeholders should consider both the outcome-level 
objectives (Capacity for why? Capacity for whom? Capacity for what) and the 
output level objectives (Capacity for how well to do what?) in their planning.21 

Because capacity development is a process of change, goals and impacts 
must address a greater overall transformation wherein disaster risk reduction 
is improved or becomes possible over time rather than as a one-off 
intervention. 

 

• Efforts are Demand-driven and Needs-based 
 

Implementation of emerging technologies must align not only with what 
capacity assessments have identified as gaps or shortfalls, but also with what 
stakeholders and target audience desire. There are oftentimes many ways to 
achieve capacity, and the most effective of these will typically be that which is 
familiar to and preferred by the individuals and organizations for which 
change is sought. Sometimes this requires training or education because the 
stakeholders does not have ample awareness of the technology to make an 
informed decision. But sometimes the technology intervention being offered 
is truly not wanted, whether because of some cultural incompatibility, 
associated loss of benefits, or other reasons. Programming must also 
consider what is needed in light of existing capacities and ongoing 
programmes. Neglecting to address needs according to these two factors will 

 

21 UNDG. 2017. Capacity Development Companion Guidance (Updated). 23 March. 



Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 442 

 

 

 
 

at best waste limited resources, but at worst result in the creation of parallel 
structures and counterproductive outcomes. Conformance with this standard 
requires both the knowledge of and adaptation to local conditions, beginning 
with identification of the requirements and performance expectations of the 
individuals or organizations supported.22 This includes consideration of 
cross-sector issues including gender, marginalization, and economic 
inequality. A well-planned capacity assessment that enables identification of 
both demands and needs is a critical tool. 

 

• Efforts are Strategic and Sustainable 
 

Implementation and capacity development efforts need to do so in a manner 
that promotes long-term sustainable results. Rather than presenting as an 
afterthought of some STI, DRM, or sustainable development policy pursuit, or 
as a stand-alone measure, it is most effective when embedded holistically in 
strategy formulation. It should be integrated systematically in programming, 
starting from the analysis of needs through implementation, operations, and 
monitoring and evaluation, avoiding insomuch as possible the emergence of 
parallel structures and mechanisms. While short-term results are recognized 
for their importance both in terms of improving lives and increasing resilience, 
it is important that efforts seek longer-term results that enable lives to be 
improved long after any program or project has ended. Interventions may be 
scheduled in such a way as to alleviate pressure to show visible results 
without undermining longer-term capacity gains.23

 

 

• Efforts are Nationally Owned and Led 
 

Emerging technologies capacity development efforts are being led, in party, 
by many different development partners and international organizations. 
These partners have generally committed to promoting national ownership for 
all development programmes, and STI is no exception. Emerging 
technologies implementation, and the efforts to increase capacity for these 
technologies, must aim to be convened, organized or co-organized, funded or 
cost-shared, and directed by internal governmental or community institutions 
if they are to be relevant, effective, and sustainable. Management control 
should exist at the level that is most appropriate for the impacts that are 
sought, whether national, sub-national, or local. 

 
 

 

22 CADRI. 2011. Basics of Capacity Development for Disaster Risk Reduction. Capacity for Disaster Reduction 
Initiative. Brochure. http://bit.ly/2yYXuB6 
23 Few, R., Scott, Z., Wooster, K., Avila, M.F., Tarazona, M., and Thomson, A. 2015. Strategic Research into National 
and Local Capacity Building for DRM: Synthesis Report. Geneva. International Federation of Red Cross and Red 
Crescent Societies. 

http://bit.ly/2yYXuB6
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• Efforts are Value-Added 
 

Capacity development programming should add value, avoid duplication and 
aim for coherent implementation. Value should be measured both in terms of 
the sustainability of the capacity that is created, and the disaster risk 
reduction and resilience that is achieved.24

 

 

• Efforts are Practical, Replicable, and Localized 
 

The various stakeholders working to establish the capacity to utilize 
technologies, and to implement those technologies, may wish to seek any 
means that appear to drastically reduce or even eliminate risk. However, if 
such targets do not account for the motivations, resources, and capabilities of 
the stakeholders involved (both recipients and providers), those goals will not 
be practical. Can people or organizations use the technology? Would it 
make sense given their culture, beliefs, or preferences? Is language an 
issue? Capacity development must aim to develop sustainable individual, 
organizational, and enabling environment capacity, rather than typifying “fly- 
in, fly-out” approaches. 

 

• Efforts Foster Partnerships 
 

Capacity development programming must be conducted in a manner that 
enables the identification and engagement of appropriate and viable partners 
drawn from all appropriate sectors (public, private, and civil society 
organizations) and levels. Methods and practices that are employed should 
be based on partners’ existing capabilities, identified needs, and 
organizational objectives, with the aim of enhancing in-country ownership and 
sustainability. It is important that partners have a clear and significant role in 
not only program implementation but also design to increase the likelihood 
that measures are appropriate and effective. 

 

• Efforts are Standard-Conformant or Standard-Setting 
 

Without standards, it is difficult for those involved in technologies 
implementation or adoption to understand what manner of capacity 
development is required. Where standards exist, whether based on 
competencies or other measures, programming may assess needs 
accordingly and aid in a manner that addresses gaps. Where required, 
programming partners should identify or develop and apply quality standards 

 

24 Few, R., Scott, Z., Wooster, K., Avila, M.F., Tarazona, M., and Thomson, A. 2015. Strategic Research into National 
and Local Capacity Building for DRM: Synthesis Report. Geneva. International Federation of Red Cross and Red 
Crescent Societies. 
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for projects or interventions that enable the measurement of the quality of 
progress and results prior to implementation and not the other way around. 

 

• Efforts Employ a Mix of Activities across Multiple Levels and 
Timeframes 

 

Capacity development has traditionally focused on classroom-based and 
instructional approaches. While these are effective in many areas, the 
potential gains with respect to new technologies is somewhat limited. 
Impacts will be greater and more sustainable if the scope of capacity 
development is varied, focusing on all capacity levels (individual, 
organizational, and enabling environment) and addressing a range of 
timeframes. The key to all of this is assurance that efforts are not fully- 
independent projects but rather components of a single, coordinated 
process.25

 

 

• Efforts Strengthen Knowledge Frameworks 
 

Capacity development programming should provide opportunities to capture, 
assess, translate, transfer, and broker knowledge to foster innovation. 

 
Foundational Elements of Effective Capacity Development 

 
Several elements that are vital to any capacity development effort and which apply to 
the development of emerging technologies use have been identified. While most of 
these are indicative of a strong supportive environment, they are influential at the 
individual and organizational levels as well. Coordinated implementation efforts should 
seek to foster They include: 

 

• Financial Resources 
 

Leaders must commit to supporting the development and the adoption of new 
and innovative technologies to support DRR and resilience. This commitment 
must not only be through their leadership and authority, but also through their 
willingness to provide or encourage the funding of such endeavours. Without the 
expectation of financial support, capacity development is not possible. 

 

• Political Support 
 

Capacity is most likely to be both developed and effectively utilized where there 
exists strong political ownership and commitment at the highest levels of 
authority. Organizations and societies are both driven by policy, rules, and 

 

25 GFDRR. 2016. Reviewing the Impact of Capacity Building in GFDRR. World Bank. http://bit.ly/2zMVgnY 

http://bit.ly/2zMVgnY


Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 445 

 

 

 
 

norms, and individuals are likely to follow the example of their leaders. Support 
provided by elected officials and other community leaders sets the tone and 
establishes the culture. On the other hand, a lack of support can have cooling or 
counteracting effect. 

 

• Incentives 
 

Stakeholders must be motivated by some desire to act. In many cases this 
will be the desire to affect some positive outcome through change, but for 
others such incentives may be purely financial. Those driving the 
implementation of emerging technologies and innovation in DRR and 
resilience should possess an accurate understanding of what each 
stakeholder seeks to achieve, and ensure those motivations are addressed in 
strategic plans. These incentives extend to participation in collaborative 
efforts that have a societal benefit, such as participation in knowledge 
platforms, steering committees, or other capacity-focused structure. Where 
motivation is weak or does not exist, incentives can be used. Incentives can 
be levied to increase motivation where it is most needed, and may be either 
intrinsic (e.g., a desire to: feel safe, gain acceptance, address corruption, 
provide a sense of order, achieve independence) or extrinsic (e.g., a desire to 
receive: financial compensation, qualification for employment, a promotion, an 
award). 

 

• A Supportive Culture 
 

The uptake of emerging 
technologies use may be occurring 
in all countries of the world, but 
where it is thriving most is where 
there exists an environment that 
understands and supports its 
value. 

 

• Existing Structures and 
Mechanisms 

 

Implementation initiatives, and the 
development of capacity to utilize 
and support emerging 

technologies, should not only account for but should also be based on countries’ 
national development policies, strategies, and governance structures and 
mechanisms. In fact, technologies adoption integrates well with many existing 
structures and mechanisms, many of which (such as the Sendai Framework and 
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the 2030 Agenda) already recognize the need for such advancements. 
 

• Relevant and Valid Information 
 

Planning and implementation relies on the accurate input and analysis of 
contextual and operational information. It must remain up-to-date, relevant, and 
accessible to support informed decision-making. 

 

• Flexibility and Adaptability 
 

STI implementation is a quickly-changing, constantly adapting pursuit, and 
capacity development planning and design efforts in this area therefore need to 
be similarly flexible to accommodate the shifting operational political, 
organizational, and other contexts, the changing needs, and differences that exist 
between the various stakeholders. Rigid policies, processes, and strategies will 
present a challenge to programmes that aspire to be both demand-driven and 
responsive to DRR and resilience needs. 

 

• Complementarity 
 

Efforts need to be knowledgeable of existing and previous activities and likewise 
must build upon those issues wherever possible. Many of the emerging 
technologies described in this toolkit have applications across many different 
spectra, and capacity development in the context of DRR and resilience should 
complement those efforts. 

 

• An Exit Strategy 
 

Exit strategies help to ensure that programs, or the gains that have been 
achieved through them, will continue in a sustainable manner once external 
support has been withdrawn. Such strategies are most effective when developed 
early in the planning process and in consultation with partners, beneficiaries, and 
other capacity development stakeholders. In addition to minimizing the likelihood 
of conflict and tension that may arise from misunderstanding, they reduce 
attitudes of dependence by ensuring all stakeholders understand very early in the 
process their long-term roles and responsibilities.26

 

 

3.1.3 : A Procedural Approach to Capacity Development 

 
 

 

26 Gardner, Alison, Kara Greenblott, and Erika Joubert. 2005. What We Know About Exit Strategies: Practical 
Guidance for Developing Exit Strategies in the Field. C-SAFE. http://bit.ly/2v2C9bL. 

http://bit.ly/2v2C9bL
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Pursuing Capacity Development According to a ‘Theory of Change’ 
 

ñA theory of change is a method that explains how a given intervention, or set of 

interventions, is expected to lead to specific development change, drawing on a 

causal analysis based on available evidence. A theory of change helps to identify 

solutions to effectively address the causes of problems that hinder progress and 

guide decisions on which approach should be taken. A theory of change also 

helps to identify the underlying assumptions and risks that will be vital to 

understand and revisit throughout the process to ensure the approach will 

contribute to the desired change.ò27 

 

A Theory of Change is an effective planning construct that helps stakeholders to 
establish a common and accurate understanding of why a desired change is needed 
and how that change should occur in a particular context. By establishing a theory of 
change, it is possible to identify acceptable and realistic targets and goals at a very 
early point in the planning process. The conceptual theory enables planners to 
subsequently identify and analyse proposed tasks, actions, and expectations to ensure 
they conform to the overall construct, thereby ensuring the intended outputs, outcomes, 
and impacts are both achievable and desirable. In the absence of a common and 
effective filter or lens that is not only widely accepted by all stakeholders, but also 
integrated into the planning process, achievement of meaningful coordination will be 
difficult. 

 
Theories of change are informed by the many factors detailed in this strategic approach, 
and therefore are unique and non-replicable. Their core purpose, however, is common. 
They seek to support improvement from an existing level of inadequate capacity to one 
which is adequate and effective. To understand what this means, capacity development 
stakeholders and partners need to answer for themselves (and ensure there exists 
concurrence among all partners) the following list questions: 

 

• Whose capacities do we need to develop? 

• To what end do we need to develop this capacity? 

• What kinds of capacities need to be developed for this? 

• What will be their purpose? 

• How do we measure and monitor these capacities and the results they are meant 
to achieve? 

 

A Capacity Development Process 
 
 

 

27 Adapted from: UN Development Assistance Framework. n/d. Theory of Change: UNDAF Companion Guidance. 
UN Development Group. http://bit.ly/31FyxZQ. 

http://bit.ly/31FyxZQ
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A series of actions has been identified that, when performed systematically, fosters 
effective capacity development in most contexts. Together, these actions constitute a 
process. There is an abundance of guidance that exists to identify and explain these six 
steps, and while there exists variance between them the fundamental process 
described is relatively constant. They can be applied to the development of capacity to 
implement emerging technologies and are thus presented as a basis for strategic 
planning. By standardizing 
the planning process 
across the broad 
community of technologies 
partners and stakeholders, 
avoidance of many 
common obstacles becomes a much more realistic pursuit. It should be understood that 
many actions will have already happened to address each of these steps, but in the 
absence of a coordinated strategy or strategic approach, there will be disparities and 
misalignment that may be accounted for and countered through collaborative planning. 

 
The six steps are as follows: 

 
1. Identify and Engage with Stakeholders 
2. Conduct a Capacity Needs Assessment 
3. Define Interventions 
4. Build Partnerships for Capacity Development Implementation 
5. Implement Capacity Development 
6. Monitor and Evaluate 

 
Step 1: Identify and Engage with Stakeholders 

 
The stakeholders that are involved in the implementation of emerging technologies for 
DRR and resilience include those focused on technologies or impacted by development 
and use, and those focused on or impacted by disaster risk reduction. In many (but not 
all) cases, stakeholders, which exist at the local, subnational, national, regional, and 
global levels, will fall into both groups. 

 
Countries differ with regards to the degree that the public sector has enabled 
stakeholder coordination for STI development. In Part 1, national efforts were 
discussed, including National STI plans and policies, as were integration of science and 
technology with relevant national strategies (including the Sendai Framework, the 
Agenda 2030, and others). Each of these efforts has likely contributed to the 
engagement of different stakeholders, but perhaps not necessarily in the context of 
emerging technologies implementation for disaster risk reduction and resilience. 

 

• Engagement is an umbrella term that covers the full range of an organization’s 
efforts to understand and involve stakeholders in its activities and decisions. 
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Engagement can help organizations meet tactical and strategic needs ranging 
from gathering information and spotting trends that may impact their activities, to 
improving transparency and building the trust of the individuals or groups whose 
support is critical to an organization’s long-term success, to sparking the 
innovation and organizational change needed to meet new challenges and 
opportunities. 

 

• Stakeholders are persons or groups who are directly or indirectly affected by a 
project, as well as those who may have interests in a project and/or the ability to 
influence its outcome, either positively or negatively. Stakeholders may include 
locally affected communities or individuals and their formal and informal 
representatives, national or local government authorities, politicians, religious 
leaders, civil society organizations and groups with special interests, the 
academic community, or other businesses. 

 

• Stakeholder engagement is the process used by organizations/institutions to 
engage relevant stakeholders for a clear purpose to achieve agreed outcomes. It 
is now also recognized as a fundamental accountability mechanism since it 
obliges an organization to involve stakeholders in identifying, understanding and 
responding to sustainability issues and concerns, and to report, explain and 
answer to stakeholders for decisions, actions, and performance. Stakeholder 
engagement is the process used by an organization to engage relevant 
stakeholders 

 

The Sendai Framework calls for “a broader and a more people-centred preventive 
approach to disaster risk,”28 because the community of stakeholders engaged in or 
otherwise affected by disaster risk reduction is all-encompassing. Everyone and every 
entity is affected by risk, and therefore each of these stands to benefit from its 
reduction. Disaster risk reduction is an endeavour for which efficiency and 
effectiveness are contingent on efforts not only addressing all-hazards, but also all 
sectors and stakeholders, and therefore it – and the capacity development efforts to 
enable it - must each be inclusive and accessible. By extension, the same diversity of 
stakeholders must be engaged when the topic focuses on emerging technologies. 

 

Capacity development planning begins with the engagement of those who stand to 
benefit from the desired capacity enhancements29 (whether as recipient of the capacity 
development activities, contributor to it, provider of it, or otherwise), and the success in 
including the appropriate stakeholders is contingent on programming staff having an 
understanding of who is relevant and how they are relevant. Although achieving an 
ideal level of inclusion is difficult, it is critical for the following reasons: 

 
 

28 UNISDR. 2015b. Sendai Framework for Disaster Risk Reduction 2015-2030. UNISDR. Geneva. 
http://bit.ly/2BI4Da3. 
29 UNDP. 2009. Capacity Development: A UNDP Primer. UNDP. New York, NY. 

http://bit.ly/2BI4Da3
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1. It fosters the commitment and active participation of leaders and key players 
2. It creates buy-in, a common understanding, and a sense of ownership (thereby 

reducing resistance and antagonism) 
3. It calibrates assumptions and enhances the accuracy of assessments 
4. It helps to validate targets 
5. It increases the appropriateness and acceptability of interventions 
6. It establishes accountability, transparency, complementarity, and sustainability 

 
The aim of this first step is to initiate the relationships and the dialogue that will inform 
and resource the project, and perhaps form the basis of partnerships that support 
implementation, monitoring, and evaluation. It also helps planners to better understand 
who the key actors are, and what influence they have within and outside their area of 
influence. While there are common targets for engagement at the international, 
national, local, and nongovernmental and private sector levels, it is also critical that 
engagement occur or be sought even with those relevant groups that are weak or have 

very little representational capacity.30
 

 

Stakeholder engagement typically involves the following three activities: 
 

1. A preliminary assessment of possible capacity development needs, and 
identification of any informal or formal political social or political dimensions31

 

2. Mapping of all key stakeholders and relevant actors (including those with need, 
resources, expertise, and influence)32, and the relationships and dependencies 
that exist between them33

 

3. Identification of strategic partners 
 

When it comes to capacity development, effectiveness depends on the involvement of 
all relevant stakeholders, all partners, and ultimately, all of society. Stakeholders will 
differ greatly in their roles and responsibilities, with some becoming involved as provider 
of capacity development support, some as recipient of training, instruction, while some 
will be primarily focused on the development or adoption of the technologies. In 
practice, each stakeholder will experience some blend of these roles. 

 
As a cross-cutting sector, disaster risk management stakeholders are all-encompassing, 
involving each of the following to some degree: 

 
 
 

30 UNDG. 2017. Capacity Development Companion Guidance (Updated). 23 March. 
31 LenCD. n/d. How to Assess Existing Capacity and Define Capacity Needs. LenCD Website (Accessed November 
2017). http://bit.ly/2BznHGO. 
32 CADRI. 2011. Basics of Capacity Development for Disaster Risk Reduction. Capacity for Disaster Reduction 
Initiative. Brochure. http://bit.ly/2yYXuB6. 
33 Hagelsteen, Magnus and Per Becker. 2014. Forwarding a Challenging Task: Seven Elements for Capacity 
Development for Disaster Risk Reduction. Global Risk Forum Davos. V.2, No.2. April. 

http://bit.ly/2BznHGO
http://bit.ly/2yYXuB6
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1. National Government (including elected leaders, parliamentarians, and line 
ministries) 

2. Local and Sub-national Government 
3. Private Sector 
4. Nongovernmental and Civil-Society Organizations (NGOs and CSOs) 
5. Academia 
6. Individuals and Households 
7. Regional Organizations including IGOs 
8. The United Nations, International Organizations, and International Financial 

Institutions34
 

 
National Governments are key to providing direction for the mission-oriented approach 
to innovation and the use of emerging technologies, and they contribute the required 
soft and hard public infrastructure, promote capacity building, and foster the creation of 
linkages in the innovation system. 

 
Local governments provide local public services and goods that increase resilience (for 
example, education, health, transport and infrastructure against floods). 

 
Individuals and households are often the final users of many emerging technologies 
focused on resilience-building and therefore stand to contribute key input into the 
problems to be addressed and the effectiveness and usability of proposed solutions. 

 
NGOs and Civil society organizations mediate between local government, technology 
developers, and marginalized groups, and promote innovations that address their 
needs. These organizations can be instrumental in testing, promoting and disseminating 
innovations designed to benefit the most disadvantaged communities. Social 
entrepreneurs contribute to the innovation process by providing local solutions to local 
social, cultural and environmental problems. They help to build resilient communities by 
addressing existing vulnerabilities and by promoting sustainable transitions. 

 
Effective education systems increase the capacity of communities to learn, adapt to 
changes, and to contribute to the innovation process of finding new and better solutions 
for risk reduction. 

 

These are, of course, generalizations. Subgroupings that cut across these stakeholder 
audiences result in a different set of roles and responsibilities. For instance: 

 
1. The science and technology community 
2. Science and technology end users 
3. Decisionmakers 

 

34 UNDRR. 2019. Strategic Approach to Capacity Development for Implementation of the Sendai Framework for 
Disaster Risk Reduction – a Vision of Risk-Informed Sustainable Development by 2030. http://bit.ly/2UMUVPu. 

http://bit.ly/2UMUVPu
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4. Risk reduction / resilience stakeholders 
5. The Open Data movement 
6. The Digital Government movement 
7. The GIS / digital mapping community 
8. The space-based imagery community 
9. The Disaster Risk Management community 
10. The Emergency Management community 
11. The Disaster and Humanitarian Response community 
12. Others 

 
Stakeholder roles and responsibilities may differ considerably both within and between 
these groups. Engagement must include methods of and/or platforms for collaboration. 
The purpose of collaboration is: 

 

• To improve dialogue and cooperation 

• To facilitate science-policy interface for effective decision-making 

• To be more efficient in the use of resources, mainly in post-disaster 
reconstruction 

• To leverage international mechanisms and share experience and learning 

• To bring together knowledge and skills from all kind of actors 

• To Increase capacity through coordinated discussion and practice 

• To increase the use and standardization of data by adapting information to the 
needs of different partners 

• To produce more robust recommendations 

• To bridge gaps for stakeholders that do not have the same tools or hardware and 
software capacity 

• To ensure that resources are used more efficiently35
 

 

It is common when dealing with technologies to assume progress is absolute, or that we 
need to replace the old with the new. However, technology is a tool, and so to be 
successful it needs to accommodate existing circumstances and incorporate traditional 
knowledge and it must be designed to function in society as it presently exists. 

 
A report by the UN Economic and Social Council found that building synergies with 
traditional, local, and indigenous knowledge can produce new scientific developments 
that contribute to increased community resilience. Indigenous knowledge is usually 
acquired through interaction with the natural ecosystem and through work to ensure the 
long-term survival of communities – and in some cases these needs and values will 
clash with what technology has to offer. Understanding indigenous knowledge is 
especially important where that knowledge contributes to community resilience (e.g., 

 
 

35 Hostettler, Silvia. 2019. Actors in Science and Technology for DRR. A Resilient Future: Science and Technology 
for DRR. Ecole Polytechnique Federale de Lausanne. 
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floods prevention or drought response); is critical to livelihoods (for example, agriculture, 
animal husbandry and wildlife management); helps to sustain traditional community 
values or strengthens its identity; or promotes engagement of women and members of 
vulnerable groups.36

 

 
Step 2: Capacity Needs Assessment 

 
Capacity assessment is the process by which the capacity of a group, organization, or 
society is reviewed against desired goals, where existing capacities are identified for 

maintenance or strengthening and capacity gaps are identified for further action.37 It is 
pursuit of a better understanding of what capacities are needed, why they are needed, 
and who they are for.38 Capacity development interventions should always be based on 
actual assessed needs and not just on desired output or outcomes. It is through the 
comparison of existing and desired capacities, within the appropriate context (e.g., local, 
national, regional), that capacity development interventions take form. These kinds of 
assessments are often conducted too late in the process to have any beneficial effect, 
with the result being reduced impacts and unintended outcomes.39 In order to ensure 
that the technology implementations or enhancements, or the development of a 
capacity to utilize them, are addressing a real problem, and are realistic in terms of their 
goals and timelines, stakeholders and planners must first answer the following 
questions: 

 

• What is the Disaster Risk Management context (in terms of hazard exposure, 
vulnerability, coping capacities, and risk) 

• What are the functional needs, in terms of mitigation, preparedness, response, 
and recovery (including all operational functions such as hazard monitoring, 
notification and warning, training and education, incident management, 
communications, search and rescue, shelter, volunteer management, and more) 

• What are the roles and responsibilities of each stakeholder in relation to each 
disaster risk management function? 

• What capacity already exists, what is that capacity, and what changes are 
already happening? 

• How ready are targeted stakeholders for the introduction of emerging 
technologies (as based on their motivations and constraints), and what do they 
hope to achieve with regards to disaster risk reduction (including their role in 
making that possible)? 

 

36 
UN Economic and Social Council, 2019 

37 United Nations General Assembly. 2017. Report of the Open-Ended Intergovernmental Expert Working Group on 
Indicators and Terminology Relating to Disaster Risk Reduction. A/71/644. http://bit.ly/2j4LRl3. 
38 CADRI. 2011. Basics of Capacity Development for Disaster Risk Reduction. Capacity for Disaster Reduction 
Initiative. Brochure. http://bit.ly/2yYXuB6. 
39 Few, R., Scott, Z., Wooster, K., Avila, M.F., Tarazona, M., and Thomson, A. 2015. Strategic Research into National 

and Local Capacity Building for DRM: Synthesis Report. Geneva. International Federation of Red Cross and Red 
Crescent Societies. 

http://bit.ly/2j4LRl3
http://bit.ly/2yYXuB6
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• What is the local political, social, cultural, economic, physical, and environmental 
context into which interventions will be introduced?40

 

 
In doing so, it will be possible to determine with greater accuracy the following points of 
reference which together form the foundation of planning and subsequent assessment 
baseline:41

 

 

• Why capacity development is needed 

• What capacity development is needed 

• Who will participate in and/or benefit from capacity development 

A capacity assessment typically involves three steps:42
 

1. Mobilizing actors and designing the capacity assessment 
2. Conducting the capacity assessment 
3. Assessing and interpreting the results 

 
An effective capacity needs assessment considers a broad range of perspectives and 
experiences to ensures a ‘one-size-fits-all’ approach is avoided. Especially when it 
comes to emerging and transformative technologies, it is possible for there to be large 
differences in capacity among stakeholder groups even within the same geographic 
area, and also large differences in what the target of interventions should be (what 
implementation of or engagement with technology is desired). 

 
The capacity needs assessment should achieve the following: 

 

• Articulate capacities, gaps, and points of entry (for capacity development 
intervention) at each of the three levels (individual, organizational, and enabling 
environment) 

• Provide insight into the causes and impacts of such gaps, and set the stage for 
the identification of effective interventions 

• Provides the initial indicators by which progress may be measured in both 
process and outcome evaluations to follow. 

 

Successful assessment of capacity is contingent on understanding the obstacles that 
inhibit people, governments, NGOs, IGOs, and other stakeholders from realizing their 
goals, and identifying those areas where enhancement of capacity will have the greatest 

 
 
 

40 Hagelsteen, Magnus and Per Becker. 2014. Forwarding a Challenging Task: Seven Elements for Capacity 
Development for Disaster Risk Reduction. Global Risk Forum Davos. V.2, No.2. April. 
41 CADRI. 2011. Basics of Capacity Development for Disaster Risk Reduction. Capacity for Disaster Reduction 
Initiative. Brochure. http://bit.ly/2yYXuB6. 

http://bit.ly/2B7pYfn
http://bit.ly/2yYXuB6
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potential to enable them to achieve measurable and sustainable results. 

Resources to support capacity assessment include: 

• Asian Development Bank. 2008. Capacity Assessment and Capacity 
Development in a Sector Context Tool Kit. http://bit.ly/38b5FLI. 

• Japan International Cooperation Agency (JICA). 2008. Capacity Assessment 
Handbook: Project Management for Realizing Capacity Development. 
http://bit.ly/379Fx2c. 

• LenCD. N/d. How to Assess Existing Capacity and Define Capacity Needs. 
http://bit.ly/378OOrx. 

• UNDP. 2008. The UNDP Capacity Assessment Methodology 
http://bit.ly/2OAQ1kG 

• UNDP. 2008. The UNDP Capacity Measurement Framework 
http://bit.ly/39kkPOW 

 

Step 3: Define Interventions 
 

With stakeholders engaged and a needs assessment in hand, the design and 
development of interventions proceeds in a much more informed manner. This could be 
in the form of capacity development plan. Any coordinated efforts to plan for 
implementation of emerging technologies would benefit from the same representational 
community involved in the capacity assessment process, and engagement that is 
achieves should be such that all capacity levels (individual, organizational, and enabling 
environment) are considered. 

 

Implementation efforts, as guided by a strategy or plan, ideally allow for both short-term 
‘quick wins’ and more heavily-impactful and perhaps more complex and protracted long- 
term gains. An approach that sets forth explicit prioritization by both impact and order 
(e.g., immediate, medium-term, and long-term) will improve the dedication of resources 
and improve alignment with other policy directives (e.g., 2030 Agenda and Paris 
Agreement). Any interventions should link to targets and indicators, and there must be 
an exit strategy. 

 
Interventions typically focus on developing one or more of the following capacity 
elements:43

 

 
1. Institutional Arrangements 

 

Institutional arrangements include the policies, practices and systems that allow 
for effective functioning of an organization or group. These may include ‘hard’ 

 
 

http://bit.ly/2B7pYfn
http://bit.ly/38b5FLI
http://bit.ly/379Fx2c
http://bit.ly/378OOrx
http://bit.ly/2OAQ1kG
http://bit.ly/39kkPOW
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rules such as laws or the terms of a contract, or ‘soft’ rules like codes of conduct 
or generally accepted values. To better understand institutional arrangements, 
think of the rules that govern a sports game. These tend to be a combination of 
formal written rules, for example on what constitutes a goal, and unwritten codes 
of conduct, such as good sportsmanship. Institutional arrangements facilitate the 
responsible and effective use of emerging technologies, while ensuring they do 
not cause unintended harm or infringe on rights or civil liberties. 

 
2. Leadership 

 
Leadership is the ability to influence, inspire and motivate others to achieve or 
even go beyond their goals. It is also the ability to anticipate and respond to 
change. Leadership is not necessarily synonymous with a position of authority; it 
can also be informal and be held at many levels. Although leadership is most 
commonly associated with an individual leader, from a village elder to a country’s 
prime minister, it also exists within the enabling environment and at the 
organizational level. A government unit that takes the lead in implementing a new 
technology assumes a leadership role in that government. While some leaders 
come into place inherently, capacity development efforts can support leadership 
in many different ways. This might be through education and training, through 
empowerment, or other means. 

 
3. Knowledge 

 
Knowledge, or ‘literally’ what people know, underpins their capacities and hence 
capacity development. Knowledge has traditionally been fostered at the 
individual level, and mostly through education. But knowledge can also be 
created and shared within an organization, such as through on-the-job training or 
even outside a formal organizational setting through general life experience and 
supported through an enabling environment of effective educational systems and 
policies. With emerging technologies, knowledge will be vital to transformation. 
The national curriculum, for instance, can be a gateway for long-term uptake of 
technologies that support tomorrow’s community resilience. Science and 
technology programs that provide skills in computer assisted design and additive 
technologies, geographic information systems, artificial intelligence, robotics, and 
other technologies described herein are prerequisites to societal uptake of those 
technologies in the disaster risk management context. 

 
4. Accountability 

 

Accountability exists when rights holders can make duty bearers deliver on their 
obligations. From a capacity development perspective, the focus is on the 
interface between public service providers and its clients or service providers and 
oversight bodies. More specifically, it is about the willingness and abilities of 



Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 457 

 

 

 
 

public institutions to put in place systems and mechanisms to engage citizen 
groups, capture and utilize their feedback as well as the capacities of the latter to 
make use of such platforms. Accountability also refers to establishing an 
understanding of who will do what, who will ensure it gets done, and what will the 
consequences be if it doesn’t. It should flow both upward and downward through 
clearly stated goals and responsibilities. 

 
Through the development of these and other capacity elements, capacity development 
efforts will ideally result in the production of actual capacity, which is considered an 
‘output’ of the intervention. Through such outputs, it goes to reason that beneficiaries 
will be equipped to initiate actions related to the broad emerging technologies 
implementation process (from acquisition or development to evaluation). The capacity 
assessment process enables planners to identify the desired and measurable impacts 
that the interventions seek to address. 

 
Capacities 

 
There are five distinct capacities that are relevant to the broader societal 
implementation and uptake of emerging technologies for disaster risk reduction and 
resilience, which include:44

 

 
1. Capacities for engagement 

Capacities of relevant individuals and organizations to engage proactively and 
constructively with one another to implement emerging technologies. 

 

2. Capacities to generate, access, and use information and knowledge 
Capacities of individuals and organizations to research, acquire, communicate, 
educate and make use of pertinent information to be able to identify and assess 
implementation opportunities and priorities. 

 
3. Capacities for policy and legislation development 

Capacities of individuals and organizations to plan and develop policy and 
legislation, including strategies and plans, that support emerging technologies 
use in the disaster risk reduction context. 

 
4. Capacities for management and implementation 

Capacities of individuals and organizations to identify, develop, procure, 
integrate, support, and otherwise utilize emerging technologies in line with their 
disaster risk reduction mission, or in keeping with national DRM priorities. 

 
 

44 Adapted from Global Environmental Facility (GEF). 2010. Monitoring Capacity Development in GEF Operations: A 

Framework to Monitor Capacity Development Initiatives as cited in: UNDRR. 2019. Strategic Approach to Capacity 
Development for Implementation of the Sendai Framework for Disaster Risk Reduction – a Vision of Risk-Informed 
Sustainable Development by 2030. http://bit.ly/2UMUVPu. 

http://bit.ly/2UMUVPu
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5. Capacities to monitor and evaluate 
Capacities of individuals and organizations to effectively monitor and evaluate 
project and/or program achievements against expected results and to provide 
feedback for learning, adaptive management and suggesting adjustments to the 
course of action if necessary. 

 

A good plan of intervention includes the following:45
 

 
1. Identification and formulation of capacity development goals 
2. Identification and formulation of pathways to those goals (namely the use and 

integration of emerging technologies) 
3. Integration of strategic partnerships and establishment of a division of labour 

 

Planners have several tools by which interventions may be structured within a defined 
strategic framework. These include: 

 

• The Implementation Canvas 

• The Results Framework 
 

The Implementation Canvas 

 
 

The Implementation Canvas is a 
framework that enables 
planners to characterize the 
context and intent of 
interventions and provides a 
holistic view of the greater effort 
to utilize emerging technologies. 
It structures the information required to facilitate change into nine distinct ‘elements’. With 
these nine building blocks, planners can better capture and communicate the 
requirements, actions, and expectations of implementation partners and of the project 
itself. 

 
The Implementation Canvas, which is based on the ‘Business Model Canvas’ 

developed by Alexander Osterwalder in 200546 enables a structured staging of 
implementation. places the operational focus on is bringing all of its elements together 
and focus on the stages of implementation. The implementation canvas is inspired by 
the business model canvas for non-profits which has similar elements. The 

 
 
 

45 UNDG. 2017. Capacity Development Companion Guidance (Updated). 23 March. 
46 Osterwalder, Alexander. 2005. What Is A Business Model? Business Model Design and Innovation. November 5. 
http://bit.ly/2Hb2IPl 

http://bit.ly/2Hb2IPl
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implementation canvas provides a clear understanding of all the significant factors 
involved in a project 

 
There are 9 building blocks of an implementation canvas: 

 
1. Partners 
2. Activities 
3. Policy and Resources 
4. Value Proposition (the Sendai Framework, SDG, or other target that is addressed) 
5. Service Delivery 
6. Target Audience 
7. Implementation Pathways 
8. Funding 
9. Outcome (Sendai Framework or SDG Indicators) 

 
1. Partners 

 
Implementation partners are the stakeholders engaged in a coordinated and 
concerted effort to advance the use of the emerging technology or innovation. 
Such engagement is crucial to the success of the overall implementation 
captured in the Implementation Canvas. 

 
2. Activities 

 
This includes the specific actions involved in advancement of the use of a 

particular technology, or implementation of a specific project if that is the case. 

These are the actions which are associated with delivering project goals. 
 

3. Policy and resources 
 

Evaluation of policies and resources linked with the project is necessary for an 
effective implementation canvas. This includes policies that impact or apply to 
the efforts described and new policies that will need to be developed and 
implemented. Resources, including human resources, technical experts, and 
manpower, as well as facilities, and of course the associated costs. 

 
4. Value Proposition 

 
In this section, the problem or problems that will be solved are described. There 
are disaster risk reduction and/or resilience needs that must be addressed, and a 
direct link is made through this description. For DRR and resilience, the link can 
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be made to a specific SDG or Sendai Framework target, for example. 
 

5. Service Delivery 
 

Service delivery is what will be provided in the project. This might include 
hardware or software, infrastructure, skills training, awareness and public 
communication, policy development, statutory authority, and much more. 

 
6. Target Audience 

 
The target audience includes both internal and external audiences, as well as the 
users and the beneficiaries of the technology. The target audiences will be 
somewhat dependent on the resources/funding. 

 
7. Implementation Pathways 

 
Implementation pathways define the manner in which target audiences become 
engaged and/or empowered in the use of or by the nature of the emerging 
technology. This might be a training method (e.g., online training), an 
engagement method (e.g., mobile app), an acquisition pathway (e.g., grant 
program), or even just a global web-based release (such as with an online 
mapping platform). 

 
8. Funding 

 
Funding streams to support implementation are captured here. In some cases, 
the end users themselves cover implementation costs, as would be the case with 
a free mobile app wherein an end user buys the required smart phone to use the 
app. Local or national public sector budgets may be required to cover the cost of 
implementation if the technology is within the public domain. In other cases, the 
expense of implementation may be achieved through a public-private 
partnership. Funding requirements will depend on the interventions themselves. 
This section can discuss funding issues that impact or improve implementation, 
such as economies of scale or variable costs. 

 
9. Outcome 

 

The intended outcome of the implementation effort is captured here. In terms of 
DRR and resilience, the outcome may be tied to a specific SDG or Sendai 
Framework indicator, though that is not mandatory. Outcomes should be 
measurable and achievable. 

 
Results Framework 
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The Results Framework represents a development hypothesis or a theory about how 
intended change will occur. It shows how the achievement of lower level objectives will 
lead to the achievement of the next higher order of objectives, ultimately resulting in the 
project objective. It is, in essence, a sequence of implementation steps that 
communicates the cause and effect relationships between various steps in the 
implementation process, and which lead to a desired outcome. 

 
The results framework 
enables project stakeholders 
to understand the steps that 
must or should be taken and 
the logical order in which that 
should take place. Results 
frameworks have served as 
key tools in the development 
landscape, enabling 
practitioners to discuss and 
establish strategic 
development objectives and 
then link interventions to 

intermediate outcomes and results that directly relate to those objectives. A stakeholder 
should be able to deduce from a results framework the basic theory for how key program 
objectives will be achieved. It is therefore an important tool because it helps managers 
identify and focus on key objectives within a complex implementation environment. 

 
A results framework will communicate various implementation steps, including 
descriptions of what is expected. The causes, effects, and results of the various elements 
are clearly stated, which requires forecasting and estimation of different factors, such as 
task length (in time). 

 
The results framework supports the strategic planning process as well as the 
implementation process as it helps in achieving clarity regarding implementation 
objectives. Ultimately, it sets the foundation not only for the strategy, but also for 
numerous other management and planning functions downstream including project 
design, monitoring, evaluation, and program management. It includes: 

 
1. Implementation elements 

o Inputs 
o Activities 
o Outputs 

 

2. Results elements 
o Outcome or Objective 
o Impact or Results 



Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 462 

 

 

 
 
 

• Inputs 

 

Inputs include personnel, resources, funding, or other elements necessary to 
produce the outputs outlined, and ultimately to achieve the stated results. Inputs 
are very often confused to be synonymous with activities. However, these terms 
are not interchangeable. Inputs, in simple terms, are those things that we use in 
the project to implement it. 

 

• Activities 

 

Activities are actions associated with delivering project goals. In other words, 
they are what the stakeholders/personnel/employees do in order to achieve the 
aims of the project. 

 

• Outputs 

 

Outputs are the specific measurable ‘products’ that can reasonably be expected 
to be produced by the activities as supported by the inputs provided in order to 
achieve the stated objective. This might include training materials produced, 
reports drafted, curricula developed, or people trained, for example. Outputs 
should be described as concretely and precisely as possible and in quantifiable 
terms. 

 

• Outcomes 

 

Outcomes are the benefits of the particular goods or services (outputs). For 
instance, if the output is teachers trained (measured as ‘number of teachers 
trained’), then the outcome might be described as ‘teaching capacity increased’. 
The outcome may include a description of the intended changes in DRR or 
resilience conditions that will result from the existence of the outcome. They 
often provide a clear vision of what has changed or will change within a period of 
time. 

 

• Impact 
 

Impact is a multi-dimensional concept. Some definitions focus on very precise 
understandings of impact, while others cast a much broader net. This is the long- 
term consequence that is sought by those implementing the technology. It will be 
associated with a change in risk, vulnerability, or resilience. It is not, for instance, 
a change in capacity itself (e.g., enhanced ability to monitor earthquakes) but 
rather the impact of such a change (e.g., reduced seismic vulnerability to children 
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in educational facilities). Impacts can be positive and/or negative, director or 
indirect, and other distinctions. 

 
Requirements of a Results Framework 

 
The results framework design process is an iterative one, with objectives and 
interventions providing the base for its design, and draft results frameworks in turn helping 
to clarify specific objectives and interventions. For this purpose, the following component 
should be considered prior to project initiation: 

 
• An understanding of the problem or assessment of needs that the development 

intervention is intended to address 

o What are the current results being achieved and the hoped-for results 
related to the issue? In other words, what is the gap between these 
results, and what are the expectations for minimizing the gap? 

o What are the main challenges or barriers that have constrained 
stakeholders from reaching the intended objectives? 

o What are the risks that the program might face from factors outside the 
program? 

o What other relevant experiences in the region or the sector could help 
the implementation team better understand how to achieve the strategic 
objective? 

o Who is potentially affected by the interventions, and how can their 
opinions inform the needs assessment process? 

• A theory of change for the project or program 

• A working knowledge of the evidence required for measuring and assessing 
desired outcomes and impacts 

• Available data sources and proven data collection approaches relevant for the 
project or program context 

 
Step 4: Build Partnerships for Capacity Development Implementation 

 
The emerging technologies discussed in this tookit are, almost without exception, efforts 
that cut across sectors and stakeholder groups. Capacity development is therefore 
contingent on the building of effective partnerships. 

 
Partnerships are most often the most effective mechanism for accelerating the use of 
science and technology, including emerging technologies and innovative uses of 
technology, for disaster risk reduction and resilience. Partnership can help to bring 
scientists from different disciplines and regions together and connect them with 
practitioners and decision makers. The involvement of local citizens is also critical, as it 
is through these partnerships that risk information is understood in its context and 
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appropriate interventions (e.g., multi-hazard early warning systems) may be developed 
or enhanced. 47

 

 
Potential implementation partners include those who have some benefit to offer, 
including credibility, access, human and financial resources, expertise, and more. 
Partners also stand to benefit themselves, and in fact the motivations for partnership are 
greatest when such conditions exist. It is important that clear and mutually acceptable 
roles and responsibilities are established for all partners, and the partnership must in no 
way violate the guiding principles or undermine the project goals. 

 
Hagelsteen and Burke identified a set of questions planners can ask when assessing 
partnership opportunities. These include: 

 
1. Are the drivers (motives) for partnering on the part of different actors clear? 
2. Is the purpose of the partnership clear? 
3. Do the partners have a written agreement, and if so, what does it include? 
4. Are the benefits and risks of collaborating articulated? 
5. How is accountability of the partners described? 
6. What are the provisions for building, maintaining, reviewing and evaluating the 

partnership’s impact and collaboration process? 
7. Is there a clear project management structure and operating procedures with 

timetables? 
 

The type of service provider or partner to engage depends on the task at hand, the 
target group, complexity of the task and the coverage area.48 Considerations for such 
decisions might include the following criteria: 

 

• What relationship does the partner have with STI stakeholders, disaster risk 
reduction stakeholders, or beneficiaries of the partnership? 

• Will the partnership be cost-effective? 

• Is the partner likely to stay engaged, and do they have the required capabilities 
for scalability and sustainability? 

• Does the partner possess knowledge or skills relevant to the identified capacity 
needs? 

• Does the partner have the resources, systems, and infrastructure needed to 
support implementation? 

• Does the partner have relationships with key networks, decision-makers, or 
policy makers? 

• Does the partner have any political clout, and are they considered politically 
neutral? 

 

47 UNISDR. 2016. UNISDR Science and Technology Conference on the Implementation of the SFDRR. January. 
http://bit.ly/2lHlZ38. 
48 UNDP. 2011. Strengthening Capacity for Disaster Risk Reduction: A Primer. Bangkok. http://bit.ly/2B7pYfn. 

http://bit.ly/2lHlZ38
http://bit.ly/2B7pYfn
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• Are there any regulatory challenges, risks, or conflicts of interest related to the 
partner’s engagement? 

 

National coordination mechanisms for disaster risk reduction could systematically 
reinforce science and policy and science and practitioners dialogue. There is a need to 
create and/or strengthen national disaster risk reduction science-policy councils or 
platforms. Regional science and technology networks help to strengthen the science 
community, support governments in science-based decision-making, and enhance 
linkages among members of the academic community, decision makers, and other 
stakeholders. 

 
The UNISDR Science and Technology Partnership is an example of an effective global 
coordination mechanism that was created to support the implementation of the Sendai 
Framework through the utilization of science and technology. The efforts of this entity 
are guided by the Science and Technology Roadmap, described in Part 1.49

 

 
All stakeholders have much to gain through the exploration of partnership opportunities, 
whether multilateral, bilateral, public-private, or others. Significant gains have been 
made in the utilization of space-based imagery for disaster risk reduction and resilience 
on account of global and regional partnerships that are forming or growing as 
capabilities expand. The following table lists several international partnerships that 
have been developed for the purpose of sharing or distributing space-based imagery to 
support disaster risk reduction. Two of these, UNOSAT and the Disasters Charter, are 
detailed in the case studies that follow. 

 

Table 3.1: Space Imagery Partnerships 

 

49 UNISDR. 2016. UNISDR Science and Technology Conference on the Implementation of the SFDRR. January. 
http://bit.ly/2lHlZ38. 

http://bit.ly/2lHlZ38
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Case Study: UNITAR-UNOSAT and Radiant Earth Partner for Greater Impact 
Earth Observations 

 

The Radiant Earth Foundation is 
a non-profit organization actively 
working to develop Earth 
observation machine learning 
libraries and models through an 
open source hub that support 
global missions like agriculture, 
conservation, and climate 
change. Radiant Earth also 
fosters a community of practice to 
develop standards around 
machine learning for Earth 

 
 
 
 
 
 
 
 
 
 
 

 
Image: UNITAR map showing satellite-detected settlements of 
internally-displaced persons in the Daraa and Quneitra Governorates of 
Syria. Source: UNITAR, 2016. 

observation and provide information on the progress and innovation in the Earth 
observation marketplace. At the center of Radiant Earth’s work is an open technology 
platform that helps people discover and analyze the vast resources of Earth imagery, 
accelerating improved decision-making, and fueling new solutions, discoveries and 
innovations. 

 

The United Nations Institute for Training and Research (UNITAR) is a principal training 
arm of the United Nations. UNITAR’s Operational Satellite Applications Programme 
(UNOSAT) is a UN Centre of Excellence that focuses on satellite image analysis and 
geospatial applications. Since 2000, UNOSAT has provided the United Nations family 
and Member States with access to satellite imagery and satellite-derived analysis 
through the development and provision of Earth Observation and GIS applications, as 
well as training and capacity development, for humanitarian relief and human security, 
human rights, crisis management and prevention, recovery and development, in 
alignment with its commitment towards supporting the Sustainable Development Goals 
(SDGs). 

 

In June of 2017, the United Nations Institute for Training and Research (UNITAR), 
through its Operational Satellite Applications Programme (UNOSAT) established a 
partnership with Radiant Earth to explore new Earth observation data innovations in 
support of humanitarian disaster management, global health, climate change, 
sustainable water management and cultural heritage. Radiant Earth possesses cutting 
edge image collection and processing technological capacity, while UNOSAT’s brings to 
the partnership extensive experience in satellite imagery analysis and capacity 
development. Through the partnership, these the two entities have agreed to 
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Case Study: The International Charter: Space and Major Disasters 
 

• Video Length: 3:35 

• Video URL: http://bit.ly/2SfXUyn 
 

Faced with a major emergency, rescue and relief organizations that are armed quickly 
with reliable and accurate information are better equipped to save lives and limit 
damage to property, infrastructure and the environment. Satellites routinely monitoring 
Earth from space and delivering data to support rapid damage mapping offer an 
objective tool to aid disaster management. Recognizing that a single operator or 
satellite cannot meet the complex demands of a disaster management effort, the 
European Space Agency (ESA) and France’s Centre National d’Etudes Spatiales 
(CNES) initiated the International Charter Space and Major Disasters in 1999. They 
were joined by the Canadian Space Agency in 2000. 

 

As a partnership made up of 17 members, the Charter takes advantage of observations 
from a multitude of satellites and provides a unified system of space data acquisition 
and delivery to support disaster management. By combining Earth observation assets 
from different space agencies, the Charter allows resources and expertise to be 
coordinated for rapid response to major disaster situations in support of civil protection 
authorities and the international humanitarian community. Disaster risk management 
authorities throughout the world can submit direct requests in the aftermath of a disaster 
to support response or recovery efforts. 

 

The value of the Charter lies in the capability to mobilize multiple space agencies 
simultaneously in order to benefit from their collective equipment, data, and information 
through a single access point that operates 24 hours a day, 7 days a week and at no 
cost to the user. The Charter has also developed partnerships with international 
organizations such as the UN, as well as with national centers able to support its 
operations with value-adding expertise to further exploit satellite imagery. 

 

By February of 2020, the Charter had been activated 643 times in support of 126 
countries. Responses supported a multitude of disaster types, including floods, 

 

50 European Association for Remote Sensing Companies. 2017. UNITAR-UNOSAT and Radiant.Earth Partner for 
Greater Impact from Earth Observations. June 14. http://bit.ly/2S0PVoD. 

collaborate to make data and solutions more widely available to the global development 
community for overall support of the Sustainable Development Goals (SDGs). 
 
Partnership efforts, as defined by the partners, will focus on joint activities that raise 
awareness about the benefits of Earth observation at the local level, that automate 
analysis, and that provide capacity building activities on the use of Earth observation 
data for the global development community.50

 

http://bit.ly/2SfXUyn
http://bit.ly/2S0PVoD
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Step 5: Implement Capacity Development 
 

Implementation is a process that turns strategies and plans into actions in order to 
accomplish strategic objectives and goals. Implementing your strategic plan is as 
important, or even more important, than your strategy. The strategic plan addresses the 
what and why of activities, but implementation addresses the who, where, when, and 
how. 

 
Implementation of capacity development efforts is an ongoing process. Inasmuch as 
efforts are aligned with capacity assessments and a plan of intervention, coordination 
will be improved. That said, implementation will always be a blend of coordinated and 
independent activities and any coordination efforts must attempt to discover and 
account for all that is happening. Coordinated capacity development efforts should also 
be flexible in order to adapt as conditions and needs change, whether dictated by 
monitoring and process evaluation or external factors (like the introduction of new areas 
of technology or funding). 

 
 
 
 

51 European Space Agency. 2017. The International Charter: Space and Major Disasters. Observing Earth. 
http://bit.ly/2uqrZlN. 

hurricanes, tsunamis, and earthquakes. Every six months, a different member assumes 
the role of ‘Primus Inter Pares’ – or Charter lead. In October 2019, the Russian State 
Space Corporation (ROSCOSMOS) assumed the lead role for the six-month period 
ending April 2020. It is responsible for ensuring that the Charter’s policies and rules are 
respected and for developing partnerships. 
 
A Charter activation starts with a request from an Authorized User (AU), which is 
typically a representative of a national civil protection, rescue, or security organization. 
The AU logs in to the Charter Operational System and submits a request to mobilize the 
space and associated ground resources associated with the Charter members in order 
to obtain data and information on a major disaster. AU's are the only bodies authorized 
to directly request an activation of the Charter, but they may request support on behalf 
of another user with which they cooperate for relief purposes (e.g., the United States 
Geological Survey activated the International Charter on behalf of the Government of 
the Bahamas following Hurricane Dorian in 2019). The request goes to a Charter 
operator who verifies it and passes it to the Emergency On-Call Officer (ECO). The 
ECO analyses the request, prepares an archive and acquisition plan using available 
satellite resources (planning out what would be the best satellites to use based on the 
AU's request), and submits the plan to the relevant space agency. As data is acquired 
and delivered, Value Added Providers may further interpret data to enhance its value. 
An activation will eventually close when assistance is no longer needed (usually within 
weeks). 51

 

http://bit.ly/2uqrZlN
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Recipient stakeholders’ interface with implementation efforts should be through a known 
and trusted source, at least in the early stages of the process. Research on 
implementation by the United Nations Development Program found that where internal 
and external partners were involved, implementation that was managed through 
national systems and processes rather than through the parallel systems of external 
partners, chances for sustainability were considerably improved.52

 

 

Implementation efforts aimed at building community resilient are usually mission-driven, 
meaning that stakeholders dedicate resources to solving a particular problem (e.g. the 
need for multi-hazard early warning, immunization against new diseases, or functioning 
communication networks during emergencies.) Innovation often focuses on later-stage 
deployment of traditional technologies (e.g., remote sensing) or market-ready new 
technologies (e.g., smartphone applications or low-cost drones) rather than early-stage 
exploration and development of emerging technologies (e.g., AI or additive 
manufacturing).53

 

 

A challenge relating to emerging technologies and innovation for DRR and resilience is 
that many solutions never move beyond the prototype phase. There is a gap regarding 
the move to service delivery models and the improvement of the link between 
prototyping and entrepreneurs who bring the product or service to the market. Another 
challenge is the engagement and coordination of efforts across different government 
areas, sectors and markets (for example, health, infrastructure and education), which 
are required to upscale solutions for resilience building that usually have multiple 
impacts in different areas of the Sustainable Development Goals. 

 
In terms of the use of hardware such as drones and sensor networks, current 
operational deployments are relatively modest in scale. Deployment and data collection 
costs, which remain high in extremely remote and impoverished areas, do present 
implementation challenges, which are covered in greater detail in Section 3.2. 
Moreover, important application-specific requirements may not be properly met by using 
off-the-shelf components. Standardization of tools and methods used in citizen science 
research projects could reduce the operational challenges involved in that regard. For 
example, initiatives such as CitizenScience.org and CitSci.org seek to build 
collaboration, community and credibility by harnessing the knowledge gained by 
practitioners and researchers across the field of citizen science.”54

 

 

Implementation is where challenges are most likely to impact results and outcomes. 
Challenges are the topic of Section 3.2, and are discussed in much more detail there. 
Erica Olsen lists a number of very common ‘implementation pitfalls’ that are specific to 

 

 

52 UNDP. 2011. Strengthening Capacity for Disaster Risk Reduction: A Primer. Bangkok. http://bit.ly/2B7pYfn 
53 UN Economic and Social Council, 2019 
54 UN Economic and Social Council, 2019 

http://bit.ly/2B7pYfn
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implementation of a strategic plan. While these were developed to address business 
strategies, they apply to implementation of emerging technologies and include:55

 

 
• Lack of ownership 

 
Olsen calls this the most common reason a plan fails. If stakeholders have no 
stake or responsibility in the plan, other than a few select stakeholders there will 
be little change in action or behavior. 

 
• Lack of communication 

 
If a strategic plan does not get communicated to stakeholders, they won’t 
understand how to contribute. 

 
• Getting mired in the day-to-day 

 
Becoming consumed by daily operating problems will cause stakeholders to lose 
sight of long-term goals. 

 
• Out of the ordinary 

 
The plan should not be treated as something separate and removed from 
management processes. 

 
• An overwhelming plan 

 
If the goals and actions that result from the strategic planning process are too 
numerous, often because planners failed to make tough choices to eliminate 
non-critical actions, then stakeholders will not know how to proceed. 

 
• A meaningless plan 

 

It is important that the vision, mission, and value statements are not viewed as 
‘fluff’ or that they are not supported by actions or don’t have stakeholder buy-in. 

 
• Not considering implementation 

 
Implementation needs to be something that was addressed in the strategic 
planning process. The planning document is not an end in and of itself, but rather 
a roadmap that is actively utilized by stakeholders. 

 
 

 

55 Olsen, Erica. 2020. Strategic Implementation. On Strategy. http://bit.ly/2SOHQTx. 

http://bit.ly/2SOHQTx
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• No progress report 

 
There needs to be a method to track progress. The plan should provide 
provisions to measure not only what is easy to measure, but also what is 
important. Stakeholders should be able to perceive forward progress towards 
goals. 

 
• No accountability 

 
Accountability and high visibility help drive change. This means that each 
measure, objective, data source, and initiative must have an owner. 

 
• Lack of empowerment 

 
Although accountability may provide strong motivation for improving 
performance, stakeholders must also have the authority, responsibility, and tools 
necessary to impact relevant measures. Otherwise, they may resist involvement 
and ownership. 

 
Step 6: Monitor and Evaluate 

 
Monitoring and evaluation is a vital yet largely-undervalued part of capacity 
development.56 It is conducted not only to ensure implementation partners are 
progressing towards their intended goals, and to ensure those goals are resulting in the 
changes required to meet capacity needs – it also helps in the identification of and 
accommodation for unintended consequences. For this reason, evaluation must not be 
limited to the completion of implementation efforts, as it is too late to redirect if things do 
not occur or progress as expected once this point has been reached. 

 

Monitoring and Evaluation are the topic of Section 3.3. 

 
 

3.1.4 : Establishing an Enabling Environment 
 

Implementation success is contingent on the existence of a strong enabling 
environment, which is the basis of capacity development itself. There exist significant 
disparities between countries in terms of how emerging technologies have been 
implemented for disaster risk reduction and resilience, and many of these disparities 
can be traced to two things: the strength of the enabling environment and the severity of 
implementation challenges (addressed in Section 3.2). While it is true that technologies 
are becoming more accessible as the costs for owning and operating them come down, 

 

56 Hagelsteen, Magnus and Per Becker. 2014. Forwarding a Challenging Task: Seven Elements for Capacity 
Development for Disaster Risk Reduction. Global Risk Forum Davos. V.2, No.2. April. 
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Case Study: Legislation to Support Citizen Science 

 
 

even to the point of being zero-cost in many cases – the fact is, implementation success 
is not guaranteed and these disparities will continue to reflect the effectiveness (or lack 
thereof) of the enabling environment. 

 
This section lists and provides an overview of the primary components of the factors 
that enable emerging technologies implementation. They include: 

 
1. A Statutory Framework 
2. Access to Resources 
3. Relevant and Effective 

Policies and Strategies 
4. Public Confidence, 

Political Support, and 
Stakeholder 
Engagement 

 
 

1. A Statutory Framework 
 

The capacity to implement emerging technologies for disaster risk reduction and to 
support resilience is either constrained or boosted by a country’s statutory framework. 
The expansive scope of emerging technologies, including the inputs, dependencies, 
and domains, mean that a great many laws and regulations will impact the ability of 
governmental and nongovernmental organizations to utilize such technologies. Even if 
the capabilities exist to utilize them, laws can have indirect impacts on implementation 
such as when they govern technology inputs, resources, or dependencies (e.g., open 
data). Moreover, vague laws can lead to inequalities, confusion, and decreased 
implementation progress and potential. 

 
The legal framework must be flexible and responsive to manage development and 
innovation as it occurs. Laws must be able to balance civil liberties, national security, 
privacy, and other concerns with the benefits that stand to be gained using technology. 
With proper safeguards and regulations, many of these concerns can be addressed in a 
manner that allows for technological expansion in the resilience context. 

 
Like many social development issues, it is not feasible to address all statutory needs 
through the use of a single ‘emerging technologies for DRR and resilience’ law. Rather, 
the impact of the greater legal framework on implementation will need to be something 
that is constantly monitored and assessed, with adjustments recommended and 
affected as required. 
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CitizenScience.gov is an official United States Government website designed to 
accelerate the use of crowdsourcing and citizen science across the U.S. government. 
The site provides a portal to three key 
components: 
 

• A catalog of federally supported citizen 
science projects 

• A toolkit to assist national government 
practitioners with designing and 
maintaining their citizen science 
projects 

• A ‘gateway’ portal that offers access to 
a community of hundreds of citizen 
science practitioners and coordinators 
across government 

 

The statutory authority that enabled 
national government support for citizen 

 

 
Image: Screenshot of CitizenScience.Gov, 2020. 
Source: US Government, 2020. 

science was established through the passage of the Crowdsourcing and Citizen 
Science Act of 2016 (15 USC 3724). This is the first bill to explicitly grant the US 
national government the authority to use crowdsourcing and citizen science methods to 
advance scientific research. The bill also provides guidelines for how to carry out these 
projects, answers questions about data access and availability, and encourages 
collaboration in the public and private sectors. 
 
The Crowdsourcing and Citizen Science Act was incorporated into another related act 
that was passed in 2010, titled The America COMPETES Reauthorization Act of 2010 
(COMPETES). This act, which was a reauthorization of a 1980 act titled The 
Stevenson-Wydler Technology Innovation Act of 1980, granted broad authority to all 
national-level agencies to conduct competitions that spur innovation and ingenuity. 
Under the new authority, government agencies were authorized to offer incentives that 
encouraged fresh perspectives, novel approaches, and participation from the public, 
including citizen scientists, entrepreneurs, businesses, students, schools, nonprofits, 
and others who could lend their collective problem-solving to improve aspects of public 
and private sector function. 
 

Passage of the COMPETES legislation solidified the use of crowdsourcing as a 
government-ready resource. The addition of access to prize competitions helped further 
open the door for innovation in government, even beyond citizen science as outlined in 
the 2015 legislation. Between fiscal years 2016 and 2018, the number of government- 
sponsored prize competitions under the program rose from 744 to 875. The 
competitions led to a number of successful start-up ventures and stimulated emerging 
markets. They also established a catalog of best practices and case studies for sharing 
across the community of practice. 
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2. Access to Resources 
 

The availability of funding and other resources has been identified as one of the 
greatest obstacles to disaster risk reduction capacity development, and resource 
generation likewise presents a challenge to emerging technologies and innovations 
implementation efforts in the area of disaster risk reduction. That said, there are 
distinctions in this particular area of capacity that tend to reduce the effect of resource 
shortages. From a research and development standpoint, the community of 
stakeholders, including the private sector, academia, national laboratories, national- 
level ministries and agencies (as a component of mandates), and others, offer many 
avenues of support. From an acquisitions standpoint, however, resource availability 
and support opportunities differ significantly between technology types and 
stakeholders. 

 
Financial, human, technical, and other resources are in and of themselves capacity 
elements. That said, the influence that information, education, partnership building, 
accountability, attitudes, and other components of capacity have on resource availability 
highlight the complexity of this issue. Awareness building heavily influences the 
success of resource generation efforts. There is a diversity of funding streams under 
many areas of government, including climate change adaptation, sustainable 

 

57 Executive Office of the President of the Unitd States. 2019. Implementation of Federal Prize and Citizen Science 
Authority: Fiscal Years 2017-18. Office of Science and Technology Policy. June. http://bit.ly/36iM1eH 

 
In January 2017, the American Innovation and Competitiveness Act (AICA) was passed. 
Section 402 of the AICA, the Crowdsourcing and Citizen Science Act, gave government 
agencies broad authority to use crowdsourcing (and specifically citizen science) to 
advance agency missions and facilitate broader public participation in the innovation 
process. The legislation highlighted the unique benefits of citizen science, “including 
accelerating scientific research, increasing cost effectiveness to maximize the return on 
taxpayer dollars, addressing societal needs, providing hands-on learning in science, 
technology, engineering, and math (STEM), and connecting members of the public 
directly to federal science missions and to each other.” The law also expanded the prize 
competition program created as a result of the COMPETES legislation. 
 

Perhaps most importantly, the Crowdsourcing and Citizen Science Act supported a 
movement already building in government to foster increased use of Crowdsourcing and 
Citizen Science. Since the act was signed into law, the CitizenScience.gov catalog 
expanded the number of documented nationally sponsored projects by more than 25%. 
Crowdsourcing initiatives continue to expand across the public sector, gaining visibility 
and sponsorship at the highest levels of government. In fiscal year 2017, 18 national 
government agencies offered prize competitions. In 2018, prizes averaged $75000, 
with some as large as $20 million.57

 

http://bit.ly/36iM1eH


Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 475 

 

 

 
 

development, disaster risk reduction, and STI, as well as investments from the private 
sector, non-profit sector, and by individuals and households as well. Investment in 
these technologies is an investment in resilience, but the conceptual link must be made 
if that expanded view is to be applied. Long-term resilience can be the result of 
technologies investment. In terms of facilitating resource access, the actions of 
identifying, understanding, and innovating for adequate funding mechanisms are in and 
of themselves capacities that require development. 

 
Most notably in the developing countries, the ability to access and implement new 
technologies will determine whether they are able to catch up to and keep up with 
countries closer to technological frontiers, including where it pertains to reducing 
development-reversing disasters. Countries must to the best of their abilities source 
from within, establishing a social vision that fosters the development of a trained 
workforce and STI advancement that support DRR and resilience technology resource 
requirements. Bridging the technological divide is an important precondition for closing 
the resilience divide that exists between countries. Rapid technological advancement is 
an investment opportunity for developing or otherwise “latecomer” countries that can 
leapfrog quickly-expiring methods and technologies in a manner that puts them on pace 
with more advanced countries. Seizing such opportunities requires coordination 
between resource allocation and national policies and strategies, of course. 

 
The financing requirement for technologies development and implementation differs 
from other areas of disaster risk reduction in that there are so many dual use 
applications that the stakeholder base is expansive. For instance, research and 
development of additive technologies will advance with or without public sector support. 
It is primarily through the application of policies, acquisitions, training, and leadership 
that such tools will advance. Implementation of 5G technologies are typically public 
private partnerships with telecommunications companies that agree to some level of 
responsibility for infrastructure development, installation, and maintenance. 

 
Resource Sharing 

 
For many technologies, there is no need for every stakeholder or every community to 
own the technology. This is not a new concept in emergency management, and in fact 
it is common for communities located near each other to establish agreements for 
different equipment such as an explosives disposal robot, a specialized search and 
rescue device, and a specialized hazard monitoring system. The process of identifying 
these resource sharing opportunities has been termed What’s In My Back Yard, or 
‘WIMBY’. 58 Through a WIMBY approach, rather than each stakeholder attempting to 
develop 100 percent of capacity for themselves, they identify capacity as a collective 
measure of “neighbors helping neighbors”. Private sector, nongovernmental, and 

 

58 Holdeman, Eric. 2014. Technology Plays an Increasing Role in Emergency Management. Government Technology 
Emergency Management. June 26. http://bit.ly/2EGgYy6 

http://bit.ly/2EGgYy6


Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 476 

 

 

 
 

household stakeholders can take the same approach where applicable. The Section 
2.5 case of Weather Underground citizen scientists is a perfect example of resource 
distribution. There is no added benefit for every household to have a weather sensor. 
As soon as one neighbor has a sensor installed and running, all households within the 
area covered by that device are provided with de-facto coverage from that device 
beyond which any new equipment would merely be redundant. 

 
Public Private Partnerships 

 
Especially where technologies are only utilized intermittently, or where the acquisition 
and maintenance costs for government exceed the cost of contracting individual 
services from private sector entities that possess such technologies, public private 
partnerships are an attractive resourcing option. Many entities, whether a business, an 
academic organization, or nonprofit organization, maintain technologies that they are 
willing to share with government at no cost during times of disaster. The motivation 
behind these acts vary, whether for corporate social responsibility, access to new 
markets, advertising opportunities, and many others. The outcome of these public 
private partnerships remains the same regardless of motivation - public sector entities 
can reap the benefits of some nongovernmental resource in a manner that is 
predictable in terms of capabilities, engagement, availability, and other ways. 

 

Case Study: Drone as a Service (DaaS) Deployment Model 
 

The amount of time required by an organization prior to initiating use of drones for post- 
disaster search and rescue tends to differ by the deployment model utilized. Research 
conducted by Dr. Robin Murphy of Texas A&M University found in 2015 the average lag 
time was approximately 6.5 days. Because most trapped persons will die if not rescued 
within the first 48 hours, there is an acute need to decrease deployment times. If a 
relief organization owns an unmanned system or has a preexisting partnership with 
another organization that owns them, response times can be reduced to 0.5 days. If the 
organization does not, the response time is about 7.5 days. Like any disaster response 
tool, drones are at their most effective when deployed as quickly as possible. Therefore 
it is crucial that governments, relief organizations, insurance companies, and all other 
potential users of drone technology for disaster planning and response carefully 
consider how to deploy drones. 

 

Unfortunately, drone acquisition carries a significant cost associated with equipment 
and training. As such, only a limited number of large organizations that regularly use 
drones in their operations have found it preferable to own a drone fleet. Smaller 
communities will also find it difficult to dedicate resources to drone acquisition, 
maintenance, and staff training. 

 

Public-private partnerships are a secondary option to maintaining a drone fleet. By 
establishing coordination mechanisms, these arrangements not only reduce the need to 
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Development Assistance 
 

The 2030 Agenda and the Sendai Framework have helped countries and their 
development partners to prioritize risk-informed development practices and the 
development of capabilities that enhance disaster risk reduction. Development 
assistance must be tied to resilient outcomes, and investment in emerging technologies 
supports this prioritization. Conduct of a capabilities assessment is so important 
because without that information in hand it can be difficult for development partners to 
understand what capacities are needed and how emerging technologies meet those 
needs. Such information is also useful in developing the results frameworks that many 
organizations use to formulate development assistance programs. Unfortunately, for 
most development partners, actionable and accurate information on relevant 
competencies and capabilities is not readily available. 

 
Governments can work with development partners to develop disaster risk reduction 
capability and competency guidelines that account for emerging technologies capability 
gaps and operational needs. Capabilities are supported by competencies, and are 
delivered by various combinations of planning, organization, equipment, training, and 
exercise. 

 
 

 

59 American Red Cross. 2015. Drones for Disaster Response and Relief Operations. April. http://bit.ly/2ov4ntf 

dedicate resources during non-disaster times, they enable a reduction in the ‘traffic’ 
over the disaster area and increase coordination of those assets that are flown. For the 
private sector entity, there is the benefit of access to the disaster site as well as 
elevation of profile through media time and affiliation with the response. A private drone 
company could provide a live data feed during an emergency situation, for example, 
allowing local responders to focus their efforts and equipment on mitigation and rescue 
operations. In combination, government agency and private sector aerial drone data can 
maximize disaster response strategy, speed, and efficiency. For drone deployment 
models using public/private partnerships to be effective, agreements on data usage, 
privacy controls, and security need to be established well in advance. 
 

A third option, the drone as a service (DaaS) deployment model, presents a blend of 
these two. Instead of owning, maintaining, and operating a drone fleet, public and 
private organizations involved in disaster relief can make use of the DaaS model. The 
unique model was created by drone company Measure with the intent of giving 
organizations more control of their drone resources, but enabling them to limit costs to 
acquisition, processing, and delivery of the data they need from drones. This eliminates 
the need for organizations to maintain a large fleet of drones that may rarely be used. It 
also enables them to ensure they always have access to the most recent technology as 
old drones become obsolete.59
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Case Study: The UN 
Technology Bank 

 

Achieving sustainable 
development in the world’s 47 
Least Developed Countries (LDCs) will require rapid capacity development in Science, 
Technology, and Innovation, including access to those technologies. In addition to 
increasing disaster resilience, STI will support growth, sustained social progress, and 
integration into the global economy. 

 

To support the LDCs in these efforts, the United Nations established a financial 
institution in 2016 in Gebze, Turkey. This new bank seeks to improve the LDCs’ 
scientific research and innovation base, promote networking among research 
institutions, and help the LDCs to access and utilize critical and appropriate 
technologies. 

 

The UN Technology Bank helps LDCs build the STI capacity they need to promote the 
structural transformation of their economies, eradicate poverty, and foster sustainable 
development. It directly implements projects and activities in the LDCs, and it serves as 
a knowledge hub for the LDCs’ on STI needs, available resources, and key STI actors 
able to respond to these needs. The Technology Bank: 

 

• Strengthens the STI capacity of LDCs including the capacity to: identify, absorb, 
develop, integrate and scale-up the deployment of technologies and innovations - 
including indigenous ones - as well as the capacity to address and manage 
intellectual property rights issues. 

• Promotes the development and implementation of national and regional STI 
strategies, strengthens partnerships among STI-related public entities and with the 
private sector, and promotes cooperation among all stakeholders involved in STI 
including researchers, research institutions, public entities within and between LDCs, 
as well as with their counterparts in other countries. 

• Promotes and facilitate the identification, utilization and access of appropriate 
technologies by LDCs, as well as their transfer to the LDCs, while respecting 
intellectual property rights and fostering the national and regional capacity of LDCs 
for the effective utilization of technology to bring about transformative change. 

• Performs STI reviews and Technology Needs Assessments to identify technological 
gaps and priority needs in order to develop coherent and integrated implementation 
strategies tailored to each country. Recommendations are provided to strengthening 
policies and measures to improve national and regional technological capabilities 
and encourage innovation. 

 

The Technology Bank was modelled after the United Nations University, and as such it 
supports multifaceted capacity-building but with a technology focus. LDCs are able to 
use Technology Bank financing and resources to overcome constraints and bottlenecks, 
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Case Study: Africa Drone and Data Academy 
 

UNICEF Malawi and the Government of Malawi have been promoting and supporting 
data technologies and drone use for development and humanitarian contexts since 
2016. At that time, a ‘drone testing corridor’ was created as a way to bring technology 
to the region. The Corridor was a dedicated “technology-friendly environment” where 
local and international drone companies could test their drones in various scenarios in 
communities. 

 

Since that time, UNICEF Malawi has continued to explore the use of drones including 
for disaster prevention, monitoring, and response. The organization considers drones, 
data technologies, and AI to be a means of leapfrogging existing technologies to 
address development lags. One of the greatest obstacles to STI research and 
development, leapfrogging, and application of these emerging technologies, is a lack of 
qualified personnel required to staff implementation efforts. Education and local 
capacity development are both needed to allow increased use of these technologies. 

 

To address the identified skills deficit, 
UNICEF established the first African 
Drone and Data Academy (ADDA) with 
support from several development 
partners (including The Global Fund, 
GIZ, UNICEF Scotland, and UNICEF 
Sweden. Virginia Tech University is 
providing the design and delivery of the 
new curriculum that will teach students 
to build and pilot drones, and to process 
GIS-referenced data from drone 
imagery. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image: Students at the Africa Drone and Data Academy (ADDA) 
assemble a drone. Source: Unicef, 2020. 

 
 

 
 

60 Sawahel, Wagdy. 2018. Technology Transfer Boost for Least Developed Countries. University World News. June 
12. 

accelerate technology transfer, and facilitates the exchange of best practices. One of 
the most impactful outcomes of Technology Bank support is that LDCs are able to 
address two of the most significant implementation obstacles - weak technological 
infrastructure and limited scientific human resources. In the absence of either, it is 
difficult for LDCs to adapt and absorb existing technologies, to partner with high tech 
businesses, or to contribute to sustainable development. Partnerships with African 
universities have played a key role in these parallel support streams. The universities 
are recognized providers of required knowledge, technologies, and trained and skilled 
human resources to ensure a capable workforce exists to affect implementation.60
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Case Study: Regionalization of Space Data 
 
The Asia-Pacific region experiences a disproportionate share of the world’s disasters, 
having been impacted by 37% of all recorded events, 57% of global fatalities, and 89% 

 

 

 
 

Mutual Assistance Agreements and Regionalization 
 

Capacity may be shared between countries and among countries within a region 
through partnering and mutual assistance agreements. Recognizing that resilience 
extends beyond borders, countries can support cross-border and regional stability by 
collaborating on technology capacity. 

 
At the national level, governments should engage in active participation of regional 
efforts in creating conducive environments for sustainable and resilient environments, 
including for the transfer and development of emerging technologies. All relevant 
agencies, not just the national disaster management office, need to consider the 
relevance of such technologies to their mission. An enabling environment that supports 
greater cooperation among different government entities should be fostered through 
these efforts, keeping in mind the type of vertical and horizontal integration that is 
required (including local governments and community organizations). 

 
Regional organizations are increasingly providing support for the use of emerging 
technologies and the creation of knowledge centers which will also greatly benefit 
economies that currently do not have the technical expertise required to utilize available 
STI. International organizations can also facilitate better developmental planning to 
assist in governments’ understanding and thereafter actions addressing critical 
interdependencies and the building in resilience in all vital infrastructures.”62 

 

 

 
 

61 Unicef. 2020. The African Drone and Data Academy in Malawi: Drones and Data for Good. Unicef Malawi Website. 
https://uni.cf/2HoOgTH. 
62 UNESCAP. 2015. Building e-Resilience: Enhancing the Role of ICTs for DRM. http://bit.ly/2lH9gNW 

The Academy began operations in January of 2020. Cohorts of 25-30 students attend a 
12-week program. To support public sector capacity, one student in each cohort is 
seconded from Malawi’s public sector. The program certificate enables the students to 
obtain gainful employment in the rapidly evolving drone tech data technology sectors, 
and to support development of these sectors in their respective countries. 
 

In 2022, the program will expand to include a two-year Master’s degree offering in 
Drone and Data Innovation, the first of its kind focusing on the specific needs of the 
global south worldwide. The academy will allow students from Malawi and neighboring 
countries with a ratio of at least 55 % female students to apply. Tuition is free for all 
students and most will also receive funds to cover transport, room, and board.61
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of people affected during the past 30 years. Disasters are a regional problem, and 
impacts often extend across borders. 
 
To address regional risk and to support countries within the region that were lacking 
capabilities, the Asia-Pacific Regional Space Agency Forum (APRSAF) proposed an 
initiative called Sentinel Asia in 2005. The intent of this new capacity was to highlight 
the transformative value of Earth observation technology products, and enable wider 
access to them using real-time internet dissemination and Web-based GIS tools 
accessible throughout the Asia-Pacific region. It was originally proposed in 2004 as a 
means to increase the application of emerging technologies for resilience in the region, 
and was fast-tracked after the 2004 Boxing Day Earthquake and Tsunami. 
 
The program is the product of a partnership involving members of the Space 
Community (APRSAF); the International Community 
(UNESCAP, UNOOSA, ASEAN, AIT etc.); and the Disaster Reduction Community 
(ADRC and its member countries). It doesn’t replace any ongoing efforts by existing 
agencies, but rather seeks to expand their reach and ensure risk and disaster data is 
available to all countries in the region (particularly those that do not own their satellites). 
 

Sentinel Asia uses web-based distribution of data products in real-time or near real-time 
for both early warning needs and post-disaster response and recovery. It has a three- 

fold purpose: 

 

• Ensuring that ICT & Space technology 
is used to protect life 

• Improving the speed and accuracy of 
disaster preparedness and early 
warning messaging 

• Reducing the number of victims and 
the social and economic losses caused 
by disasters 

 

The main products provided by Sentinel 
Asia include: 
 
• Satellite imagery (and data permitted 

 

 
Image: Map of flooded areas in Thailand, 2019, based on 
imagery provided via Sentinel Asia. 

Source: Sentinel Asia, 2019. 

by data provider) and value-added images with extraction of stricken area, etc. 

• On-site digital camera images 

• Wildfire hotspot information and data 

• Rainfall (short-term and long-term) information and data 
• Meteorological satellite imagery and data63

 

 
 

63 Sentinel Asia. 2020. About Sentinel Asia. Sentinel Asia Website. http://bit.ly/2tV43Xy. 
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Case Study: Singapore Cooperation Programme (SCP); SIDS Technical 
Assistance Programme (SIDSTEC) 

 
 
 

South-South, North-South, and Triangular Cooperation for Technology Transfer 

There are many opportunities for nations to provide and share capacity development 
support for emerging technologies implementation. In fact, bilateral cooperation has 
proven highly effective in the transfer of skills and knowledge for many technical areas, 
inclusive of disaster risk reduction and sustainable development, and there is a 
recognition of the value to be gained through an increase in the use of South-South and 
Peer-to-Peer arrangements. UN Country Teams are another major source of capacity 
development support, and efforts to maximize this form of support are increasing in 
number as the mainstreaming of disaster risk reduction activities and coordination with 
national and local capacity development efforts progress. Finally, there is great 
untapped potential for capacity development support in the work of the many 
humanitarian agencies that participate in disaster response and early recovery 
operations. 

 
Bilateral cooperation through North-South, South-South, and triangular cooperation 
arrangements have each proven effective in many instances where the transfer of 
disaster risk reduction capacity was sought. There has been an increase in calls for 
South-South arrangements given the tendency for partners to have more closely 
matched risk profiles, governing arrangements, economic constraints, and other 
relational factors. Peer-to-peer partnerships have also played an additional important 
role in helping countries to harness greater potential in their implementation activities, 
and for improving the social, health and economic well-being of citizens, communities, 
and society as a whole. Countries can increase opportunities for such engagement by: 

 

• Establishing and strengthening methods and best practices to help initiate and 
conduct peer-to-peer (country-to-country and city-to-city) support and learning. 

• Developing, promoting, and maintaining mechanisms that enable country and 
city partners to gather and share experience and lessons. 

• Encourage development partners to facilitate arrangements that are more 
conducive to or supportive of South-South and Triangular cooperation. 

• Identifying innovative opportunities to support twinning and peer-to-peer 
approaches, including secondments, government exchanges, symposia, and 
tours. 

• Identifying ways to move beyond ‘learning together’ such that actual sharing of 
lessons and practices occurs in both existing and new collaborative programmes 
and in joint exercises. 
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The Singapore Cooperation Programme (SCP) is Singapore’s umbrella technical 
assistance programme to developing countries. In 1999, SCP established the Small 
Island Developing States Technical Cooperation Programme (SIDSTEC) as part of 
Singapore’s efforts to assist sustainable development in the SIDS countries. The 
program sought to foster mutual learning, 
cooperation, and friendship amongst countries to 
promote sustainable development. 
 
The program has approximately 10 thematic 
areas, which include Healthcare, Disaster 
Response, and Emergency Preparedness; 
Information and Communications Technologies, 
and more. The program was originally slated to 
expire in five years but has since been extended 
indefinitely. Its thematic range was also 
increased at that time. 

 

 

Image: Participants on a SIDSTEC course field trip in 
February of 2018. Source: SCPTA, 2018. 

The focus of the program is on developing training courses, conference, seminars, and 
workshops that are organized in Singapore. Recipient country officials are invited to 
attend the courses in Singapore, with all training fees and travel expenses covered. 
Participants attend classroom lectures and make country presentations to share 
experiences and exchange views. There are also site visits to observe best practices. 
In some cases, Singapore trainers have flown to recipient countries and foreign experts 
from partner countries have flown to Singapore to offer value-added expertise in their 
specialized areas. 
 

The program enhances the human resources of SIDS countries through a commitment 
to capacity development. The process includes the collection and incorporation of 
structured feedback from participants and training agencies through various evaluation 
channels before, during, and after each training course. In addition, collective sharing 
of best practices, knowledge and experiences is conducted. There are 37 countries that 
participate in the program.64

 

 

3. Clear and Competent Policies and Strategies 
 

Clear and competent policies and strategies at all administrative levels of government 
provide the necessary social and institutional structure that are required for emerging 
technologies implementation. The UNESCAP guide “Frontier Technologies for 
Sustainable Development in Asia and the Pacific” describes such a need as follows: 65

 

 

 

64 UNDP. 2010. SIDS-SIDS Success Stories: An Innovative Partnership of South-South Cooperaiton. 
http://bit.ly/38vCaV7. 
65 UNESCAP. 2018. Frontier Technologies for Sustainable Development in Asia and the Pacific. UN. 
http://bit.ly/2kr9yZh. 
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“The policy framework for the next generation of technology and innovation 
should focus on creating an enabling environment for frontier technologies to 
positively impact economy, society, and environment; and to reduce inequalities.” 

 
Technologies development and innovation will occur with or without supportive policies, 
but how those efforts benefit development and DRR priorities will differ significantly in 
the absence of a supportive framework. 

 
All countries benefit from a broad-reaching STI policy that supports innovation-driven 
development across the expanse of policy goals. An UNCTAD report states that: 

 
“Innovation is by no means the exclusive domain of developed economies nor is 
the lack of development finance the singular problem of the developing world. 
Several developing countries have already achieved significant economic growth 
through innovation. Others urgently need to develop a more positive policy 
environment for technology and innovation as pillars of development. While most 
countries will have some technology-based sectors and industries, many 
structural and systemic challenges hinder their development, in particular in least 
developed countries (LDCs).” 66

 

 

There are, however, aspects of emerging technologies implementation that are unique 
with regards to policy and strategy requirements, and distinctions can and should be 
made. STI policy is often poorly linked to national development goals and strategies, 
and even more poorly linked to disaster risk management and resilience goals. 
Progress towards the Sendai Framework for Disaster Risk Reduction is motivating 
many countries to review and update disaster management policies at all government 
levels. 

 
For instance, engagement and inclusion are vital to equitable results with emerging 
technologies deployment, and as such policies and strategies that enhance 
engagement and inclusion opportunities must be outlined in the STI policy. There is 
also a need to focus on an ‘all-of-government’ and ‘all-of-society’ approach to disaster 
risk management, and emerging technologies call on the domain and expertise of all 
stakeholders in this context. Just as is true with infrastructure, ICT, medicine, and many 
other areas of practices that have come to play a dominant role in resilience building 
efforts, the roles, responsibilities, needs, and requirements of the emerging 
technologies stakeholder community must be accounted for in policy and strategies. 

 
As will be discussed Section 3.2, emerging technology implementation has the potential 
to generate many unintended and oftentimes adverse effects. Technological 
advancement should not equate to a worsening of income inequality, especially in light 

 

66 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 
Development. June 19. http://bit.ly/2S0A4q6. 
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of the goal that no one be left behind in development. There will be a strong drive to 
embrace technology and innovation, but strong policies and strategies can help to 
ensure that positive gains are promoted and protected. Realizing the 2030 Agenda and 
Sendai Framework goals in a manner that is meaningful to all social and economic 
groups requires a balance between progress, efficiency, equity, ethics. Proactive and 
forward-looking policy measures can help to prevent many issues and better contain 
those that do arise unexpectedly during the evolutionary process. 

 
The immense scope of frontier technologies and the rapid pace of their diffusion across 
national boundaries—affecting efficiency, equity and ethical standards—demand global 
collective action. While national responsibilities will remain paramount, no nation alone 
can harness the full potential of emerging technologies and mitigate associated risks. 
More effective international cooperation for managing advances in frontier technologies 
is essential. Greater international cooperation with regard to their generation, diffusion 
and adoption—reflecting shared and differentiated responsibilities among all actors— 
can bring frontier technologies to those who lack the means to access them. This will 
require (a) revisiting intellectual property rights regimes that govern technology transfers 
among countries and firms within and across countries and (b) rethinking competition 
policies and creating incentives for innovation that are potent enough to ensure 
profitability, while at the same time fostering disaster risk reduction, resilience, and 
ultimately, sustainable development. A more development-oriented intellectual property 
rights (IPR) regime—one that balances incentives for innovation with the greater need 
for technology diffusion—will be critically important.67

 

 

Coordination with National STI, SD, and DRR Strategies 
 

Integration of science and technology policy with sustainable development and disaster 
risk reduction policy development efforts, as based on assessed needs will be a driving 
force behind the achievement of any proposed capacity-building or technical measures 
initiated. But policy needs to be cognizant of and reflective of a concerted national 
strategy to achieve disaster risk reduction, resilience, and as an extension, sustainable 
development. 

 
Countries differ with regards to how STI is driven in governance strategies. STI, 
including emerging technologies uptake, is a recognized component of a variety of 
different government policy pursuits. So while there may be a distinct STI national 
strategy, the application of relevant technologies must also exist as a defined goal in 
other strategies (including national disaster risk reduction, climate change adaptation, 
sustainable development, and other plans and strategies). 

 
 
 
 

67 UN DESA. 2018. Frontier Technologies for Sustainable Development: World Economic and Social Survey 2018. 
http://bit.ly/2k7z3yA. 

http://bit.ly/2k7z3yA


Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 486 

 

 

 
 

Access to knowledge and technology, policies on trade, technology transfer, intellectual 
property rights, STI partnerships, and many other policy concerns must be addressed in 
not only the principal innovation strategy but also as a clearly-linked contributor to 
achievement of national DRR and sustainable development goals.68

 

 
Policies Governing Data 

 
Many (if not most) emerging technologies that support DRR and resilience rely on 
access to and manipulation of large amounts of data (or the generation, distribution, and 
use of new data). This demands that countries establish a high degree of data 
preparedness, defined as the ability to “responsibly and effectively deploy and manage 
data collection and analysis tools, techniques, skilled staff and strategies in a specific 
operational context to be ready before a disaster strikes. ” 69

 

 

Whereas data openness is generally dictated by legislation governing the ownership, 
storage, and access of government data, data preparedness should be a broader 
component of disaster preparedness policies, strategies, and plans of all 
stakeholders, including government of course. Within the humanitarian community, 
there are varying degrees of organizational data preparedness. The adoption of new 
techniques and technologies, however, requires that organizations re-think and/or 
develop their data/information preparedness plans to ensure they are capable of 
meeting today’s data risks and ultimately contribute to a wider systemization of data 
use in the humanitarian community. That said, the ability to access and use data is 
driven by governmental policies that determine how open government agencies are 
to sharing their data. 

 
Sustainable development decisions, whether in terms of disaster risk or the wider scope 
of socioeconomic drivers captured in the SDGs, requires the capacity to make risk 
informed decisions. While there are many factors that drive data sharing before, during, 
and long after a disaster, particularly between different stakeholder types, governmental 
policies often set the standard and the tone. Governmental organizations must be 
prepared to use data effectively and responsibly. Data preparedness policies will thus 
have a number of objectives, several of which include: 70

 

 

• Reducing data disparities 

Incomplete, inaccurate, and/or insufficient data can occur because of restrictive 
policies that prevent access to data, because of weak provisions to guide the 
collection of data, or because there is no method for or culture of 

 

68 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 
Development. June 19. http://bit.ly/2S0A4q6. 
69 Raymond, Nathaniel and Ziad Al Alchkar. 2016. Data Preparedness: connecting data, decisionmaking and 
humanitarian response. Harvard Humanitarian Initiative. http://bit.ly/30CoWBf 
70 Raymond, Nathaniel and Ziad Al Alchkar. 2016. Data Preparedness: connecting data, decisionmaking and 
humanitarian response. Harvard Humanitarian Initiative. http://bit.ly/30CoWBf 
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interorganizational data sharing. Data must also exist in a sharable manner, 
given the different formats that different systems use, different languages, and 
other factors. Disparities are often not because data doesn’t exist, but rather 
because the data is unusable. 

• Preventing data deluge 

Too much data is also a bad thing, especially when it comes from a large number 
of sources. Too much data can overwhelm a responders’ ability to use data 
effectively, leading to officials neglecting to use what they have or unintentionally 
using old or less accurate data. 

• Preventing data distortion 

Data analysis pathways and methods can take accurate data and translate it into 
inaccurate information or reporting. Policies and procedures need to drive the 
full data cycle from generation to consumption. 

• Preventing data damage 

Improper use of data, whether because privacy concerns were not addressed, 
security concerns were not addressed, laws were not upheld, or other reasons, 
can have damaging consequences. Lives can be ruined, trust can be broken, 
and other negative impacts can result – all of which lead to reduced future 
access to data or trust in the information it produces. 

 

Participants of the UNISDR Science and Technology Conference on the Implementation 
of the Sendai Framework for DRR found that “better accessibility to high-quality data on 
multi-hazard risk, exposure, vulnerability, capacities, and disaster losses and impacts” 71 

was needed. A country’s laws and its policies should support open access to data and 
open-source data platforms. Policies can guide agencies with standards for the 
approaches taken for data collection and mapping and the common operating systems 
to be used. The role of the private sector should be addressed and enhanced as much 
as it promotes data preparedness. The same is true with citizen science efforts, which 
lack standards or frameworks to facilitate collection and dissemination. For example, 
citizen science projects typically involve sensor-sourced data collection by non- 
scientists; therefore, the design of the sensor network should be simplified to ensure 
consistent samples. The use of data could also be increased through its conversion 
between technologies, platforms and applications. For example, while the use of 
smartphones to photograph flooding extent and river level has the potential to form a 
very dense network of crowdsourced sensors, data conversion to input for mathematical 
models and provision of information back to volunteers (non-scientists) remain 
technologically demanding and are currently being developed.72

 

 

The STI community can work with national authorities to establish uniform policies on 
data ownership, maintenance, and sharing. This includes the sharing of information 

 

71 UNISDR. 2016. UNISDR Science and Technology Conference on the Implementation of the SFDRR. January. 
http://bit.ly/2lHlZ38. 
72 UN Economic and Social Council, 2019 

http://bit.ly/2lHlZ38
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among research institutions and professionals, which can be fostered through an open 
data culture with incentives. Systematic data collection and management needs to be a 
priority, and in the local communities where disaster risk reduction is most impactful, the 
capacity to collect and share data is as important as the capacity to identify and use 
available risk-related data (e.g., data from the nation’s or other nations’ space 
agencies). 

 
Among the most important agencies when it comes to open data and data 
preparedness is the National Statistical Office. The role of this office in relation to 
disaster risk reduction, needs to be clarified. Many emerging technologies require a 
baseline of information to enable assessment and analysis. Big data, GIS analysis, 
artificial intelligence, 5G technologies, and much more, all depend on AND provide the 
data collected and maintained by the statistics office. There are expectations for the 
provision of official statistics and indicators on extreme events and disasters in close 
cooperation with specialized agencies, along with demographic, economic and 
environmental information. 

 
And finally, there must be coherence between the data that is required under the Sendai 
Framework, the 2030 Agenda, the Paris Agreement, and other international 
instruments.73,74

 

 
4. Public Confidence, Political Support, and Stakeholder Engagement 

 

Technologies, especially emerging technologies, often represent a major change in how 
things are done, or how people receive and perceive information. Changes of this 
nature and scale can meet insurmountable resistance in the absence of either public 
confidence or political support. This includes the support of the various private and 
nongovernmental stakeholders that are producers, end users, and beneficiaries of many 
of these technologies. Implementation, therefore, requires that both be maintained 
through a blend of communication, education, engagement, support, feedback, and 
reporting. 

 
A 1999 report by the Canada Council entitled The Role of Science and Technology in 
Society and Governance: Toward a New Contract Between Science and Society, 
describes the need to address public confidence about scientific and technological 
discovery, including that which pertains to disaster risk management. The statements 
made in this report, which ring just as true over 20 years since their writing, found that: 
75 

 
 

73 UNISDR. 2016. UNISDR Science and Technology Conference on the Implementation of the SFDRR. January. 
http://bit.ly/2lHlZ38. 
74 UN Economic and Social Council, 2019 
75 Canada Council. 1999. The Role of Science and Technology in Society and Governance: Toward a New Contract 
Between Science and Society. Science for the 21st Century, A New Commitment. World Conference on Science. 
http://bit.ly/2YFORe4 

http://bit.ly/2lHlZ38
http://bit.ly/2YFORe4
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“Within the general public, there is certain measure of mistrust and even 
fear of science and technology (S&T). Some is based on public 
experience, but much is the consequence of a significant communications 
gap between scientists and society. Many reasons are advanced for these 
attitudes: public ignorance or misunderstanding of science, inaccurate or 
biased media coverage, uneven distribution of the costs and benefits of 
science among different sub-groups in society, lack of public control over 
the applications of S&T, and the inability of some scientists to 
communicate ideas in plain language. 

 
“Apart from communication by the mass media which is largely 
unidirectional, communication in the sense of an ongoing dialogue 
between scientists, the public, and policy-makers is also important. This 
may take many forms: public policy consultations and review committees, 
science fairs, open houses, and public information services provided by 
universities, research institutes and private companies. As the demand for 
transparency and accountability in science grows, communication of this 
type — as well as public participation in decision making about the 
applications of S&T — becomes imperative. Unfortunately, resources for 
such dialogue are lacking not only among scientific institutions but among 
those groups in society who have a particular stake in scientific 
developments and therefore something to gain through contact with 
scientists. Increasing privatization of scientific activity also discourages 
open communication of scientific findings and uncertainties. 

 
“Science education, particularly training in multidisciplinary and team 
approaches to research, is also in need of reinforcement. Many science 
education programs still focus on individual student assignments and 
individual evaluation, whereas the trend in both the public and private 
sector is toward team work, and the needs of society are increasingly met 
by the concerted efforts of many areas of investigation. Science, if it is to 
appeal strongly to youth, also needs to be demystified by educators — 
that is, presented in an attractive, stimulating fashion, with the abstractions 
of theory strongly linked to everyday life. Furthermore, students need to be 
more fully involved in public discussion of science and its applications. Not 
only are they the ones who will be most affected by the current direction of 
science, they are also the scientists and policy makers of tomorrow.” 

 
The capacity to advance disaster risk reduction efforts depends very heavily on the 
ability to sway the positive attitudes not only of the public, but of all DRM stakeholders. 
Priority 1 of the Sendai Framework (“Understanding Risk”) underpins the important 
actions required for full implementation of all subsequent Sendai Framework Priorities. 
It is a precursor to the assurance that policy, planning, and investment are risk-informed 
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in a manner that supports a resilient society. The Sendai Framework articulates the 
need for improved understanding of disaster risk in all aspects, including exposure, 
vulnerability, mechanisms for likelihood or consequence reduction, among others. 
Achievement of disaster risk reduction targets is fully-contingent on the development of 
capacities that support a full understanding of risk not only among the traditional 
disaster risk reduction community, but also throughout government and society given 
the integrated nature of disaster risk reduction, climate change adaptation, and 
sustainable development. Understanding risk is a prerequisite for supporting the 
technologies employed in its reduction. 

 
Expanding understanding or risk can be achieved by: 

 

• Strengthening the knowledge and skills to collect, understand and use risk 
information at all levels, and among all relevant stakeholders to: conduct risk 
assessment 

• Increasing understanding of the difference between damage, economic losses, 
and recovery needs 

• Increasing understanding of risk in all its facets: hazard, exposure, vulnerability 
and capacities 

• Increasing understanding of extensive and intensive risk baselines on a national 
level, but with locally-relevant and useful granularity 

• Enabling an understanding of risk data and its application for risk-informed 
development planning and other relevant areas, e.g. enforcement of building 
codes and urban planning 

• Increasing the appreciation and understanding of risk data and associated 
capacity needs among management and staff at Local and National Statistics 
Offices. 

• Creating and fostering partnerships among stakeholder communities that 
possess skills, knowledge, access, or other capacity to enhance the coverage, 
depth, and accuracy of risk assessments 

• Institutionalizing existing or newly developed standardized tools and 
methodologies that enable accurate and relevant calculation of the financial costs 
and economic impacts of disasters, and ensure the requisite procedures, 
policies, technologies, skills, and knowledge are in developed accordingly 

• Instituting mechanisms, practices, platforms, and exchanges that help to 
increase the sharing of risk data and information whether to support or as the 
product of emerging technologies use, at the regional, sub-regional, and national 
levels, and among relevant sectors and groups including the insurance industry 
and civil society organizations 

• Increasing the availability of georeferenced risk data that many emerging 
technologies produce and/or use 

• Placing increased focus on increasing the collecting and exchange of hazard 
data and information. 
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Among the most impactful ways to support new technologies use is through the use of 
its products, namely risk data and information, in the development planning process. 
Sendai Framework Target E, which shares indicators with Sustainable Development 
Goals 1, 11 and 13, calls for countries to develop both national and local disaster risk 
reduction strategies. This requires a significant expansion in the scope of stakeholders 
targeted by disaster risk reduction capacity development efforts, as well as an increased 
focus on transformational and inclusive planning for effective and sustainable 
development in risk-related capacity development programmes. Government can 
support the implementation of new technologies and innovations by incorporating them 
into development planning efforts, including in the post-disaster environment. By 
prioritizing national and sub-national awareness and training focused on integrating new 
technologies use, a message of support will come out. Capacities for risk-informed 
development should parallel emergency technologies capacity development efforts 
given the synergies between the two areas. Governments can support public 
confidence in these new technologies through several means, including incorporation 
into government-endorsed development targets and timeframes, creation of licensing, 
accreditation, and training where appropriate, and providing the necessary resources to 
ensure a robust implementation capacity (e.g., through grant and loan programs). 

 

Inclusion ranks among the most powerful means of increasing public confidence, and by 
extension, buy-in for new technologies use. Governments can make significant ground 
in this area by promoting the training and education required to create a trained and 
empowered workforce made up by members of the public themselves. For emerging 
technologies, this means the promotion of lifelong learning, of reskilling in many cases, 
and entrepreneurship development that fosters a cadre of ‘job creators’ to drive the 
profession. Support for the foundational technologies presented in this toolkit, including 
engineering, computer science, data science, robotics, and many others, is vital. 
Whether as an evolution of the national curriculum, or support for academia and the 
private sector in making such offerings attractive and viable, government will play a 
central role in defining what skills and knowledge are needed for an evolving workforce. 

 

Case Study: Grassroots Technology Capacity Development 
 

• Video Length: 4:02 

• Video URL: http://bit.ly/2SG8KMZ 
 

Also known as drones, UAVs have, in recent times, become more commonly used for 
DRM purposes, mainly in the response and recovery phase. Their aerial view imagery 
provides insights on the extent of the damage and, when outfitted with thermal imaging 
cameras, can help identify bodies trapped under debris. In areas of severe damage 
where transport links have been destroyed and are unreachable or are hazardous to 
first responders, drones provide a way of assessing the situation on the ground 
relatively fast especially when response times play such a critical role in survivor 

http://bit.ly/2SG8KMZ
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outcomes. With the high costs and other limitations associated with space imagery, 
UAVs offer a more accessible option in many instances. There is, however, a technical 
requirement associated with their maintenance and use that presents a challenge for 
many organizations that might otherwise use them – namely they do not have enough 
trained UAV operators to adequately utilize the technology as intended. And even when 
drone operators do exist, such as through recreational uses or in the film industry, for 
example, they may not understand the regulations or safety measures required in a 
disaster environment. 

 

To help expand the available workforce of trained drone operators, NGOs and private 
sector organizations are making training more accessible. One such organization, 
WeRobotics, developed a program has developed a network of local knowledge hubs in 
Africa, Asia, and Latin America to build on existing expertise in drone use, data, and AI. 
WeRobotics is an NGO that was established in 2016. The organization was created to 
address the fact that the transformational impacts of drones, big data, and AI are not 
accessible in an equally distributed manner and are not often sustainable at the local 
level. The organization established the Flying Labs network in order to “shift power 
from the global back to the local by ensuring that local experts with local knowledge and 
lived experience have the access they want and the leadership opportunities they seek 
to implement technology for good projects themselves.” 

 

One of their programs called AidRobotics addresses disaster risk reduction and 
resilience through training and capacity building. AidRobotics works with local 
communities to identify and implement appropriate programs to support DRM capacity, 
which includes assisting in the development of necessary policies, creating coordination 
mechanisms, and building technical capabilities. Training is among the most impactful 
of these provisions. AidRobotics staff provide customized in-person and online training 
options. We also provide direct support during disasters to ensure the safe, responsible 
and effective deployment of drones. 

 

Flying Labs build local drones, data, and AI skills through trainings they organize for 
local actors such as government services, NGOs, research centers, and universities. 
They also support these organizations in implementing their pilot projects and create 
replicable use cases for different sectors including DRR. They work to help make a 
local ecosystem where drones, data, and AI capacities may become sustainable and 
thrive, even at the local level in rural communities. The goal of the Flying Labs is to 
accelerate the positive impact of local solutions to problems using technology. They 
expand the markets for these technologies by creating new jobs and by creating the 
conditions that support local businesses that offer robotics as a service.76

 

 
 
 
 
 

76 WeRobotics. 2020. Flying Labs. WeRobotics Website. http://bit.ly/3buIxcV. 

http://bit.ly/3buIxcV
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3.2 : Technology Gaps and Challenges to Implementation of Innovative 
Technologies for DRR and Resilience 

 

This section explores the challenges, roadblocks, bottlenecks, and other problems that 
stand in the way of effective implementation and operational use of emerging 
technologies. 

 

Technology implementation represents a major change in disaster risk management 
and development practices and operations. Systems and societies are generally 
resistant to broad or rapid changes on account of several interrelated factors pertaining 
to beliefs, values, and outright capacity to change. Distrust or fear in new technologies 
(and the risks that it could present) is common, whether because of those who are 
implementing it (and who they believe may have an ulterior motive or do not have the 
capacity to use it), or because of the changes that it stands to bring about (which may 
result in some loss of capabilities, rights, protections, or other factor.) 

 
And resistance is very much circumstantial on account of poor or nonexistent capacity. 
With technology there are always disparities between those who have the technology 
and those who do not, and between those who can use it and those who cannot. The 
‘digital divide’ between these groups is rooted in a complex mix of geographic, 
developmental, economic, social, political, cultural, class-related, and other factors that 
must often be addressed as a component of larger development strategies. 
Oversimplification of the problem will focus on a disparity of financial resources, but in 
most cases a lack of funding is the easiest resource-related obstacle to overcome. In 
fact, it is more often the case that a lack of relevant education and training (namely the 
presence of a skilled workforce), deficiency in laws or policies (e.g., the technology 
cannot be implemented as intended because it is against the law or counter to existing 
practice and policy), or cultural, social, and demographic conflicts are to blame. And 
rarely is it a single issue. The factors that inhibit implementation are as unique for each 
technology as the technologies are distinct from each other. 

 
Like many other areas of STI, technologies that support DRR and resilience are critical 
to achievement of the Sustainable Development Goals because disasters continue to 
stall or reverse development progress. It is therefore imperative that implementation 
planners fully understand the common implementation challenges so that plans and 
policies include provisions that reduce or otherwise address their influence. 

 
In this section, four challenges are discussed. Within each, there are different subtopics 
that contribute to the challenge.  These challenges include: 

 
1. Bridging the Digital Divide 

o Technology Gaps 
o Resource disparities 

o Lack of CD Opportunities 
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o Lack of economies of scale 
o Institutional Knowledge and Brain Drain 

2. Institutional Inefficiencies 

o Bureaucratic Hurdles and Impediments 
o Restrictive Policies 
o Development Partner / Donor Rigidity 
o Lack of Coherent Strategies / Policies 
o Lack of Stakeholder Engagement 

3. Implementation Dependencies 

o Poor infrastructure 
o Poor data / information management 
o Data ownership 

4. Operational Risks 

o Privacy 
o Safety 
o Errors 

o Ethics 

 

3.2.1 : Bridging the Digital Divide 
 

“We live in a time of stunning technological wizardry, but unfortunately, not 
all of us benefit from it. Many have already been left behind and risk falling 
even further behind due to the political, economic, and social 
consequences of rapidly expanding inequality. Tremendous technological 
leaps are being made, but the economic and social benefits remain 
geographically concentrated, primarily in developed countries. Too often 
the least developed countries (LDCs) remain far behind if not excluded 
entirely. Many have little choice beyond the use of obsolete technologies, 
such as those used in the garment or agricultural sectors.”1

 

 

The Digital Divide is a term that is used to describe the gap that exists between different 
groups of people, different countries, or different world regions, in the access that each 
has to modern information and communications technology. The digital divide does not 
refer to any specific hardware, such as mobile phones or laptops; software; or 
technology dependencies (such as electricity or internet connectivity.) 

 
The digital divide exists between urban and rural areas, between the educated and 
uneducated, between the skilled and unskilled, between the young and the old, between 
the rich and the poor, between the North and the South. 

 

 

1 ‘Utoikamanu, Fekitamoeloa. 2018. Closing the Technology Gap in Least Developed Countries. UN Chronicle. 
December. http://bit.ly/39vF1NK. 

http://bit.ly/39vF1NK
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There can even be grey areas of disparity, such as between those that have computing 
capabilities of a high caliber, such as faster processors capable of performing more 
advanced tasks, or better internet speeds such as 5g versus older generations of 
technology. 

 

And roots of disparity might have 
nothing at all to do with the 
technology itself, such as with 
those who do and do not speak 
the languages of certain websites 
or programs, those who do not 
have the education to utilize the 
systems or programs, or as is the 
case with gender, those who are 
inhibited from using or accessing 
technologies on account of 
restrictive social or cultural norms 
or circumstances. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Image: Map of internet use across a 24-hour period as measured 
by the 2012 Internet Census. 

 

The digital divide is a major inhibitor for implementation of many of the technologies 
described in this toolkit. And in fact, the problems associated with the digital divide can 
have a snowball effect on capacity beyond even the technologies themselves. 

 
Measuring the Extent of the Divide 

 
The impact of the digital divide is best conceptualized as a factor in lagging 
development, and increased vulnerability. However, it can be difficult to quantify exactly 
how digital disparities factor into these multi-factorial indicators. How much, for 
instance, is a country’s or a population’s lagging education, healthcare, economy, 
governance, and other factors to blame on the digital divide, as opposed to corruption, 
climate, and conflict, to name a few. 

 
What can be quantified, however, is the difference in how different groups and different 
countries use the different technologies. Africa, for instance, lags other regions in terms 
of internet use, the quality of internet available, and the cost of internet. In 2019, 
internet penetration in African countries averaged 39.6%, compared to 62.7% in the rest 
of the world. Within Africa, there is also great disparity between individual countries. 
On the one end of the scale is Kenya, with 89.8% access to internet, while in Burundi 
that number is 5.3%. 

 
In terms of how much internet bandwidth those connected individuals and organizations 
in Africa actually use, the divide becomes even more start. African internet users 
represent only 1% of the world’s total international internet bandwidth. This makes 
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sense consider the median mobile broadband download speed in Africa is 2.7 megabits 
per second (Mbits/s), which is just above one- half of the global median (5.2 Mbits/s). 

 
Technology costs and quality play a major role in the digital divide, and this is a central 
factor in implementation, including or especially with regards to emerging technologies. 
Consider that the cost of internet service through a fixed broadband connection in Africa 
is roughly 37% of gross national income, as compared to a global average of just 
14.5%. But it is also important to understand what is behind those costs. The fact is, 
poorer countries, especially those in Africa, spend less on investment in digital 
technologies, and the impacts of lower investment reverberate into many other areas of 
development. African countries spend an average of only about 1.1% of their 
comparatively lower national GDP on digital investment, while those advanced 
economies with higher GDPs spend an average of 3.2% of them on digital investments. 
Loose regulation on private development, especially from overseas, can also lead to 
excessive pricing for services when there is little national capacity to control costs. Poor 
regulation of intellectual property rights and black market economies can similarly 
impact pricing and capacity. While just a sample of all the possible factors, these have 
and will continue to impact the access to and use of technologies in Africa.2 

 

The digital divide is not just a geopolitical consequence, and in fact there are often great 
disparities in technology use and access within countries. Internet access, for instance, 
differs within populations according to several key demographic measures like age and 
education. Younger people, aged 18 to 34, are much more likely to report accessing the 
internet than their older counterparts in every country polled. That difference is at least 
15 percent in every country but three that were measured.3 The differences are notably 
large in certain regions, namely in Asia where as much as 40 percentage points of 
difference exist between young and old people. In Thailand, for example, there is a 
56% difference (27% versus 83%) between old and young people accessing the 
internet.4 

 

The degree to which a technology has penetrated a demographic, group, population, or 
society, is sometimes called the technology’s reach. Understanding reach can help 
planners or practitioners to gauge how digital technologies, including those that will be 
used to address disaster risk management or resilience, might positively or negatively 
impact different populations. Understanding and addressing the limits of technology 
reach, in fact, needs to be a component of implementation strategies. This is a complex 
measure. For instance, while members of two populations may both have high levels of 
smart-phone ownership, differences in whether or not they use social media, or what 

 

2 Ghanem, Hafez. 2020. Shooting for the Moon: An Agenda to Bridge Africa’s Digital Divide. Brookings. February 7. 
https://brook.gs/39tfnsM. 
3 Pew Research. 2015. Communications Technology in Emerging and Developing Nations. Global Attitudes and 
Trends. March 19. https://pewrsr.ch/3bzU8r7. 
4 Pew Research. 2015. Communications Technology in Emerging and Developing Nations. Global Attitudes and 
Trends. March 19. https://pewrsr.ch/3bzU8r7. 

https://brook.gs/39tfnsM
https://pewrsr.ch/3bzU8r7
https://pewrsr.ch/3bzU8r7


Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 498 

 

 

 
 

social media platforms appeal to different groups, will impact how those technologies 
may be used in certain regards. Twitter is a platform that has been used to an 
increasing degree in disaster management, as described in Section 2.5, but its 
penetration is relatively low among the general public as opposed to, say, Facebook.5 

 

Case Study: Recipient Capacity Impacts Technology Impact 
 

Hurricane forecasting models are continuing to 
improve as the technologies that support them 
are developed and implemented. Forecasters 
can identify potential storms and begin 
developing policy and warnings even before the 
storms reach cyclone intensity. The way aircraft- 
generated data has improved since 2016, for 
instance, has greatly improved forecasting. 
Despite these improvements, warning capacity 
has not improved at the same rate, and the 
problem is more a matter of social and cultural 
change. 

 
By increasing the amount of data that is feeding 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Image: US National Weather Service Prediction of 
Storm Track and Intensity. Source: NOAA, 2018. 

into models, including data captured from sensors flown into the storms themselves, the 
models have increased in their accuracy. Machine learning can reduce the amount of 
uncertainty surrounding predictions. The models use a process called data simulation 
to develop unique analyses based on current and past data to result in a model that has 
‘memory’, thereby affecting the way the model approaches an individual storm as 
distinct from the averages the data provides. 

 

The impact of this data, however, is guided by the ability of warning recipients to 
process it and subsequently act or react. People become accustomed to reacting to 
warning data according to a specific timeframe that those warnings permit. 
Technological improvements have expanded the amount of time that people have in 
order to take additional preparedness actions or to begin responding. Unfortunately, 
any lags in understanding by the public about where a storm is located, based on the 
enhanced warning capabilities (and what that means in terms of how the individual is 
personally affected by storm risk (i.e., future danger). The challenge in this case is two- 
fold. First, it is the inability of forecasters to properly inform and educate the public 
about a technical issue. And second, it is the inability of some people to take technical 
information and conclude from that how risk impacts them personally. 

 
 
 
 

5 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 

http://bit.ly/2QadFG1
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Sources of the Divide 
 

The factors behind a nation’s or a group’s digital lags are diverse and dynamic even 
within individual countries and groups over time. Focusing singularly on the acquisition 
or import of modern or emerging technologies does not often lead to significant gains. 
Poor investment in STI research and development, low levels of general and 
technology-related literacy, low numbers of adequately skilled labor, inadequate or 
unstable policy and regulatory environments, and other reasons all contribute to the 
digital divide. 

 
While some of the emerging technologies described in this toolkit require few skills, and 
their use can be learned quickly, a high level of competence is required to successfully 
deploy others. Drones and robots, for instance, require skilled human technicians for 
deployment, operation, and maintenance. Big Data analytics require advanced 
software, powerful computers and data science expertise, involve significant testing and 
modelling, and need investment in research. Many of these skill sets and supporting 

resources are in short supply in developing countries.7 

 

No starker is the influence of the importance of population capacity as a determiner of 
digital divide than in those countries that are newly industrialized. These are countries 
that have been able to advance the implementation of new scientific and technological 

 
 
 

 

6 McCay, Jim. 2019. Hurricane Forecasting Upgraded, But Public Doesn’t Quite Get It. Government Technology 

Emergency Management. September 27. http://bit.ly/2wijfie. 
7 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 

For instance, when a storm is identified approximately 100 miles off the coast, 
forecasters begin to express heightened concern and may begin to issue warnings. 
However, many people have a difficult time comprehending how that risk pertains to 
them because they don’t have a scientific understanding of the nature of the storm itself. 
While the epicenter of the storm may in fact be that far away from the coast, the storm 
bands may extend far out from the center, placing the storm itself much closer than 
people believe. 
 

Storm tracks, sometimes called ‘cones of uncertainty’, communicate likely paths and the 
area that may potentially be impacted within a level of uncertainty. Forecasting is, of 
course, not an exact science and the storm may in fact go outside those bands. So 
while models have improved by about 2-3% each year since 2010, and forecasting has 
gotten much more accurate most recently, the ability of forecasters to ensure that 
guidance is communicated with targeted populations are effective has not similarly 
improved.6 

http://bit.ly/2wijfie
http://bit.ly/2QadFG1
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breakthroughs but have not been able to fully exploit those technologies because there 
is a shortage of educated and skilled workers (‘science-literate citizens’8). 

 
As the LDCs, SIDS, and LLDCs that are, as a group, farther behind on the transfer and 
implementation of new technologies, citizen education and training will present the 
same obstacles even with advances in other areas such as funding or partnerships. In 
2015, almost 40% of the world’s adolescents and children who were not receiving an 
education lived in LDCs. Enrolment in tertiary education was less than 9% in these 
countries in 2013, as compared to 33% elsewhere. Education is closely correlated with 
use of the technologies, and with the prerequisites of those technologies (e.g., access 
to an internet connection) and therefore will drive the extent to which emerging 
technologies transfer can progress. STI strategies, and plans for implementation – 
especially in the LDCs, SIDS, and LLDCs, need to link to education, training, and 
development of a pro-technology capacity curriculum.9 

 

Just as education is a prerequisite for many emerging technologies, for many groups 
and individuals, access to the platforms and interfaces that enable the use of those 
technologies is likewise a factor in the severity of the digital divide. It is interesting to 
note that the UN E-Government Survey Findings on Resilience found that when 
broadband connectivity is increased, disaster impact is reduced. Also, it found that 
governments providing relevant weather-and disaster-related information using online 

government sites had lower casualties.10
 

 

Especially where digital technologies are concerned, individuals need access to the 
hardware. Smartphone ownership, for instance, is a prerequisite for the use of many of 
the alert and warning systems, social media, crowdsourcing and citizen science, big 
data analysis, and other technologies described in this toolkit. 

 
While there has been a rapid increase in the mobile phone penetration rates throughout 
the world, including the LDCSs, poorer countries are experiencing lower rates of 
internet usage even when internet-enabled phones are owned. A 2018 UN International 
Telecommunication Union (ITU) report explained that more than 4 out of 5 people in the 
LDCs have access to a mobile-cellular network, which indicates investments in the 
necessary infrastructure are being made. But in 2020, only about 25% of the population 
in LDCs is online. Education, mentioned just previously, is a factor in that LDC 
populations often lack the skills needed to use the internet. There are likewise broader 
socioeconomic challenges that lie beyond the specific capacity for technology use, 
including gender equality. And the cost of the internet in the LDCs is a third major factor. 

 

8 ‘Utoikamanu, Fekitamoeloa. 2018. Closing the Technology Gap in Least Developed Countries. UN Chronicle. 
December. http://bit.ly/39vF1NK. 
9 ‘Utoikamanu, Fekitamoeloa. 2018. Closing the Technology Gap in Least Developed Countries. UN Chronicle. 
December. http://bit.ly/39vF1NK. 
10 Chung, Chae Gung. 2019. Government Innovations and DRR: Frontier Technologies for Resilience. UN DESA. 
Session 7. June. http://bit.ly/2m4nwkc. 

http://bit.ly/39vF1NK
http://bit.ly/39vF1NK
http://bit.ly/2m4nwkc
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Image Source: Saez, Catherine. 2018. 

 
 

Most LDCs continue to “face great challenges in making broadband Internet access 
available and affordable for all.” 11 The fact that there is such variance between the 
LDCs in terms of internet use, from less than 2% to more than 40% suggests that these 
challenges can be addressed within the economic constraints that are typical in all 
countries in the grouping. For instance, policies that promote competition in the internet 
sector in some Asian countries, such as Myanmar, have increased internet penetration 
in those countries as mobile broadband 
prices have been driven down.12

 

 
Within communities, individuals will 
always differ to some extent in their 
resilience, which is affected by, among 
other things, power relations. Where 
technologies implementation has not 
been designed to address or otherwise 
counter these biases or influences, it 
will not be neutral and therefore reflect 
social norms and competing interests 
within the community. Technologies 
might, for example, consider the fact 
that women and girls often have limited access to technologies. Initiatives must 
therefore seek to address deficiencies in digital skills and provide expanded access to 
information and communications technologies. 

 
Projects for building community resilience are sometimes precluded by cultural 
differences between scientists and local stakeholders (for example, language, customs, 
hierarchies, gender and treatment of outsiders). In order to align these views, 
technology-driven projects should include a social science component to ensure that 
research project outcomes are actionable and have a measurable impact on local 
livelihoods. The establishment of regular scientist-local stakeholder meetings or 
workshops can also overcome both cultural challenges and trust issues. Such 
workshops could also include an additional training component, delivered by local 
project members in the local language, under the scientific direction of the project 
leaders. 13

 

 

Investment in emerging technologies must be part of a larger approach towards 
development, and not seen as a separate or low-priority initiative. The ITU notes with 
regards to investment in emerging technologies that, “in most cases within [less 
developed economies], access to other basic needs is given precedence. In an ideal 

 

11 Saez, Catherine. 2018. ITU: 4 of 5 People in LDCs Can Access Mobile Networks, But Are Not Using Internet. IP 
Watch. January 24. http://bit.ly/38nQ2k8. 
12 Saez, Catherine. 2018. ITU: 4 of 5 People in LDCs Can Access Mobile Networks, But Are Not Using Internet. IP 
Watch. January 24. http://bit.ly/38nQ2k8. 
13 UN Economic and Social Council, 2019 

http://bit.ly/38nQ2k8
http://bit.ly/38nQ2k8
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world it should not be limited to “one or the other”, however, when resources are 
inadequate, it is often the investments on ICTs that are deemed less important.”14

 

 
For some regions, and for some groups of nations (e.g., the SIDS, LDCs, LLDCs), 
individual countries have notably limited resources to develop, access, and implement 
science and technology-based solutions for DRR, both those that are investment-based 
and those associated with other factors (like policy or education). As a result, science 
and technology projects may be better served if organized at the regional level by 
regional organizations.15

 

Case Study: Digital Moonshot Initiative 
 

The countries of the African continent have shown a readiness to advance 
implementation of digital technologies in a manner that improves access for all social 
and demographic groups in 
the country, and all sectors, 
in order to help close the 
digital divide. As a region, 
Africa is already in the 
midst of a rapid increase in 
digital engagement. Over 
the last two decades, the 
number of internet users in 
Africa has increased more 
than 116-fold, from 4.5 
million to 523 million, while 

Image: African Union Digital Moonshot Objectives. Source: Marc Lixi, 2019. 
http://bit.ly/3bKj13B. 

in the rest of the world the rate of increase was just a few-fold at most (and in some 
regions, like North America, not even two-fold). This is enabling widespread 
technological innovation attempts, from mobile banking to drone-based medication 
deliveries. 

 

In order to address persistent lags in digital proficiency and access on the continent, the 
African Union launched the Digital Moonshot initiative with support from the World Bank. 
While this effort is aimed at economic development, many of the capacity 
enhancements are broad reaching and support emerging technology applications in all 
areas of policy and practice. 

 

The Digital Moonshot initiative seeks to accelerating the rate of internet use in Africa to 
enable it to catch up to (and perhaps even surpass) rates seen elsewhere in the rest of 
the world. It seeks to do this by 2030 or earlier. 

 
 

14 UNESCAP. 2015. Building e-Resilience: Enhancing the Role of ICTs for DRM. http://bit.ly/2lH9gNW 
15 Shaw R., Lu L., Lian F. 2017. Science Technology Plan for Disaster Risk Reduction: Asian and 
Pacific Perspectives. ICSU and IRDR. Beijing, China. http://bit.ly/2kcYgYw. 

http://bit.ly/3bKj13B
http://bit.ly/2lH9gNW
http://bit.ly/2kcYgYw
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The Digital Moonshot initiative has five key elements, which highlight the 
comprehensive approach that must be taken to address the varied roots of the digital 
divide: 

 

1. Investment in digital infrastructure to improve access and quality, which includes 
investing in connectivity (e.g., highspeed internet, internet exchange points), the 
Internet of Things, and data repositories (e.g., data centers, clouds). These 
upgrades will require some public investment, but most will come from the private 
sector which will be supported through legal and regulatory reforms that encourage 
private investment. 

2. Investment in a digitally savvy workforce that is equipped to build and promote a 
digital economy and market. 

3. Investment in digital platforms, namely those that offer products and services 
through digital channels. Most of these are developed in the private sector but the 
public sector does have a stake in this area (such as with digital ID systems). 

4. Development of digital financial services in order to enhance financial inclusion. This 
requires monetary and financial regulations and supervision systems reforms in 
order to enable mobile phone operators to provide such services. 

5. Create an ecosystem that encourages digital entrepreneurship and innovation. 
 

The total cost of achieving this digital transformation has been estimated to be 
approximately US$80 - 100 billion over 10 years, but more than half of that is likely to 
come from the private sector. This requires the development of policies and institutions 
that encourage the private sector to invest, and this is seen as a greater challenge than 
generating the public funds that are required.16

 

 

Investment for implementing some emerging technologies, including for disaster risk 
management, may be high. Costs of hardware, such as with UAVs or sensors, 
continuously decline with advancement in those technologies. That said, operating and 
maintaining those technologies, integrating them into operations, and analyzing the 
information they generate, may carry high costs. Analysis often requires specialized 
software and hardware and data science expertise. This can prevent a scaling of such 
technologies on a level that achieves dramatic loss reductions.17

 

 

International collaboration has emerged as one of the most effective means of 
addressing the roots of digital divide, and in some cases the divide itself. Such 
collaborations can, for instance, generate highly-accurate and informative data on 
cross-border natural hazards, such as volcano eruptions, weather events, or disease 
outbreaks. For countries without some of the technologies required to monitor the 

 

16 Ghanem, Hafez. 2020. Shooting for the Moon: An Agenda to Bridge Africa’s Digital Divide. Brookings. February 7. 

https://brook.gs/39tfnsM. 
17 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 

https://brook.gs/39tfnsM
http://bit.ly/2QadFG1
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hazards, international collaboration can bring the products of those technologies into the 
hands of national and local leaders, as well as citizens, despite differences in access to 
the technologies required to make such assessments. The World Meteorological 
Organization, for instance, uses the technological capabilities of many countries to 
provides informational products to all countries via online platforms (e.g., for tropical 
cyclones, heavy rain and snow, thunderstorms, gales, and fog). The United Nations 
Platform for Space-based Information for Disaster Management and Emergency 
Response makes available space-based scientific knowledge and technologies for 
disaster management. In the area of health, the World Health Organization-coordinated 
Pandemic Influenza Preparedness Framework for the sharing of influenza viruses and 
access to vaccines and other benefits enables the rapid collection and analysis of 
influenza viruses, increasing national preparedness capacities and equitable access to 
antivirals and vaccines. 

 
Collaboration is also beneficial in the area of research and development. Precision 
[Food and Drug Administration] FDA46 connects experts around the world and provides 
tools, data and a framework for running community-based challenges on issues such as 
early detection during pathogen outbreaks. Collaborative platforms are also effective in 
engaging Governments and practitioners. Examples in this regard include: the 100 
Resilient Cities platform, which provides member cities with financial and logistical 
guidance and curated resilience-building tools and services; the Digital Humanitarian 
Network, which leverages digital volunteers in support of humanitarian response; and 
the Humanitarian Data Exchange, an Office for the Coordination of Humanitarian Affairs 
open platform for sharing data across crises and organizations. 

 
National and international initiatives have likewise been established to support public 
participation in scientific processes, mainly by initiating and supporting citizen science 
projects and carrying out research on citizen science. Such initiatives include the 
European Citizen Science Association, the Citizen Science Association and the 
Australian Citizen Science Association. In 2017, a network of networks entitled the 
Citizen Science Global Partnership was launched to promote and advance citizen 
science. 

 
Within the UN system, several agencies have programs to promote STI solutions that 
contribute directly to building resilient communities. The regional commissions have 
promoted cooperation on STI for resilience, such as with the Economic and Social 
Commission for Asia and the Pacific program on information and communications 
technology and disaster risk reduction covering resilience building, drought monitoring 
from space, regional cooperation on space applications and space and geographic 
information systems for disaster management. The Economic and Social Commission 
for Western Asia has promoted resilience building by assisting in the development of 
national digital transformation strategies, including by addressing the links between 
information and communications technology and governance and conflict prevention. 
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At the community level, UN country team members have used market-ready new 
technologies to implement early-warning and preparedness systems and develop 
national capacities to manage disaster risk, while providing expertise in fields such as 
vulnerability analysis and mapping and support for social protection systems. 

 
The UN Office for Disaster Risk Reduction (UNDRR, formerly UNISDR) convenes 
partners and coordinates activities to create safer, more resilient communities. UNDRR 
sits at the center of the UN system for reducing risk, convening and coordinating risk 
reduction activities towards a more resilient future, protecting gains made towards the 
Sustainable Development Goals. As such, it: 

 

• Ensures synergies between disaster reduction activities and work in 
socioeconomic and humanitarian fields 

• Brings together representatives from science and academia with other 
stakeholders, including civil society and community-based actors, through the 
organization of regional and global disaster risk reduction platforms. 

 

UNDRR also maintains the online DRR knowledge platform PreventionWeb and 
develops evidence on understanding risk and risk impact such as the Global 
Assessment Report on Disaster Risk Reduction through partnerships with the scientific 
community, civil society, and the private sector. 

 
The UNDRR Science and Technology Roadmap to Support the Implementation of the 
Sendai Framework for Disaster Risk Reduction 2015–2030 (described in Module 1) 
includes several cross-cutting actions that support emerging technologies 
implementation. These include capacity development, gender equity, citizen 
engagement, public-private sector partnership, and coherence or alignment with other 
post- 2015 global agendas such as the Sustainable Development Goals and the United 
Nations Framework Convention on Climate Change, which will need to be linked to 
other stakeholders’ actions in the implementation of the Sendai Framework. 

 

To further raise awareness and build national capacities, countries need to: 18
 

 

1. Actively promote practical cases of the use of new market ready emerging 
technologies for community resilience through knowledge products and 
exchange activities 

2. Promote new partnerships and international collaboration to build capacity 
regarding the use of these technologies for resilience. 

3. Promote the engagement of all stakeholders, including women and youth. in the 
development and implementation of innovative approaches to community 
resilience. 

 

 

18 UN Economic and Social Council, 2019 
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Case Study: DRR and Science and Technology in Asia 
 
Asia has been the world’s leading hotspot for both economic development and 
innovation with regards to of science and technology over recent decades. At the same 
time, the region continues to be highly exposed to and vulnerable to disasters. Science 
and technology based DRR was a priority in the implementation of the Hyogo 
Framework for Action in Asia. UNISDR established the Asian Science Technology 
and Academia Advisory Group (ASTAAG), shortly after the adoption of the Sendai 
Framework in 2015 to achieve the relevant objectives of the Framework in the region. 
 

In August 2016, the 1st Asian Science and Technology Conference for Disaster Risk 
Reduction was organized by the Royal Thai 
Government Ministry of Science and Technology 
and UNISDR, in collaboration with ASTAAG, 
Integrated Research on Disaster Risk (IRDR), 
Future Earth and other scientific organizations and 
networks. 
 
The Conference brought together more than 300 
senior policy-makers, practitioners, researchers and 
academics, civil society and the private sector in the 
realm of DRR from across Asia, and more widely, to 
discuss how to strengthen science based DRR 
policy development in support of Sendai Framework 
implementation in Asia. A Voluntary Action 
Statement was issued, and which was comprised of 
the following focus areas: 
 

• Research 
Promote, prioritize and advance research on natural, social, engineering and 
technology aspects of disaster risk in an integrated environment; enhance team 
efforts in hazard and disaster monitoring and research, building on existing 
networks, universities and initiatives; synthesize top-down bottom-up approaches in 
research; integrating various stakeholder needs on all levels; develop an initiative for 
Asia and Pacific science plan on Disaster Risk Reduction with the consensus from 
nations in Asia and Pacific region. 

 

• Higher Education 

Strongly promote multi-disciplinary disaster risk reduction in university education as 
well as professional training. This will ensure human resource development in the 
DRR field. 

 

• Integration 
Ensure that disaster research programs, policies, and applications are integrated 
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There are times when the digital divide can be definitively tied to a demographic 
distinction, as was the case in Malaysia in 2014 when the country was impacted by a 
flood. Following the flood, a study on information sharing and communications methods 
utilized determined that mobile phone internet connectivity and SMS texting capabilities 
were the primary technological options available to impacted people. Social media was 
the leading platform used to find and share information about the hazard and to 
communicate things like status and impacts. Among these, Facebook was the most 
widely used social media application, while WhatsApp was the mobile messaging 
application most often used. In Malaysia, however, social media use is inversely 
proportionate to a person’s age. As such, the digital divide in this circumstance existed 
between the young and the old. Younger users were more likely to be accessing 
disaster information because of their use of social media. No analysis was done of 
differences in use by gender, although it is notable that the majority of surveys used for 
the study were completed by female flood victims (63 per cent of respondents).20 

 

That said, there is no avoiding the fact that all nations and all communities need to 
support some level of investment in the systems and structures, including infrastructure, 
that support technologies implementation. Few (if any) of the technologies described in 
this toolkit do not have dual, if not multiple, uses that support achievement of the 
sustainable development goals. 

 
 

19 UNDRR. 2018. Science-Policy Dialogue for Implementation of the Sendai Framework: Conference Report. 2nd 

Science and Technology Conference for DRR. April 17-18. http://bit.ly/2SA0L5h. 
20 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 

across disciplines, and contribute to enhancing policy-making and capacity building 
for the effective DRR and sustainability; strengthen international research programs 
as the think tank on disaster risk reduction and national and regional security. 

 

• Global / Regional Standards 

Develop and coordinate globally/regionally standardized open source information 
and data, event documentation and analysis procedures, guidelines and frameworks 
for integrated and effective disaster risk management and sustainable development. 

 

• Awareness 

Raise awareness of decision-makers and the public by promoting effective, 
integrated, demand-driven, evidence-based disaster risk initiatives and increased 
advocacy. 

 

• Increase Funding 

Motivate funding sources (public, private, humanitarian, development, scientific, etc.) 
to allocate priority funding to address the urgent need for applied and basic 
integrated research on disaster risks.19

 

http://bit.ly/2SA0L5h
http://bit.ly/2QadFG1
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Technologies investment, however, can be problematic where there do not exist 
advantageous or preferable economies of scale. This applies to the infrastructure on 
which the technologies rely, and the hardware, software, training, and other expenses 
more directly associated with an individual technology solution. Where there are large 
populations, urban environments, or other opportunities for sharing of resources and 
expenses, options to address disadvantageous economies of scale are better. But for 
small island countries like the SIDS, rural communities, LLDCs, and other situations, 
economy of scale is a major factor in the digital divide. Even when individuals in these 
countries and regions do have access to modern equipment, such as mobile telephones 
with 4G and 5G connectivity, there may be no high-speed data network to connect to. 
Or in situations where there is high-speed data network access, there may be a 
prevalence of older devise that cannot interface with the latest applications or internet 
generation. From a technical perspective, regions with low Internet penetration can still 
benefit from many technologies as long as there exists mobile telephone coverage that 
enables sensor data transmission via text messaging. But without more advanced data 

transmission capabilities, capacity is only a fraction of what is possible.21
 

 

Case Study: Solomon Islands Domestic Internet Infrastructure 
Modernization 

 

Geographically isolated communities and 
countries, such as the SIDS and LLDS, 
often face challenges related to ICT 
infrastructure. The small populations that 
will be served by infrastructure investment 
make them a relatively costly public 
expenditure, and for private enterprises a 
risky investment. Unfortunately, the lack 
of access to information and 
communications networks has 
reverberating impacts on the communities 

 
 
 
 
 
 
 
 
 
 
 
 

Images: The Solomon Islands Domestic Network cable 
laying process. Source: Australian Aid, 2019. 

that are not served, which increase in their impact as successive generations of 
technology are released. 

 

The Solomon Islands was one of the last countries to have no connection to a major 
telecommunications network. The lack of connectivity was first and foremost a matter of 
sustainable development given economy capabilities were heavily handicapped on 
account of being ‘offline’. But the lack of such capabilities also hinder other areas of 
practice including disaster risk reduction. 

 
 

 

21 UN Economic and Social Council, 2019 
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Infrastructure concerns aside, it is still often the case that the lack of a preferential scale 
of deployment is sometimes just a matter of failing to cater to or develop a larger 
‘market’ for the technology. The ITU describes this problem as follows: 

 
“Scaling disruptive technologies […] is essential to have widespread 
impact and lower deployment costs. To date, many interventions are still 
pilots or carried out in an ad hoc informal manner. Processes should exist 
to identify relevant use cases and scale them. Given the vast potential of 
disruptive technologies for disaster management under a huge variety of 
different circumstances, there is a need to nurture innovation. This is 
particularly relevant given the wide country contexts around the world, 
different types of disasters and crisis phases. Examples from the start-up 
world are relevant where incubators, labs, competitions, and venture 
capital are used to discover, mentor and scale up promising 
innovations.”24 

 

 

 

 
 

22 Coral Sea Cable System. 2019. Solomon Islands Domestic Network Cable Lay. November. http://bit.ly/2SoOeSb. 
23 Armbruster, Stefan. 2018. Solomon Islands’ Internet Deal with Australia Faces Possible Delays. SBS News. 
December 19. http://bit.ly/2P1i9Oo. 
24 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 

The solution was related to the cost of constructing the necessary infrastructure (namely 
an undersea cable), but there were several other problems that had nothing to do with 
money yet stood in the way. For instance, political disagreement about the selection of 
development partner led the project to flounder. Disputes also arose about ownership 
of the land that would need to be accessed during the cable-laying operation, and on 
which the cable would ultimately lay, needed to be addressed. 
 
In the end, it was the financial assistance of the Government of Australia, which covered 
two-thirds of the project’s US$136 million price tag, that got things moving. Laying the 
undersea cable took only 3.5 weeks, completing on November 1, 2019. The cable 
connects the inhabited islands together under one network, which is connected to the 
global internet through Sydney, Australia (via the Coral Sea Cable System). 
 

The investment in national infrastructure is the result of strong bilateral ties between the 
Solomon Islands and Australia, and it has been transformational for the country’s 
economic development. It increases internet speed and bandwidth by as much as 
6,000 times in many areas, changing how residents of the country work, learn, do 
business, and access services. To ensure that there exists the technical capacity to 
utilize this new technology, development partners have included technical assistance 
which increases understanding of what can be done and how to make it happen.22,23

 

http://bit.ly/2SoOeSb
http://bit.ly/2P1i9Oo
http://bit.ly/2QadFG1
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Developed and developing countries are notable in their differences when it comes to 
technologies and innovation transfer and implementation. A report by the Canada 
Council identified three main differences. These include: 

 
1. Because budgets are much smaller 
2. Research agendas differ on account of differences in the socioeconomic and 

biophysical problems to be solved 
3. There is a lower level of access to and public understanding of scientific 

information and technology 
 

Even when developing countries do have well-qualified scientists, they are often so few 
in absolute numbers and lack the resources and political support required to solve 
complex problems or to apply their knowledge to national issues. North-South 
cooperative programs and bilateral development support, inclusive of technology 
transfer, can address some of these problems. But where large-scale problems like 
global change are concerned, most developing countries are unable to contribute to 
those scientific endeavors due to the need for sophisticated research facilities and 
technologies that don’t often exist in poor countries. That does not preclude 
participation, however, as there are lower-cost options for engagement such as regional 
monitoring and the conduct of surveys of local conditions and effects.25

 

 

Brain Drain 
 

Brain drain, where countries lose their skilled and educated manpower either to another 
sector (e.g., government workers lured into private sector jobs) or to other countries or 
regions, contributes to the digital divide where staffing shortages are to blame. In 
developing countries, brain drain is not just a factor of lower salaries, or perhaps the 
promise of a better ‘quality of life.’ One of the primary factors behind the problem is a 
lack of opportunities for those with skills and training to use them in a gainfully 
employed manner. 

 
Countries need to create an environment where such opportunities for active and 
educated citizens exist. In the right conditions, when skilled and educated citizens can 
be enticed to return home with the promise of a prominent position or competitive 
salary, brain drain can actually be exploited as a means of increasing technology 
transfer. Citizens that have traveled to developed countries and gained training and 
experience in the most advanced technological systems have personal and cultural 
connections with their home countries that can tip the scales when all other aspects of 
two jobs are relatively equal. 

 
 
 

25 Canada Council. 1999. The Role of Science and Technology in Society and Governance: Toward a New Contract 
Between Science and Society. Science for the 21st Century, A New Commitment. World Conference on Science. 
http://bit.ly/2YFORe4 

http://bit.ly/2YFORe4
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Case Study: China Takes Measures to Reverse Brain Drain 
 

China has implemented a program aimed at luring citizens that relocated overseas by 
the promise of higher-paying jobs in skilled sectors by offering them highly competitive 
salaries. Returnees, called ‘sea turtles’ by Chinese media, are Chinese-born citizens 
who have often graduated from the top global universities and have work experience at 
major foreign and international companies. 

 

Thousands of Chinese citizens travel abroad each year to study science, engineering, 
and other technical fields. Although many obtain employment where they studied and 
choose to remain overseas, it is not a factor of higher wages but rather the result of 
China having fewer job opportunities that require the advanced skills students have 
acquired. Of 1.4 million Chinese students who have received student visas to study 
abroad since 1979, only 390,000 have returned (just over one quarter). 

 

The purpose of the 
repatriation project, which 
started in 2008, is to reverse 
the impact of brain drain. 
China would like to build up 
tech-heavy industries like 
telecommunications, 
computer science, clean 
energy, auto manufacturing, 
biotech, and 
pharmaceuticals. 
Researchers and managers 
with experience and skills 
acquired overseas are in 
high demand. Hiring such 
people is considered one of 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image:Rapidly-ŘŜŎǊŜŀǎƛƴƎ ǊŀǘŜǎ ƻŦ ΨōǊŀƛƴ ŘǊŀƛƴΩ ǊŜǎǳƭǘƛƴƎ ƛƴ part from a 
coordinated effort to entice students studying in overseas universities to 
return home to work. Source: Nguyen, Dinh Loc, 2018. 
http://bit.ly/2SADnEO. 

the fastest ways to shrink the technology gap. The goal was to entice 2,000 skilled 
practitioners back to China. 

 

To compete with high-paying jobs in the U.S., Japan and elsewhere, Chinese 
companies and universities are working to create appealing salary-based incentives. 
These include allowances for housing, research, moving expenses, and other pay in 
addition to a standard salary. Alibaba Corporation, for instance, has offered some 
returnees as much as $100,000 to return, which is almost 30 times the average income 
in China, and more than was offered to graduates of domestic universities. 

 

By 2018, China had successfully reversed brain drain through the efforts of this project, 
and approximately 83% of Chinese students who had studied overseas returned to 
China to work. Chinese efforts to improve the domestic employment prospects were so 

http://bit.ly/2SADnEO
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3.2.2 : Institutional Inefficiencies 
 

“While technological progress is fundamental for achieving the SDGs, 
there is no guarantee that this progress will be aligned with the most 
pressing needs of humanity: eradicating poverty and hunger, reducing 
inequality, generating shared prosperity and building resilience against 
climate change.”28

 

 

Technologies are not developed or introduced into a vacuum. The manner in which 
these technologies are utilized, and the success they ultimately achieve in affecting 
positive change, is highly influenced by the political, social, policy, and regulatory 
frameworks in which they exist. 

 
History has shown time and time again that there must exist policy and regulation to 
guide technology as there are too many opportunities for corruption, greed, neglect, and 
other harms to society, the economy, and the environment. Every country has its own 
experience with regulatory challenges and failures, including high-profile examples like 
the BP oil leak in the United States, the Bhopal chemical disaster in India, the natural 
gas explosions in Mexico, the Chernobyl nuclear meltdown in Russia, and others. 

 
Policies and laws, however, are not always helpful, and in fact in many cases are the 
principal challenge to more successful implementation of emerging technologies. 
Technology often evolves so quickly that the more cumbersome process of updating 
laws and policies or introducing new ones is unable to keep up as required. The result 
is that science, technology, and innovation are stifled. 

 

Development stakeholders from the public, private, and non-profit sectors; from 
academia; and representing the general public, must all work together to ensure that 
technology development and use can progress in a country unimpeded, but likewise in 
a manner that is fair to all people, is safe, is adaptable to change, and enables the 
maximum balance between increasing resilience and managed costs. 

 
 
 
 

26 India Times. 2010. China Steps Up Efforts to Reverse ‘Brain Drain’. Economic Times. September 24. 
http://bit.ly/2uLrjaF. 
27 Chen, Stephen. 2018. China’s Brain Drain to the US is Ending, Thanks to Higher Salaries and Donald Trump. 
South China Morning Post. September 6. http://bit.ly/2uU4kKA. 
28 UNDESA. 2018. Frontier Technologies for Sustainable Development. World Economic and Social Survey 2018. 
http://bit.ly/2HssMW0. 

successful, in fact, that many salaries offered to returnees by companies in China were 
as much as twice what was being offered to people with the same degree in the United 
States.26,27

 

http://bit.ly/2uLrjaF
http://bit.ly/2uU4kKA
http://bit.ly/2HssMW0
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Case Study: Perception Risk Associated with Restrictive Innovation Policies 

 
 

Changes to policy must be conducted in an open and coordinated manner, as the 
changes themselves present a challenge called policy uncertainty. This occurs when 
there exists uncertainty regarding future policy decisions, and how they will be 
implemented. Policies can take many forms, with examples including the following: 

 

• Standards 

• Regulations 

• Taxes 

• Subsidies 

• Foreign direct investment 

• Import / Export 

• Customs 

• Public Private Partnerships 

 
Changes of this nature, whether for those developing the technology, those buying or 
selling it, or those using it, are ultimately a source of operational and investment risk 
that lead to disparities between how successful one or more technologies are in 
reducing community or country risk.29

 

 
Restrictive policies are not limited to investment and implementation typical of the pre- 
disaster phase of disaster risk management in terms of their negative impact. It is often 
the case that restrictive or inefficient policies limit the ability of international assistance 
to provide a significant benefit, or any benefit at all, when disasters strike. Search and 
rescue teams are often held up at the border due to conflicts with visa restrictions 
designed for non-disaster travel, or customs requirements that delay the import of their 
vital equipment. Because customs so often affect new technologies, or components of 
those technologies, provisions must be in place prior to a disaster to ensure they are 
able to move uninhibited into the country and to the area of need. Even countries that 
have effective legislative or regulatory systems will likely see a decrease in that 
efficiency when government is caught up in managing an ongoing disaster. 

 
The UN Conference on Trade and Development (UNCTAD) has recommended to many 
countries as part of the national policy review processes that policymakers clearly 
articulate future policy moves that impact technology development, transfer, and use, in 
order to reduce these kinds of uncertainties.30

 

 

 
 
 

29 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 
Development. June 19. http://bit.ly/2S0A4q6. 
30 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 
Development. June 19. http://bit.ly/2S0A4q6. 

http://bit.ly/2S0A4q6
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In July of 2019, the Indonesia House of Representatives passed the National System of 
Science and Technology Bill to increase regulation in those areas. Among the various 
provisions of the bill, one effectively imposed stricter criminal penalties against foreign 
researchers. Although there was widespread criticism from the scientific research 
community that the bill would curtail 
academic freedom and hinder 
scientific development, the bill was 
passed with unanimous support. 
 

Legislators argue that the law 
stipulates criminal sanctions in the 
case of foreign researchers 
because it covers high-risk and 
dangerous research endeavors. If 
researchers damage ‘invaluable 

 

 
LƳŀƎŜΥ LƴŘƻƴŜǎƛŀΩǎ ŦƻǊŜƛƎƴ ŘƛǊŜŎǘ ƛƴǾŜǎǘƳŜƴǘ ŀǎ ŀ ǎƘŀǊŜ ƻŦ D5t ŀǎ 
compared to countries in the region. Source: Maybank Kim Eng 
Research, using CEIC data for first half of 2019. 

objects’ or harms of causes the death of those involved in the research, they face a 
possible prison sentence and fines. They cite provisions which state researchers need 
only apply for and receive ethics clearances from the Research Technology and Higher 
Education Ministry. Legislators have also cited high-profile cases where researchers 
have taken Indonesia’s biodiversity resources out of the country where revenues are 
generated beyond the country’s ability to benefit from them. 
 
The perception among researchers, however, is markedly different, and the result has 
been an impact on the willingness of some foreign scientists to operate in the country. 
Where researchers are concerned is where the law imposes criminal charges on foreign 
researchers who are convicted of stealing biodiversity samples, including prison time 
and fines. The Indonesian Sciences Academy (AIPI), a government affiliated 
organization, stated that the law has the potential to threaten academic freedom, and 
called it counterproductive to encouraging research collaboration. The main problems 
stem from the fact that potential criminal penalties will scare some research scientists 
from working in the country, while increased requirements for acquiring research 
permits will prevent others who are so inclined. 
 
Compared to neighboring countries, such as Malaysia and Singapore, Indonesia’s 
policies are seen as restrictive. Indonesia has had in place since 2016 a regulation that 
stipulates that foreign scientists acquire a permit and limited stay visa to conduct 
research in the country, which was previously cited as inhibiting progress in STI 
implementation. The new law increases those requirements further. Other policy 
provisions that are causing the country to lack in terms of direct foreign investment, 
including in science and technology, include the following: 
 

• Rigid labor laws, which are considered burdensome by businesses in terms of hiring, 
firing, and severance pay. 
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Case Study: Restrictive Policies Stall Typhoon Response 
 

The Philippines was severely impacted by 
Super Typhoon Haiyan in November of 
2013. The storm struck with sustained 
230km/h winds, classifying it as most 
powerful to have ever affected the country. 
Its impact was extreme and included the 
death of more than 6,300 people. More 
than 14 million people were affected in 
some way, most significantly in Tacloban 
city in Leyte province which had a 
population of about 250,000 people. Storm 
surge flooded large parts of the city, 
damaging housing and other infrastructure 
include transportation (which impeded 
access in the storm’s aftermath). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image: Danoffice IT quadcopter drone in typhoon-ravaged 
Tacloban, Philippines. Source: Swiss Foundation for Mine 
Action, 2016. http://bit.ly/2SQ5u1O 

A large contingent of international disaster management organizations, including foreign 
governments, nongovernmental organizations, and businesses, offered assistance to 
the country. One of those was Danoffice IT, a private UAV development company. In 
partnership with other national and international NGOs that were already engaged in the 
response (e.g., Team Rubicon, DPRK Search and Rescue, Canadian Red Cross), 
Danoffice IT offered the use of a UAV and the services of a UAV expert to the response 
effort. 

 

The purpose of the mission was to provide responders with aerial imagery and data on 
disaster impacts and the status of ongoing operations. The UAV that was provided was 
equipped with two sensors: 

 

1. A high definition color camera 
2. A thermal sensor 

 
 

31 The Jakarta Post. 2019. New Law Allows Indonesia to Jail Foreign Researchers for Breaking Rules. National 
News. July 16. http://bit.ly/2uMAIib 
32 Salna, Karlis. 2019. Why Indonesia is Missing Out as Companies Move Out of China. Bloomberg. November 7. 
https://bloom.bg/2vL3W10. 

• Heavy restrictions on many imports, including a letter from the Ministry of Industry 
which is often delayed by up to six months or more. 

• Restrictions on foreign ownership for certain industries, including 
telecommunications and education. 

• A relatively high corporate tax rate of 25%. 
• High import costs for many manufacturing components.31,32

 

http://bit.ly/2SQ5u1O
http://bit.ly/2uMAIib
https://bloom.bg/2vL3W10
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Weak National Systems of Innovation 
 

Another common source of lagging implementation of new and emerging technologies 
is a fragmented and weak national system of innovation. In countries where the 
linkages among the relevant stakeholders (businesses, academia, government, NGOs, 
etc.) are weak, collaboration and coordination will likewise be weak. It will become 
increasingly difficult for technology stakeholders to develop the necessary capacity 
where incentives are weak or nonexistent, or where the infrastructure for innovation is 
underdeveloped. 

 
To address this issue, the development of innovation as a primary development concern 
has been given priority in the SDGs. The more this goal is linked in a broad sense to 
other development policies and priorities, the more that national systems will benefit. 
The capacity assessment process described in Section 3.1 can easily capture the 
presence or absence of these conditions, capabilities, or competencies for technological 
learning and innovation. An UNCTAD report explained the challenges that may be 
encountered in addressing these issued in the following statement: 

 

“STI policy is unavoidably political by nature and therefore requires 
significant leadership competencies. STI policy involves political decisions 

 

33 Swiss Foundation for Mine Action. 2016. Case Study 9: Using Drone Imagery for Real-Time Information After 
Typhoon Haiyan in the Philippines. November. http://bit.ly/2SQ5u1O. 

Both sensors were equipped to provide on-the-ground responders with live, on-screen 
observation of captured imagery. It had a range of 2 kilometers and a maximum flight 
time of 25 minutes. 
 
Before the drone could be deployed in flight, it was first necessary to receive permission 
from local authorities. However, there were no provisions in place to fast-track drone use 
in a disaster situation. Because the local government offices were so heavily engaged in 
managing the disaster, obtaining the required approval became time consuming. 
Ultimately, Danoffice IT coordinated with the United Nations Disaster Assessment and 
Coordination (UNDAC) team, which helped to facilitate the necessary permits to fly the 
drone. 
 

Once permitted to fly, the drone was used for missions in and around Tacloban and 
provided aerial imagery of transportation infrastructure, damaged buildings, and other 
requested features. The thermal camera was used to search for survivors in forested 
areas and under debris, and to find bodies and debris floating in flood and ocean water. 
Unfortunately, the drone was delayed too long to be useful to UNDAC for search and 
rescue activities. Also, by the time it received authorization to fly, most of the roads had 
already been cleared. UNDAC had transitioned out of immediate disaster response to a 
phase where the benefits of the drone were less clear.33

 

http://bit.ly/2SQ5u1O


Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 517 

 

 

Case Study: NSI Policy Reform in South Africa 
 
The development of STI policy in South Africa has pursued a National System of 
Innovation in a manner similar to other OECD countries. This process, however, is 
relatively shorter-lived given the country’s first democratic government is less than 30 
years old. 

 
 

because stakeholder interactions and the set of incentives and 
disincentives that they face are complex, dynamic, sometimes 
contradictory, and highly country- or location-specific. An effective policy 
will need to address all STI stakeholders.”34

 

 
The report found that policymakers in developing countries should recognize that 
technological change and the implementation of innovation policy can be very different 
when compared to developed market economies. This often means that policymakers 
must establish a robust understanding of the key strengths and weaknesses of their 
own national system of innovation and identify strategic priorities for development. 
Policy experimentation and learning is okay, given that policy outcomes are assessed 
and used to correct and adjust implementation. 

 
Countries with strong systems of innovation are typified by more coordinated and 
comprehensive STI policies. These are often explicit in terms of how they address 
education, technology and innovation parks and business incubators, technological 
support services, intellectual property, transfer of technology through foreign direct 
investment or trade, and other issues. They also address implicit STI issues such as the 
impact the policies have on the development of technological capabilities (e.g., policies 
on trade, procurement, taxation, infrastructure investment, competition, consumer 
protection, and others). 

 
The need for a highly-sophisticated understanding of policy interactions, and strong 
coordination and collaboration among the STI-relevant organizations and offices, 
highlights the inherent complexity associated with implementing systematic STI policies. 
This can cause strain on the human and organizational resources of many developing 
countries, with the result being that innovation policy is entrusted to ministries of science 
and technology. While seemingly intuitive to some, such decisions perpetuate a linear, 
research driven approach to innovation while shying away from developing collaboration 
with productive sectors and industries. Also, because STI is often underfunded in 
developing countries, those ministries may lack the political weight required to unite STI 
stakeholders.35

 

 

 
 

34 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 
Development. June 19. http://bit.ly/2S0A4q6. 
35 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 
Development. June 19. http://bit.ly/2S0A4q6. 

http://bit.ly/2S0A4q6
http://bit.ly/2S0A4q6
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During 1998 and 1999, the 
countries NSI policies 
attempted to meet OECDs 
established “Best-Practice in 
Innovation and Technology 
Policy” recommendations as 
guided by the organization’s 
“Technology, Productivity and 
Job Creation” report. While 

 
 
 
 
 
 
 
 
 

 
Source: National Advisory Council on Innovation, 2019. 

these recommendations served as a guide, governance was not yet separated from 
longstanding policy and institutional factors including military dominance (in a regional 
context), food security (in terms of national security), and energy self-sufficiency. 

 

A White Paper on Science and Technology was drafted in 1996, titled “Preparing for the 
21st Century”, which established an NSI approach as the framework within which 
Science and Technology policy would be developed and directed towards achieving 
national socio-economic targets. Policy development took cognizance of the nature and 
strength of the institutions/organizations within the NSI, their relationships with one 
another, their importance to the economy and South African society in particular and the 
implications and impact of various other government policies. 

 

The focus sought a Science and Technology alignment with new thrusts in areas such 
as Education, Communication, Labor, Health, Trade and the Environment. The issues 
the White Paper addressed as systemic failures requiring concerted national action 
were spelt out as follows: 

 

• A fragmented and inadequately coordinated Science and Technology system. 

• The erosion of innovative capacity. 

• Poor knowledge and technology flows from the science base into industry. 

• Poor networking both within the region and in the global context. 

• Inefficiencies and poor levels of investment in research and development. 

• Imbalances created by past policies and actions. 

• A poor competitive position within the global environment. 
 

The new science and technology policy directions that were proposed within the NSI 
framework included the following: 

 

• Creation of clear channels for capacity building, science and technology human 
resource development and inequity redress. 

• Establishment of mechanisms to re-allocate government spending according to new 
priorities to promote innovative solutions, particularly related to problems of the 
disadvantaged. 
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Where it comes to space-based technologies, many developing countries and least 
developed countries lack the institutional capacity for the effective application of 
products. But more often than not, this is the result of a lack of coordinated policy, with 
different ministries and departments working in siloed arrangement that inhibits data 
coordination and sharing. Coordinated policy frameworks might include support for 
national spatial data infrastructure (NSDI), as one example of how policy can drive 
capacity. India, China, Japan, the Republic of Korea, Thailand, and Malaysia all have 
strong NSDI, and this has been shown to support the sharing of geospatial data 
between national, subnational, and local government levels. Where policy frameworks 
are weak or are lacking, capacities for satellite data application in disaster risk 
management or resilience might exist but more often than not are unable to move past 
the pilot or experimental phase. The lack of appropriate policies inhibit the transfer of 
information to decisionmakers, even when data becomes more available, or when DRM 
knowledge and information have increased.38

 

 

In addition to an uncoordinated policy framework, there are several factors that 
contribute to weak institutional capacity to implement emerging technologies, whether 
for DRR and resilience or otherwise. These include: 

 

• Underdeveloped absorptive capacities 

 

Countries working to enhance STI capacity need to consider how technology 
adoption, absorption, and adaptation of imported technology contribute to 

 

36 OECD. n/d. Science, Technology, and Innovation: Recent Policy Development in South Africa. 
http://bit.ly/3bNCAbk. 
37 National Advisory Council on Innovation. 2019. South African Science, Technology, and Innovation Indicators. 
http://bit.ly/3bQJ3SE. 
38 ESCAP. 2013. Sound Practices in Space Technology Applications for DRR and Inclusive and Sustainable 
Development. December. http://bit.ly/39G3mRb. 

• Processes that will challenge government research institutions to derive more 
support from competitive sources of funding. 

• Processes that will contribute to achieving efficiencies in R&D spend by promoting 
the diffusion of research and technology development results. 

• Introduction of processes allowing longer-term perspectives in planning and 
budgeting for R&D. 

• Promotion of institutional changes and new management approaches to 
accommodate the above proposed mechanisms and processes. 

 

A 2019 report of South African Science and Technology Indicators found that while the 
country’s STI efforts are still lagging as compared to the average of all nations, 
indicators in several areas including support for education, the world share of scientific 
publications (as a percentage), the number of US patents earned, and most importantly, 

the human development ranking, had all increased.36,37
 

http://bit.ly/3bNCAbk
http://bit.ly/3bQJ3SE
http://bit.ly/39G3mRb
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national capacity. From a development perspective, innovation policy should 
be focused on encouraging and enabling technological and economic 
discovery and the process of learning and creating and developing the 
necessary human and organizational competencies and technological 
capacities. This is often referred to as the creation of absorptive capacities. 
Absorptive capacity is a factor of skills, expertise, and infrastructure. This 
includes the ability to conduct technology capacity assessments. STI policies 
that strengthen absorptive capacity fall into four categories: 

 
o Human resources development 
o Supporting organization’s efforts to invest in learning and innovation 
o Stimulating new and stronger linkages among private and nonprofit 

organizations and universities, research organizations, and technology 
intermediaries 

o Strengthening support for economic discovery 
 

Developing countries are often challenged in this regard by 
the existence of a significant informal economy. The 
innovation processes in informal economies also need to be 
addressed through policies that support inclusive innovation, 
social innovation, and sustainability challenges. 

 

• Ineffective structure and strength of incentives 

 

Technology development and innovation is driven by incentives, whether 
financial or otherwise. Policy frameworks need to foster strong incentives or 
at least enable incentive-based mechanisms. These are often weak in 
developing countries which causes a lag in innovation efforts. STI policies 
will likewise only be as effective as their capacity to incentivize and supports 
learning, exploration, investment, and implementation. Incentives and public 
policy work together to support cooperation between organizations that 
generate knowledge and those that require knowledge and competencies to 
innovate. The economy is another major source of incentives. Where 
markets are too small, this incentive is likewise weak. Where markets are 
limited, governments can still incentivize innovation in other ways that 
address social development, sometimes referred to as social or inclusive 
innovation. Governments may also consider using public procurement to 
stimulate technological upgrading and innovation. They may act as leaders in 
innovation through, for example, improving the provision of online 
administrative services, or e-Governance. 

 

• Policies Guiding Intellectual Property Rights (IPR) 
 

Intellectual property rights can work as either an incentive or a disincentive for 
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transfer or implementation of emerging technologies and innovations. As an 
incentive, IPRs act to reward the commercialization of innovation which 
subsequently reinforces growth and development. They also help to improve 
the disclosure of new knowledge and technical solutions in the sense that if 
IPR protection may be lacking, many improvements and discoveries would be 
kept undisclosed as trade secrets. However, from a development perspective, 
it is also true that developing countries that have less vested in strong IPR 
laws and policies due to weaker historical STI foci, and the lack of strong IPR 
regulations poses a risk to some technology producers. At a national level, 
IPR policies must be relevant to the actual industries and services that 
constitute the economy, as well as to budding innovative firms and sectors. 
Aside from technical capacity and funding needed to implement a national 
IPR regime beyond just having internationally compatible legislation, 
policymakers also a need to assess the size of the market for IPR among the 
research and business community and build awareness of actual cost 
implications, as these are not insignificant.39

 

 

• Confidence and/or Trust in Technologies, Government Institutions, 
Donors, the Private Sector, and Others 

 

Trust as a factor that challenges new technologies is by no means unique to 
disaster risk management-specific technologies. The fact is, technology is 
increasing in its influence on everyone’s life, and in many cases this influence 
has been negative. The result has been a sizeable fear in technology and a 
distrust in science. For many, this is the result of beliefs that one will 
ultimately fall victim to some direct or indirect negative consequences while 

members of a more privileged class will reap the technology’s benefits.40 

Anything new faces increased scrutiny by a group, a population, or a society, 
given less is known and humans are natural skeptics. But this natural lack of 
trust may be reinforced by other factors such as patterns of government 
dishonesty, oppressive regimes, poor communication informing the public of 
the introduction of a new technology (e.g., facial recognition software), or 
other factors. Individuals know that technology and its informational products 
might be used to satisfy ulterior motives, such as population control, political 
motivations, and for other purposes. Trust in a new technology can also be 
degraded if implementation of the technology is funded by a donor that 
groups or populations distrust, such as a foreign government or a company 
that is perceived to have a vested interest that is counter to those of the 
recipient population. Ahmed Almarzooki writes that, “Several people living in 

 

39 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 
Development. June 19. http://bit.ly/2S0A4q6. 
40 Canada Council. 1999. The Role of Science and Technology in Society and Governance: Toward a New Contract 
Between Science and Society. Science for the 21st Century, A New Commitment. World Conference on Science. 
http://bit.ly/2YFORe4 
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Case Study: Fear of Politicization of Warning Data 
 
The United States Government ranks among the most technologically advanced in 
terms of its storm prediction capabilities. A blend of radar technologies, networked 
weather stations, satellite imagery, aircraft sensors, and other systems and assets 
combine to give highly accurate predictions. Those capabilities become acutely 
important with respect to the predictions of hurricanes, which have an almost annual 
impact on the country’s Atlantic or Gulf of Mexico coasts. The agency tasked with 
formulating predictions is the National Weather Service’s National Hurricane Center, 
which is a component of the National Oceanic and Atmospheric Administration (NOAA). 

 
 

Third World Countries do not welcome the influence from the Western World. 
Most of the citizens will resist these changes and the strategic plan of 
integrating technology could be negatively perceived. In fact, they find that 
bringing technology into their countries will be a source of corruption and bad 

influence to their culture and society.”41 Almarzooki adds that it is important 
that donor countries adequately communicate the benefits that recipients will 
enjoy from the new technology as such projects will begin with an inherent 
disadvantage due to trust deficits. Even the internet itself is a source of 
distrust, and that is the basis of so many of the technologies described in this 
toolkit. For example, a survey conducted by the Pew Research Center on 
current Internet users in 32 developing countries found that 42% of those 
surveyed believe that the Internet has a bad influence on 

morality.42 Integration of internet-dependent technologies in nations where 
this aspect of cultural heritage is considered important, a means to counter 
ethical fears must be placed included in implementation plans. Generally, 
people who have access to the internet are more positive about its societal 
influence, which can present a conundrum for those seeking to increase 

engagement.43
 

 

 
 
 
 
 
 
 
 
 
 
 

41 Almarzooqi, Ahmed. 2017. Infusing Technology into Third World Economies. International Center for Global 
Leadership. http://bit.ly/2URdguL. 
42 Almarzooqi, Ahmed. 2017. Infusing Technology into Third World Economies. International Center for Global 
Leadership. http://bit.ly/2URdguL. 
43 Pew Research Center. 2015. Internet Seen as Positive Influence on Education, But Negative on Morality in 
Emerging and Developing Nations. Pew Press Release. March 19. http://bit.ly/2ORzGIQ. 
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drawn probability bands through Alabama included. NOAA, the parent organization of 
the National Weather Service, voiced support for this explanation. 
 

Despite this explanation, the initial conflict in the warnings previously issued by the 
National Weather Service and the President presented a paradox in that only one of the 
two assessments could have been correct at that time. The damage, as a result, had 
already occurred. As the agency tasked with generating those assessments, the 
assumption among many in the public and among the science communities was that the 
National Weather Service version was correct and that risk information had been 
politicized. The disaster risk management community expressed concern that any 
distrust in future messaging by members of the public would reduce or even negate any 
benefits that had been gained through the use of modern forecasting technology.44

 

of limiting actions taken by 
people who might respond if 
they believed the President’s 
update to be accurate.) 
 
This caused considerable 
confusion. The Office of the 
President explained that 
previous predictions had in fact 
included Alabama, and the 
President provided as evidence 
a hurricane risk map with hand- 

 

 

 
 

 
Image: Image of US National Weather Service Twitter Posting in advance of 
Hurricane Dorian. Source: National Weather Service Birmingham, 2019. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

• Privatization and Insufficient Public-Private Partnership Support 
 

Trends towards increased privatization that exist in many countries are changing 
the nature of STI development and implementation. As the public sector loses 
ground in driving the direction of STI, it also loses influence in the nature of 
education and training, the direction of supporting infrastructure development, 

 

44 Meyer, Robinson. 2019. Analysis: NOAA Politicized the Weather Report. The Atlantic. September 9. 
http://bit.ly/3bGgUh0. 

In late 2019, NOAA began issuing public updates, forecasts, and warnings as 
Hurricane Dorian began to approach the southern Atlantic coast. The storm had had a 
significant impact in the Bahamas, and the potential for the same existed in the United 
States. Using modeling systems, the National Weather Service predicted that the storm 
had the potential to hit some or all of the following four US states: Florida, Georgia, 
South Carolina, and North Carolina. Around the same time, the US President posted a 
social media update on Twitter that the storm would not only impact those four states, 
but also the Gulf Coast state Alabama. As this information contradicted the information 
it was presenting as current, the National Weather Service quickly posted its own social 
media update stating there was no expectation of impact in Alabama (with the purpose 

http://bit.ly/3bGgUh0
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research and development priorities, and many other factors. There is concern 
that such trends can undermine public-sector STI capabilities, especially with 
regards to research into and efforts to solve socially significant problems that 
have little to no commercial benefits (as is often the case with DRM-focused 
technologies). Privatization can also lead to patent-related obstacles like 
protections of intellectual property where such resources could have a great net 
benefit if in the public sector. There is also concern over the social implications 
of private ownership and control of technology, and its effect on broad public 
scientific literacy, and on options for public choice.45

 

 

• Lack of Systemization and/or Standardization 
 

Technology implementation may be more likely to result in positive results if there 
are concurrent efforts to implement systems or standards in place. The rapid 
innovation of technology development means that incompatibilities are likely to 
arise, especially with different hardware and software systems, or with the format 
of data. Systems and standards can also support operational aspects of 
disaster-relevant technologies. The Canada Council identifies the use of a 
limited quantity of well-publicized short code numbers for SMS communication, 
or standardized hashtag index identifiers for social media postings as an 
example of operational standardization to improve the success of technology 
implementations. In both of these examples, broad knowledge and adherence to 
the standard practice serves to reduce confusion among the public and magnify 
the data and information benefits of all stakeholders. Where open standards 
apply to hardware, costs may be minimized given that interoperability will be 
more likely to exist between devices or systems. Systemization and 
standardization also help to manage implementation of technology as scaling 
occurs, including where data is shared between stakeholder systems.46, 47

 

 

• Opportunities for Stakeholder Engagement 
 

Although incentives are often the focus of private sector engagement in STI 
implementation, it is important that avenues for all-stakeholder engagement 
exists throughout the implementation process. Section 2.5 described how 
engagement in the form of citizen science is a form of emerging technologies use 
in and of itself. But there are many other opportunities for enhancement of 
technologies implementation and operation through the vehicle of stakeholder 

 

45 Canada Council. 1999. The Role of Science and Technology in Society and Governance: Toward a New Contract 
Between Science and Society. Science for the 21st Century, A New Commitment. World Conference on Science. 
http://bit.ly/2YFORe4 
46 Gray, Vanessa. 2019. Key Recommendations for Using Disruptive Technologies to Manage Disasters. ITC4SDG. 

http://bit.ly/2KxIMZe 
47 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 
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engagement. Aside from the fact that many of the technologies used to support 
or conduct emergency operations are owned or managed in the private and 
nonprofit sectors, entities in these sectors also use and/or own much of the data 
that technology systems require. Businesses may be reluctant to open their 
data, especially where there are privacy issues or proprietary values associated, 
so structured engagement is vital to assure those organizations that their 
participation is legal, ethical, and secure.48

 

 

Case Study: Increasing Stakeholder Engagement Using a Blended Approach 
 

Science and Technology enterprises in Viet Nam are highly regulated under 
governmental regulation provisions that require special certification and licensure under 
the Law of Enterprises. In order to increase private sector participation in technologies 
development or implementation in Viet Nam, the country’s national government 
established a certificate-based 
registration system that was linked to 
several incentives including 
preferential treatment and tax breaks. 

 

The program was initiated in 2010. It 
followed a 10-year period of 
performance during which time 
engagement was expected to grow 
significantly (by as many as 5,000 

 
 
 

Image: Excerpt from World Bank infographic on Science, 
Technology, and Innovation Support in Viet Nam. Source: World 
Bank, n/d. 

businesses) and the mismatch between the technologies businesses were investing in 
and those that social and economic developing required would decrease. In 2018, near 
the planned 2020 completion of the program, Prime Minister Nguyen Xuan Phuc 
explained that several shortcomings associated with the program had been identified 
leading to achievement that fell short of goals. 

 

Among the greatest challenges faced in this program was the fact that private 
businesses have not traditionally played a part in public sector policy, including on 
innovation support. There existed few opportunities to raise capital to support research 
and development, and the financial reporting and regulatory mechanisms in place were 
found to be excessively cumbersome for borrowers. Finally, a set of procedures that 
had been put in place to transition many state-owned STI enterprises into private, self- 
managed arrangements was largely ineffective. 

 

To increase stakeholder engagement, two new measures were issued. First, creation 
of a new stock market transaction floor for emerging technologies was initiated. And 
second, a rework of new business registration procedures was performed to eliminate 

 

 

48 UN Global Pulse. 2013. Big Data for Development: A Primer. http://bit.ly/38vzzKD. 
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pre-existing obstacles that had prevented technology enterprises from taking advantage 
of government support programs (e.g., financial and human resource support). 

 

Once in place, the engagement program began to register and certify businesses. 
However, results were ultimately less than was hoped. According to a 2018 report from 
the Ministry of Science and Technology, 303 businesses received science and 
technology enterprise certification, of which 43 were considered high-tech 
organizations. Another 2,100 businesses had satisfied the requirements of being a 
science-and-technology enterprise, yet had not applied for the certificate. This was 
lower than the targeted registration rate and achievement of the goal that 5,000 
enterprises receive certification by 2020. The Government of Viet Nam noted that this 
represented an unsuccessful outcome in terms of achieving engagement, and proposed 
the following explanation for the benchmarks that were missed: 

 

• A severe lack of proper mechanisms and tools to help businesses participate in 
emerging technologies applications 

• Implementation of the self-management mechanism among state-owned science 
and technology organizations proved too difficult to operationalize. Organizations 
resisted implementing this mechanism to completion (or at all). 

• Efforts to transfer the operations of business registration to subnational and local 
government offices were unsuccessful because the necessary professional capacity 
of these organizations were insufficient. 

• Few businesses were organized in a manner that allowed them to take advantage of 
tax-based incentives. 

 

When in 2019 the number of certified businesses continued to lag, the Government of 
Viet Nam issued a new decree that further incentivized business investment in science 
and technology under the certification scheme. Under Decree 13/2019/ND-CP (‘Decree 
13), businesses are given the following preferential treatment: 

 

• Corporate tax exemptions (100% for four years and 50% for the following nine 
years) for the development or sale of scientific or technological research and 
development 

• Exemption in land and water surface lease fees 

• State investment credit that carries a 50% reduction in interest rates as compared to 
commercial loans 

• Reductions in import/export taxes 

• Priority access and free use of national laboratories facilities and equipment, 
national incubators, and government-owned research and technology facilities. 
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• Exemption in registration fees for land use rights and ownership rights.49,50  

 

3.2.3 : Implementation Dependencies 
 

The third set of challenges that hinder more efficient and effective implementation of 
emerging technologies, including those that support disaster risk management and 
community and country resilience, are dependence on infrastructure that can is lacking 
or that can fail, and on data that is likewise fallible, of poor quality, or inaccessible. 

 
Infrastructure Dependencies 

 
All emerging technologies have some dependence on infrastructure at some point in 
their lifecycle. Infrastructure dependencies might be linked to any of the following: 

 

• Energy (e.g., electricity, gasoline, solar power, stored energy) 

• Mobile communications 

• Mobile data 

• Internet 

• Transportation infrastructure 

• Banking and financial systems 

 

Although the impact of failures can be buffered through redundant systems, alternate 
systems, duplication, and other risk mitigation methods, infrastructure dependencies will 
dictate technology success when those infrastructure components are negatively 
impacted (as often occurs in a disaster event). 

 
Energy Infrastructure Dependence 

 
Unreliable energy infrastructure is not only a factor in implementation of emerging 
technologies in disaster risk management contexts, it is also cited as a major factor in 
the technology gap itself. Implementation will be hindered if energy infrastructure is 
unreliable as is the case in many poor countries. UNCTAD’s The Least Developed 
Countries Report 2017: Transformational Energy Access found that the world’s 47 least 
developed countries1 (LDCs) continue to fall farther behind the rest of the developing 
world in terms of energy access in homes and businesses. While the average number 
of people lacking access to electricity in the developing countries stands at 
approximately 10%, that number rises to more than 60% in the LDCs. While 
improvements have been made in recent years, achieving the global goal of universal 

 

49 VietnamNet. 2018. National Strategy on Science and Technology Development Encounters Hindrances. January 
29. http://bit.ly/3bGdwCT. 
50 Das, Koushan. 2019. Vietnam’s New Incentives for Science and Technology Firms. Vietnam Briefing. February 15. 
http://bit.ly/2P6X3xV. 
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Case Study: Entire Country Taken Offline 
 
A total of 21 West African countries (and three European countries) receive their 
internet either all or in part through an undersea cable that originates in Europe. The 
African Coast to Europe (ACE) undersea cable provides internet to over 400 million 
people. 

 
 

access to energy by 2030 still requires a 350% increase in the annual rate of 
electrification. 

 
Energy access needs are not unique to the DRM context, and in fact they are the focus 
of Sustainable Development Goal 7. Much has been written and discussed about how 
development in this sector can transform societies – but for the use of these 
technologies it is merely access and reliability that are most important. As such, linkage 
to energy-related solutions in development strategies can bolster the prioritization of 
such programs. Energy is transformative to the economy and to social development, 
and this in and of itself promotes resilience. But the average 10 power outages suffered 
each month in LDCs, with each averaging about five hours, stands to stunt the 
implementation of the many emerging technologies that depend on reliable energy to 
function. 

 
One possible solution to weak infrastructure, or to nonexistent infrastructure in the high 
number of cases in the LDCs, is an increased focus on decentralized or renewable 
energy systems. These solutions have yet to make a transformational difference in 
rural areas, focusing on solar lanterns for instance, but innovative energy systems are 
being developed that can begin to make meaningful change. Network orientations, 
such as mini- and micro-grids are also helping to increase energy resilience. Achieving 
this requires the LDCs to overcome technological, economic, and institutional 

obstacles.51
 

 

Internet Dependence 
 

Many of the technologies rely on internet connectivity, whether for communication, to 
transmit, store, download, or process data, to access online platforms, to communicate 
with sensors, robots, drones, or other hardware, and for other reasons. Like energy 
infrastructure, there are redundancy and alternative access options for internet, such as 
satellite internet, wireless mesh networks, cellular internet, and others – but these often 
lack the reliability or upload and download speeds that make them a practical 
alternative. Internet infrastructure damages may also be more difficult to repair in a 
short timespan than power or water infrastructure which is generally more 
straightforward. 

 

 

51 UNCTAD. 2017. Progress in LDCs Hinges on Access to Modern Energy. United Nations. LDC Portal. LDC 
Report. 
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Emerging technologies are heavily 
dependent on networked infrastructure for 
their data transfer, communications, and 
operations needs. Whereas mobile data 
networks have enabled allowed for the 
creation of a wide range of emerging 
technologies, they have also allowed those 
technologies to be used over larger 
geographic ranges. 

Case Study: Emerging Technology Provides Infrastructure Dependence 
Solution 

to address the break, and was resultingly left without any internet access for two days. 
Benin, on the other hand, was able to divert traffic from SAT-3/WASC system, and less 
than 10 percent of the internet-connected population was affected, with nearly all 
subscribers back online within a day.52,53

 

 
In 2018, the cable system was accidentally severed 
when a trawler near Mauritania inadvertently grabbed 
onto the cable with its equipment and raised it off the 
seabed (cutting it in the process). 
 
Ten countries were affected by the break, each 
experiencing outages. While each of the countries 
experienced the break at the same time, there were 
vast differences in the duration and the scope of the 
impact on infrastructure services due to the fact that 
some of the impacted countries were able to divert 
internet access through other systems (including 
terrestrial cables and satellite-based systems) 
Mauritania was the most significantly impacted, 
because the country did not have redundancies in place 

Dependence on networked infrastructure, however, also presents a weakness in the 
operational model of many technologies in that without data network coverage the 
technology cannot operate or at least cannot operate with optimal efficiency. Big data 
analysis, for instance, will not be available to organizations or individuals whose internet 
access has been interrupted. Those contributing to crowdsourced information will be 
silenced during the time that their internet coverage is interrupted, resulting in data gaps 

 

 

 
 

Image: Map of the ACE cable 
network in Europe and West Africa. 

 
 
 
 
 
 
 
 
 

Image: ¢ŜƭŜƭƛŦǘ άCƭȅƛƴƎ Cellphone ¢ƻǿŜǊέΦ Source: CNN, 
2020. 

 

 
 

52 Baynes, Chris. 2018. Entire Country Taken Offline for Two Days After Undersea Internet Cable Cut. Independent. 

April 10. http://bit.ly/2uL9B7i. 
53 Belson, David. 2018. ACE Submarine Cable Cut Impacts Ten Countries. DYN. April 5. http://bit.ly/2SFxc2A. 
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and perhaps inaccuracies in the results produced. Data obtained by drones or other 
unmanned vehicles or robots may be recorded, but cannot be transmitted 
instantaneously, which is one of the most impactful features of these solutions. 

 

Infrastructure redundancy, however, can address some of the problems associated with 
data network outages that are common in disaster situations. Some organizations have 
purchased satellite internet devices, but these are impractical for long term use by 
organizations, and for almost any use by individuals, because the costs of operation are 
so high (usage rates reaching several dollars per minute are common). 

 

A startup drone company, Telelift, has developed what is being called a ‘flying cellphone 
tower’ to address mobile data outages. The original concept was to provide internet to 
places that still lack networked infrastructure, as the drones as designed can remain 
airborne for more than 30 days using tethered or solar power. They provide internet for 
hundreds of connections across an area of 30 miles diameter, which means only one 
drone would be needed for a small to medium sized community. They hovering around 
200 feet off the ground, are the size of a coffee table, and provide 4G internet. So far 
the devices have only been used in non-disaster scenarios including a sporting event, 
but the concept proved effective. While not necessarily effective for daily use given the 
high wear of constant use on drone parts reduces their lifespan considerably, they are 
an ideal solution to address internet outages following disasters where the drone 
operator is able to connect the drone to the web. As such they are not an absolute 
solution, but effectively narrow the possible list of scenarios where no internet access is 
possible.54

 

 

Mobile Communications Dependence 
 

Mobile communications dependence is very similar to internet dependence other than 
that the transmitted information is voice or SMS message data. Because so many 
modern warning and citizen reporting systems, including many citizen science 
technologies, depend on mobile voice communications, their loss in a disaster 
represents an increase in vulnerability that the implementation of technologies sought to 
reduce. Individuals without access will have no choice but to turn to other means to 
report needs or access information, and many of these can result in inaccurate 
information, spreading of rumors, interruption of emergency services operations, 
unnecessary actions on the part of individuals (that may put their lives in unnecessary 
risk), and other problems. 

 
Sometimes, failure of these systems is not a matter of the network being damaged, but 
because it is overwhelmed by volume (as often occurs in the leadup to a disaster or 
where some piece of information has caused panic), or because there has been a 

 

54 Reynolds, Emma. 2020. Flying Cellphone Towers: Could Drones Bring Internet Coverage to Remote Areas? 
Innovate Africa. CNN. February 19. https://cnn.it/2V5u6Go. 
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technical issue with either the mobile voice network or with the systems that use that 
network (hardware, software, or human error). 

 
While some redundancy, duplication, and alternate mitigation measures are possible, as 
is the case with internet dependency, most people and organizations are somewhat 
limited in what they are able to do to implement such protections. Some network 
providers have developed technological solutions that address overwhelmed voice 
systems by allowing information (including voice) to be transmitted over data networks, 
but individuals will had to have purchased a data plan, installed required software, and 
in some cases have paid for usage of a system (e.g., Skype). Because of how mobile 
technologies have been used to an increasing degree for information access, including 
in disaster situations, people have come to depend on them as their primary lifeline to 
the outside world. This oftentimes comes at the expense of familial and social informal 
networks that in the past had provided some level of information dependability. 
Operations and systems that depend on mobile voice communications do need to 
accommodate the likelihood of interrupted access, potentially for days or weeks, during 
and even in the leadup to disasters. 

 

Case Study: Mobile Warning System Failure 
 

In July of 2019, a fire erupted at a 
defunct chemical storage site located 
close to a residential area in a rural 
part of the United States. The site 
stored chlorine-based chemicals, 
which pose an immediate life safety 
hazard to people who are exposed to 
the chemical itself or to smoke from 
chlorine-based materials that are 
burning. The conditions surrounding 
the event placed an area of about a 
five-mile radius extending out from the 
site of the fire in danger. 

 
To warn people in the potentially 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image: Toxic smoke containing chlorine compounds rising from a 
fire in Pennsylvania, USA. Beaver Falls Fire Department, 2019. 

affected area to take protective action, the local government issued a mobile alert. 
Unfortunately, several problems occurred that made the alert largely ineffective, leading 
to criticism of the response that was launched. 

 

First, many people did not receive the alert because it required the resident to 
subscribed to a special mobile warning service, rather than using standard SMS 
messaging via mobile connections in defined geographic zones. Second, people who 
were out of range of a cellphone tower did not receive the alert until later when they 
reconnected. Third, key emergency officials were out of town on travel and other staff 
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Data Dependence 
 

Data is a critical component of disaster risk management, of development, and of all 
decision-making processes. But data, like infrastructure, can represent a capability or 
operational weakness of an emerging technology that depends on it. And problems 
with data, in the right circumstances, can result in a net increase in risk or in the 
consequences that result rather than the intended risk reduction outcome. 

 
There are several distinct problems with data that implementation stakeholders need to 
be aware of. They include: 

 

• Data Overload / Data Deluge 
 

Too much data is as bad as too little data if there are not systems in place to 
analyze and process it efficiently, and to report information drawn from that 
data. Artificial intelligence and machine learning systems have enabled 
people to utilize much larger amounts of data in much shorter timeframes to 
identify problems or solutions or to make decisions. But this is not always the 
case. For instance, if implementation efforts surrounding drone technologies 
for disaster risk assessment are so successful that there is suddenly a 
capacity to survey all impacted areas in just hours or days, the amount of 
data that is collected will be too much for any human, or perhaps any team, to 
fully examine in the amount of time required to ensure decisions are timely 
and effective. Terry Hastings describes the problem of Data Deluge in the 
online journal Domestic Preparedness as follows:56

 

 

“Due to the nature of the work, the response phase of emergency 
management is also ripe with available data. Power outage 
numbers, road closures, precipitation amounts, shelter totals, and 

 
 

55 Kurutz, Daveen Rae. 2019. Beaver County, PA., Officials to Improve Emergency Communications. Government 

Technology Emergency Management. July 18. http://bit.ly/39xaoYf. 
56 Hastings, Terry. 2019. Data-Driven Emergency Management. Domestic Preparedness. December 18. 
http://bit.ly/2HFnvL7. 

in the area were not as familiar with the system’s operation. And fourth, the warning 
message that was sent out was too vague, stating only that the recipient should “shelter 
in place” without providing additional information on why, thereby causing more panic 
than preparedness in many cases. The affected communities are able to use the 
problems identified in this situation to improve operations in future warning issuances, 
and luckily nobody was hurt or killed by chemical exposure. For many other 
communities that have not experienced an event that warranted a warning message 
issuance, and that do not conduct drills on the system, the system weaknesses still 
exist.55

 

http://bit.ly/39xaoYf
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the number of resource requests are just a few of the many types of 
data points emergency managers often covet. Collectively this 
information can be used to enhance situational awareness and 
inform response activities. Instead of data availability, data overload 
can often be a bigger challenge during the response phase, which 
speaks to the need for emergency managers to package and 
present information in a way that decision makers can understand 
and use.” 

 
The ITU describes the problem as it relates to humanitarian organizations 
as follows: 57

 

 
“The overflow of information generated during disasters can be as 
paralyzing to humanitarian response as the lack of information. This 
flash flood of information is often referred to as Big Data, or Big 
Crisis Data. Making sense of Big Crisis Data is proving to be an 
impossible challenge for traditional humanitarian organizations. 

 

• Data Fragmentation 
 

Big Data, AI, and Machine Learning have given disaster risk managers and 
development professionals much greater decision-making capabilities than 
ever before. The data-basis of decisions means that uncertainties 
surrounding outcomes may be reduced significantly, which in turn gives those 
same decision-makers confidence in the actions they assign. That process, 
however, depends on the quality and completeness of data. Whereas quality 
is a matter of process and procedure, completeness is those things and also 
a factor of organizational structure, policy, and culture. In many countries, 
communities, and organizations, however, data becomes compartmentalized, 
or siloed, by these structures, policies, and cultural arrangements such that 
data is captured by different actors and processed and stored in different 
locations under separate control. For these same reasons, it may even exist 
in different, at times incompatible, formats, further strengthening 
compartmentalization. 

 

Compartmentalization is a major challenge for Big Data applications as it 
threatens to skew analysis and output. But it is also a common problem. 
One research firm found that, in the private sector, most organizations can 
only analyze a small portion of the data they are holding, and as such the 
majority of that data is not used for analytics activities. Reasons this occurs 
include restricted budgets, legacy technology, a lack of relevant staff skills, 

 

57 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 
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issues of ‘turf’, and security concerns. Laws and policies can also force 
compartmentalization, sometimes unintentionally. An incomplete view of a 
country’s, community’s or organization’s data inhibits users’ ability to extract 
real value from it. 

 
Options to address fragmentation begin with legal and policy options that 
permit and ideally support greater data sharing and integration (as described 
earlier in the toolkit). Addressing issues of incompatible systems of data 
formats is a similarly important issue. This often requires both strategic and 
hardware/investment components to succeed. This can be a problem of 
backup procedures, archiving methods, object storage, file sharing systems, 
server arrangements, and others. Application of cloud-based storage 
arrangements can help reduce fragmentation in the process of increasing 
data resilience (as described in Module 2). The key is that data is accessible 
and manageable to big data, AI, and machine learning applications 
regardless of where it is stored.58

 

 

• Data Quality and Accuracy 
 

Sometimes data exists, but it is of questionable quality. There are different 
reasons data quality suffers. As with other data issues, unclear or 
contradictory policies can have an impact on data quality and completeness. 
If collection protocols are not clear, data records will differ in how conditions 
are reported, which can confuse a data analysis application. Data may not be 
of high enough quality for the purposes of models either. This is often the 
case where citizen science is used to collect data and contributors either do 
not follow reporting instructions (e.g., following guidance on whether a 
condition should receive label A or B), or where those who design the 
collection scheme have not provided enough reporting structure to enable 
Participants to accurately report.59 Variations in observational frequency are 
likewise a data quality threat. When different types or brands of sensors are 
used within a single system, for instance, this can cause calibration issues 
that skew reporting.60

 

 

Sometimes information is false, whether for intentional or unintentional 
reasons. It is often the case in disasters that differences in the perception of 
individuals, and the constrained timeframes within which reports are being 
generated, there is a tendency towards the reporting of false information. A 
report by the ITU states that there are several levels on which information can 

 
 

58 Coad, Steve. 2020. Extracting Real Value from the Big Data Deluge. FINTECH Business. February 10. 

http://bit.ly/2SYNC4P. 
59 UN Economic and Social Council, 2019 
60 UN Economic and Social Council, 2019 
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Case Study: Social Media Rumors Cause Panic 
 

Facebook has become a primary source of news and information for a growing number 
of people. In the United States, for instance, 43% of adults say that Facebook is their 

primary source for news.63 As people come to depend on social media for such 
information for longer periods of time, and to greater extents, the degree to which 
unverified or unofficial news sources play a role in public information decreases. The 
proliferation of rumors, some taking on a ‘viral’ quality (where the information spreads 
far beyond the source or the original intimate social setting within which it originated) 
has been one unfortunate impact of the popularity of social media. Many public sector 

 
 

be false: 
 

o Exaggeration: Members of the public tend to exaggerate the conditions 
they are perceiving when under extreme stress. One study of reporting 
through social media, as conducted in the aftermath of a terrorist 
attack in Boston, USA in 2013, found that of 8 million ‘tweets’ only 20% 
were considered ‘accurate’ reports of what was happening. The rest 
were either considered fake or rumor-based (29%) or general 
comments and opinions that were not based on fact (51%). 

 
o Bias: Bias of the person reporting impacts the reliability of data. This is 

particularly true when biases are aggregated as in the case of Big Data 
applications. For instance, a Big Data application created by Google 
that tracked the 2013 spread of Influenza overestimated the size of the 
pandemic by as much as 50%, which resulted in a forecast of two 
times the actual flu-related medical visits that were requested.61 

 
With Volunteered Geographic Information (VGI), data quality is especially important 
because a high level of trust is often given to mapped data. Quality in this case 
includes the accuracy of positioning on a map, and accuracy about the content reported 
on the map. But VGI accuracy can be severely lacking, and in fact during the response 
to the 2011 earthquake in Haiti, only 3,854 of almost 60,000 geographically-annotated 
reports were publishable, and only 202 were verifiable. When identifiable organizations 
are the source of mapping data, accuracy tends to rise as was experienced in the 2011 
Queensland Floods crowdsourced map wherein 75% of such reports were verified as 
accurate. Anonymous reporters are almost wholly responsible for mapping 
inaccuracies in such cases.62

 

 

 

61 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 
62 Haworth, Tusker, Eleanor Bruce, Joshua Whittaker, and Roisin Read. 2018. The Good, The Bad, and The 
Uncertain: Contributions of VGI to Community Disaster Resilience. Frontiers in Earth Science. November. 
http://bit.ly/2Sr9vdZ. 
63 Pew Research Center. 2019. 10 Facts About Americans and Facebook. May 16. https://pewrsr.ch/2tEH96I. 
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entities have put in place mechanisms to identify and counter rumors on social media, 
but even with effective mechanisms in place there are still circumstances where rumors 
spread and rational thinking is sidelined. 
 

Facebook become the mechanism by which a false rumor was widely spread 
throughout the United States in 2019, causing panic among many recipients. The 
power of the rumor to spread panic was bolstered by the actions of public figures who 

unwittingly gave it credence through their 
actions. The basis of the rumor was as 
follows: men were using white vans to kidnap 
women for the purpose of human trafficking 
and to sell their body parts. There was no 
actual evidence to support this warning. By 
using tools on the social media platform, 
including comment capabilities, the ‘like’ 
buttons, and the ‘share’ button (which greatly 
expands the reach into additional networks), 
individuals expanded the reach of the rumor 
nationwide. 
 

As an indicator of the credence people have 
given to information obtained through social 

 
 
 
 
 
 
 
 
 
 
 
 
 

Image: Screenshot of a reposting of information 

media, the mayor of a major city in the United States issuing a verbal warning based on 
the fully unsubstantiated claims. That mayor went on television and told residents 
within his jurisdiction to avoid parking near white vans, and to make sure that 
cellphones were kept handy in case of an abduction. The strength of this rumor was 
further bolstered by the fact that white vans are highly common and tap into the 
‘availability heuristic’ that draws on tendencies to bias thinking towards what we 
regularly observe or experience. 
 
In the end, the rumor had been shared hundreds of thousands of times and viewed by 
millions of people. There was never any report of an actual abduction attempt using a 
white van as described in the rumor. Drivers of white vans were unnecessarily 
harassed because of the public panic – a secondary consequence of the fear the rumor 
stoked. 
 

Social media platforms are trying to counter the problem by hiring third-party fact- 
checkers, but there is almost no way to identify rumors like this before they take on a 
viral quality. Given the millions of posts that are made each minute, the risk of 
censoring benign conversations is too great of a risk for the organization to assume. 
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• Data Democratization 

 

Data democratization is a concept that everyone should have access to data, 
and that there are no gatekeepers to create bottlenecks that result in 
inefficiencies of data analysis and use.  While the concept of data 
democratization is aligned with open data and is generally good for improved 
data-driven decision-making, it presents a number of problems in that data may 
be adversely impacted by the democratic stance. Data has traditionally been 
managed by information technology and data management experts. While this 
has not been a problem-free arrangement in terms of data quality and assurance, 
there was generally a baseline understanding about data that helped to protect it. 
As data becomes more democratized over time, there is a requirement that those 
with access understand the data so that they can properly use it for decision- 
making or reporting. Proponents of democratization argue that the system 
benefits from wider access in that it empowers all stakeholders rather than just 
those with restricted access privileges. Democratization can, however, open data 
to corruption, loss, or misinterpretation. The more people that have access, the 
theory goes, the more opportunities for trouble. And if people don’t understand 
how to process data into information, they can cause more harm than good by 

swaying opinion or thought in the wrong direction.65
 

 

• Data Ownership and Privacy 

Individuals and organizations are both producers and consumers of data. In 
many cases, however, they are not the owners of that data, even data that 
contains highly-personal demographic, location, behavior, and other information. 
As people engage to an increasing extent to a digital economy, digital social 
networking, e-Government, and digital communication, they are creating an 
expansive amount of data that exists to be mined and analyzed by those with 
access for a wide variety of reasons – including DRR and resilience building 
efforts.66

 

 

As legal and regulatory arrangements currently exist, it is the company, whether 
a social media platform, a taxi-cab hailing application, a communications 

 

64 O’Sullivan, Donie. 2019. A Facebook Rumor About White Vans is Spreading Fear Across America. CNN. 

December 4. https://cnn.it/2P7zm91. 
65 Marr, Bernard. 2017. What is Data Democratization? A Super Simple Explanation and The Key Pros and Cons. 
Forbes. July 24. http://bit.ly/2SI2QLt. 
66 UN Economic and Social Council. 2019. The role of science, technology and innovation in building resilient 

communities, including through the contribution of citizen science. Commission on Science and Technology for 
Development. March 4. http://bit.ly/2lCq48U 

Such systems also cannot undo the influence on public perception that has already 
happened or prevent the information from spreading through other channels.64
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application, or others. People freely give their data, often in real time, in 
exchange for a service that data enables (e.g., learning what gas station fuel 
prices are within a defined radius of the user). 

 
Data privacy is the right of individuals to control what information related to them may 
be disclosed, and how it is disclosed. It is considered a basic human right in many 
societies as they navigate the digital age. But privacy is an overarching concern with Big 
Data given the implications it has on the use of personal and aggregated demographic 
data. The production of data itself often raises concerns, especially when people are 
unaware of the quantity or content of data that is being generating about them.67

 

 
There is an expectation that by users that the data will not be used in a manner to harm 
them, but most users do know that the company will likely monetize access to that data 
by third parties. Some countries have begun to establish laws and regulations to guide 
data collection, storage, and use, such as the General Data Protection Regulation 
(GDPR) established by the European Parliament and the Council of the European 
Union in 2016.68

 

 

In disasters, data is likewise collected, and questions of ownership and privacy are 
becoming more important. A lack of data protection and privacy laws in the disaster risk 
management context, notably with regards to emerging technologies use, can both 
inhibit some technologies use while encouraging other uses that perhaps extend too 
deeply into personal lives. The legal ramifications of technologies use in disasters 
needs to be understood by those tasked with using them. The key is that the data that is 
needed is able to be used for analysis, including for incorporation into Big Data 
Analysis, and GIS Analytics systems, when it is still of value.69 A UN Economic and 
Social Council training document describes the importance of data ownership and 
privacy regulations in the disaster context as follows: 

 
“Data in general, either when used in humanitarian and disaster 
emergency contexts or in the context of preparedness, raise the need for 
operationally responsible approaches to providing safe data storage, 
privacy and anonymity. In this regard, there is a need for prudent use of 
data and for action to protect citizens’ privacy.”70

 

 

Organizations are using a broad range of people’s data for disaster management, from 
social media and microblogging posts, to their location data as provided by mapping 
and other phone applications. Addressing privacy at the national level is a major 
concern as systems and structures could be immediately shut down if unexpected 

 

67 UN Global Pulse. 2013. Big Data for Development: A Primer. http://bit.ly/38vzzKD. 
68 UN DESA. 2018. Frontier Technologies for Sustainable Development: World Economic and Social Survey 2018. 
http://bit.ly/2k7z3yA. 
69 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU http://bit.ly/2QadFG1. 
70 UN Economic and Social Council, 2019 
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changes to access are imposed, as happened in 2019 when Twitter stopped allowing 
users to search the prevalence of certain hashtags throughout the world without special 
access privileges. Data can be anonymized to protect privacy and security, but some 
companies fear that value to competitors remains in the data even after this process.71

 

 

3.2.4 : Operational Risks 
 

With any new technology, there are a number of risks related to deployment and use 
that implementation stakeholders need to be aware of and to manage. Risks are 
uncertainties surrounding outcomes and the achievement of objectives. The intent of 
deploying the emerging technologies and innovations described in this toolkit are 
namely the advancement of the objectives of the Sendai Framework and of the 2030 
Agenda for Sustainable Development. They also presume to improve people’s lives 
and living conditions, to reduce discrimination and bias, to promote inclusion, and other 
ideals. Risks relate to the situations and conditions that lead to a failure to meet these 
and other relevant objectives. Five of the most common risks are presented in this 
section, including: 

 

• Innovation Risk and Uncertainty 

• Errors 

• Ethics 

• Safety 

• Security 

 

• Innovation risk and uncertainty 

 

Technology development is inherently risk, though to varying degrees as guided 
by the extent to which regulations and experience have served to limit such risks. 
Where experimentation is concerned, as is the case with emerging technologies 
and innovative uses of technology, risk increases. This might include life safety 
risk, economic risk (related to investment in technologies), risks related to 
capabilities, and more. The more that we don’t know about something, the more 
uncertainty that exists surrounding the outcome of our efforts. 

 
Countries and communities must often make great investments in financial and 
human resources to implement a new technology and must often expend social 
and political capital to raise support for the idea among stakeholder groups and 
the public. Leaders may even stake their reputation on the implementation of a 
new technological system, such as with 5G networks that cost tens to hundreds 
of billions and may require partnerships with private entities or foreign 

 
 

71 UNESCAP. 2015. Building e-Resilience: Enhancing the Role of ICTs for DRM. http://bit.ly/2lH9gNW 
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governments. In these situations, uncertainty is an obstacle, and high levels of 
uncertainty are generally toxic to the implementation process. 

 
The degree to which implementation in new technologies is no longer 
expeditionary will help to reduce concerns and alleviate uncertainty. Those 
tasked with strategic planning or program design need to understand where risk 
tolerance lies, and how much room exists for failure. By understanding the range 
of possible positive or negative outcomes, it is possible to address and even 
mitigate the negative through risk management practices. Public private 
partnerships, shared resourcing (between communities or countries), the use of 
insurance, and other mechanisms are just a sample.72

 

 

• Errors and Unintended Consequences 

 

Too often people equate technology with accuracy and assume that because a 
machine is performing a calculation or analysis, or is making a decision, that the 
decision is more accurate than a human could have achieved. The fault in this 
line of thinking is that humans developed the software systems that perform the 
analysis, and in most cases, humans define the parameters of that analysis, and 
humans gather the data used in the analysis. So because humans are fallible, 
so are the systems they create. 

 
Humans also have biases, whether explicit or inherent, and these make their way 
into systems. For instance, where AI or machine learning are concerned, biases 
are naturally captured in the analysis. For instance, a facial recognition software 
program was developed that utilized contextual information from a photograph to 
better identify individuals in the photographs when direct front-facing views of a 
face were available. Over time, the software began to recognize people in 
kitchens or shopping as women, and in situations where guns were involved or in 
sporting situations as men.73

 

 

Biases also result from secondary factors like privilege and access to technology. 
This often happens with citizen science, where respondents are unequally 
representative of different age groups, ethnic groups, income groups, and other 
demographics. VGI, for instance, is said to be inherently discriminatory because 
of these problems with technology inclusivity. Access and usage needs to be 
understood to counteract such biases. Marginalized groups are almost always 
underrepresented in VGI applications. Exclusion of these groups can be 
detrimental to them when services are rendered based on the information the 

 
 

72 UNCTAD. 2019. Science, Technology, and Innovation Capacity Development. Module 1: Innovation, Policy, and 

Development. June 19. http://bit.ly/2S0A4q6. 
73 Simonite, Sam. 2017. Machines Taught by Photos Learn a Sexist View of Women. Wired. August 21. 
http://bit.ly/38TVQBS. 
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system provides. Less privileged people, who are already more vulnerable to 
disasters, are becoming increasingly vulnerable as they are excluded from such 
systems. Similar social and economic imbalance exists in Big Data Analysis, AI, 
and other emerging technology systems dependent on data. Crowdmapping 
systems used in the aftermath of the 2011 earthquake in Haiti, for instance, were 
biased towards wealthier English speaking residents who could access English 

language platforms while those who only spoke Kreyòl were excluded.74
 

 

And this isn’t to say that machines are not also inherently fallible. Machines can 
very effectively conduct rote tasks, often faster than humans and repetitively with 
little variance. But the way machines perceive the world is very different from 
how humans do. For instance, a machine might be able to identify a tennis ball 
in a photograph of a tennis match if it has been given information that the ball is a 
component of sporting equipment. However, if the same tennis ball has been 
placed on the bottom of students’ desk legs as is often done in elementary 
schools to reduce the noise created when desks move, the computer may not be 
able to identify the tennis ball as such given the contextual clash. 

 
Where this becomes important is in the decisionmaking process. Marc Botha, a 
commentator who often writes on AI-related issues, states that: 

 
“When large amounts of data and many factors come together, 
artificial intelligence is superior to human intelligence. However, only 
humans can think logically and distinguish between useful and 
worthless AI advice.”75

 

 
Decision-makers need to understand when using AI-produced data in the 
decision-making process that AI systems can and sometimes are wrong.76 

In this manner, technology has the potential to point us in the wrong 
direction, when decisions made without it could have had a better outcome. 
A large source of errors comes from assuming correlation equates to 
causation. Botha uses the example of champagne drinking among 
billionaires. Research found that billionaires, as a population live longer 
than the average population. This same group also drinks more 
champagne than the average population. A data analysis system might 
equate the longer life expectancy to champagne consumption, when in fact 
this is merely a correlated statistic. Life expectancy has more to do with 
lower lifetime stress, better access to healthcare, fewer environmental 

 

74 Haworth, Tusker, Eleanor Bruce, Joshua Whittaker, and Roisin Read. 2018. The Good, The Bad, and The 
Uncertain: Contributions of VGI to Community Disaster Resilience. Frontiers in Earth Science. November. 
http://bit.ly/2Sr9vdZ. 
75 Botha, Marc. 2019. The Limits of Artificial Intelligence. Towards Data Science. February 11. http://bit.ly/3aqfYwN. 
76 Price, W. Nicholson. 2019. Risks and Remedies for Artificial Intelligence in Health Care. Brookings. November 19. 
https://brook.gs/2vsK2b8. 
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hazards, and other factors, while the champagne consumption factor is 
simply a matter of affordability given the opulence of the study group.77

 

 
Humans regularly maker errors, and at a rate that typically exceeds 
computers. But human acceptability of losses (injuries, deaths, property 
losses) that result from technological systems is much lower than it is with 
human-caused impacts. Nicholson Price describes in his article Risks and 
Remedies for AI in Healthcare that: 

 
“If an AI system recommends the wrong drug for a patient, fails to 
notice a tumor on a radiological scan, or allocates a hospital bed to 
one patient over another because it predicted wrongly which patient 
would benefit more, the patient could be injured. Of course, many 
injuries occur due to medical error in the health-care system today, 
even without the involvement of AI. AI errors are potentially 
different for at least two reasons. First, patients and providers may 
react differently to injuries resulting from software than from human 
error. Second, if AI systems become widespread, an underlying 
problem in one AI system might result in injuries to thousands of 
patients—rather than the limited number of patients injured by any 
single provider’s error.”78 

 

Like errors, unintended consequences of technology use or implementation 
can severely impact the ability of responders and decisionmakers to do 
their jobs well. The potential for VGI practices to disrupt official disaster 
management activities can reduce resilience in impacted or at-risk 
communities. Public trust gained for social media pages or VGI 
contributions for a disaster event presents the risk that the public will give 
precedence to these information sources over official disaster information. 
Disaster messaging is designed to be clear, concise, and consistent to 
provide the public with accurate and understandable information for given 
scenarios. Deviations from this messaging can be detrimental to 
community safety. Further, the accelerated rate of information exchange 
enabled by social media and VGI during an event may become 
incompatible with the logistics involved in coordinating response activities 
(Pond, 2016). Public preference for multiple disaster information sources 
emphasizes that VGI should not aim to replace more traditional forms of 
disaster communication (Taylor et al., 2012; Haworth et al., 2015). A 
balance between bottom-up and top-down practices needs to be 

 
 
 

77 Botha, Marc. 2019. The Limits of Artificial Intelligence. Towards Data Science. February 11. http://bit.ly/3aqfYwN. 
78 Price, W. Nicholson. 2019. Risks and Remedies for Artificial Intelligence in Health Care. Brookings. November 19. 
https://brook.gs/2vsK2b8. 
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maintained where appropriate value is procured from both systems for 
effective resilience development.79 

 

Case Study: Errors in Volunteered Geographic Information 
 

Errors have been cited as a potential source of risk for emerging technologies 
implementation. Often the focus is on bad data or biased information. But errors can 
also be the result of a breakdown in the manner in which data is used once it is 
released into the public domain. 

 

In January 2013, Tasmania was impacted by 
wildfires, and many members of the public 
used Facebook to communicate their status. 
One such user requested assistance through 
the social media platform. Once the request 
was made, there was no accounting for how 
the recipient public might coordinate a 
response, given there was n means of 
coordination available. An appropriate 

 
 
 
 
 
 
 
 
 
 

Image: Tasmania bushfires. Source: Reuters, 2013. 

response would have been that one or two properly skilled and equipped teams 
responded. What actually happened resulted in a net increase in response 
requirements for the official emergency services. This was an operational error that 
stemmed from an inability to control operational actions. 

 

The request came through on a newly established “Tassie Fires We Can Help 
(TFWCH)” dedicated Facebook page. The page had been established by a member of 
the community in order to provide a platform to share information and resources related 
to the bushfires. When a group of people became isolated by the fires, they used the 
social media page to request the delivery of supplies. Because of the fires, they could 
only be accessed by open water using boats. 

 

Hundreds of people responded to the posts. The individual uncoordinated responders 
congregated together as they began descending on the impacted area. Among them 
they had brought 35 boats to deliver supplies. They were, however, unprepared for the 
dangerous water conditions that existed in the vicinity of the trapped people, and the 
emergency services ended up having to divert resources to rescue the boats. The VGI 
systems were directly blamed for having triggered the unsafe actions of individuals who 
increased their own life safety risk and that of the rescuers.80

 

 

79 Haworth, Tusker, Eleanor Bruce, Joshua Whittaker, and Roisin Read. 2018. The Good, The Bad, and The 
Uncertain: Contributions of VGI to Community Disaster Resilience. Frontiers in Earth Science. November. 
http://bit.ly/2Sr9vdZ. 
80 Haworth, Tusker, Eleanor Bruce, Joshua Whittaker, and Roisin Read. 2018. The Good, The Bad, and The 
Uncertain: Contributions of VGI to Community Disaster Resilience. Frontiers in Earth Science. November. 
http://bit.ly/2Sr9vdZ. 
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• Ethics 

 

Ethics of science and technology pertains to a wide range of issues relevant to 
decision making in disaster risk reduction and resilience building. Ethics are 
accepted rules that define what is wrong and right in a society. Ethical decisions 
are made to ensure that the well-being of people, of communities, of the 
environment, and of society are promoted. Ethics are already an important factor 
in the DRM cycle, regardless of technologies use. Where ethics become a 
problem is where changes in practices and procedures cause uncertainty about 
who is in charge, who is responsible, or who has the authority to make decisions 
about what is wrong or right (and to act on those decisions). 

 
A UNDRR concept note on Bioethics and Ethics of Science and Technology in 
DRR states that: 81

 

 
“Ethical reflections extend beyond risk assessments on issues of 
safety and public health, and ask questions such as “What is life 
about?”, “What are our values?”, and “Where do we want to go as a 
community/as humanity?” In essence, these reflections address a 
much wider framework of risk assessments that include the impact 
of policies and interventions on human dignity, justice, social 
responsibility, benefit sharing, human vulnerability, and many other 
areas. The outcomes of these reflections are important to provide a 
sound ethical basis for sustainable policies and for the development 
of science and technology related to disasters.” 

 

Ethics reflections call for interdisciplinary discussions, as well as community 
participation, in order to ensure that the outcomes of such research and their 
applications (or resulting policies) do not jeopardize the values of the 
communities affected. The incorporation of such reflections at an early stage and 
throughout the development of policies for disaster risk reduction and related 
research is especially critical. Special consideration is needed regarding the 
vulnerability of impacted populations which may reduce their capacity to refuse or 

influence interventions once a disaster has struck. 82
 

 

Ethics concerns surrounding the use of private data for emergency management 
purposes, which risk breaching privacy expectations or norms, need to be 

 

81 UNISDR. 2016. Concept Note: Side Event on Bioethics and Ethics of Science and Technology in DRR. UNISDR 
S&T Conference on the Implementation of the Sendai Framework for Disaster Risk Reduction 2015-2030. 
http://bit.ly/38tmFNk. 
82 UNISDR. 2016. Concept Note: Side Event on Bioethics and Ethics of Science and Technology in DRR. UNISDR 
S&T Conference on the Implementation of the Sendai Framework for Disaster Risk Reduction 2015-2030. 
http://bit.ly/38tmFNk. 
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Case Study: Experimental Technology Given Fast-Track Approval Following 
Hurricane Maria 

• Video Length: 2:13 

• Video URL: http://bit.ly/3bRQgls 

 

Hurricane Maria was a category 5 storm that left a wake of destruction in the Caribbean. 
Destruction was notably bad in Puerto Rico, where in addition to almost 3000 fatalities, the 
islands electricity and communications infrastructure was almost completely destroyed. 
 

When response from state and national infrastructure resumption resources became 
delayed, private enterprises began to fill the void. One venture called Project Loon, which 

 
 

regularly assessed and addressed as new technologies are implemented and 
evolve. Emergency management has encouraged greater public participation, 
especially in the generation of data, and the encouraged exposure carries a 
responsibility to protect the privacy and security of those who utilize such 
communication and reporting channels. For instance, VGI is typically a publicly 
available resource as soon as it is posted. Contributors may not understand the 
exposure they are creating for themselves, depending on how the request for 
information or the platform that enable it are worded. They may be providing the 
information in a dire emergency environment that does not afford them the time 
to consider privacy consequences that they would otherwise have given more 
thought. 

 
Users or owners of public information must think about how contributors’ 
information may be used for other purposes, including by governments, 
businesses, individuals, and those with malicious intent. To the extent possible, 
laws and policies should protect privacy in a manner that balances ethics and 
benefit. 

 
One last ethical concern related to technologies is two-fold. Technologies use 
brings increased participation of private, often profit-seeking businesses in the 
disaster response environment. And second, these businesses may be using 
weakly-tested or even untested technologies in situations where lives are at 
stake. In most situations, experimental technologies would require a high 
standard of safety to use in situations where lives were at stake. But in the time 
constrained environment of a disaster, such requirements are either waived of 
fast-tracked in hopes that the technology provides some benefit. If, however, the 
technology fails, there will be a question of whether it should have been 
approved at all. And leaders will have to answer that question. There needs to 
be mechanisms in place that guide the ethical considerations of experimental 
and new technologies in disaster situations, especially in situations where private 
companies stand to benefit from the testing of those technologies (even though 
lives are likely to be or are actually saved as a result). 
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Case Study: Drones Disrupt Wildfire Operations 

 

 

 
 

• Safety 

 
Safety is a broad area, and include life safety, safety of property, safety of 
animals and wildlife, environmental protection, and other protections from harm 
or damage. Safety is a constant concern of technologies which are a significant 
source of harm, whether physical, psychological, environmental, or economic. 
While emerging technology may be credited with reductions in life safety in one 
regard, it is often associated with some increase in another regard. A robot, for 
instance, may reduce life safety risk of responders who do not need to enter a 
collapsed structure, but the robot may not have the capabilities to safely assist a 
trapped victim and lead to their death or increased suffering as a result if they 
accidentally cause debris to shift or cause some other secondary hazard. 

 
Each technology needs to be assessed for its safety implications, and 
implementation partners need to consider their appetite for the risk that is 
presented. The risks created need to be weighed against the benefits gained, 
and a go or no-go determination made with regards to implementation. 

 

Oftentimes safety problems can be addressed through regulations, policies, or 
rules. Other times, safety needs to be assured through a redesign of the 
technology. And other times the safety implications may just be too great, and 
the decision to avoid using the technology altogether be made. 

 

 

83 Woodward, Aylin. 2018. When it Comes to Natural Disasters, Technology Has an Unavoidable Dark Side. 
Futurism. February 1. http://bit.ly/2SJEMrJ. 

is a collaboration between Google’s Alphabet and US cellular phone companies AT&T and 
T-Mobile, offered to use experimental technology to provide temporary internet until 
permanent infrastructure reconstruction could take place. The system utilized large helium 
balloons that were free floating, bolstered by ground-based systems equipment. Through 
the system, more than 100,000 impacted people were able to access the internet. 
 

Project Loon had been used in the past, including in Sri Lanka and Indonesia, but given it is 
an experimental technology and regulations guide communications equipment, there is 
normally a delay while applications are processed. However, in the case of Puerto Rico, 
the company filed for approval from the Federal Communications Committee (FCC) and 
received that approval in the same day. They were able to immediately launch the balloons 
and begin operations also that same day. A journalist covering the project noted that the 
FCC would not likely have granted an experimental technology license so quickly if the 
island’s government wasn’t so desperate to resume connectivity for residents, especially 
given the technology was still in the development and testing phase.83
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Case Study: UAV Code of Conduct 

 
 

The evolution of drone technologies has made 
acquisition and use by local emergency management 
agencies a much more attainable goal. It has also 
resulted in a growing number of drones in the hands of 
the public. When a disaster happens, there are many 
benefits to operation of a drone in support of response 
and recovery operations. There is also a draw for 
members of the public who wish to access the disaster 
area using drones, and this is primarily out of curiosity. 

 

In 2017, wildfires broke out in the southern part of the 
US state of California. To fight the fires, the National 
Fire Service needed to use several aerial assets, 
including helicopters and air tankers which dropped 
water and fire-retardant materials and performed other 
firefighting operations (such as staff transport). 

 

At the same time, members of the public were attempting to access the wildfire areas 
using commercial drones, either for photography or curiosity purposes. When the 
drones were detected, emergency management officials had no choice but to suspend 
all air operations. Because firefighting aircraft and drones fly at about the same altitude, 
the chance that collision with occur with an aircraft and cause the loss of that aircraft 
and multiple fatalities was too great to risk. The drone might also run out of power or 
lose communications with the ground unit, and in either case fall to the ground and 
injure firefighters. 

 

Warnings were issued to the public to cease operations, but several days later, the 
same problem resumed. Each time, responders from the local, subnational, and 
national levels had to suspend flights. Flights cannot be resumed until there is certainty 
that the drone has left the area. This ultimately decreased the effectiveness of 
firefighting operations because fires were able to increase in size during the down time. 

 

To address the problem, Temporary Flight Restrictions (TFRs) are being put in place 
during wildfires to require aircraft, manned or unmanned, to obtain special access 
permits if they are not involved in wildfire suppression operations. To satisfy the 
authorities that enable TFRs, the Federal Aviation Administration (FAA), U.S. Forest 
Service, U.S. Department of the Interior, and other wildland fire management agencies 
had to decide that unmanned aerial systems (UASs), or drones (including hobby 
drones), are aircraft and therefore subject to TFRs.84

 

 

84 Jones, Jennifer. 2017. Agencies Urge Public Not To Fly Drones Over or Near Wildfires to Prevent Accidents and 
Disruption of Suppression Operations. USDA. Fire Service. http://bit.ly/31UEKkJ. 
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As drones have increased in their number and their 
capabilities, they have been introduced in a growing 
number of contexts in the disaster environment. As 
their use grows, so do the ethics, safety, and 
security implications. However, it is not always the 
case that local laws and policies, or even laws and 
policies at the national level, are able to keep up and 
address many of the regulatory or operational needs. 

 
 
 
 
 
 
 
 
 
 

Image: Logo of the UAV Code of Conduct 

To address problems that might arise from Drone use, a group of international 
organizations and NGOs began developing a Humanitarian UAV Code of Conduct in 
2014. The code development process was led by the Humanitarian UAV Network 
(UAViators), and included more than 60 organizations including many from the United 
Nations, as well as the American Red Cross. 

 

As developed, the code offers 15 guidelines. They include: 

 

1. Prioritize safety above all other concerns: Humanitarian benefits should clearly 
outweigh risks to persons or properties 

2. Identify the most appropriate solution: Only operate UAVs when more effective 
means are not available and when humanitarian purposes are clear, such as the 
assessment of needs and the response thereto. UAV missions should be informed 
by humanitarian professionals and experts in UAV operations with direct knowledge 
of the local context. 

3. Respect the humanitarian principles of humanity, neutrality, impartiality and 
independence: Prioritize UAV missions based on needs and vulnerabilities, make 
sure actions are not, and are not perceived as being, politically or economically 
influenced; do not discriminate or make distinctions on the basis of nationality, race, 
gender, religious belief, class or political opinions. 

4. Do no harm: Assess and mitigate potential unintended consequences that UAV 
operations may have on affected communities and humanitarian action. 

5. Operate with relevant permissions: UAV operations must be in compliance with 
relevant international and domestic law, and applicable regulatory frameworks 
including customs, aviation, liability and insurance, telecoms, data protection and 
others. Where national laws do not exist, operators shall adhere to the International 
Civil Aviation Organization Remotely Piloted Aircraft Systems Circular 328-AN/190, 
with the approval of national authorities. 

6. Engage with communities: Community engagement is important and obligatory. 
Developing trust and engaging local communities encourage active partnership, 
build local capacities and leadership, and enhance the impact of your mission. 
Information should continuously be provided to communities regarding the intent and 
use of UAVs. Refer to Humanitarian UAV Community Engagement Guidelines. 
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7. Be responsible: Contingency plans should always be in place for unintended 
consequences. UAV teams must take responsibility for and resolve any issues 
involving harm to people and property, including liability. 

8. Coordinate to increase effectiveness: Seek out and liaise with relevant local and 
international actors and authorities. UAV teams must not interfere with and always 
seek to complement formal humanitarian coordination mechanisms or operations. 

9. Consider environmental implications: Operating UAVs should not pose undue risk to 
the natural environment and wildlife. UAV operators must take responsibility for any 
negative environmental impact their mission causes 

10. Be conflict sensitive: All interventions in conflict zones become part of conflict 
dynamics and can result in very serious unintended consequences, including the 
loss of life. Extraordinary caution must be used in deploying UAVs in conflict zones. 
Refer to Humanitarian UAV Conflict Zones Guidelines. 

11. Collect, use, manage and store data responsibly: Collect, store, share and discard 
data ethically using a needs-based approach, applying informed consent where 
possible and employing mitigation measures where it is not. The potential for 
information to put individuals or communities at risk if shared or lost must be 
assessed, and measures taken to mitigate that risk (e.g. limit or cease collection or 
sharing). Refer to Humanitarian UAV Data Ethics Guidelines. 

12. Develop effective partnerships in preparation for and in response to crises: Work 
with groups that offer complementary skill sets (humanitarian action, UAV 
operations, local context, data analysis, communications) during, and preferably in 
advance of, crises. Refer to Humanitarian UAV Effective Partnerships Guidelines. 

13. Be transparent: Share flight activities as widely as possible, ideally publicly, as 
appropriate to the context. Convey lessons or issues to communities, relevant 
authorities and coordinating bodies as early as possible. 

14. Contribute to learning: Carry out and share any evaluations and after action reviews 
to inform the betterment of UAV use for humanitarian action. 

15. Be open and collaborative: Coordination is a multi-stakeholder process. This means 
that lessons learned and best practices on the use and coordination of UAVs in 
humanitarian settings must remain open and transparent, along with any related 
workshops, trainings and simulations. 

 

In addition to the code of conduct, four guidelines have also been developed on Data 
Protection, Community Engagement, Effective Partnerships, and Conflict Sensitivity. A 
best practices guide has also been drafted based on experiences in the field.85

 

 
 
 
 
 

 

85 ITU. 2019. Disruptive Technologies and Their Use In Disaster Risk Reduction and Management. ITU 
http://bit.ly/2QadFG1. 

http://bit.ly/2QadFG1
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3.3 : Measuring Progress – Monitoring and Evaluation of 
Implementation Efforts 

 

This section provides an overview of the value created by instituting structured systems 
of monitoring and evaluation, and presents a number of models that countries, 
communities, and stakeholders can use to monitor and evaluate the implementation of 
emerging technologies for disaster risk reduction and resilience. 

 
Monitoring and evaluation have assumed increasingly important roles in the 
advancement of disaster risk reduction and sustainable development in a general, 
overarching sense due to the two related frameworks (the Sendai Framework for 
Disaster Risk Reduction and the 2030 Agenda for Sustainable Development, 
respectively). But monitoring and evaluation also have immense value in the transfer 
and implementation of technologies and innovations, including emerging technologies, 
as they advance these two interrelated pursuits. 

 
While the international, regional, national, and to a growing extent, the local 
benchmarking and monitoring efforts of these frameworks offer a model for how 
countries, communities, and organizations may structure and conduct their own 
monitoring and evaluation efforts, there remains a need for customization. Each 
countries, each community, and where applicable, each relevant stakeholder 
organization that has identified what there is to gain through emerging technology 
implementation and has set a course to achieve that needs to ensure they are tracking 
their progress and measuring their successes. 

 
3.2.1 : Monitoring and Evaluation Overview 

 

The processes by which strategies are developed to guide the transfer or 
implementation of emerging technologies for DRR and resilience, and by which such 
strategies are operationalized, will be unique to each country’s, each community’s, and 
each organization’s particular context. Technology development and implementation is 
driven both organically and through coordinated, prescriptive arrangements. As such, 
these technologies will ultimately work their way into practical use regardless of whether 
a strategy exists – the difference is in the effectiveness and efficiency of those efforts. 

 
Without strategies or strategic planning, implementation and transfer are more 
happenstance than coordinated. They likely serve some identified purpose, address 
some identified problem, or seek the achievement of some identified goal – but they are 
not likely associated with or contributing to any comprehensive strategies or coordinated 
plans. And because of this, assessments of their implementation and measurements of 
their progress are limited at best, misleading at worst. 
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In Parts 1 and 3, it was explained that technologies need to be considered, and how 
appropriate technologies may be adopted or implemented. These sessions also 
explained why alignment to or coordination with a national strategy is highly beneficial. 
There is an incredible amount of overlap between the different technologies, as there is 
overlap between the efforts of different stakeholders to advance each technology. This 
translates to opportunities for collaboration and synergy, for resource sharing, and for 
monitoring and evaluation as is described in this session. 

 
That said, for some technologies, implementation will be simple – perhaps requiring little 
more than the issuance of a policy or a law. But for others, effective adoption will entail 
nothing short of a multi-stakeholder comprehensive effort requiring the engagement of 
multiple and possibly disparate sectors, and multiple sources of resource support. 

 
In either example, and despite the varied nature of implementation between 
technologies and between countries and communities, implementation is best when 
methodical, coordinated, and part of a longer-term goal linked to disaster risk reduction 
and sustainable development goals. And as such, successes achieved in the pursuit of 
these efforts can and should be measured and assessed, both to understand the impact 
of these actions, and to provide a reference for any required improvements or 
adjustments. 

 
Stakeholders need a way to ensure that programs are on track. There should exist an 
effective means for program implementers and managers to be able to know about and 
understand progress, and to determine whether they are on the right track towards 
meeting their goals and objectives. They need a way to identify at any point during the 
process whether adjustments are needed, and where those adjustments need to occur 
to have the best outcome. And they need to be able to ensure that the project as 
designed is utilizing resources the most efficient and effect way possible – and if not 
how effectiveness and efficiency can be increased. For these reasons, monitoring and 
evaluation are vital. 

 
As with all projects, it is important that monitoring and evaluation be integrated into all 
aspects of project implementation, at the point of planning and throughout 
implementation. 

 
Monitoring and Evaluation Defined 

 
Monitoring and evaluation are a vital part of any project, but are often undervalued in 
the context of broad-reaching capacity development efforts like those described in this 
toolkit.1 Monitoring and evaluation are conducted not only to ensure that the efforts of 
the many different implementation partners are progressing towards the broad goals of 

 

1 Hagelsteen, Magnus and Joanne Burke. 2016. Practical Aspects of Capacity Development in the Context of 
Disaster Risk Reduction. International Journal of Disaster Risk Reduction. No. 16. Pp. 43-52. 



Risk-Informed Governance and Innovative Technologies 

for Disaster Risk Reduction and Resilience Toolkit 

Page 553 

 

 

 
 

increased capacity, and that those goals are resulting in the changes required to meet 
capacity needs – they also help in the identification of and accommodation for 
unintended consequences. 

 
These efforts must therefore not be focused in a limited way to only the completion of 
implementation efforts, because at that point it is often too late to redirect resources or 
redirect efforts if required benchmarks are not met, achievements have not occurred, or 
progress has not been as expected. 

 
Monitoring and evaluation efforts are instead most effective if they are developed early 
in the process as integral components of strategic or implementation planning. In this 
way, those who are tasked or concerned with emerging technologies adoption can lead 
success in both the process and in the impact. Monitoring and evaluation enable those 
responsible for or engaged in implementation to look at: 

 

• The different factors that influence how stakeholders perform 

• Whether or not planning assumptions are proving to be valid 

• Whether the foundational principles on which the project was based are being 
adhered to by stakeholders 

• Whether progress towards the meeting of target indicators has resulted (and if 
so, the degree to which it has) 

 

Whether planned as a continuous monitoring effort or a series of periodic evaluations, 
there must exist defined and structured measures of performance (indicators) as well as 
standard protocols to guide the process, data systems to collect what is found, authority 
to carry out the tasks required, and access to necessary human and financial resources. 
There are three foci of assessment efforts that together provide a full picture of project 
or program effectiveness, including:2 

 

• Output (what capacity has been produced or provided) 

• Outcome (what changes in performance have occurred because of capacity 
improvements) 

• Impact (how has disaster risk been reduced or resilience increased) 
 

Monitoring and evaluation will be pointless if they are conducted in the absence of an 
effective strategy to communicate and report on the findings they produce. Especially in 
the case of efforts that involve many different and disassociated stakeholders that may 
have little to no accountability to each other (or authority over each other), monitoring 
and evaluation outputs must be associated with indicators and outputs that are 
meaningful to all groups regardless of affiliation. 

 
 
 

2 UNDG. 2017. Capacity Development Companion Guidance (Updated). 23 March. 
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In the case of disaster risk reduction and sustainable development, the outcomes 
sought by the Sendai Framework for Disaster Risk Reduction and the 2030 Agenda for 
Sustainable Development offer a common point of interest and engagement. What 
these two frameworks seek are what those engaged in emerging technologies 
implementation ultimately seek. 

 
Monitoring and Evaluation together form the basis of identifying implementation 
progress and stages, making in-process and course-corrective decisions, and 
understanding what happened as a result of the effort and energy expended. They are 
defined as follows: 

 
Monitoring 

 
Monitoring can be defined as the “ongoing and systematic process of collecting, 
analyzing, and using information to track a program’s progress toward reaching its 
objectives and to guide management decisions”.3 

 
Monitoring clarifies program objectives, and generally entails regular assessment of 
performance that is executed over time. This might be annual, quarterly, monthly, 
weekly, daily, or even more frequently depending on how often conditions change. 

 
Monitoring focuses on reviewing progress according to established plans or strategies. 
Plans and strategies detail who is involved, who is responsible, what actions must be 
conducted, what resources will be required, what deadlines or dates are important (and 
when those dates are), what achievements must occur (and by when), and other 
information related to the individual technology or effort in question. It links activities 
and their resources to objectives. 

 

As a method of assessment (of progress), monitoring requires the collection of and 
reporting on data and information. Collection must be systematic, and ideally 
quantitative or qualitative with a quantitative basis of measurement. Oftentimes this is 
merely a binary measure (yes/no; is/is not; has occurred/has not occurred), a set of 
fixed options, or a measure along a continuum. 

 
What is important is understanding whether or not implementation itself is progressing, 
and whether or not that progress, as planned, is achieving or will ultimately achieve the 
intended outcome of the project or effort. 

 
In other words, the monitoring process must look at both whether the project is 
advancing as planned; and even if it is advancing as planned, whether it is producing 
the intended changes to the amount expected. 

 

3 UN Women. 2010. Programming Essentials, Monitoring & Evaluation. http://bit.ly/32bgqLE. 

http://bit.ly/32bgqLE
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Data and information must therefore be structured to enable insight into whether 
process adjustments are required and when those adjustments would need to be made 
to be effective. 

 
Monitoring therefore begins when implementation begins. This requires that 
implementation processes and activities be explicitly defined so that benchmarks exist. 

 
Questions that are often asked to guide the monitoring process include: Here are key 
some questions regarding progress and results you need to think about when carrying 
out monitoring:4 

 
o Are the preidentified outputs being produced as planned and efficiently? 
o What are the issues, risks and challenges that we face or foresee that need to be 

taken into account to ensure the achievement of results? 
o What decisions need to be made concerning changes to the already planned 

work in subsequent stages? 
o Will the planned and delivered outputs continue to be relevant for the 

achievement of the envisioned outcomes? 
o Are the outcomes we envisaged remaining relevant and effective for achieving 

the overall priorities, goals, and impacts? 
o What are we learning? 

 

The stakeholder(s), organization(s) or agency(ies) that conduct monitoring will be 
determined by the nature of the implementation effort. Monitoring should not be limited 
in a single organization or entity, as an inclusive process allows for much more valuable 
and useful feedback. Sometimes an organization cannot see or cannot answer 
objectively about a problem that is occurring. It also allows for multiple monitoring and 
feedback styles and strategies, which can be very helpful in rooting out problems that 
might otherwise persist. 

 
Evaluation 

 

Evaluation is the process by which the relevance, efficiency and effect of an activity in 
terms of its objectives are determined systematically and objectively, and which 
includes the analysis of the implementation and administrative management of such 
activities. 5 

 

Evaluation can also be defined to be, “The critical assessment, in as objective a manner 
as possible, of the degree to which a service or its component parts fulfills stated 

 
 

4 UNDP. 2009. Handbook on Planning, Monitoring, and Evaluate for Development. http://bit.ly/2P8rFzh. 
5 Papaconstantinou, George, and Wolfgang Polt. OECD. Policy Evaluation in Innovation and Technology: An 
Overview. http://bit.ly/2V5iuU1. 

http://bit.ly/2P8rFzh
http://bit.ly/2V5iuU1
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goals.”6
 

 
Evaluations are systematic, and help stakeholders or organizations to determine the 
merit, worth, or significance of something. 

 
Compared with monitoring, evaluation often requires more scientific and rigorous 
procedures and methodology because it is measuring not against itself but rather 
against the external conditions that the project was hoping to address. 

 
For this reason, there often needs to be a control or comparison group, which allows 
some insight into what the project did to affect change, and what would have happened 
regardless of the project. 

 
And evaluations need to look not just at the intended results or consequences, but also 
the unintended consequences. This requires significant understanding of the project 
and of the way that it might influence people, groups, processes, societies, or other 
factors. 

 
In the case of a technology, the capacity assessment discussed in Session 3.1 can 
provide a baseline against which progress towards benchmarks are measured. 

 
Evaluation efforts should enable determination of the extent of achievements as they 
pertain to the project’s objectives, which means that objectives must be clearly defined. 
Objectives achievement is multi-factorial, and includes inputs, activities, outputs, 
outcomes, and impacts. 

 
o Outputs are the specific products that can reasonably be expected to be 

produced by the project 

 
o Outcomes are the benefits of the particular goods or services (outputs) to the 

target population(s) 
 

o Impacts are the long term consequences of a project 
 

Evaluations can provide stakeholders with credible, reliable, useful, and evidence-based 
information. These are used to establish findings or formulate recommendations to help 
with decision-making and improvements of projects for each of the relevant 
stakeholders. Evaluation aims to understand why, to what extent, and in which kind of 
context—results were achieved, which will contribute to the effectiveness of the whole 
organization. At the same time, it provides lessons and generates knowledge about how 

 
 
 

6 Reeve, J; Paperboy, D. 2007. Evaluating the evaluation: Understanding the utility and limitations of evaluation as a 
tool for organizational learning. Health Education Journal. V.66, No.2. 
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to apply this to other contexts for global use. In doing this, the there is a baseline of 
accountability, and an avenue for institutional learning and growth. 

 
Differences Between Monitoring and Evaluation 

 
Monitoring and evaluation do share some similar characteristics. For instance: 

 
• They both measure project efforts. 

• They are both continuous and systematic process. 

• They both depend on explicit plans that guide required actions and decisions. 

• They both aim to provide adequate and useful information for project 
implementation that enables internal project stakeholders to make adjustments 
and inform internal and external stakeholders about the successes or challenges 
encountered in achieving stated objectives 

 

In multi-stage projects or programs, monitoring and evaluation may be happening at the 
same time, wherein the findings from the evaluation in one step will guide the evaluation 
of efforts in a subsequent one. 

 
There are several differences between monitoring and evaluation as well. For instance: 

 

• Monitoring generally seeks to provides real-time information based on ongoing or 
periodic data collection during the course of project implementation, while 
evaluation generally seeks to establish a more in-depth assessment of those 
efforts using baseline data and results. In this manner, the monitoring process 
often generates questions that are ultimately answered in the evaluation process. 

• Although monitoring produces data on implementation progress, and this helps to 
inform evaluation efforts, the outcome of monitoring is not the basis of evaluation. 

• Evaluations are done impartially and independently to provide managers and 
staff with an objective assessment of whether or not they are on track. 

• Evaluation look externally to identify and measure unintended consequences of 
implementation activities, which are not typically captured in the monitoring 
process which focuses more closely on the implementation plan. 

 

The Sendai Framework and the 2030 Agenda for Sustainable Development do offer 
insight into the risk reduction and sustainable development goals that emerging 
technologies transfer or implementation ultimately seek to support. 

 
In the Sendai Framework, references are made to science and technology, such as in 
Paragraph 36(b) where it is stated that: 

 

“Academia, scientific and research entities and networks to: focus on the 
disaster risk factors and scenarios, including emerging disaster risks, in 
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the medium and long term; increase research for regional, national and 
local application; support action by local communities and authorities; and 
support the interface between policy and science for decision-making”. 

 
It also references science and technology in Paragraph 25(g) where it states: 

 
"Enhance the scientific and technical work on disaster risk reduction and 
its mobilization through the coordination of existing networks and scientific 
research institutions at all levels and all regions with the support of the 
UNISDR Scientific and Technical Advisory Group in order to: strengthen 
the evidence-base in support of the implementation of this framework; 
promote scientific research of disaster risk patterns, causes and effects; 
disseminate risk information with the best use of geospatial information 
technology; provide guidance on methodologies and standards for risk 
assessments, disaster risk modelling and the use of data; identify 
research and technology gaps and set recommendations for research 
priority areas in disaster risk reduction; promote and support the 
availability and application of science and technology to decision-making; 
contribute to the update of the 2009 UNISDR Terminology on Disaster 
Risk Reduction; use post-disaster reviews as opportunities to enhance 
learning and public policy; and disseminate studies". 

 
To provide more clear direction on what is to be accomplished, UNDRR facilitated a 
workshop with a variety of representatives from the science and technology 
communities to identify what gains stand to be made towards achieving DRR through 
the advancement of technology transfer and implementation. The results of this 
meeting were organized according to the four ‘Priorities for Action’ established by the 
Sendai Framework, and include: 

 

• Priority 1: Understanding Disaster Risk 
o Assess and update the current state of data, scientific and local and 

indigenous knowledge and technical expertise availability on disaster 
risks reduction and fill the gaps with new knowledge. 

o Synthesize, produce and disseminate scientific evidence in a timely 
and accessible manner that responds to the knowledge needs of 
policy-makers and practitioners. 

o Ensure that scientific data and information support are used in 
monitoring and reviewing progress towards disaster risk reduction and 
resilience building. 

o Build capacity to ensure that all sectors and countries have access to, 
understand and can use scientific information for better informed 
decision-making 

• Priority 2: Strengthening Disaster Risk Governance to Manage Disaster Risk 
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o Support a stronger involvement and use of science to inform policy- 
and decision-making within and across all sectors at all levels 

• Priority 3: Investing in Disaster Risk Reduction for Resilience 

o Provide scientific evidence to enable decision-making of policy options 
for investment and development planning 

• Priority 4: Enhancing Disaster Preparedness for Effective Response, and to 
“Build Back Better” in Recovery, Rehabilitation, and Recovery 

o Identify and respond to the needs of policy- and decision-makers at all 
levels for scientific data and information to strengthen preparedness, 
response and to “Build Back Better” in Recovery, Rehabilitation and 
Reconstruction to reduce losses and impact on the most vulnerable 
communities and locations. 

 
From each of these expected outcomes, several actions and deliverables have been 
established, such as: 

 

• Action: Develop partnerships between science and technology community 
and the disaster risk management institutes and agencies. 

o Deliverable: Evidence of partnerships between science and technology 
community and disaster risk management institutes and agencies. 

• Action: Promote multi-hazard early warning systems with improved climate 
information, aerial and spatial data, emergency response services and 
communication to end users. 

o Deliverable: Evidence of progress on the delivering of more effective 
early warning systems including mechanisms that ensure timely early 
warning to communities. 

 
This full set of actions and deliverables help to establish guidelines for national science 
and technology strategies but may not offer the level of detail or relevance required to 
monitor and evaluate implementation of individual technology projects. 

 
The 2030 Agenda for Sustainable Development offers another set of development- 
focused indicators to guide science and technology implementation efforts. In fact, 
references to the importance of science and technology in the pursuit of sustainable 
development appear throughout the list of goals and indicators, and include: 

 

• Goal 1.4: By 2030, ensure that all men and women, in particular the poor and 
the vulnerable, have equal rights to economic resources, as well as access to 
basic services, ownership and control over land and other forms of property, 
inheritance, natural resources, appropriate new technology and financial 
services, including microfinance 

o Indicator 1.4.1: Proportion of population living in households with 
access to basic services 
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• Goal 4.4: By 2030, substantially increase the number of youth and adults who 
have relevant skills, including technical and vocational skills, for 
employment, decent jobs and entrepreneurship 

o Indicator 4.4.1: Proportion of youth and adults with information and 
communications technology (ICT) skills, by type of skill 

• Goal 5.b: Enhance the use of enabling technology, in particular information 
and communications technology, to promote the empowerment of women 

o Indicator 5.b.1: Proportion of individuals who own a mobile telephone, 
by sex 

• Goal 9.c: Significantly increase access to information and 
communications technology and strive to provide universal and affordable 
access to the Internet in least developed countries by 2020 

o Indicator 9.c.1: Proportion of population covered by a mobile network, 
by technology 

• Goal 13.3: Improve education, awareness-raising and human and 
institutional capacity on climate change mitigation, adaptation, impact 
reduction and early warning 

o Indicator 13.3.2: Number of countries that have communicated the 
strengthening of institutional, systemic and individual capacity-building 
to implement adaptation, mitigation and technology transfer, and 
development actions 

• Goal 13.b: Promote mechanisms for raising capacity for effective climate 
change-related planning and management in least developed countries 
and small island developing States, including focusing on women, youth and 
local and marginalized communities 

o Indicator 13.b.1: Number of least developed countries and small island 
developing States that are receiving specialized support, and amount 
of support, including finance, technology and capacity-building, for 
mechanisms for raising capacities for effective climate change-related 
planning and management, including focusing on women, youth and 
local and marginalized communities 

• Goal 17.6: Enhance North-South, South-South and triangular regional and 
international cooperation on and access to science, technology and 
innovation and enhance knowledge-sharing on mutually agreed terms, 
including through improved coordination among existing mechanisms, in 
particular at the United Nations level, and through a global technology 
facilitation mechanism 

o Indicator 17.6.1: Number of science and/or technology cooperation 
agreements and programmes between countries, by type of 
cooperation 

o Indicator 17.6.2: Fixed Internet broadband subscriptions per 100 
inhabitants, by speed 
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• Goal 17.7: Promote the development, transfer, dissemination and 
diffusion of environmentally sound technologies to developing countries 
on favourable terms, including on concessional and preferential terms, as 
mutually agreed 

o Indicator 17.7.1: Total amount of approved funding for developing 
countries to promote the development, transfer, dissemination and 
diffusion of environmentally sound technologies 

 
Planning and Implementing Monitoring and Evaluation 

 

In the absence of a commonly adopted set of quality standards for emerging 
technologies transfer and implementation, project or program stakeholders need to 
develop their own. This is a part of the project design and development effort, 
described in Section 3.1. 

 

Plans for monitoring and evaluation consider a broad range of factors, including:7 

 
1. What will be monitored and evaluated 
2. What processes will be employed? 
3. How, when, how often, and by whom will monitoring and evaluation occur? 
4. Which monitoring, evaluation, and learning approaches are described? 
5. Are there dedicated resources for monitoring evaluation and learning activities? 
6. Will a mixture of quantitative and qualitative methods be used? 
7. Who is responsible for project reporting – to whom, how often, and in what 

language? 
8. How are the lessons learned assessed, documented, shared, and put into 

practice? 
 

Monitoring and Evaluation is not just simply taking stock from time to time but is rather 
systematic and based on pre-established guidelines that are tied to the project. It 
therefore requires a deep understanding of the stakeholders involved, of the program it 
is supporting, and of how the project itself will operate. 

 
There are several tools and resources that have been developed to guide monitoring 
and evaluation planning and conduct. For this class, the methodology that will be used 
was developed by the World Bank titled Results-Based Monitoring and Evaluation 
System.8 

 
 
 

 

7 Hagelsteen, Magnus and Joanne Burke. 2016. Practical Aspects of Capacity Development in the Context of 
Disaster Risk Reduction. International Journal of Disaster Risk Reduction. No. 16. Pp. 43-52. 
8 Kusek, Jozy Zoll and Ray C. Zist. 2004. Ten Steps to a Results-Based Monitoring and Evaluation System. The 
world Bank. http://bit.ly/37Je1Jb. 

http://bit.ly/37Je1Jb
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Implementation stakeholders can structure monitoring and evaluation around a 
monitoring and evaluation framework (M&E Framework). An M&E framework gives 
structure to monitoring and evaluation plans. They define how and why a project works, 
help increase understanding of the program’s goals and objectives, define the 
relationships between factors key to implementation, and delineate the internal and 
external elements that could affect its success.9 It also determines the methodology of 
assessment including the various indicators. 

 

M&E Frameworks 
 

Frameworks will differ according to the needs of the effort or the organization, but the 
key is that they clarify the following:10 (UN Women 2010; UNDP 2017): 

 

• What are the objectives of monitoring and evaluation? 

• What are the criteria for success? 

• What is to be monitored and evaluated? 

• What activities are required to conduct monitoring and evaluation? 

• Who will be assigned responsibility for monitoring and evaluation activities? 

• What is the schedule of monitoring and evaluation activities? 

• What methods will be used to perform monitoring and evaluation? 

• What resources are required for monitoring and evaluation, and where they will 
come from? 

• What are the relevant risks, and what assumptions guide monitoring and 
evaluation activities? 

• What tools and mechanisms are required for reporting and applying results? 
 

A clear M&E framework is most important at the national level, because subnational, 
local, and organizational monitoring and evaluation efforts can establish their metrics 
using this benchmark. At any level, the framework will support monitoring and 
evaluation by:11

 

 

• Helping stakeholders to understand, refine, and articulate goals 

• Defining utilization of resources and selecting activities 

• Identifying measures and indicators to assess performance. 

• Building consensus and working relationships between program and evaluation 
staff 

 

Monitoring and Evaluation Process 
 
 

 

9 Frankel, N., and Gage, A. 2016. M&E Fundamentals: A Self-Guided Minicourse. http://bit.ly/38PYIzM. 
10 UN Women. 2010. Programming Essentials, Monitoring & Evaluation. http://bit.ly/32bgqLE. 
11 Brown, L. 2010. Logic Models: An Integral Part of Designing and Evaluating Your Program. http://bit.ly/2Pf5Y0r. 

http://bit.ly/38PYIzM
http://bit.ly/32bgqLE
http://bit.ly/2Pf5Y0r
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An M&E lifecycle will include all activities from identifying the problem to be addressed 
by the project or program, to adapting or changing the program to address problems 
with implementation or weak or unexpected outcomes as a result of the methods 
utilized. 

 

 
 

A framework developed by Jody Zall Kusek and Ray C. Rist at the World Bank is one of 
many examples of how monitoring and evaluation processes may be structured. Their 
process includes ten distinct steps. Each of these steps is its own process, which has 
an associated set of questions to answer and steps to follow. And while many of these 
steps can be performed sequentially, some will be conducted in tandem. The ten steps 
are presented below, and include:12

 

 

1. Conducting a Readiness Assessment 
2. Agreeing on Outcomes to Monitor and Evaluate 
3. Selecting Key Indicators to Monitor Outcomes 
4. Establishing Baseline Data on Indicators 
5. Selecting Results Targets 
6. Monitoring for Results 
7. Evaluation of data and information 
8. Reporting findings 
9. Using findings 
10. Sustaining the M&E System 

 
Step 1: Conduct a Readiness Assessment 

 
 

 

12 Kusek, J.Z., and Rist, R.C. 2001. Ten steps to a results based monitoring and evaluation system: Summary. 
http://bit.ly/2PgbEr7. 

http://bit.ly/2PgbEr7
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In Step 1, M&E stakeholders must answer the following question: “What is the nature of 
the problem?” 

 
To do this, stakeholders need to consider the implementation environment for both the 
project itself and for the more focused monitoring and evaluation efforts. Together this 
helps to establish whether there exists a capacity and a willingness to construct an M&E 
Framework. This information comes from the situation analysis, the needs assessment, 
the capabilities assessment, or other baseline assessments or points from or through 
which project planning occurred. 

 
M&E efforts draw heavily from this data as, as it helps to explain where change is 
measured from. And in the context of monitoring and evaluation, stakeholders need to 
understand whether they are prepared to carry out the monitoring and evaluation itself. 

 
The readiness assessment focuses on organizational issues. Some of the questions 
that need to be answered include: 

 

• What is driving the need for a monitoring and evaluation system? 

• Who is driving the need for an M&E system within the organization? 

• What is motivating the champion? 

• Who will own the system? Who will benefit? And how much information is really 
required? 

• How will the system directly support better resource allocation and the 
achievement of program goals? 

• How will the organization, the champions, and the staff all react to negative or 
potentially detrimental information generated by the M&E system? 

• How will the M&E system link, even in a rudimentary fashion, the project 
outcomes to the program outcomes and to sector and national outcomes? 

 

Step Two: Agreeing on Outcomes to Monitor and Evaluate 
 

In Step Two, planners begin to map out the program or project’s strategic priorities, and 
what the desired outcomes are. Desired and strategic outcomes related to the project 
objectives need to be confirmed through discussions with the different project 
stakeholders. 

 
At the local level, it is best if outcomes are in line with national objectives – and to the 
extent possible, with the goals of the Sendai Framework and of the SDGs. They are 
likely to be highly specific in how they relate to the technology or technologies being 
implemented, and this takes some effort on the part of stakeholders to define. Setting 
goals in isolation of these national and global leads to a lack of ownership on the part of 
the main internal and external stakeholders. The participatory process should start with 
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the development of goals and continue with setting outcomes and building an indicator 
system. 

 
The process can begin with the identification of specific stakeholder representatives. 
Those who are involved with the technology, and with the issues that the technology will 
solve, need to be involved. Outcomes also need to address the major concerns of the 
stakeholder groups, including recipient populations. 

 
Formulating identified problems into positive outcomes is different from a simply 
restating the problem as solved. An outcome-oriented statement enables identification 
of the path to success. Outcomes should be framed positively because stakeholders 
are more likely to respond positively to statements in that frame – to the extent that this 
is possible. For instance, “increased resilience” is more positive than “reduced fatality 
rates”. 

 
Outcomes should also be disaggregated enough such that each statement captures 
only one improvement. For instance, “increase the percentage of hazard-exposed 
people aged 60 years or more who have access to crowdsourcing technologies by 50% 
in the next 24 months.” 

 
Step Three: Developing Key Indicators to Monitor Outcomes 

 
Step three provides the methods of measurement that can track progress to determine 
whether efforts are on the right track, and the extent to which desired outcomes have 
been achieved. 

 
In other words, this step helps to clarify how project stakeholders can answer the 
questions, “how do we know when we have achieved success, and are we moving 
towards our desired outcomes?” 

 
Outcome indicators are not the same as outcomes. Outcomes need to be translated 
into indicators. Each outcome should have at least one indicator, and good indicators 
can be judged using the acronym CREAM: 

 

• Clear: Precise and unambiguous 

• Relevant: Appropriate to the subject at hand 

• Economic: Available at a reasonable cost 

• Adequate: Provide a sufficient basis to assess performance 

• Monitorable: Amenable to independent validation 
 

Constructing indicators takes work. It is especially important that competent technical, 
substantive, and policy experts participate in the process of indicator construction. All 
perspectives need to be taken into account—substantive, technical, and policy—when 
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considering indicators. Are the indicators substantively feasible, technically doable, and 
policy relevant? 

 
It is possible to establish for each identified goal how the goal will be achieved, and 
each of the activities, outputs, and outcomes that are expected. Then, for each goal, 
output, and outcome, indicators must be established in a way that is:13

 

 

• Directly related to the output, outcome or goal established in the theory of 
change (as described in Section 3.1) 

• Something that can be accurately measured in qualitative or quantitative terms 
using available resources 

• Something that will be useful for decision making to improve the program. There 
is no point measuring an indicator if the results won’t make any difference to your 
decisions. 

 

If a common or standard indicator exists, this should be used because it will already be 
well-defined and allows for comparison of results (to other programs, communities, or 
countries). 

 
Step Four: Gathering Baseline Data on Indicators 

 

Baseline data helps to establish the starting point for the project so that there is 
something to measure progress against. All of the outcomes of actions can be 
compared with this baseline, and then the identified changes that were triggered by 
interventions analyzed to determine program effectiveness. 

 
Collecting baseline data requires initial measurement of the indicators. This will require 
finding information sources that are relevant to the data point and which are 
authoritative and trustworthy. Questions that need to be asked at this point in the 
process include: 

 
1. What are the sources of data? 
2. What are the data collection methods? 
3. Who will collect the data? 
4. How often will the data be collected? 
5. What is the cost and difficulty to collect the data? 
6. Who will analyze the data? 
7. Who will report the data? 
8. Who will use the data? 

 
Step Five: Planning for Improvements ï Selecting Results Targets 

 

 

13 Tools for Development. 2020. How to Create a Monitoring and Evaluation System. http://bit.ly/38K0rqm. 

http://bit.ly/38K0rqm
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In Step Five, stakeholders establish how much they want to improve conditions that are 
measured by indicators and established by their baselines. 

 
Each target is “a specified objective that indicates the number, timing, and location of 
that which is to be realized”.14 Targets are therefore quantifiable achievement towards 
indicators that a country, a community, an organization, group, or other stakeholder 
entity wishes to achieve by a given time. 

 
M&E is carried out across the life of the project. For some programs with long term 
goals, interim targets will need to be established that specify how much progress 
towards outcomes are to be achieved at each point in time – specifying what time frame 
and with what level of resource allocation. 

 
Step Six: Monitoring for Results 

 
At some point, the project begins, and data must be collected. As a distinct component 
of monitoring and evaluation, this phase includes both the administrative planning for 
how results will be monitored, and the act of collecting relevant data as planned. It is 
through this step that both process and progress are measured. It includes the 
following distinct tasks: 

 

• Establishing data collection, analysis, and reporting guidelines 

• Designating who will be responsible for which activities 

• Establishing means of quality control 

• Establishing timelines and costs 

• Establishing guidelines on the transparency and dissemination of the information 
and analysis. 

• Collecting and managing data and information. 
 

The construction of an M&E system needs to clearly address the following four 
challenges: 

 

• Ownership 

Stakeholders are owners of the data that monitoring and evaluation efforts need. 
If some stakeholders do not see the need for or value in the data collected, 
quality control will not occur and the feedback loop will be disrupted. Ownership 
is what makes stakeholders willing to invest the required time and resources into 
the monitoring and evaluation process. 

 

• Management 
Questions about who will manage M&E, how they will do it, and where this will 

 

14 IFAD (International Fund for Agricultural Development). 2002. A Guide for Project M&E: Managing for Impact in 
Rural Development. http://bit.ly/2PeWYZn. 

http://bit.ly/2PeWYZn
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occur, must be answered with clarity. Data collection can be hampered by data 
overlaps if different agencies are unclear on management, if there is duplication 
of data, or if there are time lags in receiving data. 

 

• Maintenance 

M&E systems must be maintained in order to prevent them from failing. Like 
government auditing systems, monitoring systems must be continually managed 
and maintenance. This might require incentives for stakeholders and the right 
amount of financial, human, and technical resources for the stakeholders that are 
tasked. 

 

• Credibility 

Valid and reliable data help ensure M&E system credibility because such 
systems must be able to report all data whether good or bad. If bad news is 
omitted, the system will not be credible. Political, economic, or social pressures 
can influence how data are reported, and this threatens credibility. When people 
think information is politically motivated or tainted, they will not trust it and will not 
use it. 

 

Step Seven: Using Evaluation Information to Support a Results-Based 
Management System 

 
In Step 7, the process begins to shift from monitoring to evaluation. Monitoring is 
important because it is a measure of change over time and at certain points in time. But 
what it does not do effectively is explain why that change is happening, and what the 
results of those changes are. It also does not explain how the changes are happening, 
just that they are in fact happening. But without monitoring, evaluation is not possible, 
so the two efforts must be considered complementary. 

 
It is through evaluation that we can take a deeper look into why certain changes might 
be happening, and what the importance of those changes are or will be. What 
evaluation is being used to accomplish will dictate how evaluation is conducted (and 
what it entails). For instance, some of the reasons evaluation is conducted include: 

 

• To better allocate resources (e.g., successful programs merit more resources) 

• To better understand the cause of a problem (e.g., if the project is having little to 
no impact on what the indicator is measuring, then the cause of the problem may 
be different than what the project is attempting to address) 

• To identify emerging problems (when some groups or areas respond differently 
than others with the same interventions, then there may be additional or different 
problems that were not understood by project planners or stakeholders) 

• To guide decision-making on prioritization of programs or methods of support 

• To build consensus on the causes of a problem and how to respond 
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There are different types of evaluations that may be performed, each of which 
addresses a different aspect of the program or project. Depending on the nature of the 
program or project, these might include: 

 

• Performance Logic Chain Assessment (assesses the strength of the logic used 
to establish the causal model behind the project or program) 

• Pre-implementation Assessment (typically looks at three things: Are the 
objectives defined well enough that outcomes can be stated in measurable 
terms? Is there a coherent and credible implementation plan that provides clear 
evidence of how implementation is to proceed and how successful 
implementation can be distinguished from poor implementation? Is the rationale 
for the deployment of resources clear and commensurate with the requirements 
for achieving the stated outcomes?) 

• Process Implementation Evaluation (focuses on the details of implementation 
itself, such as what got implemented, how implementation differed from what was 
planned, how much the project stayed on cost, how much time was needed, what 
staff were required and how they performed; instead of just gathering the data on 
these questions, as was conducted in the monitoring phase, the reasons behind 
this data are sought.) 

• Impact Evaluation (looks at what can be attributed to the changes that occurred, 
in terms of what the program or project influenced, and what would have 
happened anyways 

 

Good evaluations are those that have the following qualities: 
 

• Impartiality 

• Usefulness 

• Technical adequacy 

• Stakeholder involvement 

• Feedback and dissemination 

• Value (for the resources used) 

 

Step Eight: Analyzing and Reporting Findings 
 

M&E stakeholders need to determine what will be reported, when it will be reported, to 
whom it will be reported, and 

 
To make these determinations, the purpose behind M&E must be drawn upon. This 
includes: 

 

• To demonstrate project or program accountability 

• To convince different audiences using evidence 
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• To educate different audiences for the purposes of supporting more change or 
for organizational learning 

• To explore and investigate what about the project or program was effective, and 
what was not (as well as why) 

• To document what happened for recordkeeping purposes 

• To engage stakeholders 

• To increase support for the project or program, or for the goals it is seeking to 
achieve 

• To promote understanding about the project or program, the problem that was 
addressed, or the results that were achieved. 

 
The audience that reporting will target plays a large part in determining the method and 
format of the reporting products. M&E stakeholders might consider: 

 

• Who will be receiving the information? 

• What format do they prefer to receive information? 

• When will reporting occur? 

• Who is responsible for preparing the report? 

• Who is responsible for delivering the report? 

 

Step Nine: Using the Findings 
 

The M&E is conducted to further improve the program or project, or to enable 
improvement of future programs and/or projects. It is not conducted simply to generate 
data. Incorporating findings into some system of change requires planning, just like in 
the previous steps. Examples of ways that governments and organizations have 
utilized findings to improve programs or conditions include: 

 

• Developing guidance materials that explain how to use the results 

• Providing training in the use of the results for managers and other staff 

• Convening with staff or stakeholders to assess ongoing efforts as informed by 
the results 

• Identifying stakeholders that merit awards or special recognition 

• Developing grant allocation guidelines that reward improved performance 

• Identifying best practices 

• Identifying common problems and solutions 

• Identifying training needs for staff or other technical assistance requirements 

• Prioritizing resources 
 

Step Ten: Sustaining the M&E System 
 

Sustaining the M&E System recognizes that M&E is a long-term process. There are six 
criteria that have been identified as critical to program sustainability. These include: 
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• Demand 

Demand for the products of M&E must be sustained if the efforts are to be 
exerted and resources expended by stakeholders. Demand can be supported 
through informational campaigns and a ‘push’ based reporting strategy (wherein 
the expectation is that the existence of the report is what will generate interest 
and demand). 

 

• Clear Roles and Responsibilities 

It must be clearly understood by all stakeholders which organizations or 
individuals will be conducting M&E, and what their authorities to do so are. 

 

• Trustworthy and Credible Information 

Good news and bad news are equally important, and report recipients must trust 
that they will be accurately informed regardless of the outcome. This often 
requires the ability for independent verification of results, and thus transparency 
in data collection and analysis methods. 

 
• Accountability 

There must be an expectation that identified problems will be addressed, 
regardless of the relationship with the stakeholder(s) authorized and assigned to 
conduct M&E. 

 

• Capacity 
The required skills, systems, and resources must exist. 

 

• Incentives 

Sometimes just having information in hand is not enough to inspire action. 
Incentives are often required to encourage the use of reports and other M&E 
outcomes. Incentives can be as little as recognizing good performance. 


