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Focus Areas

ICT
Required knowledge and skills to enable more efficient, cost-effective, and

participatory government, facilitate more convenient government services,
allow greater public access to information, and make government more

accountable to citizens.

Digital Government
Required knowledge and capabilities to drive an ICT enabled transformation

of the public sector. And making it possible to carry out the public sector’s

tasks more efficiently and effectively.

Management
Are the skills, habits, motives, knowledge and attitudes necessary

to successfully manage people or the knowledge and skills that

contribute to workplace productivity.



Top & 2nd Tier Management

A group of people who directs and controls an organization at the

highest level. Who holds authority, resources and decision-making

Stakeholder Layers

power regarding changes at the company.

Eg: Senior - Executive Level (Secretary, Additional Secretary,

Director General, etc.J - Top and 2nd in command

Middle & Junior Management

Subordinate to the tope and 2nd tier
management and responsible for team leading.
Middle management is indirectly (through line
management) responsible for junior staff

performance and productivity

Eg: Directors, Assistant Directors, etc.

1

Chief Digital Information OFfficers

A person who is responsible for facilitating providing strategic direction

and promote digital transformation initiatives.

Operational Staff

Staff executing the strategy which is developed
by the organizational leaders. Secondary -

(Development  Officer, Technical Officer,
Management Service Officer, Staff Officers,

Administrative Officer, ICT Officer, etc.)
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Digital Government Competency Framework

Competency Proficiency - ICT

Email Address
upekhau@icta.lk

Digital media and technologies,

Impact of technology use,

Cyber risks,

Cyber-threats,

Digital Empathy,

Digital footprint,

Digital media,

Privacv Manaaement

Information security

Data protection and privacy,

Tools and techniques available to retrieve data

Tools techniques and trends that enables digital transformation on public services,
Emerging ICT technologies,

Line of Business and tools and techniques in digitalization,

Digital Citizenship

Information Management

ICT in workplace

Digital tools and technologies usage
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Snapshot of the Framework
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* Recognize benefits of ICT for digital government transformation of public services.
* Proactive awareness towards new ICT technologics in modern world.

* Provide guidance to develop ICT plans according to digital government strategy.

* Recognize the benefits of Digital Government transformation.

* Recognize concepts of Information security, data protection

and privacy

Digital Citizen Identity
Balanced Use of 'Technology
Behavioural Cyber-Risk Management

Personal Cyber Security M
Digital Empathy
Digital Footprint Management

Media and Information Literacy
Privacy Management

é

Program management of Digital Government
initiatives

Identifying gaps and providing digital government
service provisions inline with institutional and
national digital government strategy

Facilitate successful completion of digital
government projects

Portfolio management of public services and
identify priority areas for digital services

Recognize and facilitate the required change

Champion digitally enable service delivery
Lo cilizens

« Enhance intra organizational collaboration

+ Nurture collaboration with all partner or;

« Foster diversity and inclusiveness

* Proper collaboration with all stakeholders and
oulsourced entities

« Leadership for achieving desired outcomes
* Identify innovative approaches for sustained stakeholder satisfaction

» Strive to meet highest quality of customer needs
* Recognize the delivery chain and its elements
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« Comprehensive understanding of national digital tranformation strategy

Be sensitive to global Digital Government developments trends
Transform the organization to the next maturity level collaborating with CDIO
Facilitate the formulation of digital government strategies for the organizations

Facilitate alignment between the digital strategy and the organizational goals
Inspire, motivate and guide towards Digital Government

Evaluate anticipated outcomes

Manage and lead the formulation, implementation and control of action plans
with a digital service mindset

lize Itative stakeholder ¢ ication

Establish a shared digital vision for the organization
Ensure increased usage of digital means in communication
Positive perceplion towards feedback
S i ication towards

d digital adoption

-4

Remove impediments when delivering digital government services
Champion the benefits of digital services Lo cilizens amongst employees
Build trust and create an open collab

ive work envir

Facilitate the decision making process

Identify early symptoms of resistance to change and develop strategies to
manage the same

Provide clear and unambiguous decisions and guidance/ empowerment for
decision making

Data driven decision making

Recognize principles of good governance

Recognize strategic importance of human talent

Create an i ive k ledge driven or with digital technologies
Recognize the importance of continuous learning in a digital environment
Adopt Human Resource Development best praclices in the digital government
environment

Assessment and timely intervention of providing the required competencies
Align the HR strategy with the overall digital strategic plan of the
organization

Conflict management

Actively promote the impact of digital service delivery to citizens, among employees
Empathetic mindset towards user experience

Emp- and del ponsibilities

Citizen orientation and customer focus

Adopt performance based evaluation and reward mechanism

Groom successors d: inable digital leadershi

Acquire special skills and knowledge required to enhance the
efficiency of work digital government activities

Interest in self-development Lo support government policy Lo enhance
services rendered to the citizens
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* Recognize henefits of ICT for digital government transformation of public services.
* Proactive awarceness towards new ICT technologies in modern world,

* Provide guidance to develop ICT plans according to digital government strategy.

* Recognize the benefits of Digital Gover t transformation.

* Tacilitate alignment between the digital strategy and the organizational goals
* Inspire, motivate and guide towards Digital Government
* Evaluate anticipated outcomes
* Recognize concepts of Information security, data protection / * Manage and lead the formulation, implementation and control of action plans
and privacy with a digital service mindset

Digital Citizen Identity

Balanced Use of Technology

« Behavioural Cyber-Risk Management
« Personal Cyber Security Management
« Digital Empathy

« Digital Footprint Management

+ Media and Information Literacy

« Privacy Management

* Conceplualize consultative stakeholder communication

* Establish a shared digital vision for the organization

* Ensure increased usage of digital means in communication

* Positive perceplion lowards feedback

Strategic communication towards maximized digital adoption

.

* Remove impediments when delivering digital government services
Champion the benefits of digital services Lo citizens amongst employees
Build trust and create an open collaborative work environment

Facilitate the decision making process

Identify early symptoms of resistance to change and develop strategies to
manage the same

Provide clear and unambiguous decisions and guidance/ empowerment for
decision making

Data driven decision making

Recognize principles of good governance

. Second Tier
| Management :lakuhol(h-y. Man

Capacity Building

Program management of Digital Government

initiatives

Identifying gaps and providing digital government

service provisions inline with institutional and

national digital government strategy

» Facilitate successful completion of digital
government projects

* Portfolio management of public services and \

* Recognize strategic importance of human talent

) * Create an innovative knowledge driven organization with digital technologies

8emeny * Recognize the importance of continuous learning in a digital environment

* Adopt Human Resource Development best practices in the digital government
environment

* Assessment and timely intervention of providing the required competencies

o Align the HR strategy with the overall digital strategic plan of the
organization
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10. Annexure 03

10.1 Details of the Competencies of Top Level & Second Tier Management

10.1.1 ICT Competencies

ICT Competencies
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Recognize benefits of ICT for digital government transformation of public services
« Proactive awareness towards new ICT technologies in modern world

* Recognize the benefits of Digital Government transformation

* Adopt innovation through digital modes

* Awarencss on legislations/ acts

« pertaining to the domain

* "Functional skills for CDIO job profile extracted from National Skills Platform (W1P)
- Specialist Advice - 6
- prise and business
- Emerging Technology Monitoring - 6

=2

Develop ICT plans according to National ICT policy and achicve the objectives of the organization & Comp

system

Initiate, drive organization towards adopting digital government solutions
Identify, design and adopt business process improvements
Ensure alignment between business and y
Enable interoperability, scalability, usability and security of the IT
infrastructure and systems of the organization

- Technology Service Management - 7
- Portfolio Management - 7

- Product Management - 6

- Solution architecture - 6

- Software Design - 6

- Systoms Integration and Build - 6"

Digital Citizen Identity

* Balanced Use of Technology

* Behavioural Cyber-Risk Management
Personal Cyber Security Management
Digital Empathy

Digital Footprint Management

* Media and Information Literacy
Privacy Management

* Recognize concepts of Information security,

data protection and privacy

5 of Digital

in line with the i

aa

and national

Project and Program

gnize the service p

Digital Government strategics
* Facilitate successful completion and delivery of digital government projects

® Steer projects in Digital Government

* Innovation mindset for organizational changes needed to
improve the organization’s effectiveness

* Champion digitally enable service delivery to citizens

* Lead, initiate and implement organizational change in
institutional digital government transformation

« Identify and manage change
P and sol

qui of

in digital

* Achieve desired outcomes of relevant digital government initiatives

* Develop innovative approaches to deliver greater stakeholder satisfaction

* Be sensitive to the societal and
* Ensurc that the digital g

pectations of digital g
mocts the i

ging
and i h.

© Manage the quality, of service delivery through digital means for citizen interaction
* Continues digital improvements to enhance quality of service delivery
* Manage Quality Service in Digital Government initiatives

o Drive digital g formation in the organi

Manage physical resources and infrastructure in Digital Government setting

Manage and mitigate risk ensuring disaster recovery and business continuity
Transform the organization to the next digital maturity level with the knowledge
on the global Digital Government developments trends

Knowledge on digital governance in an enterprise setting
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Digital
Government

* Conduct and manage procurement related to digital government
* Determine the modality of delivering the solution. (such as

outsource, multisource, ctc.)

* Manage outsourcing and vendor management

* Manage multi channcl service delivery in the organization

Build alliances and to achieve izational mil

of digital g

Provide integrated government services through inter organizational secure data sharing and
shared services for Whole-of-Government concept

Integrate relevant services within the organization across multiple digital government initiatives
Proper coll ion with all and

Kehold:

d entities

e C T

# Inspirc others to understand the purpose and strategic direction towards a digital government
+ Ensurc increased usage of digital means in communication
 Positive perception towards feedback

« Inspire, motivate and guide towards digital transformation success

 Fffective dissemination of information and gui towards maximize dig offorts.
* Maintai ility among superiors, pecrs, and
. ize impedi when delivering digital g services

 Champion the benefits of digital services to citizens amongst employees
* Create an open collsborative work environment

o Facilitate the decision making process

« 1dentify early symptoms of resistance to change and develop strategies to manage the same
« Accountability in decision making

« Data driven decision making

 Recognize principles of good governance

« Transparent decisions

« Participatory decision making

* Recognize the importance of Human Talent
* Create an i ive k

Aedee dri P

with digital technol:

* Recognize the importance of continuous learning in a digital environment

« Conduct Training Need Analysis (INA), benchmark and build the required
competencies of all staff

* Assist ICTA in its efforts to identify a diverse blend of capability and skills to
meet current and future digitalization efforts

« Conflict management

« Actively promote the impact of digital service delivery to citizens, among employees
« Empathetic mindset towards user experience

« Empower and delegate responsibiliti

* Citizen orientation and customer focus

* Identify illi

ng and upskilling req where relevant
# Develop successors to sustain digital government initiatives
# Foster integration and teamwork at all levels of staff in Digital Government activitics

 Provide consultative support to develop HR plan for

ganizational digital
Hrale‘y

 Assess and improve performance of the staff towards imph ian of Digital
initiatives

* Adopt 1 e P to promote organizational learning

* Build comp teams to deli d results

* Work in teams with mutual respect and understanding of members to achieve synergy
« Share inf ion and

dge to enhance effici

« Acquire special skills and knowledge required to enhance the efficiency of work digital
government activities
« Interest in self-

P to support goverr t policy to enhance services rendered to the

citizens

« Strategic positioning of the arganization in the national digital vision/roadmap.
« Farmulate institutional digital transformation strategy and read map align with organizational

— ICTA
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 Inspire, motivate and guide organization towards Digital Government

+ Rocognize and adopt results oriented management principles and application of M&E
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Recognize benefits of ICT for digital government transformation of public services
* Proactive awareness towards new ICT technologies in modern world
Identification of digitalization needs

Recognize the benefits of Digital Government transformation

Adopt innovation through digital modes

Be a avid practitioner of digital tools and technologies in the workplace

* Digital Citizen Identity

« Balanced Use of Technology
* Behavioural Cyber-Risk M:
« Personal Cyber Security Management

« Digital Empathy

« Digital Footprint Management

« Media and Information Literacy

« Privacy Management
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* Recognize concepts of Information
security, data protection and privacy

* Timely retrieval of information for
effective service delivery

Middle &
Junior
Management

Capacity Building

* Project and Program management of Digital Government
initiatives

» Recognize the service provisions in line with the
institutional and national Digital Government strategies

Slakoholdcr ‘\lnnngcmenl

« Facilitate change management within the organization
« Champion digitally enable service delivery to citizens e .
Digital
Government

-

o JIP
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Knowledge on national digital transformation plan 1

+ Recognize digital services provided by the organization and the involvement of the unit

* Awareness of CDIO program and CDIO concept in implementation of digital government initiatives
* Manage multi channel service delivery in the organization

* Recognize current status of the digital maturity of the organization

* Awareness of distinctive features of ICT procurement

+ Contribute to development of operational policies and procedures

. A in aligning departmental plans with the organizational/ strategy and action plans

* Provide leadership and guidance for the department to understand and implement action plans

* Provide leadership for achieving desired outcomes of
relevant digital government initiatives at department level

* Develop innovative approaches to deliver greater stakeholder
satisfaction

* Measure KPIs of the digital government initiatives

Execute ¢

8overnment jpj

+ Be sensitive to the societal and economic expectations of digital
government interventions

« Ensure that the digital government solutions meets the changing
stakeholder expectations & customer satisfaction, and technological
enhancements

* Manage the quality, of service delivery through digital means for citizen
interaction

* Continues digital improvements to enhance quality of service delivery

* Build relationships among cross-departments and external stakeholders

* Receptive to diversity, and the need for equity and fairness to bridge the
digital divide

* Integrate relevant services and facilitate data sharing across digital
government initiatives

* Promote awareness about the government's digital transformation
initiatives

« Timely escalation of any blockers and impediments to the next levels with
suggestions

« Ensure increased usage of digital means in communication

* Positive perception towards feedback

 Inspire, motivate and guide others in the department towards digital
transformation success

* Recognize impediments when delivering digital government services
* Champion the benefits of digital services to citizens amongst employees
* Create an open collaborative work environment

* Facilitate the decision making process

* Identify early symptoms of resistance to change and assist to develop
strategies to manage the same

* Accountability in decision making

* Data driven decision making

* Evaluate alternative solutions, impacts and risks, and adopt the most
effective solution

* Effective utilization of developed human resources
* Help determine fair/optimum balance between technological and
1 of the department/ unit

non-tecl gical capacity requir

* Conflict Management

* Actively promote the impact of digital service delivery to citizens,
among employees

« Empathetic mindset towards user experience

* Emp: and delegate responsibilities

« Citizen orientation and customer focus

* Build collaborative working environment for the teams

« Identify reskilling and upskilling requir where

* Develop HRD plans at department level

« Foster integration and team work of staff to improve team spirit and
synergy effect

« Promote organizational learning and experience towards the effective
delivery of public services

* Assess and improve performance of the staff towards implementation of
Digital Government initiatives

* Work in teams with mutual respect and understanding of members to
achieve synergy
¢ Share information and knowledge to enhance efficiency

» Acquire special skills and knowledge required to enhance the efficiency
of work digital government activities

« Interest in self-development Lo support government policy to enhance
services rendered to the citizens
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* Explore, identify and suggest possibilities of innovative applications to enhance digital services
* Recognize benefits of ICT for digital government transformation of public services

* Proaclive awareness lowards new ICT technologies in modern world

« Effectively use Internet and application programs for service delivery

* Be a avid practitioner of digital tools and technologies in the workplace

» Recognize the benefits of Digital Government transformation

+ Incident Management, Reporting and Resp @

+ Configuration management of IT resources

« Execute the ICT plan of the organization

Digital Citizen Identity

Balanced Use of Technology

Behavioural Cyber-Risk Management @
Personal Cyber Security Management
Digital Empathy

Digital Footprint Management

Media and Information Literacy

Privacy Management {_ 3 « Positive perception towards feedback

* Promote awareness about the government's digital
transformation initiatives
« Timely escalation of any blockers and impediments to the next

levels with suggestions
« Ensure increased usage of digital in ¢ ication

* Recognize the concepts of information security, data
protection and privacy

« Timely retrieval of information for effective service
delivery

« Maintain and store clear and accurate records

* Recognize impediments when delivering digital
government services
« Champion the benefits of digital services to citizens

amongst peers

C
; ‘ i M m\agc‘“e“l « Conflict Management
L Workp * Actively promote the impact of digital service delivery to
citizens, among peers

Stakeholder Managemen ) + Empathetic mindset towards user experience
* Assist to build a collaborative working environment for
the teams

» Adopt organizational change management

» Champion digitally enable service delivery to Tey myy,
citizens b

* Cilizen orientation and customer focus

* Achieve the desired outcomes of the respective
service deliveries

‘ « Work in teams with mutual respect and understanding of

* Recognize expected results of the digital government / BT D igit al members to achieve synergy
services and personal KPI's ) ) . A
- ; ¢ Governmellt + Share information and knowledge to enhance efficiency
: % * Troubleshoot at basic levels to help colleagues and other
* Be sensitive to customer needs and requirements - staff

*» Recognize delivery chain and its elements in the departments &7 o u'&
* Suggest digital improvements to enhance quality of service,
delivery

* Values leadership and innovativeness of co-workers

« Build relationships among cross-departments and « Acquire special skills and knowledge required to enhance

external stakeholders
» Work effectively with others and fostering @
cooperation

the efficiency of work digital government activities
« Interest in self-development to support government policy
to enhance services rendered to the citizens

+ Recognize the legal framework for digital Government in Sri Lanka

« Provide effective service delivery at customer touch points

+ Awareness of CDIO program and CDIO concept in implementation of digital government initiatives
+ Recognize multi ch 1 service delivery in the organisation LlGHTING
+ Knowledge on national digital transformation plan () D I G IT A L

+ Deliver digital government services upholding public service values R —

« Be positive towards Citizen centric and citizen friendly service delivery ideas actioned
* Exercise delegated authority Informafion and Communication Technology Agency of S Lanka
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